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Abstract In recent years, with the rise of edge computing, although a hierarchical distributed
computing model that integrates edge computing and cloud computing is capable of providing
services with high computing capability, high storage capability and low response latency, it is still
encountered with challenges like data security and trustworthy interactivity. As a decentralized
ledger, blockchain has characteristics like non-tamperability, unforgeability, traceability, global
consistency, so that the integration with blockchain can ensure data integrity and the service
availability. However, due to the issues like system performance, privacy protection, scalability
and requirements for hardware resources, it is challenging to integrate end-edge-cloud

architecture with blockchain. First, the existence of significant difference in architecture makes it

Wk H O - 2020-09-17 s 7ELR K& A H H :2021-03-10. A PRAAF B [H 5 H AAFL =42 (61972152, U1911203) T V4 o] {5 AR 5 5 S8 30 WP 5T
PB4 5 kx202005) WE . & 3£, RS A . EEAFSE T 10 O X B 4. E-mail: xtong@stu. ecnu. edu. cn. 3k B, -+, # 4%, o [H it
FHL 2 (CCF) £ 51, F BRI TN X HUsE | i i BOHe A PR BR324 . & 0% GEEERD i+ B EF R E & (CCERH AR &
5L BRI G X B I B BURZ 8. E-mail: cqjin@dase. ecnu. edu. en. B#I3E . W4 B2 P EIFEILY S (CCPH &4, FEMR
Ul Web BOHE A H1L B0 85 48 BT B | AR SR AR TE AL L R B0 R i N s R T R Ak



2346

Y,
&

it B il

difficult to integrate such techniques. Second, the data transparancy may leak the privacy of the
end-edge-cloud system. Third, full-replicate storage mechanism and consensus mechanism may
consume huge resources of the end-edge-cloud system. Finally, the trustworthy model, limited
edge node resources and large-scale nodes of end-edge-cloud architecture make the existing
consensus algorithms unsuitable to work. To deal with such issues, we first introduce the
end-edge-cloud architecture and blockchain technology. Then, we review the recent progress on
the integration of end-edge-cloud system and the blockchain. Subsequently, we discuss some

problems faced by the blockchain technology under the end-edge-cloud architecture, and point out
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the future research direction briefly finally.
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Background

This article summarizes the problems of the integration
of blockchain and end-edge-cloud systems from the perspective
of blockchain and this article belongs to the category of
blockchain. As a decentralized ledger technology, blockchain
is essentially a distributed computing model that can build a
secure interactive platform for multiple parties who do not
trust each other.

With the advent of edge computing, it is possible to
provide services close to service requesters. which reduces
the response time compared to cloud computing. Although
edge computing can provide low-latency services compared to
cloud computing, the end-edge-cloud architecture formed by
the fusion of edge computing and cloud computing can meet
diverse application needs. Existing works only consider the
fusion of edge computing and blockchain, which limit the
effect of blockchain in edge scenarios.

This article focuses on the integration of the blockchain
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and the end-edge-cloud cloud system, the integration of
blockchain and end-edge-cloud architecture can ensure the
safe transmission, safe storage and safe computing in end-
edge-cloud system, and guarantee the safety of the end-edge-
cloud system. However, because of the blockchain’s consen-
sus mechanism and full copy storage mechanism, blockchain
nodes need to perform strong storage and computing capabili-
ties, which poses challenges for the deployment of blockchain
in edge scenarios. From the perspective of blockchain, this
article considers how to integrate the blockchain and the end-
edge-cloud system based on the blockchain’s storage, com-
puting, privacy and scalability characteristics and proposes
some possible solutions and future research directions.
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