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Abstract  As cloud computing is getting popular, more and more individuals and organizations
are considering outsourcing data to database management systems on public clouds. However,
data security and privacy concerns hinder the further adoption of cloud computing and cloud
databases. Driven by the needs of data outsourcing and data security on cloud, confidentiality
protection for cloud databases has become an important research topic. In this survey, we start
by introducing a five-level security model for confidentiality-protected cloud databases, which
provides a unified framework for discussing various relevant techniques. This five-level security
model identifies five types of security risks: interface risk (level 1), storage risk (level 2),
memory data risk (level 3), program state risk (level 4), and access pattern risk (level 5).
Among them, the risks from level 3 to level 5 are considered as new challenges in a cloud
environment. Then, to address these security risks that are specific to cloud databases, we
systematically review and analyze three key data security approaches: querying over encrypted
data (level 3), trusted hardware (level 4) and access pattern protection (level 5). Querying over

encrypted data can be seen as a specialized form of computation over encrypted data, which has
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been theoretically solved by fully homomorphic encryption. Unfortunately, all current constructions
are too inefficient to be used in practice. However, there are certain kinds of queries can be efficiently
processed on encrypted data. For example, range queries can be implemented by either leveraging
order-preserving encryption or encrypted indexes. As another example, keyword querying over
encrypted data can be efficiently implemented. Regarding the two types of queries, a number of
state-of-the-art techniques are described in this paper. The main difficulties of querying over
encrypted data are (1) handling arbitrary types of queries over encrypted data and (2) reducing
the information leakage. To overcome these drawbacks, it is probably necessary to introduce into
cloud environment a special kind of hardware, namely trusted hardware, where user data and
computation within are isolated from the outside. Three trusted hardware technologies are
described and compared, which are secure coproceesors, FPGAs and Intel SGX. FPGAs and Intel
SGX are superior than secure coprocessors in terms of performance and cost, thus more likely to
get widely adopted by cloud service providers. While trusted hardware protects the data and
computation inside, it reveals its access to the storage outside. It has been shown by several
studies that access pattern can leak sensitive information. To reduce information leakage from
access pattern, there are two general techniques: private information retrieval and oblivious
RAM. The target application scenario of these two techniques are different: the former assumes
no encryption of data, while the latter requires encryption. A systematic review on the two
techniques are presented in this paper. After reviewing the key techniques of protecting data
confidentiality in cloud, we describe and compare the state-of-the-art secure cloud database

systems, including those based on cryptography and those based on trusted hardware. Finally,
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we conclude with perspectives and directions for future research.
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BEFJE CHIR L TEVERE BB AU A B2 1)

ARG A 25 P SO EOR X SRR TE T
A 22 4 FIPE BB J5 T80 A0 AT AN [a) i BT B & 1 S6 )ik
PR K 28 SC A W) U 295 R 4 () 25 I B AT AT M BT
R B W /NS 43 3] A 2 91 L S A o) AR O B ) 28 S A
W5 B PHE R A% CA R HEOR.

3.1 BEXEAARABEXITEN -

5 AT IR AT LA Ay e 8 SO SRR I o B A
THEE 0 — AR ). T % SO B 9 [a) RERT DA Bl 4 (] 2
T Al e, A /NS A A TR A I 2 R TE T
TE 22 4 2 80U T 1 10 1o P i ¢

BN BE EAGT A R L, SE bR A &
THIE N T 37 55 B 2 L A R R 1L 1978 4R,
FUAE RSA %1% R G 2F J5 AN A s Rivest 4 A3
BT 2R A% (Fully Homomorphic Encryption)
(MR 2 X ] A 2 7 o 8 8 b AN R A ) R
E SCAE R 25 8 Z i e 0 e R A 4 P
HC I35 R os BI SO 8 SO B KRR B4R
B RAE—DINE Tk E:PXK—>C &R0, W
BT % ke K FMER prop. €EP B R E
i 2 -

E.(piOpp)=E, (p)OcE,(py),
Hrh Op 1O 73 A i LFE P A C E iy P 4E.
H T (P, ©p) FICC, Oc) 18 2 48 B — B T 2
S PN SO R 2SS PR A2 L S
AR TN 2% D7 YR RIS R [R) 2 g . B SCRT LUR Y TR 28
T 4 B S0 1 3 BB 4G AR % S B IE B

— A [ 25 0 5 1) HT AL B T B RE SRR I R A
FF. AN RABRAEAT 22 i, s Oy 58 E 8 i [ 2%
I CHe AN Paillier %55 &R G655 ) 5 an R 1R 45 2 7fe
B 7 % E g vl 3 12 [ 25 % CEe i ElGamal
WA ARG R R — AN O & E I 32
ek Aa i, W E B a4 W25 . il Tk
MBI LIRS SAIEX N =B HEE s
HOURT DL AT R B RO )« R 4 [R) 2 2%
TERIE BRI % s FMUE B R 2 mis . X
B %8 SO ) TR R 5 T LA el 4 ) 285 M % Ak ke

AR M LS T 1978 s th 7. H
B 2009 4E A Gentry™™™ ZE T 3 45 k% (IdealLat-
tices) BB BT HH 5 — DA . SR T, B AT 4[5 25
TS LR PERE B S IR A AR KB . Gentry 125

S TAEN PRS2 B0 T A 4R Y ) B T ER AR 1 4
) 25 % (H S 6 25 SR R W H A R/ ik 2. 3GB,
G U TR 2 /N EE . H A A 9 A kR ek
T AR 0 4 T 2 I T B At 2 R e
WNEEF BB T3 T 1% 25 2% 2 (Learning With
Errors)! . {H H i ¥ 42 [ 25 i 25 SE O 7% 2 3 4
/N DA SE B — IR A 1 AES Jn%5 @, BR T fig )
1D N1 1 S (PN | Rl B o s e ot S €
PEERAEA 7 #E — 2B W58, SCERL20 04 & T 2 m
WAl LASCRR A ny e £ U R R AL BRAE L
QU EHIDORS REAE R Sy NN N el < o 1 I N =X S 119
A FF A L R AR R ).

4 () 2 s FUO B G SR 2R RL R 5 R AR RN AR
KA 2 AR A 5 TR A B A5 B, R AT Lk
) J AT A B AL P A 4 T 2SI 0 P RE A B
SRR BE Z 00 FATTAS G A 22 30T 8 5 AR i) Al 4
RE A4 J7 V5. TR BB A9 $2 w5 2 LA I RE S AU M i o PR b 4
R G A Tl B SO ) EOR R A RE SRR R R
O R34 2 A A
3.2 eREEXEN

70, [ 5 ) 2 — i g i il 00 L IR UL Y BOHE E
. . A SQL B F Fon By — A A
SELECT * FROM employees WHERE 20 <= age
and age<=30, &L A F A 20 3] 30 & Z (1]
) 5% T I Sk

AN A 400 8 S T Y T 2 SR R T i
FET ORI R T % R 51 AR B N U7 12 AR IE
7 SC 2 I R ECAEL R /N O 2R 5 W S0 — B B G B
ARG MAR 2 )5 1 A 1 1 R 51 A5 A A5 TC W AT ]
A6 B R RT3 4 3 X o PR I AR A R 51 T
— 0L TN 2851 0] 4 %% SO 56 2% LA %
SR 7 A BB S5 A v (AR A A A v
FAFRYIC AT LAE i | P AL AR T
MUY A5 BT A B AT UL n 5 K g A Ee AR % i
i ER A B .

3.2, 1 FETORIF N i3 Bl 2 AT i)

% i % (Order-Preserving Encryption) f& —
ol PR A BB R /N G R N 285 07 . I T vk E 2
o 68 QSR X ARAT 35 41 & DL KB SC o Ay 2 2 <<
Vo W E, () <TEy (). PR 385 3OO 7 W SR R/ 56
o AT DLH A W S0 BB AR AR W LAY

@ HEIlib. https;//github. com/shaih/HElib
@ Performance of HElib. http://mpclounge. les. word-press.
com/2013/04/hespeed. pdf
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SQL ##] , Wy FE \MAX F1 MIN %, 5 ] DAy fif
8 55 B s B4 PR R 9 | 58 & 0 7 o BT I TR 7
TN B %% 3.

PR I I 28 W I 58 A mT AR 95 HE s 31 i) 22
ARG H 4 DB B (1) To/™ s &t (2) A%
Yo (3) B 20 (0 PR 2 0. X
— BB AN TSR A 2 e BAGR MR A TTAE.

(1) JC™ #% % 4. Agrawal 2 N7 ¢ k3R H
TORFE I AR JF 45 T — A i R B SO R
A B DR N4 7 8. 1% 07 58 LA SCE Y W] SCHE
FRO3 A FIH R A 8 SO A 0 A1 A i A R IE 2 3C
@ KN 5 B 3C— 0. @ A6 B AR5 50 A 3%
AN T35 %853 S = A B B AR A I B A T A Be sk
PERE 5% i 26 Dy B SCRN 285 SC I ME 38 0 A il TE S0 4k
W B, 1 BH SCEE G 1Y HOIE 12 20 0 A1 5 76 e 1k B B AR
i H bR AR50 A1, 8 23 Ak 43 i T 6 B S A Sy %5 5
PO o S B E 1% TT SN TS B A AR ) A
HA G S AT X A3 (1% TAEY DA
AN A 5 2 AR file 2 77 4 4 42 A BT s T I 3
E LR SUN RN

(2) kg % 4. Boldyreva 8 N5 1 R P
T AMO™ s 1 22 4 e SCRAR B 6 DR P I T S,
B AR 2 PRSI T R T DL AN AN i 82 Y AT
o] FLAAF B 32 SO X A B AR 2 e MR A B
B SC s S AR AT X 43P (INDistinguishability under
Ordered Chosen-Plaintext Attack, faj ffx IND- OCPA) ,
(ELHERT It o N B N WA LSS
JE T 48 B S o PR Ot B AR 22 4 PR R AN SE PR . BT
SRHEW KAl R B s il T — e ey
LA e SC, Bk B S R O Bl BL DR Y eR
(Pseudorandom Order-Preserving Function under
Chosen-Ciphertext Attack, f&j g POPF-CCA) , 1%
TR XA R SCRY DR PR N T FE L X T IX R ik
T BEBL R 7 o8 B 1Y 08 57 0 %5 J7 %8 » Boldyreva 5§
NAEJG 8 TAES S PR A BT T M2 0k R 3
T AR SR DM EE W SO — 2 ke, Gk (27 17&
X T e POPF-CCA W % 4 ()& e PE—% 1 Hi
P (WindowOne-Wayness) , J & T i R IX L4 E
SCEROR PP D0 75 %8 » PRAEAE B SCE &) 0 A Y I B0 T
AN R W SRR AL B R DL B AR £ e in
Ty G HR A IK 3 FAH 2 APk

(3) AR % 41k, Popa 8 AV i i i T3k
FIFRAE % 4 P IND-OCPA W% 7% 7 %. % T
YEZ T LLRE K 2 B 22 2 P2 D O B 5 AR G i

yE ZNCFIOESE- W 5219 IF: 3 S ab
FIR 55 4% Z 6] 2 Yl {5 3 @ AT 72 1) (Mutable) , 3% 5
RO 19 %8 SO AE TS 22 1 B B0 n 25 i e
W% T SR B AR VR 0 U AR AN R - A 2R — A~
B S 48 J A 150 2 3% 4> B SCHE T A7 2 4 B Sk
75 I8 22 %% SOk HOt 88 U 15 5. itk %0y
T2 10 % SC O 75 22 APl — SO R 7 XA 2L 4
AN R R — > 8 ST R X L B B S0 S A2 TR
FIRY 5 SRS I Y BH SCAEL R 2 /0 T 1 1 Y O T £ £
TP ) 35 SCHR ik ] 4 % bl AR Y BB BT AR Y S
AR P (A% SO 75 . 250 % 8 B SO il
55 e S5 i 22 UG AR E BT R A AL
B WRAE ACH T U BB T I A R
P L5 A Bl 3 L8 5 AR RS B A A S G Y
W5 B By, S 3 Ve R S I BT SR
W IFEE R OCog (o)) YGE AR - Horh n 2 0 — W] 3C
M. 58 TR Mt T o) — R AR A A
AR TR R R T O I R KRR T % X
SEEHT N R A P E R OGo RN

PRAR 2 Ak B SR DR 15 8L B A 2 OF)
B A 2 T8 — A W s A 0 A0 SR B SR SR B A
SCHR S Caff 5 P 3t O 3 in %8, ) B SC A 485 3R] T
X I N R A 2 T S A S PR O A b R S
EME e o0 R W, ek 3 AT DLGE o B2k 1 AR
AT ORIR O BT 55 T B, W00 48 B 4L 2 58 2R
CHEAE 22 ) R Fy I B 1 6, el g ml DL R e o 5 19
AR L2 A PRI A HLAE.

(4) B AR 22 k. S T B BROR P N % 2 4
R ELE FRRCE IND-OCPA) , H AT A iR (87
N #9077k — b2 B RO AR I (Frequency-
HidingOrder-Preserving Encryption)®?, H 3 4 B
R 2 4 A B S ) L ) %8 SC R I B AL AL . B
BISCF 3 X = {1,2,2.3) &3 B 80 5 48 )7 fin 25
2RSSO RE R Y, = {1.2.3.4) . B GE 2
Y, ={1,3,2.4}. X PRIE 7RG B A HLE M 5 i
5] SCFF KB 4r A ). o) — Rl HE T 2 ¥ %
(Order-Revealing Encryption) %, &= 0] #ill Jy J& £
i AT B8 in %8 (Multi-InputFunctional Encryption)
) — bR ] X LAY B RB 2 — > al BLFE A S 4 S
JIE RS I B ST 2 8] R/ 56 AR B e R | T o it — A
BREC T AR B AR 2 SC B BRSNS F I RS T
Xof 95 SCEE Y BR- 5 PR AT AR IR % S0 g Y 2 4
PE. LA W OR 0 e ) 0 AR T AL e R



10 4 HIHE 525 . 2 3P0 T B BEAL R R P R AT e 45 i 2253

FE s i AR 2e A b, T LA B T 3 T A R B B
U T
3.2.2 BTN G| % S0 A

TN 28 5 $08% ST 06 Z DL 25 10 O 1k 5
o BECHE 25K 2Z b AR AT G A 1 B AR Rl SR
A A 2ok 385 | PR b o7 S B

SCHR[36,37 14 H T Xl 43 (Bucketization) J5
2 LA R — FioHURE B i R 51 e R R R
OB B A 80 43 B T AN ) /N B DXL R
AR I R RS A L — S B AL RR Y ID. £
i 2% 9 B 450 SRR 4 L O kg B A T 10 ik B i
HEA AR BT FERR (9 1D, FH 7 4% 340 14 I K 3
JE AT LAAR A 1D Sk G 1 10 53 o 3% o 0 2 7= 2 ) v )
8 X G A 5 A BH 30 5 3 T AR i B K P S
2 b FRAG Y A A A L AR 43 T A IR 55 4 o G
it 5 5 o (R 7 BT D 111X i) 1D A5 AT g itk 8% W S 1
0. T LA ) 2 0 Ja) 43 e A 4 L X R 3o R
P ZE R 2 R b g s IX R /D o X ) 1D 3k 3% 1 3
Pl Bt TG f o R i 2 4 .

BE X SCHR36, 37 T4 R 43 7 48 1) 42 4 B M AIK L
AT TT A 5 R [ 0, Sk (38 N STk (39 4 Hh T
PR EEH BN B R 51, 45 T AR 14 &2 43 AT i
I TAEAR AT LA A 2 vk s A Jal o0 0 2.

HLAASR UL, SCHRE38 ] v 1) 28 51 25 4 2 — i1
= SCH R B OB o g 5 A 1 AR A S T — A
RS HM T RN — Kl B T A
H A FHERA TR0 3% 10 I 4. B v A4S 4 50 HE B
M — AT P 3T JE #8 (Bloom Filter)M), & & — fifi #s
(] B8 125 Y ABE 230 M 5 i 4t A AR 1 DA OC1) I [ 4 oy —
NIRRT T —A S (E A BER B, 761 B
ILUEER AT BY R 1% R 91 AT DAY ] A R
REFERD—FKieRE TERNSEHXE. ZER
S0 22 A PR AE T 2 R 51 A X 401 (Index Indis-
tinguishability) : (1) H 25§42 AS 0] X 43 11, B 2
AT B P BP0 R 51, B AR Sk
(Cardinality) —#f, 25| 1 45 # k 2 — R (2) H
TR AN AT D43 14 o A AT T T A 1T ST B 11 (22
I RRR VT ) A B 2 8 2% AE AR A A R A %
BIHY. AR5 B B A A PH 3 2 ph A B o i A AR
J5 J R R ) 5 AR R — ol R R G A1 B A 5 AT LA
T 3 R A e R 0 S EOR

5530k (38 A B it 58 42 R [A) » SCHik[39 ] 4 v Fl
B SO R AR B T 22 6 TR SO I (L 3.3 /AT
OB IR % SCAT )7 < S A XD B 35 B R (Range

Covering) {E{H T Z 1> 2K X453 24 X 6] CF
HAE) I B X JE] S B e — Y 5C B R s AR ) 480
FAEAESCR C PR 9 24 XIS 24 T SOR A
TR 22 A SR 3K RE XTI SR A B A 0 AT DL AR A
T 0 R R SRS 11 22 1> O B ) A 9. G B ) 5 S0 A i)
F18g S S R IS AT T o 2R 51 5 g 5 3k LT DA R B
Hu AN X TP AR5 | A B DG B n] L HL Al 5 G B i)
M SCRYSE A XA LA B TR F AKX
) RN Z A I M T R 2
FERE E AL S 1% SCRT $2 1Y 07 58 1) — A B AR
R R R B ) 4 SC A IR T R AT DAY AR A R R
WA ] S Bt i) % SC A ) A 0 e T AT DL B Bl ek i
T

R AR g — A B S BRI P 9 A
W Z AN B C S WU S T SR G H
TESZ bR W 5 56 P AN A 5 B8 P R 51 B
R ) A At AN AE 4 T8 1005 0 B A 4 - B ar
SR G SL B ] P R AR A T Y. O TR kX
AR, SCHR 41 DRE B8 P S Y B 3 0 & 5T A
B TESCR GBI B R T T8 EE
(=L SR B A ) Y S Y 8 SCR 5] (Adaptive
Indexing). 1% 3CH& 19 % SCR 51 E [ & I J7 2 U
T 4 848 R 4 24 (Database Cracking)™ ) A
T L AR G AR B PR A A 10 ) B 25 K 4 A
() s HLAE S WAt I 2 TC Y 19 5 2 J5 e AL BT P A 36
I AR A 0 R 2 ) P9 DX 1) 9 58 ¥ 8 B B
A 77 R Be N TE R s & A B s s X H X iz id g
(78 AL i — A B —SUR (AVL Tree) 447, 1 T
A /N DX ] A 0 1 A FR 0 L O T AR S0 B S BB
PRIy 34 SCHR Y T — i T A AR AR 1 W] R
5% (Indexable Encryption) J5 ¥, ‘& i1 % f 5 b
A B A F B, ARV R A FIEE B
B SCHAH BN AR A A Y% SCZ 18] JE i
FERR /N o [a) BEAE 5 B LA S . 3 o 285 75 125 1Y
RE IR S5  15 OHE 2 v B S O RS A )
Z A TC¥E OB RIS AR S v/ P A 3 A DX 1) s e Cfee
FAREE BN AR 0 SR RN 3 AR
FER BRI T Al R i B 85— SORE 45 1
ot B A O AR BB g T AR 1Y 2 B A
TSIk,

DL b SO 5 R I R — 4B 30 [ A i Y, %
WL AE 22 4870 Bl A i) A PR R 2 4 i R BR A X
X[, SRR 44 38 1 —F 2 U SCR B L%
RIFESS ) B 5 RB AR 2 Ins R R
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BT R T OO A ) B T A BT R R B Bt
HE O 1)) 2 75 5 A 1) D3R 0l 8 (o 2 i 46 1)
A S N TR R A ) R VR AT T R XS R R
{3 35 n 2% ( Asymmetric Scalar-Product Preserving
Encryption) , 3 Ff fill %5 75 125 1 56 $2 th I8 0 T 3 n 8%
(1 K3 4B 3. R g Oy vk i R B O L 4G
JE NN JE WU A P1L P2 RN J5 ) & i a8 Q. AT
FIWr P10 P2 WA Q BT, 12 B T XA M
PR SCAR G| B B /N 301 B S 5 5 A i) DX AR 22
[ [n) AT A4S 30 i ke, 7E A 1 B, 2 9 5k N R OB
()RR I 2 o FH A 98] DX 0 8 T 5 1 A R /N il
FRHEICSZ S s Q2R A 52 4R L ) A 30 33 H BRAT L 5 0
0] 5 d5c 2% 3k [ Fiy A7 A 2 58 56 00 119 9 08 T
BT ETENLE Y AL TRy na H R 5145
TE—E PR Eox il @I 15 5. XS 1) B, 1% SCVE
Pt T VR R SR T R AR 2 SRR Z R
R 1.

3.3 XERBEXEN

B 28 R 10 5 SCRUHR T B SRRV A SOA
ZE TR {18 SCRATE DU 75 2 5 A5 SCAS VT e A ) H rp g
BEAS B — e A H 3 B — A S BEHIA] 1 BT A 4 3]
SRt R G B i) 95 SCAT ). ZEAS /N R R SO s AR
I3, LLSR I 90 55 1Y 28 B0 SO 5 AH B L 30K
IR B K.

AN A 23 00 o EL A AR 100 R T 8 2
(Symmetric Searchable Encryption) , A] 37 3 5 4 7]
5 3 ) (O TR X BR AT 48 R0 B e AT £
WU MRS R X A TAE A X 35— 4
AR R B SR e S AT A 2R 5] L A 1) A 3 B A S
P O R SORS 5 1 AR = A AR O
SCRY A RG] R A R DA S SO AR
RN BGIE B B A 75 845 4 B R SCRS s 55 A~
PR Sy A SOR AR g T R g A i AL PR AR R
SR R/ K, 53O R/ e K.

Song & NTESCHA[48 ] & Y42 1T ¢ Bt i) %%
SCAT I [R) R, JF A S T — R BT B S R ] A R %
T3 3SR 7 S8 — I W SCSORY Y A A 1) AR
3 50 2 A8 S — > X INE 118 B2 0 4% 25 48 < >4 P A )
() A, s JE A R A B 1] (Trapdoor) & 45 ik 55 % »
JI 55 s n] DA <23 34 B 11 A O — i 8% S b )
R 0023 T8 A5 A8 0 A0 2 N SR JE K N R TR AU
. 0 SRIE OE A 10 B X A 002 0 %85 45 48 %o 17
) ) sl CAE AT BB 2 K 2R 1) 5 75 D 150 B T iz ) 1) AN
. H s MR S5 AT T A AL R R Y SCRY IR [ 45

JALREAS DT L B LT O AN T A L (A
TAVES 0 2 3 Ty SR o i B — A ) o il R AR
i) DC TC ) o R

SRy R Tt SRS T 3R 5 | AT DA PR ) DR SRS A DT
Ji o FLAS Yk 5 AN 00 2 1) UC e £ 8, 5 36 F X AN 4R, 3C
BRL49, 50 WA TAEARJE T & 51 28] 8 &R %% .
SCHRL49 BRI T R 2 RS H L LRG|
ST P 3 4 G B ) B0 R A BT IX 43 4 (INDis-
tinguishability against Adaptive Chosen Keyword
Attack, J5 & Fk IND1-CKA) () 2¢ 42 8 1Y, 9% I #4) i
H— AN 3k B Bl AL R RN A B S R R L W 2
INDI-CKA [ @m0 %Z 2 %50, %R 5| &, ml
SR — A SO LR A B (S B AR A — R
(14 AT 8 2ok i 2 e 5 ) RS 2R ) I 5 AE — A SR R A
IR 590 A DR A 2R T D B 1D A A il R SRS X L ) AT
Wi B A X B AT R R A I BRIk 2 A TE T
(1) OZ5 T3] 4 o 170 R #8417 o A 3] %35 B
iy A DAL R B A T R A A
B BREAE LA BT s (2) 253 H 4k (Blinding) 4t
B, R pi) A7 R L 8 A A A — o BRI BE L 1. AT
TP B A [ A | SRS o B SC B IR 4 i AN
AVIXF IO ) A A 8 A AN BT X 43, SCHRES0 42 i T
— PR T M RG] B P BEAL LA Y 9
fith o A 78 FH P 2 10 0% B T LA 3 B vk R B R
S —EB 53 TR 1R o3 TSR R DA BE ML . 5 Sk
[A9 TRATR] Y 2, X — 2 2R 5 R O W [A] 5
A DL B — s SRS 2 5 A 1 e — R R 3 5 A R Y
J XA AR ] 25 SR A AN [ O 100,
TE A A S 100 %.

SCHR[5 1] R AR 38 R P R O 1 ) T 3 43 AL
AT RN IR TN ek
JITRR 3 L LT A 28 AT B R 0 S N & 4 AT
MR Jr 5. 530049, 50 JA ] X A~ TAE g T
(2R 51 B X B A SCRY 4R L T A 2 B SORY. TR
LT 58 Ry B A5 R OB A B R 55 A T T B 2
Ot T 1 & 1 7748 2R %5 7 1. SCRY & D =
(DT = Ry A A Fd i T 4. &
W={w & D HAYITAERBENES: L=
(L} RS R 45 R AR B & b Lol 43 3% 0
) o, I SCRY TD 20 B A B 35 o B X AR B RE 3R L
MAE B L[ J#A w, € Dy AT L i e
AHEFR L ATH BAST A L Ly ] BEHL ™ A 1 %5 5
hnaz AR JE LS AL A b AT 8 Loy J9on 2%
Bl 977X A (s B8 L0+ 14 A i
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B PR A TR, X, HERE LiAE A b
S — 1 Y AL BT 0 RE R R D L. X
AR o, FT XS R AESER LoAE A PRI E
AT LLE A AR T 58X B A B8UE 451
& FKS 2 0% J5 35 (R UF 2 7 AT ] O 5k 3] 1) fe 3R
i ) A2 2 B OCD) S PR 28 2 OGo) s Hot S
R B 1) 1) B A

3.4 EEEXEN

FI A3 A AT — ol i %8 7 vk RE AE 1L RE JT- 4 7T 4%
S AT SRR BT A B2 0 B0 R R AR AR T T
AT Z RN 7k s BN TS RE % e
AE D7 T _F B 1 AN (] A I ASUA < AR 3 Jin 2 L T
F R ER SRV AT AT A 5 B M0 & L SCHE A
SERAE HME SR TR A AR R A R A L S
FRARATTE 3 AH M BB TT 8 A0 K5 2 W] 25 4% e
5 (e 1) AH A SRR HABBRAE s T 5 I SCHF T
BOERAE B BRI 15 85 I R 51 SRR 6
SR AT IR L AN R RO AL T A TR A KRR R IZ 5
AR 35 1) 2 A 22 A 3 AT 2R 5 | AR X AR A R
DRASE 8% 55 55 AR A0S 1 T4 5 19 4 30 75 oK

SR A ) W S 2 R B T R A R
AR R IR 48 08 45 b 2 SCA 3 5 VR R TR Bk R
Fehn, SQL #5 i) SELECT SUM (quantity) FROM
orders WHERE quantity >100, 7 quantity 5] E A
Ut 2430 A i) [ IR 2 BOR A iX SR #E 4 —
Fofr i 75 1k RE [ I S0 9 BU ORISR T L B8 4 55 B A
TN a7l W R I 7 vk, B, SQL A i)
SELECT p.name, o.quantity FROM products as p
and orders as o WHERE p.id=o.id, ¥ & i i% 4=
VEZSRAEPIAS AN TF] 2 1) 91 22 [0) A5H) 55 3 79 A 41 £
N J5 1k v REAS [A) CHE T D RE 25 18D » AN B 3 N Ty
EARRE R BN A G T2 P 25 08D X il R A
[F) 14 9% SCH 22 ) R 2 B Fu i % SCERAE I 24>
iy ABUH & T AN 1k — o gy vk R R T s iR AR
— T AR AL AL A A b SR R S [ 8
LW ATREAE — A K di P 2R G2 A St AL A R Ok
BB GRARLE.

X T2 G R, SCHR LS53R AT T VR AN
(Onion Encryption) 2k 4 & A [7] D3 68 19 N % J7 i
XF T — A HulE B, T2 R Oy i Dl & 1 Jr 5K
B JZ NN AN JZ Y I T vk i 22 A BRI fE
55, b, RND(DET (JOIN (plaintext))) g J&: —
Fift Rl BE #Y P 2000 4% Hoh RND 2 78 HE 320 i %
DET 75 1 58 HEn% , JOIN /R 3 F5 & S 3 AE 1)

I s B A2 1 RND i %5 19 42 4Pk ik T e N 2
(9 JOIN i %% i) 21 BE B2 9tk B A8 doe 9 i %8 i ) HY v
ZE N R W R AT RE SN2 B I O7 2 m AR R
etz 4, 22 J5 A i Ak v 4 5 OROT T AN g
“ER L HIRINBERI N O T R 2RI EE L B — A
H A RETHR E LA L — BRI . e, X R B
B S — A SQL A, AT LAZED BV A
T s de N Z 53 00 2 A e T Ak [ 25 4%

Xf TR ) A, SCRRL53 T 1 Al R i e
(Adjustable Join), 3¢k [54 142 th T % vl 5 £ 1
P4 (Data Interoperability) ; B 4R W & B9 HAK 0] 51 5
D7 AR AR M A A BT b R R T A R Y A
S ) 38 00 %5 7 ¥ A A5 IR 55 i B A o B SC R ]
B %5 1 0 508 = 8. A SCHRS3 i wT o i
BT 00 TS A SR G R EH R T
i SRS PR S B R SR ) — ol s o A %3
T3 AR FIASTR] B %% 41 DL BRSPS 21 19 Q18K 5 24
TEIX AN H FABO% e A I b e v — > 510 fe T 5
B ORI A L XA ENE Z 5 T A
[ o A o P 0 26 Dk 5 A 37 W SC 22 [) A 4 6 R TR
SC AR DR AT LA B e A 5 S0 b AT e A 1
SCHRE54 Jrb 4 i i) Bt o] H AR AR AR . — A HRAE
R 4 T AR 5y — A R L AR S B X
ARAEE TR I Ik AN SO T — Rl 2 %
4% J5 18 (Secure Multiparty Computation)™*! 3
KBRS EE A B AR R B A P T i
AU T —Fp 3T RSA By ik, B HA G H &
e 1 ] 285 100 365 11 L 50 ok 7 0 S ) 460 285 4 OB N %
A ATEROR b SRk | LR 455 DL B Ry
LA A — A ER A T DL E2 32 AN (W) Dy 20 8 1 Bl R
A

4 FEEHGER

A A A i — ol 22 e G 5 1) A B 1 L BE B
VAP B T B RAT A 0 DR o845 Tl 2 TG vk I AR
PRV BCAT {5 B P I PR 2 o 45 A R R Bl
T » 6 SCARA B A {5 6l F I v fif o b B JE 75 40
HALEEZ B . ih T ] A5 B85 (9 P A7 R A
FE PR A 32 2GR 47 DRI AT {5 B8 7 AT A 000 R fIE 3
A A4 G

AL BERAE = BB B OL Ok AL T E R A
R EE Al B F AR 55 T T AR D T Y SE i
AT L A M A P B SR R 4 A s AT
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L
&

FURY R R AP ER B AT B AR AL TN LA Y
e 55 s b AR D8 R 55 & 09 4L 0F & 5 IR 55 A% LA
T 3 {5 AERAR Y 98 5 1T L AT DL 2 AR 3t
5 T o A B AR . 3 VP T T ) AR T B 1A
fift R 7 22 Ax ) BRI — A IR 5 | 0 A 2 T

IR T 5 BE A AL AL EIF A RE IR S0 A
TEAR s I B8 RN BT L W2 BAN. N2
FEF » AR BE AT 10 22 A PR AP LU SCAT ) S 4w A R
] RUGR 3 R 12 v A Bl Bl A AT RS i L
A0 52 B A Al T LA A B £ . {ELTR) R AT A B e
AR A7 At X R 58 RE 1 8 AR AT A BIR L o SRR BT A A
AL BRHR HCLE R AR B AR o AN S8 23 A WA
I8 2 2 G R AP R A UM L3k B R . Tl £
B 5 AN {5 A 22 [ B 288 1 25 L 2 T AT A
B 1) 2 4 2 a2 AR 8 Lt o R ) % S A 4
AR A S0 BRCHE A 1T 5 BE A L 58 AL

BT I E MR A 2 4 B R R A 2 Bl BE
(9 2R CUL I 2) 5 AR A 10 AN T o R A5 8 473 5 )
SRR SRS

A a7 dhy AT A A A 9 AR RS T A 11 A A
S EELE . T AR Y AR A AL T Al AR R B f SR
AT BIUBARAE A W Aok S T R A BT P
BT Xk 5 SO )25 R i o O A B AR A 2 B I

TR A 5 BN AT AE B9 L A8 AT AN AT A o A R
F5 g L+ B AL B T A AR 0 e AT i 1 LA
B DR 2 4. SRR AR 1) 2 A0 A2 AT A AR T LT
I 3 C A AR %R 2 0 o LA R KON TR A B R e 8 A5 X
B i RO PR AR G BB B /M L A B TS BR R
FHAE

B BT AT AR A A A 5 SRR W A Y ) A
WG IR AT A5 1 3 AR 51 5L AL T AT A R
T DT B WSO P A 30 | A R 0 AL A ) 3 B R )
PR H b B RO AT R B SO sS4 PR AN T £
1 B A0 51 5 s AT FE AN AT AR AR 55 b L R T AR
e PH A 5] 5 AR Tk SE N A 5
TE FR T 3 SC Y 1 A8 30 AT 55 M AR A, 224 b
(Y B R B AW S B Z B AR AR A
P2 AN 2 BB AR LR

B B R AT A I A 9 5 LR AT A 1 R A
WG EE . AR E B9 32 AR 5 | 5800 57 % S0 I Y
T ZEAL B A B T 4 ST A BT AT 55
2y R M A G AL L 25 G FLAE RO R el 4y )
PSS b R SR e B I TR A T L AE B
Hh B S BE AR X TR A R AR 51 EE A B T R AR X
Y PR AR BT R R AT A nT fE B R SE Y
k.

B e B B ] b
i [ g | WA [ gy 0 [ gm0 | mme [ ew | Fen | mem
oo > gl L > ol L > e

(a) 42Hia

(b) ZH4gb

(c) BHie

P2 T A BT B 2 B I AR ST Y = A A CRE v R 8 )5 R 9 L1 4k 7 AT {3 8 41 D

FIAT & 3& T R LA 54 Ak B iy ] £ 8 1 5 AR
FEA =R A A B g B AT g AR [ 5 AR
PR J. AT TR T A A 213X = ] £ BE R R
R R A A IR TR BATE = BRI T LR 1
LA BN PR AR G P R L R
4.1 ZEHhLESR

L4 b PR 4 (Secure Coprocessors) &&— 1~ HE
Iy B 22 A A Y T T S PR B L W] L) 4
INEFGZE AT PR Y 2 A AR T P U e AT
WU R IE X BT B BT R
EAERCRAE) EHLE CPU Y Hp ik B35, 42 44 %
ST ERE AR WL L AR A R A AR A
HREBGYF T4 4 Up Ak 3 4 1) g P F 9 8 0 6 T
IBM )4 4 Pp A #4%  ten IBM 47657 IBM ) %
2 P4 AR AT 2 55 = BUM 19 IAE 1 2 BRI AE B AL
H R E (Federal Information Processing Standard)

8 B 1o 22 A O] R SR BR T 2 L] IBM 4765
(R BE A2 B8 1] S I % ol o ) 2 4R AE L T hm 5 i

B A PR Ak B A R )Tz X B A A AE
KA PE 22 4 07 T AR G BF 9. SCHRL60 N 22 2 iR
P18 1 B2 0T 22 4 50HE P R 5 SRABL T R 40 08 40 A K
TR P IR 1 (Program Obfuscation) X % 4 548 & &
WA T S8 T 58 42 Ak T 5 i 2 1 B T R B
SR AR VR ME Y 5 22 42 Py b B 2% T DA GRS B 3 AR 1) A
FH. SCHERLE T I NES A 22 B AR 55 %) #f B2 LA Al 5] A2
2 b 3 A 0 0 L I SN S Al R A 7 B (A
3. 2. 2 /N A R BRAE R 2 A 2 B A = FHE P
G e P B A B I, T AR R 4 O AN
JE.OCHR 62 48 42 4 P b 38 25 52 90 3 B 2
(Sovereign Join) , Bl 7E 2 A4~ = BB 7 (48 48 HLAL
AH A ST ) 2Z TR AT BOHE P 1 3 e A L R AR BIAE
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RS B B B[R] SO AR M 88 A A
(B T &5 R LIS 1 8 dls .

R 24 4= Uy 4k PR A B IS 2 5 38 A TR = 4K
I R G WE 7 SCHR 57 13k 18] A1 280 5 — [ L. A% 42 WL
FOANNZ b 3 4 Hid 6 B 3 BURALAE D Ho H]
Yo i 2 R 2 A U AL BRES (1) T 55 FA7 i BE U
o3 AR X 332 BR T LB B L e Y A RE
(2) W & LA & B DL IBM 4764 S 5] 2265 A
B 8000 EJT (2011 4F). H & 3k 25 4 1 LA 43 #r
ZJG SR B TR A DAL RS b S B0
F 5 AR b B Al fE CPU A F 380 (F R o] {5 IR 55
i B AT 2 D IR — B G X — T T
B0 T B AR AR N AR T 22 A PR ALk B Y A
A Ty — 5 W H T A N % e Ao
AR R T T4 L B R R R R R i i b &
/D FH Y TR BB e (Modular Multiplication) .

SR U FRATTIA Ay 2 4 Pp Ak B g 2 T A A A
T =808 PE R 40— b B 223K 3 07 1 i BF 5%
AR T A] {5 B8 1 1 FOR B 2 A 1 0 i, (H 3R
TN 22 4 By Ak B g 70 P BE b AT B R AR 391, BR
PR R R AR — W ORI A
189 3 375 ] 20 2 I 90 FER A DR AP 8 B I 3%

4.2 PIpAImiZRED

37 v 4 2 B4 7] (Field-Programmable Gate
Arrays. 5 R FR FPGA) Jj&—Fh e i 3 )5 7T 9 % 1 i
TR I I L S S A R A AT g A Y 32 A
He, Ay I N ERE L DL R AT DG C AR R L A SR Y
1/O He. PR & VAT n] € il 1 FPGA JE i 5 il
PR AL, IF B B % FPGA 114 Rk L T FE AL
AEE T AL FPGA 1 1 3 FlE 7R e 3 e
FAb oG T FPGA KRS H A J5 AN Ak i
30T WL SCHRL63 .

Bl ST FPGA 1 50 % R 2 FPGA 24
YEHSCHE A0 30 s 2. SCHR L6412 3 5 11 4R &R 1 i
RIfEZ — 08 E e 71 FPGA & 4 4 1 4
SOk AL. SCHR65 1R FPGA 1 i 847 M o8 o
e BT VTR IR T I CPU i B0 19 A ik
i IR T AN [F] S B U7 2 R B SCHRC66 )4
AT —PMRAENT FPGA B4iFEes. 4 — M
JaAr TRl i iFas il UL A s 8B B FPGA i
B, SCHR67 IR FPGA 19 347 M XML 3 3
IR F Ak o B 2 A] DL b RO S B R = R
SCHERE68 A 484 T anful ¥ FPGA | 52 B i 3 19 HE
W 2%, I LLIE R i 45 8 T #E FPGA I 8 80 Ak B ()

63 EE. CER69 B T — 456 F FPGA [ 50dE
JBE Sy A BUERAE S 5 48 L S T 6 fE b RE AR T

ANACRT AR Ay i B B & FPGA 38 ] L
Ry — Al {5 B A Sy — A SR Y A R
FPGA HARMEA PR A 2 R i doil i Lo #7E &
5 MR TR . 5 AL RS [ Y 2, FPGA i)
DA 225 T o B B B 0 R 7 25 [ 5 o T
B BT R 2 D 246 o i S T B A s TR DU e
BN A 1) Y25 Rl K 25 AR SOk R X FE AN &
1At 2 50 R S 2 o X 34 1% U 31 T 49 0 <8 15 e
Fy. 0 H L. FPGA TR 7 (Hb i Xilinx 7 &1
R AL FPGA LRI 5 i Dy ge . F P ] DL
FPGA i AES %% . FPGA 7£ i & 1 B
PB4k 10 B HE 4R i %5 FPGA AR . 3 4% 4
SEAEREAEAR AR 2 O P A b AT LLGE i AR
NES AARGE I ff % I E 34K FPGA L 4F
AR e FPGA L% T3 1Y g 2 2 8 58 i s 5
FPGA w1 (it HAth 32 58 A 7] 3 #8453 & T v 38 2.
FPGA LURE TN 25 B4 202 By 1k P 00 0 ™ Ak
GTHL, M 7E 22 BRBE T 0l DL FPGA HRR I 11 58 48
PE. LL FPGA AR o] {5 6 1, SCRRL70 ]2 8 1 5 T
FPGA Wy {5 =i, I A—A4~ B 97 B BAR UL T
PR AR BRI AT, SCERLS8 #4381 Cipherbase,
B—AHET FPGA W% L BIMIERG . %A G W
A 5 28045 G B 5 R AP S B BSCHR T ) I 8 M LR A
STE 6. 2 /NI IA.

LA 76 = Bl 0 F % FPGA B4 ok —
o B T 3 o e B 1 e 2 A g g O R O 1 iR Bk
LA MR FE. Z R TREFE® . ¥ B CPU &4
O H2 1R R BB XE L gk, RO Ok B 20 e
SRR K B R TR R RE TS X R R
BH R AR AE 1 BT #E H % TS A T Cn
FPGA) A5 5 A5 W 5| Jy. A] 3 #1507 a5 fin ok 2%
Wy (Accelerator-Rich Architecture) ™™ ™ I HIF 57
B FPGA Al = 50l b0 KIBCR L Bk
& AT AV 2 HOR Bk R R 1 X R 2 R T
P CHE WIG A 2R 28 TAE 0B 25 1, = 121 9%
RN S LS O N N < s S | 2 TR 2
FIRAT SN, R 1600 £ & Bing 18 IRk 55 45 il %
T FPGA, Kig#m TR ™. gEdhe &
FEAL SRR BE 2 2 AT 55 19 A 77 R 48k FPGA T A
KA GPU, H EZF H 3t & FPGA M REAE AL,

25 BRI N FPGA, H e EfE . 24
FREAE S5 Ty T 1 00 3 s R ORAE 2= 1H 58 LA S = B
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ARG HA R AF BN A 5.
4.3 BHERPTE

AR Y (Software Guard Extensions, 7
i Bk SGXD) JE S5 /K x86 48 & R AL 1) — 97 g
YR A N AR T AT DL B 2 AR P B ds AT B AR
5% FRVE“ [ BBl (Enclave)”. [ Bl & — ™ 2k 72 (19 3#b 4k
23 () o Y — S a2 AR 3P B A A X 3 XIS A
B 5 B 2 R AR e Can #8448
) 0 TC VR B AR RN B iz X s A ) A RTS8 5
S, B Y B P A 5 R 215 3] CPU fRAIE 1.
KT SGX {4 T A 237 WL SCHRL77 1.

YER — Al (5 5 R SGX Hig 20 8. &
S5 SGX A HC B IF B FRAE 0 T R AR e 0T
AN B XS A2 OR AP 1Y I AR P 1) CPU 45 4 HAY
DR CEEARAR B 1) 1 R 5 78 28 48 30 0 G A ATE
PR B R L X SE R E ARSI K S
TIF & SGX L4 1 i AT Can B4 i & 40D Hk,
SGX ) —Auit H AR gk 2 e 46 . BRI fe i/ 21> Hil 18l
[FI B a7, He AL B g b A B2 U8, X R HF K AE = 3 5
NHEET SGX 1 2 2 4 R Py AR AL T AL 7E
XTI RS A W F LE B 4 4 D AR B g A FPGA,
X AR E DR LA N T 2 A L
W SGX I TERETF 8 50/  FAR SGX 7 ZE XS A7 T
R RO T CPU sy SGX LTI N A7
g 514, SGX 7E CPU % A LK | HF 1y
FRAE 5 VO A AMERE AT B, 5 R B B R R AE
CPU (% 4 vh0 40 43 T 37 19 915 Az, SGX A
FERCHE o0 1 R 55 2% b3 K. IRk, SGX X AT fF
BE AR TC T 2 Mk 55 4 b vy o) o 20 b ) A8 4 W 8 i
AL I R e A P AR B AR RN FPGA 2R w A W 5]
JIHy.

HAR SGX T 2016 4EAFEW A E XA (HZEAR
FMTA A C KA Z N5 T 2% T SGX
()42 A i R T 58 s IX LA B 4 SGX TE IR = 3 B
B AR G B B AR G Y AH OC AL STk 79 ]
AT VC3, iz RZ M A SGX Ryl P #2521
Hadoop 73t 4T: 55 1 A4 RS F 888 19 % 4 M. VC3 fig
PRy — A T EZ PR AE ¥ Hadoop £ 4t & 43 2 ]
fESAAE PIAR 43 A5 () B P A
b i S SR B A AR S RIS O 5 AR (Trusted
Computing Base) {3 F [ [& #, (2) Hadoop & & A
B G 6 0. [ BE 2 5 X Hadoop 4 45 & 48, SCHk
[80 M4 T SecureKeeper, — % F SGX |y 441
SRR ZooKeeper 14, J5 % 115t Hadoop H14% ik

%2 [a] B4 P A A [R] 2. SecureKeeper K T —F it
i 22 16 B 204, A AE SGX R fF 1AL HA 4
3000 F7ACH . T XF ZooKeeper 7 L iy {URS JL-F- ¥ A
Mgl B T Hadoop M2 LASE . 3¢ R BUVEHE 2 &R 40
SQL Server, UL K & {8 & % F F Memcached Fl
Redis , 143 53 78 SCHR L8 1 170 SCHRL82 14E 2 H b 1
Z— M SGX HEET. X P s SCHERER A4 1
o] 3 T EPAE R 48 (Library OS) 04 & v AR 7 7%
FE SGX [ . LA B A TAEACER T AT SGX
DRAP R I e 1 P b B A B gt (1) T 1o 5 2 7 T
I SCrR79-80 1, (2) 1T AT 2 » an Sk [81-82 . Hif
B R o T R TR TR R R L PR
VL A BT 5 T ) A (0 SR IUAE T I & BUASAIG , #E %
I FFT R T B A A ol B 38 e 1K DA b AR B W A )
SGX PRI = B R Ge 2 Al AT 9. 244K, SGX 1] LA
S 5 B2 4 2= B0H0 T 1 R il (H A 4 Al 28 Y 1Y
HeidiJe SGX A B A AR fift UL 1 EL AN Tago MG Fn
] 7R it 3

25 b IR SGX & —I0UAT Hij 5t 1 T {5 B 1
FAR AH SGX H FUA [H] w6 55, LA 19 SGX LR 1 %k
0 P 2R G0 TF A L 7E Ve B8 RN 22 42 D7 T AT A R R
SGX 5 %4 248 B & e A A s 45 B A ok & — 1
EATWIT T 11 ) L.

5 HiEER AP R

Vi B PR AP H R A5 R P v AR A ZR 88 &
P B 4R T 1325 AR At B R R R R I
o & ME L [R] A5 2 (Access Patterns) i i) H AR
5B X HUL U7 AL 2 48 R 7 X AR 85 10— R
F 15 1) i it 5 04 15 5 A4 4 R ERS) | b bk A £
i CHE 7T 8 S 25 SC o mT fig 2 BH 30O . R ) FH 4% S0 A
T B8R A5 A 7 o) B A % s i 4 A kAT AR R
T B 2 Uy ) A2 2R £ 5Lk B8 A L C L H 4
2.4 /NS FT UL, LA TAE © 4k B Bo ik & T DL ER
H 27 11 U e AS 2 A 0+ R A R

B R A TR B0 4 2 s 45 4 B 08 3 1 D [l 48 =X
PRAP R 1 [ L, AH 32 BT o A5 A 48 P R
FHR U IR B R - RL 2 {5 B R R Tl i A TG R
A 3 T o B 2 7 3k Y R R IR B0 A e AR
J B 07 1B A 2 Hp AR AT AT AT A 2015 L S X3t & 1Y
B A AN RN L TS A B RO A AT A 1
51 RAEEFEERE

A% =5 B K ‘& (Private Information Retrieval,
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J& fE AR PIR) J& 75 A 2% 55 25 1f) A< B 19 1% 0 T 76 I 72
K PE A RO BRI BCE . 7R PIR (937 5 B8
JE 2N TR BN A i S I s AR 1 I AN S B
(R AL T PP 8 9 gl 2 s 1R A 20 1) B A
PE. @& T PIR i 1 s 2 R 2 0. e an X, 509
HEAS R 55 # b AIE 45 2 2 JT 45 B A5 P X E A 1Y)
T K AT RE T 8 T O U ) X A A S T AN
ML E W) IR % (Location-Based Service) RY 2% #§ 5
(Point of Interest) {§ B &A1 H I 7 A0 & 115
BV KRR PIR i n] Lhis FAE = 8008 1R &R 5¢
R8P ARy &/ T Ll R R B /N B Y & 1 TR (E N
F A SR AP O 2 T B0 A 30 1) B AL

PIR & Chor fil Goldreich Z¢ A\ T 1995 4E 1 Ik
PR ) — A PR R R A — A BURE
BN n 9 B G ER xxpex, L I
1E kb B A H AR AE IR 55 % L #AF A &A A
— ARG A A RGBT o AL .
FUEG IR kAR G5 A% 0 A 1% A 1 5 W ) o ), H
HER A IR 55 e WA B 1 AT 1 2 g o HE [m] i me Y
Ans; (q)). &J5 » ARG Ans, (¢) 3 Ans, (g 3K H

k
x. DL E S AR A A AR D g, | 4 [ Ans, (g |
j=1

Wit PIR Jr &t /& th i q; # Ans; () o (1D P
B fc 4 3RA% 215 (2) BN R AN AR A I 18 56 T 7 1Y
5 Q) AF IR R AT R/, — A F LI PIR J7 %
S A B PR T A R AR A g T L 3 AR R TE
(. AR FEASF L PIR (938 5 IF 85 OGo . B J2 & 47
FETT 55 5 /N T ZE Mg 2

(D % Bt 3 X% 4> PIR. Chor % A 7E3CHk[87]
HE B AT ] A 808 3 S (i B0 % oA 6 R
TSR G A IR 55 4 PIR % (k=D B
A QG 52 2% B Lk 2 Ul /i 42 2] A F L
PIR 3k 3 f5c i 3 A5 5 A k. SE ik — 20, Z IR 55 4%
PIR J7 58 (k=>1) & 0] LIS AR T4 1 19038 {5 5 24 %
fy.Chor ZE AR T OV BAEE ZIE M T %. 5
SEHEIE AT £ IR 45 4 PIR ek ik . D25 R0,

(2) 318 3 X %4 PIR. Chor fil Gilboa 7£ 3C ik
(894 i %t PIR 1 %2 4 M | 15 B i % 2 B AIX
BN E AL A B Bl AR ) B N TEBR
R B 2 0 DL S B A A s B A Y
PIR; X Fp 132 4 38 CF 1 PIR FR A 3 H 58 A 2%
{g B K% (Computational PIR, J5 faj #% cPIR). 1]
BT O Bl HL R AR J30R B ) R BSCAE E 1 AR A 3
WG AR On®) BBUIR 55 %% cPIR Jr g, Hr e /]

DU BN, A NEAMY 2, 2 2P AAE B8 = S8
PR A 15 B Y PIR i T fig. 2
J& » Kushilevitz & A\ 7E 3CHR [ 90 ] A A& T — U0 H 4
(Quadratic Residuosit) fRiZHEH T 5 — IR 5 4%
) cPIR J5 % A R AR E W Z O, Horp e AT L
/N X Z 5, B2 A HoAth T AR 4 5 55 4%
cPIR 75 %8, b — DA AL (5 A . & T 3 I 55 4%
cPIR 1 o Ath 43 B WL SCHRL91 ]

H AR PIR [n) 8 2 & i 7R Kk e  (HIR AT A
FEARIN PIR B K0 H 52 ik A AR R . 548
PIR AR EAL F AR AR J2 18 15 &2 2% 1 o XK 55 4% 3
AR e ik R BOR 2 2 W g RIEA]. 2007 4, 3C
BRL92 1xf B8 e 55 4% cPIR 5 F M A BF 5% R B, cPIR
ATHER L AL i A58 P 3 % 0 o 0 LA B 9 O
fi Hh T2 B R L IR 55 4% 1 3T T8 L 0 2k
A R DA IR 55 s i 1 1155 A . 2012
A SCHRC93TH [l T cPIR S A ] 80, il A 43 7
T3CHRL941€2008 4F) Hr £ Y Y FRLIR 55 2% cPIR 144
RE A9 15 Z HIAH I 45 18« cPIR LU A% i #& A~ %k
P PEDE 1~ 3 B g A SClk (9548 AR 4l 3¢
BRLO3 I 4 2R X — 4> 28 GB R/ Eudla 4 » LK H]
G0V [R)— > EHf e ZE A I 25 2. X BEEH L X
KAVEHE %, PIR 340375 A 3k 21 52 FH 2
5.2 WIALXANHE

i ATEXAAE(Oblivious RAM. J5 i i ORAMD ™
s Goldreich T 1987 4F £ i iy #E &, H e w1 1) H
P A B TR R e o PN A 7 T 1) L 5 T Rl D {4 8 ) o
R LA 306 ) TR |y T % R i A 1 D TR) 3 S A
PUIPE ORAM o [7] # 38& FiI T S A7 A0 SCPF R G55 1
R ORAM T % & m R AR B Z2A R Z
(4 R R J5 AR T N A AN L SCPF 3R 58 55 R A7 L
Bl

ORAM {4 42, {1 5 Z » 4t S DR IR X 77 6
(7 TR A 2K 55 2 5 A 0 A TG O 33K R 7 1) 77 [ A
LA 23 it R A 1915 2 LG G P 0 A iR A
). N EFATLAGR AP X S AE Vs Rl A Kk B bR
23t ORAM 14 4 Vg AR BAE — & A IR
S b A — AP R B AT A A
TR 7 7 2 U5 ) AN AT A5 R A b i A % J5 3 4 2 LR
NI LS 52 read (bid , data) Fl write (bid ,
data) o3 RN MG — A EfE P, Hovh bid RoR
e

v =((rw, , bid, , data,) ,***, (rw,, , bid,, » data,,))
PR — DKl m WERAEF A, Hoh rw, R HAF 2
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e
&

BESR bid, FARYF S date, RARVE 505 A
P X B ERAE A e A0S P AR R AT A
AEAi U7 T A X, S 2 T DA AR 3. O 1 B4 A
FEA) y BT K, — 4 ORAM #3 A i i 8
P R B AR 5 5 8RS — A B B 4 A ) 8
A FATBE—1 ORAM 3 A J& 2% 2, 12k
XFTAT B WA R A B AR 7 51 5 2 e AT B
A e a MARAE R 51 A GD RN A G R AT IX
43 By (Computationally Indistinguishable).
e bR ORAM Y AT Ao 1< B2 A1 [A] /Y 45 45

G X537 (1) 42 42 5 SCEERAN A5 IR 55 i = (1) AN
REDX M AE 2 00 25 R I i3 R 4 0 AT FE i 5
A SRR U B R AR 5 (2) A RE 2R B
AR PN 2 DR G A TR o S 5 (3) S BE & B [ A
) R AP 7 1) DR A 04l R e 5 ) — IR 2 i e 0
Bl BN A CRE N 5 B 8 SO TR 5 (4) A BE X
O3B P 22 8] Ve B DRI B A RO e b 0 R
7B A S 7 8] 5 (5) AN REHE DU L D5 1) IR it
FraBEAL) » R 2 58 3% 22 i e ZE W B AT L
(A Re

VFZ W TAESO T it & i) ORAM #y
i BT LT FRAE B 2 2 ALY, IF u] LAy PR
2 < 0 A J2 YR AR R 2

(1) W %5 )2 . Goldreich 1 Ostrovsky 7E
1996 4F & F T —h ORAM B&SE PR 3™, X 5 22
WEFERE MR, SCH AT T — b 22 i i) 0 7 2
WiEH) ORAM M3t A log o) 2, B JZ #  — s
e R R/NE O, F B — 2 1 K /NER
e b —J2 M 2 15 B N — 2T IR A, —H —
JRW TR TR EARZ F IR R T 2 N TR
PR EL S 14 15 1) T 18] 25 1) ORAM. W i — A % 4l
e, Wb o5t i A J2HR U5 1) — A Hod B HLEOE He— B
Uy IR 590 24 R 4 L PR 4 — Rk
S 83X Z P AT B AL B R N S 4 A B 5 —
JZ. X 4> ORAM # 3 /Y ~F ¥ #8 1 m 8] JF 55 2
OClog’n) s 7 i Bk L O(nlogn). JG £ T
PEVS VR R TR A E U ORAM [ HE
ZREAT WOk, Horh T 85 B KA J2 Kushilevitz 2§
AU ORAM #4 3 , & Y B 8] 9 B F B 2
O(log® (n) /loglogn). M 5 J2 IR 5 B9 — K B i 2 75
S R R AT EL E R X S BUR AR DT ARl
S ESH TT B 2 AR T Ze M 00 o (H 5 5K T 85 45 9K a2
OCn) 15 X S bR W FH oK YF 5 3% 8 R 2R 48 25 i W 1
iy HE R SE R G P ME AR 2 1. BAR R S A

AR O O TR A 2 RS B B R T 4
S A T 5, AT IR O R,

(2) RJZ k. Shi 58 ATESCHRL105 148 M T
BEARZE ) ORAM, AL 2 T Jal IR 88 )2 4T 6L &
He 7 28 HA S B 0. fE X B, ORAM AN
J 22 )2 W Fi 22 5 T 2 — 0 OB B SR —
MR Z A LA logn B8R Be B9 A, — 34T logn
J2 A B EL AR S I T Y Bl — A R B K
B — R L ORAM AN SCHRRLI7 Jrb 9“7 7 AL
ORAM #3&) . S35 — B P, B il i A 4R 00
B 7% (Position Map) % 21| & Ft 7 19 B 42 CUAR 5 55
BN 50 R JE D A R BT Y R R 3
Bt P, fe 0 B T I % IS A8 B ALY AR O Rl
BUR 25 & — B B B& A2, 8 T DR UIE 45 19 S AR CFF
AR KA 50 ANt o B — B A #0152 Bl AL B 4%
PSSR 4 5 R i — D EE B AR R
BB RRBIEMBEETNT -2 A X
MRORZ R ORAM 1 5 8145 72 O(log® (), 7
Z Onlogn) MAFME T 8. Z XA TAER IR K, J5 &L
NAEZRRE ORAM g o H b Ry e
4421 & Path ORAM-"  H 9z g Ak 4 &) L, JF
1 OClogn).

ORAM IE 765 ) 52 . SCik [ 111 ] R 4k 52 B
PERE R H AR iy AE 8 52 2= ) - RIEFEAR T ORAM
(R S bR T 5 52 B 45 2R 3 B A 1] i ik i) ORAM 7
1TB $4fs % - HEIF 8952 20 5 ~35 £ CREX T
— R Vs RD . SCERL 112 i i 48 ORAM
ANBE SCHR I AR A 09 ] R Al AT 2 IS ) ORAM
A DATE 1TB 8od 5 11 Fb 4k FRECAS 335 5K . SCHR[95 ]
B F ORAM 11 K B 4 1 =0 FF i R 4
Shroud., & WAE B 48 H O P PE AL T ORAM 1y
SEHIPE. SCER L1183 ] it f45 & 1 45 2 ObliviStore
MR TERE 2 A 20 ORAM f7 i R 48, IF A8 11 Bl
v FIkF T 31.5MB/s & ik £, ObliviStore 1Y J5
£ I (R S = 57 A e A A T E 1
Al BEE ORAM P RE 4 T, R R 0 A R AR £k
I 1 SE PR 2R G0 A 4G = B0 I &R gL B A W] RE SR
ORAM DUAR 5 ) 55X

6 REZUBEERS
R T T A0 27 6 2 S 9D T3 04 077 1 A

ARG RF =FP AR 5 B0 L R DR B 0 G B
{EARL A X BB H A TG 1 4 10 58 2 1 = B0 o R 4. AR
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LAY AS i o R 9 22 4 5 BOHE R G O ) A A
SRR RGN AR GO A BT RN i 2
2 X B8 e R R R R LR 57 3 2
54 9, HET M OR WER R 5 LB IR TS
) 2 4 2 MUt o AR R A
6.1 ETENEANREZHEERS

AN 439 HOBEHE T SO I I 2 2 B

& i

i
(LD LD

2P IR 25 2%

awi?%%

CryptDB £ 3 PEAR 2

&Q%M%ﬁﬁiTM%%%

RAMBEN |
Hoife e
EHLARL

AR B e T 55 s
(a) CryptDB4E#:

PEZ G (N 3) T ) 45 BN Y CryptDBE,
LA e T 1) 43 H7 2L RE T 9 Monomi™*. CryptDB 1
Monomi H {14 SR Bl 76 B8 45 RPN A7 b s 28GR 5
5 PRI 3 AR B T R B 3 GBI I R L X A
U O TR AR G RR AR P e N L e SR
F R TR — BB BRI T W3 A
J7 1 ;

LR

s
e

Monomi

RN FIRENY a2

wr v
ﬁi’aj\ Monomi By

T e

Monomi

it

SRS A | | st

A4

ENA T
bl

AN TS BB PE 55 2%
(b) MonomiZ42#)

P 3 BT SO ARG 4 4 B AR 52 (CryptDB g0l 3 55 7 6 38 i B 37 52 LRI B O 15 6 0 19 1o
1M Monomi JU £ % 73 47 4 67 . 18] v Oy HE % 7s 4L 4 » (6 J HE R0 3 B RCIR 254 L JR €8 3R 2 AT A5 1)

(1) FIH] SQL #AEAF R 254 B A 18 . K #8453
) SQL #rif] Kb & 2] /0 B fh 26 1) SQL 45 4E 4+ 4
T AR S L B AE DR IE | SR AR (ISR D #4555 X
S LI SQL HBRAEHR A RE A 1IN 7 1 53R (LA
3 W) A% i A 2 AR A N % ST B R % S0 G 1 DT
e 15 SO A5 #8852 B R B PR 1 P E SRR
#(User Defined Functions) , Ifij £t 38 %2 22 Ik 2 1)
SQL £ ity %5 SCFI A P LR s L X
FE B PR 2R 48 T0 7 AT AT AR A i B AT DL <22 4 3t Ao
o2 H5CHE 0 o 8 A i)

(2) LA A 0 P 3 e A . AN DR PE R 48
ToTFAE e N FH R T JLF) A A Aol 2 3, 3 2L
HIN T BT I8 B 4 4> 2= B0 i A 3 e % CryptDB
Hh Y B8 P AR A Monomi Hi Y R B E . & 4 B
I PR 3 e 7 T 20 T SQL A3 5% A i) 25 4K
i 5 A B o ) 25 SR (— 65 S | 4R A
BRI ESERD R B AL R . DL R AR

TE B 22 4 1 450 A4 i PR3 P 4 19 5 AT X P i
W 2 A 000 PR 345 TG 5 2 6 58] 5 b 285 0 IR bl 2
IBATAE ] A5 MR 55 s AT {5 R A |

(3) A48 B BE s P Ak %% U5 %8, CryptDB 5]
A THEZINE UL 3.4 /N5 (75 508 e vl AR 41 A
VE) 97 2R B 0 8 7 vk AR B 2 4 T ) RE Y AR
Monomi 2t T Z R A H AR, L A7 Bt 5, =5 1)
o RN | AL T 28 o o A 4 L (HL S 2 R I A
AR R Bk T 17 28 [ it , Monomi 5] AR &
A A K P Wy A Sy f BT 4 LA S AE IS AT I e 4%
e A5 A ) TR Y TR
6.2 ETAEEHANREZYEERS

A /NS A G L B T AT A R A I g O
ERBAGEZR G (NE 4 3 F 2 A H IS
TrustedDB™, ) } 3 F FPGA ) Cipherbase™.
TrustedDB Fi Cipherbase A~ {¥ {4 IF 4§ J& %% 3 78 4
A7 R A CR AT AE) PN AT O T HL 7 7T {5 R 1F
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L
&

W AR R S B 233t #% (Cipherbase 76 A W] {5 B
P R R P RS WA TRE 2 A — & B DR 3 15 7
L5 3P, B TrustedDB 1 Cipherbase 35 )
4 LR R DR L A Ry 3 T AT R R 1 A s R
248, TrustedDB #1 Cipherbase #FE/E T 1A 3 4~
AR By B S ) H o s By R X

CL) B B ] A5 B8 b AR 199 T 25 1 5 S5 B X A
(AT BE 1. TBM ) 2 4 By Ak B 25 4 72 77 0 O 4 4
B 0~3), 4512 47 Miniboot 0, Miniboot 1.
BaAE R G M AR P (FE TrustedDB o £ 22 ik A
FEAE D 5 B — J2 TR P 09 3R TE SR — )2
TUETE I G PR AT A AR Y 2 8 AT DL TR R T
B 4 B 3IE 45 5 B IE 2 19 Miniboot 0 J2 R T
K AB A A THE B, B B2 B-FA B X 2 i IBM
T ) # . Miniboot if $2 4 #p 7] 5 IE ( Outbound
Authentication) i T 8 » 1 LA [m] & FL4IE B 1% & # 4K
R R B . FPGA A £ TH9 A al & o ) )5
S TEE SN NS FPGA & #:193E 5 2R 1N fF
H UM% i FPGA LA 1 TR E FPGA 7 4
IR e FPGA H 4R 1Y 2 g1 B AC 17 i
1E FPGA WS AEZ) Ak A 3 A% 41 7T DL 3
ik FPGA HRR I & IEVE. T FPGA WA P A7 A
Cipherbase BJ#A % , Cipherbase DL I 56 3F FPGA g
B IE S .

(2) FAEAT A5 B P Ak 2 ] SC8CH . AT A% 6 ]
A2z 4 1 Ak BB SOl DR D e B R £ £ Tk H

%P SRR
aig| P A
e
A
. s
TrustedDB B AN
st E RSN .
LR WAL A S E )
i P rawl | ren
A
BAAMEE | | Minibooto |
el 2% ] Miniboot 1 \
B2/B3 B0/EB1
T A M ALT B
R 2% 6 0 P P 52

(a) TrustedDBZEF

BRSSP PSR BRI A TAEER R H v {5
B Fy 3 A L BT R A —HFE ) 7E TrustedDB
HORTAE A 2 = AL 1T Cipherbase H AT {5 f 4
M JE HL 7. TrustedDB % 1Y /& — Fl ACE 46 14 &
RGPS G A L 2 4 P Ak A b i e A 2R
LIRS (A AR TE B A o < 1107 IR B /NS A
FAA F A, [ N E B PR B R G R GR T A
W B S5 A IF 2 s TR X A ZR 0 b, WA B v ik
AFEHE AR 7 EOL BB . 5 Z A SO
Cipherbase H A — 4~ Tl L5l EE B R 5,
FPGA JE A X A fhe e i 2 s AR E 51 2. et
MEHE TR E ARG R B E (o) <E(y) & & oL
W 20 Kk 4 FPGA, J5 & 18 H N i & S i %
E(x) 1 EG) SREHHREE <<y B9E . B F R
Sl g F AL b B s T LA, Cipherbase #
FPGA B4 1 4[] 25 hn % .

(3) 7843 M EALR S AAAAE T IR, 3 E 0L
FIR ) T 258 sl A T A 478 F8C R 1 BE R 291, Trusted DB
FI Cipherbase #RH T £ F$ jifi. TrustedDB 7& 4=
JEARAT TR IS 4R o TAE#R S 25 F 0L, D H
Oy THEBR 28 2 A UMb PRS2 WA TR 2% b I fEAE A
R, AT BB 4N 38l 2. BRI TrustedDB 47 J& T
AR 2 CGR T SQLite) (1928 v IX 3 o {75 & 7]
DA /5 1] A i /% FE AL A EHE 0L B
F-48 44 A [A] . Cipherbase 3 A4S fig % F| TrurstedDB

% P RO

| 4o TN
T T T T T

y v

Cipherbase %5 i

b e FPGA

RS HeE 7
sikatokin | F g BAKHE
Y

HT BRI —

ik R (5] BRI

T G FRIB 4 B4R

FPGA
AT 5O e R 25 58

(b) CipherbaseZ#4)

H T AL Y 2 4 B P AR S8 (TrustedDB J2 3 T 422 42 Hlp b B1 45 19 4 8 5 2040 . <22 2 D A0 3128 A0 WL &2 47

— A~ 57 5 4 A B A8 B R 48 Cipherbase & 45 T FPGA B BHS & 284 . EHL LB 17 80k 8 B A 48 . FPGA |
JEE B3R T AL (Stack Machine) i3 18 ORI 51 5. P8 R €38 20 R AT AF O 4114
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DAL T7 ¥ » T 2 2R 4 SC A W0 B0 R S BE A A 3k 31
LA BRI AT HE T 0 32 B R 0 2 M 4 L O (8 B
(ELAR I 5 PR AR 0 — 28 5 BOR AR 5 i . O i IX i)
i)

7 KRRMRER

Bl JUAR B B0 28U E R i & 2R R
JEHGEH B VE DR A BORBUS B3% ERe, Tk R 2 &
TR 2 AR TR R BB B2 R S8 G X %2
2B R G AT 7 AR R L AR B 22K, i
B w24 %% (Always Encrypted) £ A G
FHE SQL Server 2016 DL M Azure SQL %t 18 )& IR
55 ) AT 2 w0 % K45 18] (Encrypted Big Query)
& P (54 T S8 B B . N H AT & R E K
T L R ok AR K 2 th IR T 5 )12 A AT JF
SEUAS Ml By 1 42 4 2 B T i

ARG FOCH] AR A VF 2 HOR [R]85 fig T

(1) 38 A5 K2 ag 2 T 2 fe ik fb. H AT
SRR AW S TR LAk B S R R
PR MRS T AH R ] B Y 2% 45 2 DL i L T B ) g
v BRVE X BRI 4 ok R A B AR xR N 4 ok 805 L T
e Ry % a2 T H, thana m & 0 3.1
JNTT) L FR IR VB (Program Obfuscation)™™ | Iy fig
fin%% (Functional Encryption)™% fil £ J5 ¢ & 1 &
(Multi-Party Secure Computation)™® &5, 3 B T
WM IR RE a4 ETREA B IR,
T 38 FH Y ) i R i 2 T L 2 BT DATE %5 SOl I 8
HAR D R L B2 2% R o © 2 ik I i AL A
TR AR AR R A REN T B2 R PR Ry I S i Y S B
38R B 5 IR AR R I BE g e S DL BB L
FRATTIN N AR BT % 22 4 2= B A P28 1% 1o T AR %85 ) 2 ot
FE— A 4t B RIF 50 S8 I 2 o AR A0 22 4 2 Ui P
FH 5 5 (R 50T 3 46 1) fi 54 K 19 8 FH 28 285 i 2 T2
i — STy BE b Ak e 4 B RS, BRIk AL L
BIHRR SR LR, FEX A Ir 1) B B 8f — 25
TAEBRS TR 45 5%« e dn  SCERL 54 18t 17 —Fh
HXFFRAR BN Z T 22 Bl L T 7R %
SC b 3R TPC-H $d e 2R i i iy B A A 115 1
i, SCHRE33 45 T —Fh Al 4H 2 g A DRI %5 7 %8
AL LT SAT AT 22 30 00 B 19 43 3R )7 (Branching
Programs) , H: i — > 51 22 45 ] gl & %5 SCH# L w) LA
KB PO AT AR DR PP 0 B 4 1 22 A

(2) Bl e WG RE AR 035 B Ak, 2015 4R 7 7,
PR IR E A LA 176 4255 70 1Y 4 A% Wi I 4 BR o K 1Y)
FPGA (W, 4. 2 /NP A P21 Altra, I Wi 5] 2020 4
A =0 2 — 0 = s oo 3 & FPGAL 2015 4F
8 H o R /R & A 1405 R Skylake By #7 — QK
RIA I LB L I DX — QAL B I 46 S 4F SGX
(DL 4. 3 /N5 . B R e R /R 7E CPU K4 oo 40 43
737 B 465 4236 HL A7, A MEAE L FPGA Fil SGX 4%
A5 R A A K E B O PR B R FRATTIA
Ry R A 27 AR ST AT DT 1 AT {5 R A R K
JS A BIE 5 R A, 33X T A AF 5 ] A 55 (ER R F - ]
T ) g FE T B ARE SR, RN FPGA FF & 1 3E AN
TAERSY W58 FPGA FE 2 385 F 19 me 4046 L A
JE DL T R 2 FPGA [ 4 I el
FE K % 2 FUBCHE PE B AE 7E FPGA iy 8 &% 5K
LAY SGX B T 1K 204K 5 IE (Formal
Verification) J5 357 5 IF & 48 31 T2 24k 56 3iF /) 54
Wi PE R G0, AR SGX Ay 28 4 5 B AR A5 Y 1 1
,I@DZSJ.

(3) =B e 2 R B SE ik fk. 33 & R AR
FI 28 = B s EDL A P R P 2R T Rt L
Vi, o — e 58 B 2 Tl SRR 4 R . X Sl s
P 4 4 AR B R G e o i (A ) T HEpE sk Th Ak
5 T AR T — o 1 etk B2 S K A
PERTESMEE T 2/ F B2 Al B a] g8 0 Xl oy
27 SR B A WP v 7 O T[] AA X S (i)
L FRATTIA R R R 75 2 T 2 0 58 DA B 3 Y A BE O
fili K 56 22 A BORTE SE bR Biais 58 B SE bR T & 48 b
2 AR XAV il — AR & R 15K
UE MR 588 AT 00— B - SCHR [30 ] 52 B B2 7 B0 4
R T R I i B S SCERC129 JJ@ 7R T [l A
T 7 T A 2R 5E {5 /0N o] itk 5% B SCAE B 5 SOk
(130, 131 483 7 Bt %k S 45 % S O 58k ) 25 v 79 5
R I PR E T K% S5 1]

(D ZaH AR G ERAR MG . 2w
LR RS CryptDB &k T — i a] £5 A 2
I RG A (W 6.1 /N L iZ 2B B3 T )5 244
ZRAEFRGE R H 3R X R 4y B
F1%) ) {5 A 5090 P2 R 496 T A0 A ol 468 8 R S
ML By TRRE . SR, i T ML R B R R
S v cb AL R <8 I T B NI =8 v | DAE R 4 7
VR 2 T W P RE N e LS. B FRATIN k%2
EHEARSBREERGENIRERES ARG, &Rk
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five-level security model for confidentiality-protected cloud
databases, which provides a unified framework for discussing
various relevant techniques. This five-level security model
identifies five types of security risks: interface risk (level 1),
storage risk (level 2), memory data risk (level 3), program
state risk (level 4), and access pattern risk Clevel 5).
Among them, the risks from level 3 to level 5 are considered

as new challenges in a cloud environment. Then, to address
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these security risks that are new in cloud environments, we
systematically review and analyze three key data security
approaches; querying over encrypted data (level 3). trusted
hardware (level 4) and access pattern protection (level 5).
Querying over encrypted data can be seen as a specialized
form of computation over encrypted data, which has been
theoretically solved by fully homomorphic encryption
(FHE). Unfortunately, all current constructions of FHE are
too inefficient to be used in practicee. However, common
types ofdatabase queries, like range queries and keyword
queries, can be efficiently processed on encrypted data.
Range querying can be processedby either leveraging order-
preserving encryption or encrypted indexes. And keyword
querying over encrypted data can be supported by searchable
symmetric encryption. For the two types of queries, a number
of state-of-the-art techniques are described in this paper.
The main difficulties of querying over encrypted data are
(1) handling arbitrary types of queries over encrypted data
and (2) reducing the information leakage. To overcome these
drawbacks. it is probably necessary to introduce into cloud
environment a special kind of hardware called trusted hard-
ware, where user data and computation within are isolated

from the outside. Three trusted hardware technologies are

described, including secure coproceesors, FPGAs and Intel
SGX. FPGAs and Intel SGX are superior than secure copro-
cessors in terms of performance and cost, thus more likely to
get widely adopted by cloud service providers. While trusted
hardware protects the data and computation inside, it reveals
its access to the storage outside. It has been shown by several
studies that access pattern can leak sensitive information. To
reduce information leakage from access pattern, there are two
general techniques: private information retrieval and oblivious
RAM. The target application scenario of these two techniques
are different; the former assumes no encryption of data,
while the latter requires encryption. A systematic review on
the two techniques is presented in this paper. After reviewing
the key techniques of protecting data confidentiality in cloud,
we describe and compare the state-of-the-art secure cloud
database systems, including those based on cryptography and
those based on trusted hardware. Finally, we conclude with
perspectives and directions for future research. This work
was supported by the National Natural Science Foundation of
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