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Abstract  Big data, known for its characteristics of high volume, high value and centralized storage,
is an attractive target for attackers. Thus, big data security is an important issue. However, the two
most common data security measures used in big data platforms (e. g. Hadoop) are not satisfactory:
(1) Access control mechanisms are prone to bugs and vulnerabilities; (2) Data encryption is provably
secure but incurs considerable overheads during data processing. In this paper, we present
TrustedSSD, a secure Solid State Drive (SSD) that efficiently guarantees the security of data-at-
rest by enforcing a fine-grained access control. We first analysis the security of TrustedSSD, and
then describe the design and implementation of the system, highlighting the challenges involved.
We built a prototype of TrustedSSD on a commercially successful SSD controller. Experimental
results on both synthetic and real-world workloads show that TrustedSSD incurs less than 3%

overhead. Therefore, we believe TrustedSSD is a promising approach to big data security.
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H— AR5 5 H . A% 58 P By 1 AR R 2
P i A FE A i (Delegation token). YR P &
2 BB A% . DU A 4R AR BT S ey B 4 8 (Block
token) 1% [ 5 ¢ 7 ¥y » 3X 4> He 4 U N 25 L 1Y . TSk
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Phxd o FLIsk 0 RIS 20 B IS 7% 7 ity 1) 400808 4 s 18 F Bk
PR 2 R A Rt 2% 4 B0 T L ) R A
AR AR R A A B RUR P G Y B R A
V4 E k2 HDFS 5 [n) 45 il it 3 45 Jr .

{1 1T 1 1] 45 2 G R 2 1. HDES He & 78
BCHE T A LSO 1y A7 Y. 3 R A T
(18 PN 0 A6 L 5% K 3R A RR AL A1 80 2k L AT DL ST
IR HDFS b [a) 4 i AL o B4 52 O i 76 19 3¢
. R ] A5 4 T A By 1k ik s 0 & 2B P g T
15 [ A0 AL BH AT DUAE A FE 4% 719 0 GACH 2 W) (5
() 224 by 75 B 52 B 32 AT [ S A 4 R 4 (1 HDF'S
Heid, #42 J803. 2 F1 3. 3 /NS T 4 A (9 B E BB
W UE R BB AT CUn 2 A5 1) 5 B2 40 A 4
BB 35 B F P i ) 5 [ AR Bl B ek
AT {5 i A5 008 5 =l 0 1 OB

4 RIT5XIH

A 2 R 8 1 i R R e T A [ S A A Y
] R AR P (B AR 2R S8 A& ORI P R 3 SR 4
TEBECTE A SE I B R 4 1) 5 A s AR A 2 i
T AR

(1) $5t ey [ 25 08 A A R v PE B AT {5 [ 25
2R T OpenSSD Jasmine FEOH k% .TE XA
F18) T 9058 T A S5 300 19 e K 3 ) O IR SR TN A7 46 = L AT
15 it K (Write amplification) | 3 17 A 3¢ 43 %5 [n)
R, PRI AN A

(2) Bt B U ) 42 i L. B 52 & de /b Y
HE G B X (512 /55 TR 1 1
T 3 B DX, B B A B DRI SR AL R {5 8. SR,
OpenSSD B {4 37 £ 045 #h X 38 (Out-of-Band Area)
BT 244818 (Error Correction Code) #), TG W] A F i
SRR PR AT 0 23 IR 25 (R)L d 4 0 A Tk 5 i e —
AR AR KPR K, 2 FBUR 2 R A7 K
7 e 7 RE

) B E ZH A RS 1/0 2. Linux #:4F &
G 1/O AR A5G RGP BB RS S
i IX LG R 4 J2 A SCST 3R 3h 7 2 (L
e 2 PEHIRZREID FE. 2N uEiEEAH
F 1) 22 )2 A X b 46 4 AR A BBl AL 5 AN
FUE PSR AH T P AL 3 S 8 23 36 1D A4
A JAL) ) ] 785 A T 2 5 I A X S R L R D
IR H A AR P .

(O J& BLA 10 i 2 4. B 09 B30 45
KO R B O ML sh T R R
PRAE O PRI 2 B T EIE L T A T B AT
v AR . AE S AT S AR ME R S R R L S R
A [ 2SR A 1 4 10 B ST S B4R i 4 Cln Bk R A
2 A — > Pk

X4 TRk KR A DR A TR SRR i AE S TN A
AR R USRI EES R BAE R G 1/0 KRVl
FedE 075 4 A/ A,

FETEANA 44 nT A5 B S0 4% 19 i 5 S 22
A WX OpenSSD [& 25 8 & H & F & i — 1 17 1§
B8, OpenSSD Jasmine & F & J& — A~ FF )
[ 25 A8 3 2 2% S F) L 34T Indilinx 23 &) 19 Barefoot™
a8 S5 E M N T AR 2T R Y [ 25 A 4
7E . OpenSSD Jasmine J& & # . 19 3% 3 T ARM7
A A 1Y TN A7 425 1l 5 5 96 KB 1) SRAM /E N #2171y
WAF S (8] A7 TCRE 7 IR 5 64 MB ) DRAM, §2 %
YEHN 1/0 G2 oh X 5 8 A~ MLC NAND A A4 1
B 2T 256 GB NfFA .

4.1 RNEFEHEZREREFTL)

N7 5 )2 (Flash Translation Layer, FTL) &
T NAND [N A7 A9 [8 25 08 8% 0 4% O 5 i 22 . FTL
ok A LR Y a2 VB BB 4 X T
JZ ) NAND [N A7 50 a4 G325 FHEBR#E).
TXFP G A5 iy PR JE VR B B NAND [ £ 19 9 38 4
PETT B S AN X FR : INAF I 325 # AR L0
A7 (OpenSSD 1y 71 K /& 32 KiB) H 5 #:4F Hfig
XS I AR 1 U R RR G AT BRS04 R L e
GEAEME RS 2 B Z DL 347 /#9 (OpenSSD
PRI/ Z A MIB, — A Hefd 35 128 A~ 5D, [5G [
AR BT T A% G A %) ik R O o T R
3 B (Out-of-Place Update) [ 5% W% , B 32 Xf —
MEBIC(ERFZBIO TR, -1 3
(O 5B 8 A8 5 R IH B Fir 76 19 SUARIC S TR
I JE SR W D S W R i (Ho) 5 HL T (B 2
[ X6 7 6 2R 1 A8 Ak 2 0 5 BT BT R A

FTL 0952 30, A 408 e S5 2 04 0RE FE L W1 LA 43 Ry
T FTLS ) Hege FTLPY FiR A% FTLY ™. H
HI2E AR AL B v 21X 3 MU FTL vt 9% e
SR VE AR A A Y. 44 RS, T FTL Ao iff i 1 ot

@ The Open SSD Project. http://www. openssd-project. org/
wiki/ The_OpenSSD_Project
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Hudk (Logical Page Number, LPN) 0] L) B 322 %% 1 %,
PP 5T #h 3k (Physical Page Number, PPN). i it ,
K FTL 5 S — gk iR B 3% Ry A 2 5 00
B BEORAT — A7 10 % 5 B 5K R AP ZHF A M AR AFAE N
b, IEAE R385 A 2 DRAM Hp 22 47 5%
DA 3332 JB. 33X i 8 1 DR /N AR A o [ A R A |
DRAM %4t {5 i F 5K b 67 80— Al B A8 19 )R
PR S ZRAF 14 i vh 2 — R AR

OpenSSD JF i [ £ F2 5 SE 3 1 gk FTL  {H
REA . OpenSSDIF A A 128 GB [NAF. 5 #HAF i
I REIRF] 180 MB/s iy Ay it &, L REIA F] 200 MB/s.
SR W DLy A KiBY BEMLELS 4, Phag 0] 2 A
10MB/s 2. & R MPEREAEM R E TP K
(Write Amplification) Fl1Ff:47 4 7847

OPREEAPN

25 BB — A B X (512 B) [ #4452 4 50
By B FTL 200 e ax A~ B DXk BT 78 19 4
B BT Y B AP — A DU 2R ob XL R R BT X
G v DXORH O B DX i S 43X S DU ot X5 ] B (A A7
ISR WA L RE L BB — A B X T B A T — IR

BT I LYEE
Ispn=1 A ppn=1
JE RS
I : : g g : I ................. » E E E !:! : :
= RN
V% HEH
"% ERERER
.“‘ ppn=2
4 IR LI B
A5 T RN 2R ———
Rl SRR i) 2 B B

G — R L . BP o T S8 5128 M £d A1 A
SeNAERE 32 KiB FEAIE 32 KiB(OpenSSD [ —
PRUTE 32KiB) . X 2 “E K.

R TP TR R TR) A, T A [ A A A el Y
FTL 5| AT F R W FIH I 22 b K AR, F
TR 4 — A4~ 32 KiB i 5Tk 4k 8 4~ 4 KiB 1
X I8, J5 & #FR hF 5 (Sub-page) . B3 71 37§32
'+ 7 (Logical Sub-page) Xt h ZI4HEGL. 5] A T 5L
Z 5 SRR W B NS S T U (B R T R
5NN A B 3 WA 250 LA 5T S B PR S5 AT IH I
Gz oh X AT AR 2 A 4 57 (Y 2 4 0 SR EAE S T
R — R Y TUE A, RIE Z A H I op X — i
] DU B2 A7 B AR S /0 A 0 BE B TN AE B4
B3 R Bl UM AH IR b X Z J5 B8
— N DX AN g B 2R S e TR e E A A
JFE IR XK BLTLE [ 2 /0 8 IR T
B e DRI BB — Al XA T Rl EE 1/8 4
Yy E T o 2 U D0 A S A RCR JE BT 512 B £l
(0 FF 45 S IN A7 2@ A KB i INA7 5 4 KiB 846 . LA
J TS (32 KiB Jei 5 )y 1/8.

e
e T B2, H T
I N
— 1T

————

T 353, I HeA by
> i e
T TR X

A4, 5 [l A
{7 B BT 4B T

B3 IS AN IR G2 b X (P 3 J R T T T BT SRS R AR I % o DX 2 DN A T 48 = T — 1 DX I
P v e 2 7S 2 T T 2 ) B BT A R S 56 R L SRR SRR AR B B IR N M B T RN R XL SRR A T R TR
H B DX lspn KRB T TUF 5 . ppn FR W BETUF 5. 1R K (A% T3 78 R BT A B0 R IR A% T 375 SE 8T B 40 . S 8T
B 28T I LA T BT LSRG . T BT 2. ol AT O TR — S DM XY TR BB TS 4 KB )

(2) FHAT AT,

(6] 285 058 8% 1) — R it S L e ] DA i IR A7
BRSO M2 v . X AR T H AR
(A 4 3+ 47 ¥, L OpenSSD Jasmine JF & A K i,
EPIA 4 A58 27 A8 8 (Channel) , B4~ 18 18 4
52 8 AN 37 1 JE (Bank) ; [F] — 3 38 9 4 4 FE . 76
EEE 2 LA — A E N A7 48 4 B A] DL g5 3 2l

SEHBIRAT HEE R R B TN AT i 4 (32 V5 R D
DRLIHE o [T 7 o e IO 32 S S Al 9 B2 A e R X
32 ANERIFATIE.

O 7 1KiB=1024Bit, 1K=1000Bit. 7£ FTL H %) 71 i1k &
B /N A2 B DX A A A O T SR X s i 4 KB AR Dy

HAq
@ NAE I BN I B X T AS S 9 B TT IR MG T DA o
FRTT.
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SR, FTL S8 b AN AT 3 4 22 58 31 %5 7% 1/0
SEMTE O, Lo, Wy 3 oS [l 22 |, 40 0055 Ry ) B
T AR SRR 73 DA DR PR . P 2 S 3R A
AN IC SR G AF BRI 5 0 2550 55 T B 4% B NN AE 3
AR AE. 7E OpenSSD Jit FTL £ ¥+, CPU F5 8
I 55 AR X S ZE 19 TN AF 170 58 180 12 58 AT » o ik
FEWOBT 1 P15 28 i 4 B8 1] PR 1) A O 306 T 1) TR A i
Ao PRI R A 1) A Mt YA A 3 58 43 R

Pt vy [ IR AT R AR AR i e 1 2 2

T g A2 AR 5 T ] P o A ik A 2K G B PR B8, P
T[] JES J2 A8 1 B0 R AE R ST, AR A R AR X Tl
BAERGRMN IR, — DR EEMEEZETIAN
ARG MR TR SE R B AE R % (Real-Time
Operating System,RTOS) , 5 & 7] DI AL & T Y
HERR DA R 80 2 AR R . {H OpenSSD (1) SRAM
HA 96 KB, 28 9 8L A 1Y [ 1F A5 AR A AN 2 L 1R
MEFF SCHE— A HRAE R G 9l AP 2 B R A
1. RraCE T, A F L 7 R EF Sciie .
HERR VR FE RN HERE IR — R S 2 KB R A
KW A BRVE R G PR 00 g B iR, 5l A 24
T 5 11— R Pk Al PR TR L e P AT 1 T P 37 5K 1 s
LB R AR TR SRR R . e, SR T BEAL
il s FFAE I ¢ G B B /DN G0 I M A T LR RN L 5
B, TR SCIE A A 5 R de KAk A% i B 1 E U A il
HES
4.2 =S E (ACL)
15 18] £ 1 J2 ( Access Control Layer, Ji faj FR
ACL) 2T (58 A5 £ 0% 491 9, 15 FTL % 2%
B B OR F P SR L A MR ORI AT, ACL E 2
DIREA A : —J& HI A S0k, 352295 [ 3 i BUHis 25 44
PR R R AL FEN B B S R
TR R R WL 1Ca)) . FH ™ 36 30 14 i 38 ) 22 7
3.2 W4 B S B rb i K B 8 N 42 4 P BE AL
B SR DL R S B R T T S R RO
TEMCA AR . [ 2508 85 1 15 R0 g A i 80 (TOPS) Af
REIAE] 10000 KA E B AR SRR R B — DT 32 S
TR LG S AR B RO I8 B AT A [ 25 A A Y
“E A ORIE ST IR B bR O E L AN
T LAY 28 AT B A S B A AR AR AR AL

B AR S 2 m RO B e R A % 4. 3.3 /)
WM T — DR AR AR BT BV AR
H B IAIERS (Message Authentication Code, MAC).
L) MAC 52 SO T Hein 285 55 125 5022 42 08 Ay bR

BB RIS O T ESIE L 2R R R
BEAEFF 4. % B T UMAC™Y, & 8 A oy 2 5 P i
MAC 35 R 52 30 04 i 3 B2 mT LA 24 1 i
JE /0

A B B 1 Ak A A B A R AR T v I T
T AR sk HELASC R 32 2 46 A 4m i A ). B T
VA 1A H5 /N [ BRI B DX T 0] T 5 i S A 4
NEIZ A B A e DX 2 AP AR A5 B TN B A B X
W 2 B — SR S B A4 R G MR S XA H AR
23 (A FR A AR X 3. &2 OpenSSD (19 58 4 B,
A0 X IRAT BE T A 21 A 0 L A A A 1Y 3 (] ] Ak
FERRBRAE . BT LA HOBEFE INAF L% 1] 43 il — 228
[E] AR A A PR {5 B, BDAY R . %F F 128 GB 1) [&
ASBE AL B X B0 1k 256 ML AR S A4S B X B9 AL PR A
SR 2 AFE IR ARBR A KRN R B 512 MB; A
FL 22 R 6 T[] 26 KN i T 2 B 4, e S R A
128 MB. OpenSSD #i#5 64 MB () DRAM, H:H 1 45
ANE] 20 MB 1] LR Ay G0 B 55 26 PR PR = 1 22 47
R 512 MB BUBR 26 0 BEIT . TG B8 2> 5 500 e S
FRAL B 2% 1) 2 A7 i o 28 W e A1 3 I AR 2 4 4
MIINTRES , B35 R 1 A

PRI s 400 AN PR 22 1) R /N R AR A 0 B2 0. FRATT
T R MR -4 KiB % 55 /9 S04 2 58 f
LA I I X

WL T A5 i 4538 SR AR 2 4 KiB X 5% 19 GRS 4 #b
I R KNS A KB YRR S I8 484 F A
Fi XA B TC 0 AR AE L L T2 DL 4 KiB [ F 5L
BT S XA R 2% 1 R /N ik B B TR 1 1/8. T = is
(0 ik L) Fr A i 4508 SR #0 o 4 KiB X 5% J& 45
Gy B R (D) A8 Al {5 [ 25 0 4% 43 X0 B i
F80E 3 XA LA 4 KiB XF 5%, tean & I A 40 X T R
fdisk 832 £ X D IIRE s (2) 78 9 T 45 [ 25 68 4% B Ay
3 DA S 2 G0 G B A 35 A2 SCE R SR RN &
AKiB(gk 4 KiB M5 %0 » e i Linux 89 F 5% 004 &
45 Extd gho] DLRE RN XRE, P R R
2 1 SCPF ZR G5 1) T [ 2508 45 K 0 407 Rk
PLAKIB X5 T FE & ACL Rl 4 KiB &) 55 30
FR G R 08 0 BB e 1 K/ AR ACL 1 %2 4
AR 3 5, BIAE 4 KiB 4 5% 19 % 4335 5K s 7] DL 22
oS Y UBLIN

R T ik —2 AR BURR i K/ ACL 5] A
FEGERAFFZ X, 4 L NN E T A Z b X
A it DR 55 A A T AL LA B 224 A 9 2% e X 41 2



1 4 Pk 46 T i ] 2SR 48« OB HIE 222 4 80 i Al 163

B GAFRIFAL . 5 Z TR G b XA [ B s — S T
Lo IH T 8 oh X L BB IH I I8 T W — S i
T XA BT AT LARAIE P 2858 i 1 0T g2 b X5
] 3] fg 4 3 0T Hh AR R [R] — AN P e BR AR Nt
ACL H 75 LA B0y PR A0 s AL BR A5 B X AF B
ZAT B AL PR 2202 DL BT B Y RN R
8 MB, HUA Fe AT 1/64, 56 42 n] DL 42 ¥ 2 A7 15
DRAM .

25 bR AT AR SR A A 1 ) 45 ] B ) 28 2ok
KL BT S AT R e A% s B ).

4.3 BERZI1/0%

AT [ 2 B A 5 A ol B A X R
FHP AR B A R G0 R Sl it e 45 T0 7 AT AT e 3l it
A 5 [ 2 B 5 4 Ay 3 3 S R T R (EL G SR
F A B R AT {5 T 2 A 3 v 32 R4 1) B8 5 1m) ]
15 A 5 A2 PR3P B Bdle Wl A R R 4
f SRR 7 98 R0 » AR AT AE [ A A Y S RE e
BN T4 AE R gt A0 H 2 2t 2 Sr T FALEK
B A S

T BRSO b sz T A [ A A A OR A Y B
S SO S A Z R BB L BR TR R X
FEAM o P Ry 30 A P AT A5 [ A A A SR AL 1 APT,
Hrh s EEZR A KB (CIEF) 2

int tssd_open(const char* path, int flags);
int tssd_use_token(int fd, tssd_token_t token);

tssd_open J& ] {5 [ 25 i 5 42 ft 1) SCHF AT T 8
B0 FLRR ) Z AR AE T B S I DL B4 1/ O(Direct 1/0)
BEAAT IR SCF. B4 /O B0 10 T 3 348 9w o
GAf Tl B R 8 A7 1080 % 4R B v IR, T
ol e R G0 PR 2R G0 o W A G A A TR A
ARl DL A AN R i i R 2L 2 5 T 4 R AR 2
F 1/ O AH XA w5 31 45 5 A7 19 U0 /0% 077 1) 42
AR Az Bl B O AR A] A [ 2SR A A A
A RE AR AE R G800 1 A G A B R R T Al T Y
Bodls. DL 1/0 B Bl 8 E R il 8 22 47, )
DLk B b A ) . 75 45 MR 2, X B0 R e A
Hadoop 3% # 1y W . B4 1/0 B0F A 2 K g8 2ot
PR R GEGAT M B AR L RE L I R B P R e A & 4
TS T AR R G ZEATE i Hadoop (1 32 2 3%
BRI 1Y, S A AR A R

tssd_use_token S F T [a] A] {55 [ 25 i 4% 4% 338 4%
U5 3 R I B 4 WL o K. B4 4 J2 ] {5 [
SOE R FRAL A S WK R FEHE. Linux #4E R4

(1 1/ O BRAPERR AL G 003 22 55 L W 45 2% b 3
Pk £ 2 .SCSI 8K g it e (Hovh A 35 3 )2 P 2 A
JIE 20K h) B4 It — N i 2 AL R 2 )2 A
T HE R A A b B B R 2 0 AT A S A L FR
B T Linux #/E RS /O F R G M SCSIF &
Gih A R R T T B AT 2 AL A B
Shk CInE .

| T F AT APT |
ioct]1 Z %

A 4
| REMLCHE R4 |

§ Sl
| wmmgr | | &m0 |
YRR |
¥ sk
| VOWEE |
IR AR

| SCSIE |
LSCSIﬁ/‘}

ATAE ‘
¢ ATAMES A

| AHCIZ |

ifs B4

WAt ‘

A4

A A A A

B4 BRI R L 1/O B (B RIR T i £ 8 4
B 454 20 W00 2 5 (N 2335 1D R 15 4 B T 77 2205 2 %)
PRAE RS 1/O 4. [ R (5 fE B B i 4))
4.4 EHEOTRE

B 0 B 25 00 25 5 1 e L R ) i 3L A 1 A
MELLC S TR A B O e S E &
TE BT T BEE A9 AT Mk b o o 2R AT 5 T 2 0 4 1Y
POk SMA RS IS 24 R S m A
AR AR+ 38800025 0 SR 4 F B B R LA SE s
(RS2 » 24 A (R e 732 B B 98 B2 10 BR ofE . 40 SATA
(OpenSSD {42 11) il SAS %5, #5 2 3 F SCSI %4>
8.1 SCSIARMEHA — & ¥ 23 ). ] {5 [ & i
P RE B LA A I SRR B R E X

(1) 5E ST 4. Ry 58 0 T Bk -1 28 1
PV B Oy B UE A A [ A5 A 4 0 4 11 S R A
SR A 1T A R A A 8 LR sid, rnd <
Challenge(uid) , - S % uid iRk #7580
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JID, IR [ sid 2 BPE g7 i 25 E 19 1D, rod &2 —
ASBEBLEC B IE B PR S 2 DRI B A
Y Response(sid,resp) , F A S5 sid & BB g 57
(2335 1D, resp JEXTFEALEL rod 1910 & GEIL 3. 2 /)
). SCSI I Hff £ 255 FhfE e K a4 UL ik £
255 Fh 8 K Ay 4 i B o 2 E SR i Al i 100
Fif, [ 1t Challenge 1 Response 8] LAE N i 45 E
1€ (Vendor-specific feature) i iy 2 i fillA.

(2) Y R IAT i 4. IR [ A £ M B AR S B
KA A 22 ID P2 TE R S5 P A S48 B sid
Al tokenCFE DL 3.2 /N4 gt J2& Uk . AT A5 [ 2 A 2
ML A2 N data<—Read(lpn,num_sector| ,sid=0,
token=01]), 5455 ¥ J& & Write(lpn, num_sector,
data[ , sid=0, token=0]), H A 1y sid I token #f
Tl %S5 B E= 0. R ok UG, vl {5 [ 25 Tl
FHAT V5 ) 45 L 1 132/ i A 2 T DVE
Ao | AN P (S o N VR 4 S o = 2 P S
OpenSSD #y SATA #2 il f¥ X SATA W5 fir & A
RS 1 A 38 C b Gn A7 8 44 S 0 AR A R BA S S 36 A ki
G v DX SCHED o T X e Al 47 4 i 22 288 G 123 o [ 17
RPN Bk, Ry S s ar 4, 4
sid Fl token fE A EEZ 4. AHCL JZ 1] SATA 21
{0 [ 250 9 % 2 4% b SATA v 2 1 B0 A% 3 12k 4
—Fhny i B 454 (Frame Information Structure)
) ATA RS FEATAIE 5 ATA bR 5. kB
WiAE S A A 40 AR T OR B8 0 oA AT DL .
i 52 F s B4 H C A - B PR A 1)L 45 LU sid
FI token 45 {5 B 525 iy A 1 HA - Bt — 2 k3% 4G
AT [ A A

= I T T R N PN O e o A S SO P ST i eolal |
DL o 78 BUA A A 4 D bR oE 2 B R SE B IR R
Fi 5 A bR 2.

5 FLHHER

AT G5 tH R AT B AS S 2D S 2 R LR
W& — £ Intel 2. AGHz WAZ AL FE 2% .8GB INFE I
JIZ 45 %% .51 64 i Ubuntu 12. 04 i Linux $#4F &
5. T[{E [ 25 5 4% (OpenSSD I & #7) 5 3 #L il i
SATA 2.0 1% 4:. SCi0ny % H M2 PEAL 78 [
ASBE AL b I S 1 722 4 AL TR X A R 1
A g3 A B AR AL LS B R HDES b i T
3.
5.1 EHARMIRER
R B A SRR A D O DR SR RN K

YR B /A 43 2KBL4KB,8KB,16 KB,32KB
164 KB 4% 15 ) 458 X m] 23 Oy« P FBE L. 2 1 58
ERAENEX . RS 7L TR TE
A AL BL 4 KB BEALEEE 1 8k 4], il TR
KRG E SRR A 1/ O R AR 2 B oKk B
R JE 4 KB R/ G IR s il 2 BEHIL 9.

K5 s 1 e a sk B RS R, al LUE .
(1) Al [ 25 B 4% R W $2 i3 7 0 OpenSSD [ {4 #9
PERE, U HZBENLEE S Y16 B0, B s ik 3 13 10 1%
A PERE SR TE (X 32 KB BEMLE M5 40 5 (2) AT {5 [
AR U5 ()45 ] R 3G n 1 AR /N T 8. X B AE
554 RO S SEE R A X FTL f1 ACL ik
AR,
52 EXHRBMIHER

J T HE— B AE R ACL Ak i 808 . AR
SEA R b T S S O SR R B A SRR
A 7R R BT I A7 A% U ) H GO AR . A SNIA® Al
UMASS® S5 /4~ 28 FF 1) BL 52476 17 0] 30 3% P v
# T Exchange. BuildServer, Financial, TPC-C #l
WebSearch 4§ 5 A~ § A 6] A AR M 19 776 U7 )
HERERF AR D AR SE 72T/ T
HHT T i B A0 X 28 17 B0 . O T 0 G
S I o L R SR B SE R L B 2 A A [R]
PP (8 AN 0[] g 5 i ] 5[] 28 088 4 1) 195 O

1P s 7 )L ACL Fifiif ACL Al 145
I ACL 1y w5 [ 25 68 4 09 M ge. w7 LUFE 2L F L
ACL 2Pk B 3 R IH At Ja i ACLCI 4. 2 47
“U IR E ) B IR A RSB 300, i el L 3R
fiTxE ACL iyt A 2 4k w5 A &4
5.3 HDFSHILIHWHER

TEARPEERE A 2500 T 0 REUE R i
T A A AR BN e A n A A IR 55, R A TR Y
HAR. 3.4 T4 7 —Ff ik 7 0] {5 [ 25 08 3 1Y 42 4
195k B HDFS. R4 X — 2 Bt A9 & 1
HDFS (I RE A4 70 S 9B T BB T ol {5
Wi 25 L 5 T 4 1949 D P % 904 B A 20 K D RE L A R A
R RSB TR T AT [ A A A A P B e AR A
AL

HDFS (L3 S — B4 F W R — 5%
1 B Y R IR 55 A L — BT [ S A

@ SNIA. IOTTA Repository Home. http://iotta. snia. org/
@ UMass Trace Repository. http://traces. cs. umass. edu/
index. php/Storage/Storage
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200 T T T T T T T T T T T 200 T T T u T T T
180k —H— OpenSSD 180L —8— OpenSSD P
I — TSSD-ACL ) 160F| € TSSD-ACL ﬁ/// ]
Ll A > i L[ —-A-- TSSD+ACL p i
L1oF A-- TSSD+ACL Lok A
g 120 . 3:2 120} .
Z 100f = 100f
P | 2 gl ]
e 9 ] e L ]
60F 60F
10F = - 10} e -
20f ] 20f ]
0 [ 1 L 1 n 1 1 1 " 1 0 1 " 1 " 1 1 1 1
2 4 8 16 32 64 2 4 8 16 32 64
RPN /K i SRR /K
(a) IiFs (b) MR 132
200 — . . . . . 200 - — T
180 —HB— OpenSSD 10k —H— OpenSSD
-------- SSD—AC A F| @ TSSD—ACL 8
L60k] 7@ TSSD-ACL B 1} Lol| T TSSb-ACE
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Background

Big data, known for its characteristics of high volume,
high value and centralized storage, is an attractive target for
attackers. Thus, big data security is an important issue.
However, the two most common data security approaches
used in big data platforms (e. g. Hadoop) are not satisfactory:
(1) Access control mechanisms are prone to bugs and vulner-
abilities; (2) Data encryption is provably secure but incurs
considerable overheads during data processing. Therefore, we
believe that a fundamentally different approach is required to
provide a high security guarantee for data in storage with little
overhead.

Traditionally, commodity storage devices are considered
untrusted. Thus, additional security mechanisms, e. g. access

control and data encryption, have to be enforced by system
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software on the host. With the advance of storage technology
like Solid State Drive (SSD), it is time to reconsider the
assumption for two reasons. First, a SSD has enough spare
resources for additional functionality as demonstrated by
existing in-storage processing works, in which some data
processing tasks are offloaded to the SSD. Second, the intrinsic
component of a SSD firmware, flash translation layer
(FTL) ., maintains a mapping table of virtual addresses from
the host to physical addresses on the flash. This indirection
of flash devices can be readily modified to hide the information
on any part of the flash, including sensitive user data and
critical device data. As a result, it is possible to introduce
security mechanism into a SSD, making the commodity

storage device trustworthy.
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A large volume of work has been done regarding to

storage security, e. g. Self-Securing Storage, Network-

Attached Secure Disks, Survivable Storage System, etc.
However, these works, which focus on hard-disk drives
(HDD), are different from our work in terms of objective
and method. To the best of our knowledge, our research is
the first work that attempts to integrate security mechanism
into SSD.

In this paper, we present TrustedSSD, a secure SSD
that efficiently guarantees the security of data-at-rest by

enforcing a fine-grained access control. We first analysis the

security of TrustedSSD, and then describe the design and

implementation of the system, highlighting the challenges
involved. We built a prototype of TrustedSSD on a commer-
cially successful SSD controller. Experimental results on both
synthetic and real-world workloads showed that TrustedSSD
incurs less than 3% overhead. Therefore, we believe
TrustedSSD is a promising approach to big data security.
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