A5 % 46 T (= Hl ¥ B[ Vol. 45 No. 6
2022 4F 6 CHINESE JOURNAL OF COMPUTERS June 2022

ET/NMGEFTEZERBEXRIENHENSER
BERRES S

H OB XRE T # IER LHA
R R RLB A SRR i T 36102D)
(R R T RO 22 2 5 XU BEBOR B e e % ARt JHI1T 36102D)
BRI EE R e S ZaEaLmE md Hil 36102D

B OE MNAIEE RS MRS BRI U b ) — AR R B B S D 2 AR R RS R ) A
AR SCHE T — Tl R TN B SR A S PE Y B S AT O B8 1 e i B 23 T R S 6 X LU B IR 1/ B AR AR AT
FAEAE A B 5 R AE 1A R0 s Hok G 3 1 T L7 SRR 4% e T 2 3 A SR P R R i 2 IR 45 8 IR g G 2 B0 AR
SNk L o3 B BETT T 2 T S A O 1 G T ASE Y | e T JRy A O P 0 A U ABE TR DA R S T R A L ) A A Y
PLEGR 3 Bk il o 45 & 2 7 40 B ) 2 RO R AR 4 i 1 7 R D ASE X, B 3l B — A5 TR A8 A
A Tl 2 58 0 A 0 A . T S R IR R AS S 5 SR AT T MR RE TR AN O SR O AR BEAT T SE R X e A BT S
SERARWY 5 G b B A A% RS 0 ASE A R T AT R AT 2B R =R A I A R (A B R O BB A AR ST
PESEHN T 36 T/NEOE 5 B IR R B AR M 1 25 11 B O I B0 T4 2R 5 B IR K 5 5 16 1 A B A A SR RIAE A
B2 TR 1 B AT S L 4 G 00 1P R RS AT T I DT S BT S A S I g A A

KB BREHTIREE 5 2 oC R A 5 45055 0 5 S I 2 R G 5 /N AR
HEESES TP309 DOI S 10.11897/SP.J. 1016. 2022. 01308

Steganalysis of Adaptive Multi-Rate Speech Streams Based on
the Correlation of Fractional Pitch Delay

TIAN Hui WU Jun-Yan YAN Yan WANG Hui-Dong QUAN Han-Yu

(School of Computer Science and Technology, Huaqiao University, Xiamen, Fujian 361021)
(Xiamen Key Laboratory of Data Security and Blockchain Technology, Huaqgiao University , Xiamen, Fujian 361021)
(Fujian Key Laboratory of Big Data Intelligence and Security » Huaqgiao University ., Xiamen, Fujian 361021)

Abstract  Steganalysis of network speech streams is a research hotspot in the field of information
hiding detection. Aiming at detecting steganography in adaptive multi-rate speech streams, this
paper proposes a steganalysis scheme based on the correlation of fractional pitch delay. Firstly,
through theoretical analysis and experimental comparison, the effectiveness of fractional pitch
delay correlation as steganographic features is verified. Secondly, the traditional method of manual
feature extraction is abandoned, and the correlation of coding elements is captured by using deep
neural networks. Accordingly, a local correlation-based detection model, a global correlation-based
detection model and a feature fusion-based detection model are respectively designed. Finally,
based on the above three models, combined with the idea of multi-model fusion based on linear

regression, seven detection modes are given, i.e., three single-model detection modes and four
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multi-model fusion detection modes. Through a large number of speech samples, the performance

of the proposed scheme is comprehensively evaluated, and compared with state-of-the-art works.

The experimental results show that the presented various detection modes are feasible and effective,

and the three-model fusion detection mode has the best overall performance.

In addition, the

work of this paper fills in the blank of the detection of steganography based on fractional pitch

delay, and for various steganography methods based on pitch delay, it has better detection

performance and lower time overhead than the existing steganalysis schemes at any embedding

rate and sample length, thereby realizing more real-time and efficient detection.
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based Detection Model, GCDM) F1E:1iE fift 5 46 ) A5
I (Feature Fusion-based Detection Model, FFDM).
3. 2.1 Jay SR S P A ) A Y

AMR i ity 45 75 47 56 2 IR S 80 R, &
AT WA 57 DU I A i A R S B R L
S — = WA JE G R SRk E X SR W] SE IR
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Hl

Y,
&

i 2022 4F

A AR RN SRy FRAH OGP 55 T 5 B 28 W 2% 1) 5 AR
2 HAT ARG A R R B N, AT B e it T — A
T BB 25 I 2% 19 Jmy #50 AH OC P A I 55 780 (LCDMD
H M a5t 4 s B4 — 486 12 Hir kb
JZ (Batch Normalization, BN) .4 Ja) °F ¥ 3t 4k (Global
Average Pooling, GAP) DA X Wi 4~ T 70 2K 1) 4= 1%
2.

777777777777777777777777777777777777777777777777777777777777777777

! A SR I B HIAS 19z
Il |- 2 |\

1% o ;@ §33 % %
| . e 7 ool % &
ik e RinE ANE:
| 4t 4 1k, woi| 5
R i |]

P4 TR A S Y A ) A Y

BEERZNEAN X b Y, — 45850

el ALl ik

Y=H (W-X+0b) 3
Horb s HOZARL A U TE T eR K, o 2 X8 I ) DT R
HIRIZ T W UGB AR .0 S i B AT N ECEE
ERSHGEME CAE AR A & — 455
FE AT B S 40 JR) BRAFAE Fe L B .

Fe= feom (L+Sc) (6)
For s feon CoO R — 4E FRUZ B Ad F Y R S 2
2 M2 SR O T R RS A A AR TR
W S L AT A5 BRUS A4 fa HE E AT HE B o AL AR A
P BR HEAC R AE Fox - BI -

Foxn= fon (FesSpn) (7
/H\:':F' s fen (e >%%ﬂt4§%{ﬁ’f‘t)§ﬁﬁﬁﬁﬁ £5] IZVX%I’ S A&
WIZHI MBS RS, T I 5 22 R 2% 2 Rl
WS FAT T 42 5~ 2 A JZ R AT AR B 4
M A T AR AN R AR A5 8] Y 7 2 AR O i (R
NesDNRANK nXom BYFRAEZS ], LS 0 AN G=1,

2, Np) FRIEZS [H] V, R8Ny
Al Az t Alm
PER ) Azom
v,= """ ) (8)
n.1 Az t Auem
HA RV ERE Gl Rkl
. _ 1 n m
Gi= e 27 20 (9

E— 2 0 — AL 5 W FRAE Fon i A 42 RS- 2t 1k J2
AL AT E i Fooa N

Froot = S ool (Fen + Spool ) (10)
FEH, froo (o) TR 42 J5) 7 493t Ak )2 F 18 T 1% o1 5
Sroo 7N 22 1 P 28 S B8 5. BB 43 2838 43 i

A EHE)Z A Softmax 4. Ho, 28R 1 /EH
K bR 2D BRAS B 10 23 A URFAE 7R 7 WA B A A
wasal L J
Orc = frc (Frool s Src) 1D
H, 0w =10, 0, &2 EEZ . fre ()R
71N A 4R J2 P A T A BR R Sec ARFRIZZ 1 M 25 2 8K
A B G AT T Softmax pREL 4 a4 BT Y
WM A5 R R
R=fs(OrcsSou) 12)
Horpr, fs (o) 3RoR Softmax e, Sou R ZJZE B M
BSHEL. A EX TR R BER =L ],
Forp v N IEH REAR BOME AR A, r O B S AEAS B HE R
. H orotr =1 2 ARG G EHEA s 1 T
PR&E C R
(1 =
Colos e
Hp,Co=0 BEOIEEFEA.Co=1 RN RS REA. I
Hb L FATTAE FH 22 U 451 2% iR % (Cross-Entropy Loss)
FHAE 0 0B 552 B b 45 -5 468 B i 1 ) 4 30 R L A AR T
3o /Al U (LRI I S s 28 R IV ) 458 2 R S 1) 9
R 25 2 P28 SR LA AT U 5. L v 52 SUIR 0 2K R 5K
E LN

(13

D=y * log(r) 1=y * log(ri )
— (b

n

Horpon AREARSE 0 5 CREARI N RS
CIEZE) FE A B ME 2, o D)2 320RE A 8 00000 24y 1E
(ORISR, v, € (0. 1) 5« DFEAHY E S
FRZAE L ED v, =1C0) N IE () FEREA.
3.2.2 ARy A S AR DN A 7Y

EEE S AUEA 5 AR R R B KA 5
PE IR SR 51T 3 T 106 B pi 28 X 2% 1) 42 Jmy Al
SR A A R (GCDMD. [J] IF, 1 3k 90 1% 5546 2
P ) 4 Hoa] g2 Hh B AR R R O R [R) A, FRATTAE
R 5] A K182 (Long Short-Term Memory,
LSTM) H5C J22 o 4k B 7] 5 51, GCDM # [ 2% 45
L S s AL T A LSTM )2, —4> Flatten

loss=

HFAE IR Bt |
7N
N R 2
i ife > iie > g j:
it Al A = A
R

B 5 35T 4 A S 0 A
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JEUAKPA TR 2 # R, LSTM BT 4
AL S AT i s 1)L s AR T T AN AZ BT, IR
JUH TR RE S B A T T A R
R IC R BNCAZ T B T TR IS A BT Y
{5 B R IE A 38 T Tk E T IS B T Y
15 e U LI = WA B

I,=6(w;*[H,_,,X,]+b),

F,=6(w,«[H,_,,X,]+b,),

0,=¢(w,*[H,_,,X,]+6b,),

M,=F,M,_,+1, +tanh(w,*[H,-, . X, ]+b) (15)
Horp .o J& sigmoid pR. X, O S ATER ¢ F %0 A
X &M ATTGRIET] F s DA B a0 iy 1 (F,,
O) s H, -y Jp %5 ¢ — 1 I 20 /Y B Ok 285 m 5 77 471
w; Cw, s w,) 7 B E AT GRS B 7DD AR
b Chy+b,) 3 5 i tE 1T GBEETT S A e D) # f .
M,y >4 Fif B 20 B e A2 BT RS M, AR — 1
i 20 A ICAZ B TTIR A | tanh g 0 BREL.

FEATE P /N EOCHE & A 38 2 O B LA g 15 3 1)
WA T SR THRHAE R AE S HOR CHE R BE T FRATTA]
WA LSTM 2K 5 B2 80 ) 1) 4 R FR Ak . 5 /6 &
15— 2 519 B Fras

Fran1 = frsmm (L s Sganr ) (16)
Horf, frsma (o) 37 LSTM J2 8 FH 119 26 %L San 1 36
R RIS SRS 258 =4 LSTM Z2ig
SBURRAE Y 3 2 AT 40 K

Fran 2= frstm (L s Span 2 ) a7
:/H;EP ’fRNNfZ%jééﬁ%:E I‘STM E"J%Hj ?SRNNfZ%\:z
R IR MG SRR A . 40 Flatten 244
i L RE E R P B — 4 % ] ek AR W] OE AR A

Fria= S (Frax2) (18)

Horp, fon Co) R RRAE V- #24E. &5 7 4b 2 s
(R RHAIE Fr 25 A 42 3% 452 )2 R Softmax bR EGH AT 73
XKL H S LCDM #ERIEA 78 A PR,
3.2.3  RpAE R Ao A A

5 JE B b A TS G 0 AL A % AT O R SRy BRI Kb
B, LB AN AT BT T AR = A A AL, |
AT Fil 5 4G I A 7R (CFFDMD L HL 9 4% 45 kg 1) 6
N AR AR R AT R N RO R S M i
LCDM FI GCDM $& B 45 Ak A F 8] JZ= 2E A7 e Ak Bl
B 0T ORFFRRAE 0 58 B AT HE T RRE PR Y
75 AT RE AL & Had B ] KR T

Fni= feoncar (Froot s Fria) 19
For s fonen (o) 7R FFAE PF 52 19 Rl 5 5 AE . Froa Fll

Fe 33 LCDM Fil GCDM 42 B 45 1E o Fu ol Rl
Bl RE. 5. @A R IR Py it 2 0E )2 A
Softmax p&ELAL F 5 % H W00 2%

777777777777777777777777777777777777777777777777777777777777777777777777

AEEHLIR B B SRKHEE
|| 4 §
4 1‘;; )E !
‘(A M/ i
ATETTE S
= PR bl |l
gl R e || B :
3t s iy i | £
it Q: = e
B ; |
E |

P 6 KL TR AE RS Y Ao DU A

3.3 ETHMEEOANSKRERS

HREE AL A% 7 > 59K L2 56 8 1 Bl 2 AN [
AR el ] — 2P B i Ay SRR ME Tk, L A 3
i S AREAY Sy BE A AR e HOS 5 Rl BERL A A [
A 7 Fhoal gk AR IR 2L Ik 1 B, B3 R T
P — A IR ) G I T 4 o 2 AR il 5 A 0 A X

® 1 WEMENER

S : *ﬁ‘i?ﬂ:% _
LCDM GCDM FFDM
1 Vv X X
2 X Vv X
3 X X v
4 Vv v X
5 v X v
6 X v Vv
7 Vv v v

X TALRIE S TS A VEZ R e T7 3, AL
PSR FIMACF- 935 25 e AT i 45 4% 70 2K 4 T
AN T) B RLEE S I B A S A g 0 45 5% L LA & 20
FEPERE. SR, AEA SCTTAR AN [] A AG I 5% 1 i
AR AR K BS IT L MR ATE MO A BRI
I AT At 4 A A AL R AL G i) N T2
J5 A G 2 B, ELME DL AR B 8] % 40 09 S
BERIRCE 20 5. % T 1 A SOR FITE U 43 A S 15
2Nz N Z ook A 07 U AT B R . 2
TCAAE ] A5 AL 2 — R B TR B, 5y T AL, HL T i
BEPEAR 9 A B G TR B, Bl 2 B R R IR
RN & ok BEAT B AR B XS & BB AT LA
XTAEERE ¢ DB ERA BT 2 mIHm
0 M A

fxD=xw+0b (20)
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e
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Horr, e, =[a1 sz s sxip A RIBERUA WS © A
PEA R IR MRS ) i, SR 5 MBS TR
ANIERMMRE, ) =12, ksw' = [w w0
wy O 7SR ) 2% A5 B AL () oL b S BEAL R 22 L. &
JCEME ] 51 R FH 18 07 158 2 4 g 45 2% ek %80, B

e= >y~ fx,)* =D (yi—xw—0)" (21)
i=1 i=1

Horb o AR v, € {0, 1) N8R i DREA Y 52
PR, K& wh A b 5 590 B B AL E 1) B W =
[wla’wz sttty Wy eb],iﬁﬂjﬂﬂﬁ%%ﬂﬁrﬁliﬂ%iﬂﬂgﬁﬁ
WX = Lo s s 110 B 2K o8 200]
HHh

e=Y—XW)T(Y—XW) (22)
Ho Y =y ye sy DRBEAE R BR A 14 X
R 25 Y Ay A R R R L B

X1 Ti,1s X119 FaWE) 1

X? Xa,1s T2,209 et Top s 1
X=1.]=] . Ce @

X, Tpas Tuzs 0 Tups 1

3 T3 o e
"W h

/N T AT SR A A k] R B e AL

W'=X"X)"'X"Y 24)

o ZEAE A By BE o X F A R0 0 15 FREAS s,

HAERMEN R X =[r 20 xs LR T £
TR R 7 T I00 AR %60 Ry

FX)=XW" (25)

N s 24P 28 R 28 Bl 5 0 2 Y IR A0 R E5 R C oy
L[ SXD=0.5, 6
Colo, M

Hor, 3 Co=1 W HIBOA RS FEA 2 C =0 i A i
O IE HFEAR.

4 LTS ITME

4.1 ZWiIgEMEEEEIEIR

S R FHE A KA 5 A1 BA R At 1) 8 IHiE & 8K
P BB 000 B AR R IR B A SR B LB L
A8 A1 h WP SCIESS M 720 )3 S0 . 8 Tk
A7 92 B Bk, AT s 8L B AT 1 4R WAk B

(1) ¥ g 2 AR FE A 5 (Cover Sample Set). X2y
TEESHE 46 Hh 1 I 4 o AR AT PCML A RS JE S B, R
FEAE g 8000 Hz, i AL AL ECH 16 bit., FoATH: 2 i1 5
A LA 0. 1s S 2B K 8 IR IR 1 35 70 B 0. 15,0 25
B 1s NERKEE BRI K MEFHEARER S 12
500 AN H SCHE B REA N 12500 A3 SCTE B FEA s X &
HEMEAR Y — R A AMR-NB 12. 2 kbps 3 #4515
HEAT G B 75 B AR TE F AR

(2) M3 B AL A JE (Stego Sample Set). X T
A AMR 3B FEAS 47 3R A Huang 48 NP4 H
MRS ik Ge R SO 45 FLS AP R I B S 7
HGEHR S Liv % AR MRS ik Ge ol
S Az BRI P R RE AR, o X 1s B 35
FEAC DL 1026 Ry 25 K A AN 10 %0 %) 100 26 4t Fh
AN T B A 58T R ) 45 1 i A B 4 5 B B 08 R
A% F 0. 1s,0. 25 B 0. 9s I K B8 5 BEAS L AR A
100 Yok AR FEA. R 2 L 3 R4 H T 1s
AF KA TR AR I 0. 1s, 0. 2s 3] 1A [R]B K

R2 IsTAABAERTEREAENBRERERTR

ey L B e WA/ %
RS He A 35 17 10 20 30 40 50 60 70 80 90 100
s, 45 %5 &/ bits 20 40 60 80 100 120 140 160 180 200
[& 5 98 / (bits/ ) 0.4 0.8 1.2 1.6 2.0 2.4 2.8 3.2 3.6 4.0
s, |45 %5 4t/ bits 15 30 45 60 75 90 105 120 135 150
[& 5 98 / (bits/ ) 0.3 0.6 0.9 1.2 1.5 1.8 2.1 2.4 2.7 3.0
S [ 5 45 4t/ bits 40 80 120 160 200 240 280 320 360 400
) a5 7 58/ (bits/ W) 0.8 1.6 2.4 3.2 4.0 4.8 5.6 6.4 7.2 8.0

K3 TEABRAKET I0XNHBANRNEESEFENEERERTE

ety L B e FEAKJE /s
RETE R 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
s, [ 5 %5 & /bits 20 40 60 80 10 120 140 160 180 200
&S w7 9/ (bits/ i) 4.0 4.0 4.0 4.0 4.0 4.0 4.0 4.0 4.0 4.0
s, |45 5 4t/ bits 15 30 45 60 75 90 105 120 135 150
: [% 5 58/ (bits/ ) 3.0 3.0 3.0 3.0 3.0 3.0 3.0 3.0 3.0 3.0
S0 |45 45 4t/ bits 40 80 120 160 200 240 280 320 360 400
) [% 5 Hr 58/ (bits/ ) 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0
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H 10070 ARRSAF T 2 & J7 IR M B S 25 & 3 5.
WA 2 pE B 52 B W ] rp B 5 5 12 38 ok R 56 i %8
PR BRVE R . B R B % {5 B X o 8 5 4 A
BEDLAE LA DR 5 %5 OB 2R 53 i

(3) ¥yt sz i A AR £E (Experimental Sample Set).
TELAT BT A B 5 43 H S 3 v b 7 B 8 AR 1 (BI85
ATEF FEARHC RS B AR A S LG 12500 4
TE AT AR L 1 B3 5 R A g ol S 30 R A B
FEHE 4+ 1 Y L AN AE AR 4R 20 1 I 25 88 A 4

AT AT Y S B A0 A5 P A ER B AR SR
B R R A BT S I DA K 5 AR B W 5 AR
(1 BE X EHESE B8 ©, A1 8 Ren 28 N 1 £ GE ol
C-MSDPD) , Liu 2 A" i J5 %€ GGy PBP) il Tian 45
AP % (3¢ 28 HYBIRD) &8, H f, C-MSDPD.,
PBP 1 HYBIRD = F %t [t fa 5 43 #r J7 58 o fii ]
B SVM ¥ 3 F python B F MHla 2> T H
Scikit-learn(sklearn) @52 B, & 43 & T %8 7 4k 3 |
YA PP 48 b T 530 55 2% A58 He A U4l T /9 it
A5 0.24.2. /E SVM 1 S B & b, A
“kernel” % B N “rbf”, ¥ “gamma” % B H “scale”,
HARASHI BN E . A SO R 4T python
B 2 N 45 HE AR Keras® SEHL, & & — A
DAL P R T A R B 2 2 BB B Ak 1 s R Y
MR, AR WAE A IRAS 52 2.6. 0. &3t W 2
Je s FATVE T AN At RO 88 o 256, I 2Rl & 2R
20, 2R I 28 SUIR Ry 8 2K BRI B A& 150 B 0B 2 B0 I
R LCDM Hh, 58 45 BUZ B 64, R/
3. KR LSRN A “same” ; 71E GCDM Hr, fifi ]
Rz LSTM L5, 4 BE 5350 o 64 1 32, 3 [l i3 i
R 78 FFDM 1 ffi ] concat FRAE DR 77 50, 43 3¢
R 1) 4 3 32 2 i 1 46 3 o 32, AR 1) 43 28 4 3
FHAT A Softmax #4233 282, i 1 4 A1 4 2
h 2. MAb 22 AR G A U AR 2 b Y 22 T 2k el A
By %k A sklearn T. H. 43 W #) LinearRegression
SRR AT B

R T RS 3 BT O 58 B R DU P RE L FRATTAE T
A6 0 1 2R (Accuracy . ACC) Fll AN 35 FE A F- 35
AL B[] (T ave ) VE A 7 548 5. ACC 95 /4 J2 1E 8
FKIIREA G T A AR AL 2 ACC J80s il
REAL AT, o LT

ACC= Nop =Ny 27)
Nip+Noy+Ngp+ Npy

Horp N R IE# KN IER (REDFEA N &,
Ny HIE# I 2K 7 CRE S HEAR R EUE . Ny
TG AR R 03 2N IR AR B, New

B IERAEA 1R 00 20 DR A 1 Rt
T ave 9 BT 8RR AP BRI 8] o B ke T
5 3 M Sk IR I 2R B A S

N S

3 (2 Dn)

Tave ="t (28)
AVG K‘N

Horboe, 8 G AREARTE LSS J7 25T A9 AS I i)
[E], S Ay 8 H N A A B8 H . K
Shy I R S b I iR 25, AR SR 20 1K
I BT 8 1 O s 2 e 45 3R B K= 200 A SO
BRI S AE— 5 Dell TAESS B bty , 3= 2 E
ZHUNF : Intel Xeon E3-1225 v5 CPU 3. 30 GHz,
2X8GB DDR4-2133 MHz N £, 500 GB 7200RPM
SATA f#4%, L M Linux &4 (Ubuntu 20.04.3 LTS
64 fii ,kernel version 5. 11. 0-27-generic).
4.2 SRR M BE XS LL A 53 A

WHT TR ARG R S SRl G A AR 2
7 R AT AR X SR 1 TR LR 3 R O B TR
— Y A A L B 4 B 6 Fl Dy XU AR gl e T
B 58 7 B oy BRI 1s K
JE B S SCREARE T 43 I T & AR T S, S,
F Sy =y 5 AR I E A 32 LI A5 R Ak 4 M
5 . Nl DLE i

(1) DA BRASERUASE ) 4600 485 SRR T 4% A B A B
RS 00 R 7S R A 5 G B A N 1 g 5 85 X 1 (LCDMD
ARSI PE BE RS AR 1AL T8 2 (GCDMD L W 7E v SO
AGETR 10270 F 60 70ik AFNY S, J7 ik 1l & 1
R R S 5 0. 18U & 4.36% , i B a5 #
VEXT TS50 JRy BT AH S A A 52 e K T 42 Jmy A+ DGk 5 A
= 3(FFDMD [y 46 I 74 G 8 14 I F LCDM, 4N 7E
SCREARE K 10%0 Z 100 Y0 i A M S, J5 Bt A
ARSI Y B R LS R 0. 4020 & 3,06 %0, Tk B R
TR R 7 3 00 P R AE - B A 5 A T A A
Ve

(2) BB AR F A Bl (B 4 BB 6) By Al
PR RERE AR 1A T 2 T RS AR g A I AR 2. 8] n A
SCREARGE T R Dk A Zh 102 & 602 11 Sy 7 ik
(HRAFE R 10262 90 % 1 S, 0 ) I o XURE AL il £
152 2 1Y 5 A 4G DU o 1 2 AH LL FEDM 25+ 17 0. 02%
2 1.88% (0. 10% & 1. 12%). 1 it W AR 1) i &5 75—

@ FH & U5 A AL R 2 0L GitHub Hohk . https://github. com/
junono97/SM-MDNNF

@  Scikit-learn: the machine learning in Python, available at:
https://scikit-learn. org/stable

@ Keras: the Python deeping learning API, available at: https://
keras. io/
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R4 IsHXBERETERMNARN=ZFIES AENEREITLL L %)
585 65 AR/ %
7k ES 10 20 30 40 50 60 70 80 90 100
1 70. 88 88. 86 95. 74 99. 04 99. 10 99. 84 99. 98 100. 00 100. 00 100. 00
2 69. 50 84. 50 94. 62 98. 24 98. 88 99. 66 99. 96 100. 00 100. 00 100. 00
3 73.12 89. 14 96. 52 99. 08 99. 54 99. 88 100. 00 100. 00 100. 00 100. 00
S, 4 71.14 88. 98 95. 82 99. 14 99. 08 99. 84 100. 00 100. 00 100. 00 100. 00
5 75. 00 90. 68 96. 84 99. 16 99. 54 99. 88 99. 98 100. 00 100. 00 100. 00
6 73.54 89. 68 96. 50 99. 10 99. 56 99. 92 100. 00 100. 00 100. 00 100. 00
7 74.92 90. 90 97. 26 99. 26 99, 58 99. 88 100. 00 100. 00 100. 00 100. 00
1 83. 28 95. 46 99. 14 99. 68 99. 92 99. 96 99, 98 100. 00 100. 00 100. 00
2 82.32 94. 50 97. 60 99. 56 99. 88 99. 90 99. 98 99. 98 100. 00 100. 00
3 83. 70 95. 92 99. 16 99. 72 99. 92 99. 96 99. 98 100. 00 100. 00 100. 00
S, 4 85. 36 95. 46 99. 14 99. 72 99. 96 99. 92 99. 98 100. 00 100. 00 100. 00
5 83.62 96. 64 99. 42 99. 70 99. 92 99. 96 99. 96 100. 00 100. 00 100. 00
6 85. 34 96. 22 99. 22 99. 72 99. 90 99. 96 99. 96 100. 00 100. 00 100. 00
7 85.38 96. 70 99. 42 99.76 99. 94 99. 96 99. 96 100. 00 100. 00 100. 00
1 59. 28 68. 30 74. 04 81. 66 87. 24 90. 82 92. 70 96. 02 97. 70 98. 34
2 58.78 68. 02 77.06 83. 64 89.76 93. 20 94. 56 95.10 98. 62 98. 26
3 60. 00 68. 70 77.10 83. 38 89. 60 93. 24 94. 46 96. 82 98. 64 99, 28
S; 4 59. 74 69. 82 77.76 83. 82 89. 88 93. 42 94. 54 96. 40 98. 60 98. 56
5 60. 86 69.72 78. 20 84.12 89. 96 93. 56 95.52 97. 00 98.72 99. 28
6 59.56 69. 20 78.12 84. 26 90. 04 93.78 95. 26 96. 84 98. 74 99, 28
7 60. 58 70. 08 78. 52 84. 34 90. 08 93. 84 95. 54 97. 04 98.76 99, 28
RS IEXHEAETERVNARN=ZMESHENERHEITLL BT %)
585 e AR/ %
5k RS 10 20 30 40 50 60 70 80 90 100
1 75. 66 89. 56 96. 30 99. 42 99. 44 99. 82 99. 92 100. 00 100. 00 100. 00
2 70. 82 87.74 95. 06 98. 56 99. 20 99. 80 99. 86 100. 00 100. 00 100. 00
3 75.72 90. 34 96. 84 99. 58 99. 76 99. 86 99. 98 100. 00 100. 00 100. 00
S 4 76. 06 89. 82 96. 26 99. 46 99. 46 99. 80 99. 92 100. 00 100. 00 100. 00
5 77.14 91. 90 97. 88 99. 62 99. 76 99. 88 99. 98 100. 00 100. 00 100. 00
6 76.18 90. 68 97. 24 99. 58 99. 80 99. 88 99. 98 100. 00 100. 00 100. 00
7 77. 34 91.82 97.96 99. 62 99. 80 99. 88 99. 98 100. 00 100. 00 100. 00
1 85. 22 95. 90 99. 02 99. 82 99. 92 99. 94 100. 00 100. 00 100. 00 100. 00
2 83.56 94. 50 98. 28 99. 38 99. 84 99. 86 99. 94 99. 98 100. 00 100. 00
3 85. 32 96. 08 99. 00 99. 82 99. 90 99. 94 100. 00 99. 98 100. 00 100. 00
S, 4 85. 40 95. 74 99. 02 99. 86 99. 92 99. 92 100. 00 100. 00 100. 00 100. 00
5 86. 56 96.72 99. 12 99. 86 99. 90 99. 96 100. 00 100. 00 100. 00 100. 00
6 85.76 96. 30 99. 08 99. 82 99. 90 99. 96 100. 00 100. 00 100. 00 100. 00
7 86. 58 96.72 99. 10 99. 86 99. 90 99. 96 100. 00 100. 00 100. 00 100. 00
1 59. 90 69. 02 73.92 81. 30 86. 44 89. 82 93. 84 96. 12 98. 00 98. 26
2 59. 78 68. 44 78. 88 84. 40 89. 90 93. 46 93. 84 95. 88 97. 56 98.18
3 60. 64 70. 30 78. 86 84.96 90. 22 93. 56 95. 28 97.74 99. 22 99. 02
S; 4 60. 04 70. 30 78. 94 84.76 89. 84 93. 56 93. 94 96. 16 98. 06 98. 48
5 60. 58 70. 82 79. 32 85.16 90. 46 93.78 95. 26 97. 74 99. 20 99. 02
6 60. 78 70. 42 79. 38 85. 40 90. 40 93. 90 95. 28 97.74 99, 22 99. 00
7 60. 74 70. 76 79. 44 85. 42 90. 54 94. 10 95. 26 97. 70 99. 20 99. 02

EFEIE L REAE 255 A5 BRI 22 T L R R A AR R
AR (6020 B LU T REHEIA B T Lo — RO B 4 11y
R

(3) = 0 A A 5 CRE 0 7)) 0 00 P o 1
A T RO 5 AL A3 R R DL B
Bt i A 238 B T s B — A R ) K T R A R
Wl 2 42 5 5 X T AR AN T 5000/ S Rl AR AR
/NT 400019 S, J7 i FFDM 14 £ I o i 6 2 35 %)
99. 820 LA b, IS 22 5[] I il 5 45 AR 4G 0 44 E 2 T
23 [ AR H /N TR 6h T g i AR SRS, JF

T BRI T 4 2k B FFDM AR g 6 I AR B SR 1
TERLIN S J5 1% I A = A58 80 il A 57 2% i AL 6
R AR LA DL T A P ARG I A

(4) FATTLL 100 90 4 A A Hh 58 SCREA 4y 52
KXk G it — AT AS [RS4SR A B R AR
SRR (] GRS AR AN 6 s, B AR
Wit SR PSS R 3R 1) 1 22, 0 o A ) B A A AR
P PRGN ] 2 i 2 T R L RIS R P B e 2 1Y
TR Bl 5 A L RS R AR S 3 R 0 ) A
ik 0. 75 ms ., REE A RS BL S I AG N
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x 6 FREHMENH B AN HERT RN EE (BRA :ms)

e ) AL X 0.1s 0. 2s 0. 3s 0. 4s 0.5s 0. 6s 0.7s 0. 8s 0.9s 1. 0s

1 0.023 0.024 0.025 0.026 0.027 0.028 0.029 0. 030 0.031 0.031

2 0.199 0.216 0.223 0. 241 0.271 0. 289 0. 309 0. 320 0. 330 0.351

3 0.199 0.223 0.242 0.261 0. 267 0. 286 0.319 0. 336 0. 351 0. 361

4 0.222 0. 240 0. 248 0.273 0. 298 0. 317 0. 337 0. 344 0. 361 0. 388

5 0.228 0. 252 0. 267 0. 280 0.293 0.312 0. 348 0. 365 0. 382 0. 385

6 0. 404 0. 434 0. 465 0. 501 0.537 0. 580 0.628 0. 650 0. 681 0.712

7 0.427 0. 457 0. 489 0.527 0. 564 0. 608 0. 657 0. 680 0.712 0. 744

L5 TR AR SCER I R 7 R O A DA T
T 3 0 2 A 00 204 4 D T 349 R 3k B 0 e A A P
BZRG 5 IEXT T S ik AR AR 1 S RS, 77
T2 RGP R A AL 3 B R AR il 8 A R e
K 7 4.
4.3 SHXIIEMNME LIS

R AT 53 M RN PEAG A [ B 5 23 A T 48 ARG T
A FRAT A AT 1s K EEF 10% & 100 Y0 Al A
R LIFEALA 100 0 AR TR 0. 1s £ 1s A
BE LI REAR R AT T X L SE 5. A1 S 5 0 b sk
B i BRS04 7 S A G - (1) AR SO 2 1 =AY
A R A 2 CRPAE 2 7)) AR S DA /N B3k 3 2B 3R
2% (Fractional Pitch Delay Parameters) {E 5 i A
14 22 % B2 1 28 I 28 il 45 B 55 0 BT A Y (Steganalysis
Model based on Multi-Depth Neural Network
Fusion, SM-MDNNF) ,ig & SM-MDNNF+FPDP;
(2) C-MSDPD¥**; (3) PBP=" ; (4) HYBIRD™" ; (5) L)
FR L 1B IR 281 (Integer Pitch Delay Parameters) /E
v A9 SM-MDNNF . §2 J SM-MDNNF + IPDP.
K7 8 4a i T & RS 20 A 05 B T ANl iR A
R Is KRS REALEM LK ER; 18 9 fK 10
BT RS 5 X 100 %04 AR T AR
JETE B REA R S I A5 R AT LAAS ) AT 458

(D FEREARK A RO T . % KBS i
7GR ARG 00 0 3 g I A ek A R A g 2 L
i PR i it A RS 2 A S T i A RO L R TS Y A
SRAMERRAE 22 S B, DT i 45 A 4 2 SVML 38 2 b
22 5 R RE B 4F o BEE AT TR OF HL B2 L 4¢
T AR RS o 7 BRI C A RS J7
P ARSI PR RE XY B 2E 3R T, DA SCREAR SR B S
g R AR 7 By ) R AR I BRSOy i S
SM-MDNNF+FPDP 7 10% i A % (Fa 5 #i 56 b
0. 4 bits /i) B (4 46 I o 1 5 W] ik 74. 9200, Mk A
it 20% (B 5 4 56 0 0. 8 bits/ M) i, A il
HERG R IR H] 90. 9070 LA b il ARt 700 (a5
A B R 2. 8bits /M B, A o A 35 B 100 %%
SR GE B 5 43 M 7 S8 4E 1006 #ik AR F 19 fie 4

R AE R A JE 56 %0, #8100 %0 i AR (B 5 H#5 58
4. 0bits/s WD T WAL fig ik 2 77. 48 %, M fE W
WAL T SM-MDNNF + FPDP; % F a5 ik S,
SM-MDNNF+FPDP 7E 10 % % A # (a5 47 55 K
0. 3bits/Mirf) T AEGE 1k F] 85. 38 Yo (1) 4% ) o 1 %,
i AR 20 % (57 56 8 1 0. 6 bits/ D) i,
ORI AR R AR F T 96, 70% L b i A Kl
1t 80 % (Fa 54 5 M3 2. 4 bits/ i) i o HEAS I v i
KK F) 100% , SR AL Gl 5 43 M1 7 B 4E 10 %04 A
B S A G U o R JE 5496, 7 100 %6 ik AR
(F 57 584 3. 0 bits /D) Bsf 1445 I o 1 % . BB 3k
) 76. 74 % L RE IR B AL T SM-MDNNF + FPDP;
X FRRE L S w BTz Rl T/ Eok
T HE R T R R S BN A DL T bR I g
PRI ASC ol FH A B30 3 3R S HURHE 1 =P el S
S BT D 58 ARSI A 236 . 55 26 (500) [ IXC (8] 14 I
Bl BTG 245 80K L 48 1 SM-MDNNF + FPDP 78
20 Yotk AR (BB S50 1. 6 bits/ M) i iy K6 ) o 1
RENATIRF] 70, 08% » Mg A KRy 50 % (57 58N
4. 0 bits/ ) BF A 90. 08 % . #£ 100 % ik A 2 (JA 5 45
$& 4 8. 0 bits/MD B Al 35 99. 28 % . A& % 11 4 1y 46 1)
ZRRE I
OXFHEMBE k. S KRS 55 &
RS U0 1 R B A AS K BE I 1 T 4 e R A
JEREA R T B S 43 B i BN Bk 22 DA fi
15 BT 3T 5 52 00 A I o i 2R AR 2 B 2 B
s SR IR Z A T B AR SCAR I RS 7 R AE A
FEARKJE TR Z O A F % 0K I fE 1 8 3% 42 7.
DL SCREA AR A SE 30 25 3 CUn 3k 8 B 7)) i, >4
Kl a5 )5 B S, i, SM-MDNNF + FPDP 7£ 0. 1s
T ARAK BT A DU o B % T 3k 98. 8000, il
TREA K B 5t 0. 65 BF, SM-MDNNF + FPDP [
6 I Y 1 0 T Ak B 100 %6 AR T A 45 e 5 3 A 7
ZAE 0. 1s 1R F AR A BTN Y doc A G T o 1 2
65.12% 7€ 1s I FREAKE T Uik 5] 79. 96 %,
PERERT AL T SM-MDNNFE +FPDP; Xf T [3 5 Ji i
S, ,SM-MDNNF+ FPDP 7& 0. 1s £f A& K B T e %
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L2 I - S/ N R 2022 4

KE]98. 16 Y0 Mk I HE B R, Mk FHEA K E LS SIS iR . B BOL & R SHRRIE R =
0. 5s i} » SM-MDNNF + EPDP ) # ] v #f 2% 5t 7] FE GRS M 7 R J0 5B SO % 2 RS Jr ik,
KF] 100 %, SR ML GBS o b7 5 B AE 0. 1s 15 & FF SR SM-MDNNFE+FPDP 7£ 0. 1s i FFEAKE T
AT 0 S R I R 2R A 63. 386, 7E 100 %% £ G U 7 R % 1T 3k 90. 94 %%, Y5 RE AR K B A B
BT R I0 oE B R L RE IR B 76. 64 % . PERE 0. 3s LA AL R ok B R AT A B 95. 56 % LA | L fg
IR A% F SM-MDNNEF + FPDP; 5t F [J&4 5 ) ik 5 A ORI 28 B S T k.

100— — 100 - e e 100
90t ; 90;//)///f7 ] 90t
80 80} ] 80r
70 e = ] L T0F L 70
<60t ~ 60t = ]
550 ] oo ]
E 40} -+ C-MSDPD @40 H - C-MSDPD a0 -+ C-MSDPD
30t - PBP Tagl ~PBP a0k - PBP
20k ~HYBIRD 20l ~HYBIRD 201 ~+~HYBIRD
10 <+ SM-MDNNE+FPDP 1ol +SM-MDNNE+FPDP il <+ SM-MDNNE+FPDP
O’ |-~ SM-MDNNF -+ IPDP 0 ~SM-MDNNF+IPDP ~SM-MDNNF +IPDP
10 20 30 40 50 60 70 80 90 100 10 20 30 40 50 60 70 80 90 100 Y020 30 40 50 60 70 80 90 100
HRAZ/Y A% HRAZ/Y
Ca) ST F IS IR IU HER 22 (b)) KT 568 AR g 2R (c) ST IS HR U R 22

B 7 P OCHEA S EARTRR A ST & B35 23 B 7 S8 00 =B BRSO 8 10 s D0 o 1

100 100
90t
80t
L 70F i
N L
5 | MGO,——/ | 5 s
& =20 &
Eaof ~C-MSDPD £407 ~-C-MSDPD | =40] ~C-MSDPD
~ 300 ~PBP 304 ~PBP | ~30k - PBP
20l -+ HYBIRD 20l -+ HYBIRD | 20l ~+HYBIRD |
10, +SM-MDNNF+FPDP 1ol +SM-MDNNF+FPDP|| Toh <+ SM-MDNNF-+FPDP ||
~+SM-MDNNF -+ IPDP - SM-MDNNF + IPDP . |~SM-MDNNF+1PDP
10 20 30 40 ‘30 60 70 80 90 100 O10 20 %O 40 oo 60 70 80 90 100 O10 20 30 40 50 60 70 80 90 100
AR /Y IRAF /% AR/ Y
(a) X F IS A e R (b)) X 77 2S R ) v 25 () X F 77 LS MR it %

Bl 8 BESCRHEASE LA R AT 25 B35 20 07 58 X = B 5 7 ik 1A G o 7y <

100 —————— 00—
L 4 90,
80t
70t ]
X
% S1601 L .4
jal ] ‘?§+50, | %50 — = )i:—?t—-—-*—«t —.——
RS g =
240 ~C-MSDPD i =40t ~=C-MSDPD h =A0f ~C-MSDPD
30t ~PBP f =30} ~PBP 1 T30y o PBE
20l ~+HYBIRD | 200 ~HYBIRD | 20l ~+HYBIRD
Lol +SM-MDNNF+FPDP|| 1ol +SM-MDNNF+FPDP|| 1ol ~+SM-MDNNF+FPDP
oL . [-SM-MDNNF+IPDP 0 ~SM-MDNNF + IPDP 0 ~ SM-MDNNE + [PDP
0.1 02 0.3 04 05 0.6 0.7 0.8 0.9 L0 0.1 0.2 03 04 05 06 0.7 08 0.9 1.0 0102 03 04 05 06 0.7 0.8 0.9 1.0
FEAK S /s FEAK S /s FEAK S /s
Ca) ST T IS PR T A 25 (b)) X F 75 S, RS I AT 2R (e ST I7 S G DU o 25

B9 pOCRHEACE BN TR REAS I T 4% BV 20 M Jr S0 = iR Dy ik B4 e DO e i o

100 IOOW
90+
80
_70f
60
| Moy ]
& < &) - &
@40 -=C-MSDPD w40r - C-MSDPD 407 - C-MSDPD
a0l - PBP =0l ~PBP =0l ~PBP
20t ~HYBIRD 20t ~HYBIRD 201 ~HYBIRD
10 -+ SM-MDNNF+FPDP 1 0 -+ SM-MDNNF+FPDP 1 0 -+ SM-MDNNF+FPDP
0 [ L *SM*MDNVF‘JF IEDP [ *SM MDNNF+IPDP [ ~ SM-MDNNF+IPDP
0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1.0 0102 03 0.4 05 06 07 08 0910 0]02 03 04 05 06 07 08 0910
BEAKE /s BEAKE /s BEAKE /s
(a) XI5 85:S HAG I vifff (b) S FI7 RS, MR AE T 5 (o) ST 7S, BRI T R

K10 SESCHEAR S B AR AR I BE TR 4% S 20 M 7 S8 00 =i BV O ik B9 A D00 e ¢
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KT BWXHEAELAABRANETERESMARN=ZMES A ENENAEREITLL (BT %)
B Ka 5 43 B AR/ %

VRS S 10 20 30 10 50 60 70 80 90 100

(a) C-MSDPD 55.02  58.82  61.86  64.08  66.68  68.50  71.46  72.04  73.66  74.28

(b) PBP 54.38  58.36  62.22  65.84  69.52  72.12  72.44  74.16  73.50  77.22

(¢) HYBIRD 55.68  60.92  65.34  67.66  69.80  73.02  72.76  73.84  75.44  77.48

S, (d) SM-MDNNF+IPDP 50.36  56.32  61.58  68.12  71.18  75.78  81.36  83.38  84.44  88.52

(e) SM-MDNNF+FPDP  74.92  90.90  97.26  99.26  99.58  99.88 100.00 100.00 100.00  100.00
“(©-MAX(a,b,o) 19.24 2998  31.92  31.60  29.78  26.86  27.24  25.84  24.56  22.52

(e)-(d) 24.56  34.58  35.68  31.14  28.40  24.10  18.64  16.62  15.56  11.48

(a) C-MSDPD 53.42  56.48  60.52  63.22  66.02  66.82  69.98  72.64  74.36  76.74

(b) PBP 51.92  53.36  56.14  57.18  60.18  62.54  64.00  66.78  68.58  69.80

(¢) HYBIRD 52.62  55.98  58.34  61.00  63.50  65.58  67.60  69.10  71.62  72.86

S, (d) SM-MDNNF+IPDP 52.92  60.68  69.66  76.52  81.80  86.02  89.16  91.70  92.40  95.06

(e) SM-MDNNF+FPDP  85.38  96.70  99.42  99.76  99.94  99.96  99.96 100.00 100.00  100.00
(e)-MAX(a.b.o) 31.96  40.22  38.90  36.54  33.92  33.14  29.98  27.36  25.64  23.26

(e)-(d) 32.46  36.02  29.76  23.24  18.14  13.94  10.80 8. 30 7. 60 4.94

(a) C-MSDPD 50.72  50.98  51.34  51.44  52.18  51.90  52.14  52.52  52.02  52.64

(b) PBP 50.74  51.10  52.20  53.14  52.82  53.40  54.60  55.04  55.96 5.92

(¢) HYBIRD 51.04  52.30  52.86  53.32  53.42  54.02  55.18  55.46  56.92 18

S; (d) SM-MDNNF+IPDP 52.78  53.04  52.48  52.06  50.94  51.74  51.20  51.46  50.78  51.38

(e) SM-MDNNF+FPDP  60.58  70.08  78.52  84.34  90.08  93.84  95.54  97.04  98.76  99.28
(e)-MAX(a.b.o) 9.54  17.78  25.66  31.02  36.66  39.82  40.36  41.58  41.84  41.10

(e)-(d) 7.80  17.04  26.04  32.28  39.14  42.10  44.34  45.58  47.98  47.90

RS HABFELARABARETEREAMARM MRS FENQNAERELL CAL: 0)

W 5 FEARE /s
5k VRS 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
(a) C-MSDPD 61.50  64.54  66.70  67.32  68.62  68.66  69.18  70.20  71.36  72.48
(b) PBP 61.36  65.74  69.34  71.90  72.08  73.54  75.22  76.68  78.56  79.96
(¢) HYBIRD 65.12  67.74  69.68  71.66  72.78  73.34  75.16  75.80  77.58  79.36
S, (d) SM-MDNNF+IPDP 62.22  76.04  74.52  77.84  81.16  83.24  85.04  86.24  86.90  87.40
(e) SM-MDNNF+FPDP  98.80  99.74  99.90  99.94  99.98 100.00 100.00 100.00 100.00  100. 00
“(e)-MAX(a,b.o) 33.68  32.00  30.22  28.04  27.20  26.46  24.78  23.32  21.44  20.04
(e)-(d) 36.58  23.70  25.38  22.10 18.82  16.76  14.96  13.76  13.10  12.60
(a) C-MSDPD 63.38  65.64  68.88  69.96  71.72  72.72  73.70  75.64  76.34  76.64
(b) PBP 61.00  61.54  64.24  64.94  67.08  68.50  69.54  70.28  72.68  72.72
(¢) HYBIRD 59.24  63.48  64.24  64.90  66.84  68.00  70.62  72.02  73.38  73.42
S, (d) SM-MDNNF+ IPDP 73.24  81.14  85.06  87.04  90.58  92.22  93.00  94.54  95.06  95.18
(e) SM-MDNNF-+FPDP  98.16  99.52  99.96  99.96 100.00 100.00 100.00 100.00 100.00  100.00
" (e)-MAX(a.b.o) 34.78  33.88  31.08  30.00  28.28  27.28  26.30  24.36  23.66  23.36
(e)-(d) 24.92  18.38  14.90  12.92 9.42 .78 7.00 5.46 1. 94 1. 82
(a) C-MSDPD 52.46  53.48  53.02  53.38  53.40  52.52  53.06  53.52  53.58  53.52
(b) PBP 52.40  53.40  53.60  54.00  54.70  55.14  55.74  55.38  55.74  56.58
(¢) HYBIRD 52.34  53.46  55.12  55.28  56.38  56.76  56.66  57.08  58.00  57.98
S; (d) SM-MDNNF+ IPDP 50.48  50.58  50.94  51.06  51.10  50.68  51.10  51.20  51.48  51.76
(e) SM-MDNNF-+FPDP  90.94  93.84  95.56  95.62  97.12  97.84  97.76  98.76  98.84  99.02
" (e)-MAX(a.b.o) 38.48  40.36  40.44  40.34  40.74  41.08  41.10  41.68  40.84 4104
(e)-(d) 10.46  43.26  44.62  44.56 16.02  47.16  46.66 17.56 17.36  A7.26

(3) R [ 45 {2 0005 5 408 3R 2 B30HH 56 1
fIE S FELERHS 015 00 F (4 1s i3 K Hilt AE R
KT 50%, KK BEH 0.2 ] 1s Hift AE Ny 100%
BF) o A SO HE 1) Ik 22 TR 8 b 22 ) 246 il £ Ty 8 B TR
2 AL 5 F TR BURIE M BRS 0br Jr B0 F 3T
ML IR IR Y BT 3k (SRS, ) B A R
RE. B0, 7€ s " SCIE & FEACK A 100 76k A S 1Y

MR AT RE )% S » SM-MDNNF + IPDP f
R o B 6 A 88. 5204, 1M A5 Gt B 5 43 B 6 1 Bt
TR HERG R Ry 77, 48 %0 AR Z T AT M i 11. 04
ANE S % F RS kS, » SM-MDNNF + IPDP
(ARG M B 23k 95. 06 26 o 1M 1% B B 5 40 BT 58 ) e
FERZIMHERG RN 76. 74 %0 AHELZ F Rl T 18,32 4
A3 a5 TR BT R IR B A ) B BT A AR S
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BT 1) AH DG R A% B Ay 4 T Ml A A 1 BRUS R

(4) SM-MDNNF+ FPDP )46 i 4: i B 24 T
SM-MDNNF+ IPDP, A {{ 3 3 £ SM-MDNNF +
FPDP 0] 4 % #: 1l SM-MDNNF + IPDP &g & /)
(9 S 75 15, 10 ELAEAG I Sy A S, 75 12 ik HEAG 1 1 B
12 # b T SM-MDNNF + IPDP. H {4 £ i, DL
SCREASE b S A5 R R 7 R ) S B, AR
Si(S) LB A Is B F FEARK BN L AR 4 i A R
AR TR] (10 %6 21 100 26 A5 0 v 1 8 42 7+ 11. 48 %6 ]
35.68% (4. 94 % F] 36.02%) 5 DAY SCREASE Y52
5 R (R 8 fir ) Nl K Sy (S,) JF Bk L R
100 %08 AT R4 1 5 AR A K B 19 R [l C 0. 1s %
Ts) A o SR 42 T 12. 60 % %1 36. 58 % (4. 82% |
24.92%). LR SLE A5 RETRE I O NEF LR S
KRB AS BT 4T b FRAE B S FT IS A 0 A A SR O 1
K.

(5) TEK## AT , SM-MDNNF + FPDP 7F %%
SCHEARSE b A A I o o R A AR | T AE TR SUREAR
SRR I ER 2R, R 9 FTR R T 1s 1B K
1070 AR T X SCREARSET Si (SO Tk
ARG I o T 3R Ol 74, 92% (85. 38 %) . Ifij 7E P SCRE
AAE T BRI ERR 2k 77, 34%(86.58%) .tk T
2.42CL DA E St Z 0 DL B R R4 L BT AR S

PIFhE S 7B IR S R SRR A A Y
AR E R AT RE R B KL WO DUE A 412 &5,
MHCTE N 20 ANoCH A 28 MHIE A M. 5 2 . 8
ZHE DB RO AR Bl A AR
) 3G 00 B S S B A D R AR 22 S Ok AR T TR
Fofr A 52 ) 0K B 2 BEAIR.  FE R R i AR T
SM-MDNNF +FPDP 7EHr | e SCREASSE (1% 46 0] 4
TR B ARG I B2 90 1R 2 B0 B AL P 5 | S 1% 22
(A5 W) 5 340 TT R AR 7K MR 3 7E S SCAE AR 4 B 1 v o 3
WEA T rp SCREAS B b A R 915 00 L (H H 22 ) — )
BN 0.32%0).

(6) FATLA 1002 ik A 21 b 38 SCREAR 4
S X G i — 2 M T AN [ A D 7 6 R A
A By ) B ), AR T R AN 3R 10 s, Ak
M5« B G AR AS B 00 3G s A [] A0 75 58 4G ) e
A HE A 1 BsF ) T AR 23 Bl 2 38 . e Ah A HER
SM-MDNNF +FPDP ) 5 I i5f [8] H+- 45 (0. 427 ms 2
0.744ms) E ik /N T A B = Fh 5 2, 45 5L S
CMSDPD 5 i A% £ B K I B[] 7485 1 2. 60 %
% 6.91%, PBP I [A] JF 44 i) 14.03% & 35.83%,
Hybrid B 8] FF 84 19 15. 08% & 33. 85%. iX 764> i
WA ST R 2 AR B RS Ty S8 A0 A I S s T 2
FEERTAIORY

9 IsAEIEFMFERT SM-MDNNF+FPDP 3¢ F=f[aE 75k # N & BRI CHLA 2 %)
BE AR/ Y
Tk " 10 20 30 10 50 60 70 80 90 100
s i 74,92 90. 90 97. 26 99. 26 99. 58 99. 88 100. 00 100. 00 100. 00 100. 00
e E3'e 77. 34 91. 82 97. 96 99. 62 99. 80 99. 88 99. 98 100. 00 100. 00 100. 00
S 'T‘j[ 85. 38 96. 70 99. 42 99. 76 99. 94 99. 96 99. 96 100. 00 100. 00 100. 00
: E3'e 86. 58 96. 72 99. 10 99. 86 99. 90 99. 96 100. 00 100. 00 100. 00 100. 00
S i 60. 58 70. 08 78.52 84.34 90. 08 93. 84 95. 54 97. 04 98. 76 99. 28
’ E5'e 60. 74 70. 76 79. 44 85. 42 90. 54 94. 10 95. 26 97.70 99. 20 99. 02
F 10 FEBSRNFA RN EANFERE SR E (P :ms)
R 7 %= 0.1s 0.2s 0. 3s 0.4s 0.5s 0.6s 0.7s 0. 8s 0.9s 1. 0s
CMSDPD 6.185 8. 545 10.933  13.468  15.938  18.418  20.984  23.388  25.931  28.596
PBP 1.192 1. 637 2.096 2.551 3.002 3.478 3.924 41.397 1.852 5. 300
HYBIRD 1. 262 1. 657 2.072 2. 459 2.859 3.272 3.653 4.062 4. 481 4.931
SM-MDNNF+FPDP 0.427 0.457 0. 489 0.527 0.564 0. 608 0. 657 0. 680 0.712 0.744
ZE BT A SCHE A A5 ok D A Xy R AT
— W — — N e , Ay
AT FAE R, T op 356 = 280 | A i R ) A =X 5 & &

BEARPERE S L. 0 e A SO TAR RSB T
XN HE R R T S R L EL X T A
PRI RS I R AT B AR AR E
B2 B A T S ¥ BA L 4R I 1 BE R D B i )
THH.

HTF AMR By IR 55 A8 ZAE Android 1 10S
B sh B 1E 2R Ge i J& 16 45 Fh B i 38 {5 APP CUn st £ A
iMessage %) A &) IZ N . B2 F AMR &
5 R HAS DN i 214 7 {5 L B A ) 0 4 e 1 — A BIF 5
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T R TR REAS N B I 7 AT T PR REVRAL .
ISR TARIEAT 1T H B Hr. 5296 25 2R 32 W AR 5L
& B T SR AT R R » AR SCHR H 1) 45
AR QR T AT AT RO P B = B R i &
F8 G 0 A o AP BB e AL R ol = AN SIS AR i
UL BE T Xt /NS 5 A GRS O vk A S A . L
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KT B A 7 58 83 FAT S I (9 G 0 4 i A s /0
(1 s [ I 4

EAF 4R AR, R R 97 L AMR 55
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Background

Steganography and steganalysis of network speech
streams are research hotspots in the field of information
hiding. Adaptive Multi-Rate C(AMR) coding is the most
widely used speech coding technology in the mobile speech
scenarios. Moreover, it has a wide range of applications in
not only mobile operating systems like Android and iOS but
also various instant messaging apps (such as WeChat and
iMessage). This paper mainly focuses on the detection of

steganography based on pitch delay in AMR speech streams.

[28] Liu XK, Tian H, Huang Y F, Lu J. A novel steganographic
method for algebraic-code-excited-linear-prediction speech
streams based on fractional pitch delay search. Multimedia
Tools and Applications, 2019, 78(7) . 8447-8461

[29] Ren Y Z. Yang J, Wang J. Wang L. AMR steganalysis
based on second-order difference of pitch delay. IEEE
Transactions on Information Forensics and Security, 2017,
12(6) . 1345-1357

[30] Liu XK, Tian H, LiuJ, et al. Steganalysis of adaptive multiple-
rate speech using parity of pitch-delay value//Proceedings of
the Security and Privacy in New Computing Environments.
Tianjin, China, 2019. 282-297

[31] Tian H, Huang M, Chang C C, et al. Steganalysis of
adaptive multi-rate speech using statistical characteristics of
pitch delay. Journal of Universal Computer Science, 2019,
25(9): 1131-1150

[32] Salami R, Laflamme C, Adoul J P. 8kbit/s ACELP coding
of speech with 10 ms speech-frame: A candidate for CCITT
standardization//Proceedings of the ICASSP’94 IEEE Inter-
national Conference on Acoustics, Speech and Signal Processing.
Adelaide, Australia, 1994, II/97-11100

[33] Lin ZN, Huang Y F, Wang J L. RNN-SM: Fast steganalysis
of VoIP streams using recurrent neural network. IEEE
Transactions on Information Forensics and Security, 2018,
13(7): 1854-1868

[34] Yang H, Yang Z, Huang Y. Steganalysis of VoIP streams
with CNN-LSTM network//Proceedings of the ACM Workshop
on Information Hiding and Multimedia Security. New York,

USA, 2019: 204-209

WU Jun-Yan, M. S. candidate. Her research interests
include information hiding and detection and deep learning.
YAN Yan, M.S.

candidate. Her research interests

include information hiding and detection and deep learning.
WANG Hui-Dong. M. S, candidate. His research interests
include information hiding and detection and federated learning.
QUAN Han-Yu, Ph. D., lecturer. His research interests
include applied cryptography and privacy protection.

In the AMR coding, the pitch period has strong instability,
and there are large differences between the voices of different
individuals. Therefore, it is difficult to achieve accurate
prediction during adaptive codebook search. It is precisely
based on this feature that modifying the pitch delay parameters
has less impact on the quality of synthesized speech., so the
pitch delay parameters can be used as ideal information hiding
carriers. At present, the detection methods for pitch delay-

based steganography usually adopt the method of constructing
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manual features combined with machine learning. Although
they can achieve a certain detection performance, research
shows that they still have some shortcomings. The detection
accuracy of machine learning-based detection methods depends
on the design of manual features, and the characterization
ability of the target is usually insufficient, which ultimately
leads to defects in detection performance, such as relatively
low detection performance for short-term or low-embedding
speech samples. In addition, since the existing schemes all
employ the statistical characteristics of integer pitch delays,
they are powerless for the steganography methods that only
change the decimal pitch delay.

Therefore, this paper proposes a steganalysis scheme
based on the correlation of fractional pitch delay. Firstly,
through theoretical analysis and experimental comparison,
the effectiveness of fractional pitch delay correlation as
steganographic features is verified. Secondly, the traditional
method of manual feature extraction is abandoned, and the
correlation of coding elements is captured by using deep
neural networks. Accordingly, a local correlation-based
detection model, a global correlation-based detection model
and a feature fusion-based detection model are respectively
designed. Finally, based on the above three models, combined
with the idea of multi-model fusion based on linear regression,

seven detection modes are given, i. e., three single-model

detection modes and four multi-model fusion detection
modes. Through a large number of speech samples, the
performance of the proposed scheme is comprehensively
evaluated, and compared with state-of-the-art works. The
experimental results show that the presented various
detection modes are feasible and effective, and the three-
model fusion detection mode has the best overall performance.
In addition, the work of this paper fills in the blank of the
detection of steganography based on fractional pitch delay,
and for various steganography methods based on pitch delay,
it has better detection performance and lower time overhead
than the existing steganalysis schemes at any embedding rate
and sample length, thereby realizing more real-time and
efficient detection.
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