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Abstract  In the environment of cloud computing, the data is stored on the SaaS application platform
by users. On the cloud-based SaaS application support platform, using block confusing privacy
protection technology, data is divided into multiple data blocks and stored in different storage
patterns, which achieves the separation and protection of privacy data. At the same time, the
correlation of the data slices is stored on the reliable third party’s platform by introducing trusted
third party, which achieves the separation and protecting of private data in clear text. However,
users are not clear to what degree their private information is protected by using this privacy

protection method. In order to solve this confusion, this paper proposes a comprehensive privacy

Wk H 1 :2017-10-18 s ZE L% 3 MR H 91 :2018-05-27. A PRABIAF 3 [ K H sl 0F & 1180 (2018 YFCO0114709) L I AR 48 8 1L ™ 4% A A TR %
Wi % 3 (TSCY20150305) . 111 7 44 T A& BF & 3+ %1 (2016GGX101008, 2016ZDJS01A09) , 1l 7= 44 A R FL = 3L 4 & K IRl HF 5 Wi H
(ZR2017ZBOAID BEB). BER I 1978 4E A4 {4 82 . h E S HL 2 4 (CCF) & 51, FE W 88 0k = 11 58 B R AR 4. E-
mail: shiyuliang@sdu. edu. en. B 1. %, 1978 4FA A1 GBS IR D1 EZE W58 SO A B0 2 L R AL DR 3. RIS . %2, 1992 4R 4R WL
WFoEE  FEPR G 235 AR B E . 55,1990 4R A4 AL WF o A R B G G =0 B AL PR AP



4 R R TR G S A (A Y B AA PR AP 25 5 P R Y 787

preservation evaluation model to present an intuitive impression on block confusing privacy
protection technology to users based on probability and Del entropy method. First of all, this
paper defines the evaluation index of privacy protection by analyzing the current status of privacy
protection technologies. Based on the knowledge of probability and statistics, the calculation rules of
evaluation index are defined and the model of privacy protection levels composed of data blocks, Data
Storage Mode (DSM), and privacy protection is constructed. By the method of backtracking and
calculating the privacy protection evaluation index of each data blocks, the DSM layer privacy protection
evaluation index, and the top privacy protection index, the evaluation index value of the data
distribution after each tenant adopting the privacy protection policy is obtained. Then, using the
weighting advantages of Delphi method and entropy method, the subjective judgments of Delphi
method and the objective judgments of entropy method is combined. On the basis of improving
the calculation process of these two methods, this paper proposes an index weight determination
model based on Del-entropy method. By this model, the weights of the privacy protection effective-
ness evaluation indicators are obtained. At last, the levels of evaluation are defined, the privacy
preservation comprehensive evaluation model of privacy protection based on probabilistic statistics
and Del-entropy method is set up to realize the intuitionistic evaluation of blocking confusion
privacy protection methods, and a single-factor evaluation algorithm, evaluation index weight
distribution algorithm, and privacy protection fuzzy comprehensive evaluation algorithm are
proposed to calculate the privacy protection level of tenant data. In order to verify the correctness of
the privacy protection evaluation index proposed in this paper and the effectiveness of the privacy
protection evaluation model based on probability statistics and Del-entropy method, experiments
are performed by using the privacy protection calculation method. The experimental results show
that the comprehensive evaluation model proposed in this paper can not only objectively demon-
strate the privacy protection effects of privacy protection technology based on block obfuscation,
but also prove the effectiveness of blocking confidential privacy protection methods and pointed
out the direction of improvement. The most important is that it provides a good theory for data
privacy protection in SaaS application platform.
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