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Abstract In the cloud computing environment, the data of the tenant are divided into several
data chunks and these data chunks are stored on different data nodes by means of the privacy
protection mechanism based on chunk-confusion, in order to realize the privacy protection of
data. Although this method can realize the privacy protection of the tenant’s data in the plaintext
state, due to tenant’s privacy needs and data demands are variable, the underlying data chunks
structure and storage location in the cloud will change, which makes there still exist a risk of
leakage of privacy under the privacy protection mechanism based on chunk-confusion. For example,
the store mode of data chunk is { post-code, age, disease}, which means that these three properties
can be placed together and it will not reveal the privacy of the tenant’ data. When the tenant
suddenly adds a new attribute (the worker number) in the store mode of data chunk, if an attacker
gets information about this chunk and happens to know an patient’s the worker number, then this
attacker may know the patient’s condition, which is what tenant do not want to see. Therefore,
based on chunk-confusion based the mechanism of privacy protection, the paper proposed a kind
of mechanism of data chunks adjustment for privacy protection. In the first place, according to

the privacy constraints updated by the tenant, the mechanism splits data chunks that go against
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the privacy constraints in the original privacy protection strategy. In the process of splitting data
chunks, the data storage structure of data chunks is kept unchanged as far as possible based on
the less dynamic principle to reduce the cost of data transfer and the adjustment cost of privacy
protection strategy. In the second place, combined with the privacy constraints, data chunks that
do not violate the privacy constraints are reassembled into the new data chunks to enhance the
processing efficiency of data and to generate the privacy protection adjusting strategy. In addition,
because of the diversity of the data chunks segmentation results, the resulting feasible privacy
strategies are not unique. Therefore, considering the privacy requirements, performance require-
ments, load demands and unequal equalization, the paper proposed an optimal algorithm to select
the optimal adjustment strategy to meet all requirements, realizing when the data chunks are
adjusted, it can not only reduce the performance and load capacity of the system, but also
enhance the effect of privacy protection. Finally, the adjustment mechanism completes the data
migration and placement according to the optimized adjustment strategy of privacy protection. In
order to verify the effectiveness and performance of the adjustment mechanism of data chunks
based on privacy protection proposed in this paper, we designed the simulation experiment from
the point of view of the accuracy and privacy of optimal privacy protection strategy. system
performance and load, etc. Experimental results prove that the privacy protection adjustment
mechanism proposed in this paper can not only find an optimal strategy for privacy protection, but

also meet the system’s performance and load requirements, and enhances the privacy protection
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effect of the tenant’s data.
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AN R RIS T FRH BT A7 IF 0 Ja 8 B dl B b A7 5
BALG A 2 40T e 1Y B AA DR AP SRS 5 B Je ARl A
AETT R . B AAT SR L DB SR A, AP 5 Y A AR
P8 — 25 SR A DA T 1 B A R 0 SRS L R A7 31 5 =
L B R RORA R A b B S R AR R AE N AE R AT
B S AR SR BE N o 22 A . %) T B R O 47 SR, I
ol 7 TG 3% 1R 1 b R R B 5 B A SR I A 2 5
P L .
3.3 HEEE

A AR e SR 3 HR R 5 R RL 1 R WL
K /L™ 1) SRR B0 2 30 B 22 A RO B 5 1 Bl
FEAEAE 22 A B0 9 b IR i AL P R OR R AR
8 B A+ FT LAAR G e O 3 R A Bl B A (EL R S
R Y SR CRRURA 7 3K B8R o SR P RE T SR 45
e i IO P A AR 2 A P T A 2R AR A SR AR AL
AN W 25 S JEG V2 114 B30 A7 ik 45 4 3 T g 5 2R
J U (Y B RATHE SR . 510 A A RS R B
2O (R B G A% - 4F W JAE ) » RN X 3 A PE e
— il s A2 il R ERRA. R AR R AR AR X A B HAS
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AN T — A B TS X G s R
TR RE R I BT HE LS AN TS,
RGeS D= A S N DR = D G U VA DN D 8 R RAAE
DR E B 45 . PR A SCHRE T I A B
FOR T ) B e 8 B AL % B AT DL AE AL R
R SR R B S8 BTS2 B 2 R R A A L Y
PEEE I BRI R P 1 BURE BN B R . B AL AR A
PRI E 2 frs. B FRR P R AR Ak . 4
15 BRFAT SR FEHE 75 5K B RL 75 SR Rn #HL P A B X
6 78 B R PR AT B RA PR B, I L R L e i ok
ANRETBCAE [F]— A B Perp  AE AR SO, B R BB X
Ry BEFA 2 H s B T SR AE AR S R 4R B P 0 B8 R
PE B AE T 2R A 45 T8 2 00 35 VR R0 B L JE M 44 118
MR IR & T ERFATM R . T B R AR AR
SR v X o7 1) TR 1k 44 BIVRT S R X T B T AR S
AT B8 RIS 40 O B RA PR 9 3 SR s 1) 2B i
T S5 A0 B RO R 37 R 3 19 35 B B 12 A2 5
T X5 T B AL A7 SR A8 Ak B 5 HICTE B S 1 BT A B R
R (nPC) ;SR IG IR nPC X R A B FA G- 47 5 e it
TR PR B b R nPC B0 B 147 4y
o3 A B A L B TG 2D Bl P DR 5 B JE R4
Ja B BR B AR L nPC B EF I 4 A B
B X F B0 T R AR AR A SR 20 R N R A
D) TG 250 ] R o RD O 47 SR W L 2 DA B R R 7 5 i
S BEAE At i D 3% ket R 1 TR e R R 5 2R 2
S 1 T e PR R A B i 1 M 5 A5 BOE e b iR

w WREREL HURRIER
R S R S msE
| BRI i " s
n
BB SR Ko
% 5 4441——*@@55ﬁ@%
& T | Har R A SE
i 438 sl
S S b "R b
" v
% R e
[ LTS
________________ ——-
% P ER WM R S0 1, B
¥ HWS2, -, B R
i
i R i
ﬁ > S 3 S W A
§ R TR ]
g
W A BT, 52k
x T i Wi e s

K2 AR R

RN SCEE L R ARG R nPC 17 504 & 41.
BT 28Rl & 45 R I A ME—, I AR & 4
BRI AT PPS BB ZHEYE. O T X S8 AT 47 1 PPS
rp R R e T B VA R R AR SR Y T B T A R i
) PPS B k. A LG A FH BB K. 1E
RE e 2R B A8 SRR o 45 Y A, S 30 g A0 5 g 114 ik
P oo IR AR AR B L0 1 A U B RD DR A R SR
SE CECHE A RS MUBCE . KA 48 B R LR P R R
TR (18 B3 1 S B

4 BRRPHERERLIHN

4.1 BEFHBEHMBERRIPREEREE

L 175 SR AR b 23 A= B2 Fh T AT 1 B RA D 47 78
MG A& 3 Fis.

P TRAMEEEG N IALA - A}
HI R R (A LA A, (A, Ay s (AL Ag s
A} BB U R AR ISR WS Oy (AL AL A,
(AL A A A L (A A . R SEBR 7 sk FHL
TR T 3 Fplg SR R AL 7 42 55 1 B 0 R 1 B
R RGHEAT 7B BEOR A FI A A RE T — . [A]
BT — N H ARG ER (A LA BIEER A,
F A, ASRE AR [8] — > B He rb A 48 307 19 B FA 29
0N JE A Y R FA R 4P S e PPS AT T R R,
(it AR WL 3 TR s e AR B 16 i 2 A0 Bk I )
B AL PRI SR s 55 2 B AR INER T — A2 3R
(A A SRR BR — B R 29 3 R 2 BE AR Y 1 &
L PERE RS N SR A Y B RL DR AP SRR
A3t S B FA L I A JC T R 5 55 3 R, OB T —
BRI (A5 A o M5 7 35 A9 B FA 29 3, 3R] %
PPS, 55 o 4 B 4 R /2 /0 sl v 5 0 i e A O 47 98
RS M. B AL DR B R R SRS 1 AR U R A s 1~
VL3 R AR B L T AR R Bl L B AL
e SR ERCHE 5 5K 1 B R R 37 TR SR

Bk 1. B #E (Data Chunk Partition,
DCP).

A PC, [/ /57 H B RL 24 3

PPSul1:// 54 AL 5wk
it . Chunks; / /945 10500 B4 &
Aa (Active attribute) 5 / /1 BRJ& £ &

1. Chunks=null, Aa=null;

2. FOR (int i=0;i<<PCn.length; i+ +)

3. FOR (int j=0; j<<PPS,4.length; j++)

4 IF PPS,,[j] #%& PC,[i]

5 HAE PC, LR SR S5 43 80 7 B Fh 2 ey s



2726 it (=2 & Eiid 2017 4E
B B S (DAS)
Al, A2, A3, A4, A5, A6,
A7, A8, A9 e :
F&FL (R4 S50 (PPS)
FRRLIH(PC) (Al, A2, A3),(A4, A5,

HHPC—~UPC1
UPC1 UPC2 ¥ PC—~UPC2

(A1,A4,A7),(A3,A8),(A5,
A6,A9),(Al, A2)

HWHRUPCL, 4 PPS i

A

ZERRC| A6, A8),(AT, A9)

(Al, A4, AT),(A3,
A8),(A5, A6, A9)

H 3 PC—~UPC3

UPC3

(Al, A4, AT),«A3s
A8),(A5, A6, A9)

(A1,A4,A7),(A3,A8),
(A5,A6,A9),(A5,A6)

T WARUPCS, % PPS l

I

2}

(A2, A3, A5),(Al, A4,
A6, A8),(A7, A9)

(A2, A3, A6),(Al, A4,
A5, A8),(A7, A9)

(Al, A3, A5),(A2, A4,
A6, A8),(A7, A9)

(Al A3, A6),(A2, A4,
A5, A8),(A7, A9)

(Al, A2, A3,A5),(A4,
AB,A8),(A7, A9)

(A2, A3),(Al, A4, A6,
A8),(A7, A9, A5)

(A2, A3),(Al, A4, A5,
A8),(A7, A9, A6)

(Al, A3),(A2, A4, A6,
A8),(A7, A9, A5)

(A1, A3),(A2, A4, A5,
A8),(A7, A9, A6)

(Al, A2, A3),(A4, A6,
A8),(A7, A9, A5)

(A2, A3, A5),( A4, A6,
A8),(Al, A7, A9)

(A2, A3, A6),( A4, A5,
A8),(Al, A7, A9)

(A1, A3, A5),( A4, A6,
A8),(A2, A7, A9)

(Al, A3, A6),( A4, A5,
A8),(A2, A7, A9)

(Al, A2, A3, A6),(A4,
A5, A8),(A7, A9)

(A2, A3),(A4, A6,
A8),(Al, A7, A9, A5)

(A2, A3),(A4, A5,
A8),(Al, A7, A9, A6)

(Al, A3),(A4, A6,
A8),(A2, A7, A9, A5)

(Al, A3),(A4, A5,
AB8),(A2, A7, A9, A6)

(Al, A2, A3),(A4, A5,
A8),(A7, A9, A6)

AL TR SR & (PPST)

Fa AL PR HRIE 2 & (PPS3)

P 3 TR R B B SR i A S £

6 WHILE (way)

7. 53 %] PPSaalj]s

8. Aa=Aa UG KM

9 Chunks= Chunks\U 5> #| J5 19 5098 48 Bt 5
10. way— —;

11. END WHILE

12.  ELSE

13. Chunks= Chunks\UPPS.4[j];
14. ENDIF

15. END FOR

16. END FOR

17. Return Aa and Chunks;

B 1ATE LT PIAES T AR 2 S i s
B AN BR s E Cnl LA RS B9 Js ). 2 A7 A0 3 47 0 D
BT e A S RL 249 SRR JEUA 1Y B RA B 3 SR 4 AT ~
14 A7 I 8R  FIRCS B L o5 4 47 90 W 229 i Kodie Bk
JE BT Y AT AL A E 5 4T AR B AL 2 A
By SR 25 i A R A LR 4 S I
HE R IR AEL LY ways 6 17~ 11 47, 20 #1800 B o AR 4
BE PR30 28, 23 00K AR 20 45 2R 9 35 R AT
A Aa H, Pf 51 Ja BB AT A Chunks #5255 13
7 5 AN T 1 2 R 2 o 1) 080 JR A A B 20 I 1
PP G . 3 17 47 4 3 [o] B A7 B0 B i) oy 0 45

B AR PG IR L BT LA R 2% B0 O(n).
S 158 TR i R A 2 oY HdE ey o)
w2 MRS 1RSSR R EE DA P kAT
FORTZH A 5 I AR AT AT A e RA DR 3 8] 8 SR s
&% 2 B4R Y E4H (Data Chunk Reorgani-
zation, DCR).
. Chunks;/ /P74y G B &
Aa: Active attribute s/ /7% KB £ S
PC,[1s/ /585 0y B Fh 2 3
i th . Chunks,. s //BEHAEEWEIEIES
1. Chunks,.. =null; / /1765 A B 0 B
2. Tmpaws=null; / /774 I B 21 5 B8 P
3 FOR (int i=0; i<Aa.length; i+-+)
4 FOR (int j=0; j<<Chunks.length; j+-+)
5. IF Aali]€ Chunks[j]
6 Tmp e =Aali]U Chunks[j];
7 Tag="{alse;
8 FOR (int t=0;t<<PC,.length; t++)
9 IF Tmpam ity PC,[¢]
10. Tag=true;
11. break;
12. END IF
13. END FOR
14. IF ' Tag
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15. Chunk ey = Chunk e, U T p e 5

16. END IF

17. END IF

18. END FOR

19. END FOR

20. Return Chunks,., ;

VAT 2 A58 L T A 5, ] TAAE A 5
AJAT I A P A I INF 2H 5 R 30 91 Y B8 e, 3 4T AN
4 A7 P T BR s vE I o e B BE B 5 AT ~ 15 17
TFin E B e, 5% 5 AT 4 T 0 BRE e A AL A TR
Bl b AR A 2R 6 1T e G Il — 1%
Pa b o W I A7 ATEAE B Tompawcs 7 47 ~ 13 17 1 Wi
Tmpowm BT RALAR PC,, R E T KL &
Tag BLE N true; 55 14 T HIW Y BTAH & 2 ik S
B R AR AN B DR Tomp oo RAF B Chunk,,,.
20 1738 7] 57 40 & 5 R s AR . g Bk 20 8%
SEVE 1 A B O IR e kR R A B AR RN B T R ALY
WHTSE T ER A & th TRk 2 o 25 I 15 BR R
PG BRI AE S U B ARG BT LU E I3
FRIA R 2R Ot ). (B, B RL R
PR R ML R A B U TR R SR R SR I AR
P 3Rk 2 AR W] LU 32 1.

Bk 3. AR SR m AR ST vk (Privacy
Protection Adjustment Strategy Generation Algorithm,
PPASG).

BN . Chunkss//$v 5y 5 EHR R EE S

Chunks,.. s/ /BH AR G BIERES

B it . PPS.us// PIAT B VR BE SR MK

1. PPS,.—=null; TMP,, =null;

2. Chunk,y = Chunks\J Chunks,.. ;

3. FOR (int i=0; i<<Chunk . .length; i+ —+)

4 TMP,,, = Chunk,.[i];

5 FOR (int j=0; j<<Chunk.w.length; j+ )
6 IF i #j & &.Chunk o 1] Chunk o[ j]= &
7. TMP,,.=TMP,,. U Chunkoa[j];

8 END IF

9 END FOR

10.  PPS.yu.=PPSu UTMP,,.;

11. END FOR

12. Return PPS, .. ;

VL 1ML 2 AT B a0 B e YR R
A 0B P, SR 3 AR X e AR B A AT AT Y
B RADR TP R R SR . 1 AT R 2 478 LT — S AR i, 5
3ATH UG I P A B B IR B, 5 4 AT 4 2 R Py Y
BB AL 25 e B AR B2 TMP,, Ak 820 T Bk 156 4
e DLAMBYBIE e, 5 47 ~ 7 17, an SR N AP 2 TR

PR 7 AN a2 [a] — > B i e BB B Chunk o L]
M Chunk o [j ] A S5 M E AR [F 0 & AE—
M EEAARA S h A Chunko [j 13438 TMP,,
BETAR M E A RENAET RN R
0 B AL DR 47 98 % SR 26 10 47, 48 TMP,, i A I
PPS, g . 55 12 17 3% 18] e G AT AT 1) B FA D) 47 3]
TS, VL 3 JE AL P2 A BE L 2R BB AL R A T R
W BT LB R I B 52 2% B2 D O™
4.2 ET2ReiMBERARPREREZ
W EE 1~ 3 A T 2/ A EE AL
PRSRGELS 1 E P O R R RS R (IO S
5 11 P R 52 R B ) LA B S RS AR AN S5 AR R AN [
(0 B DAAS ST T3 4 (e IR IE B L 27 &
JEAS T PR 2K DA o SR e B 5 e P o R B R
YRR SO R GE R /N L 3 A A AR R R PR
{18 G RA D 7 8 2 SR e
x4 HAL K W % £ (Optimal Strategy
Selection, OSS).
A . PPSugus//BRAMR I R 4 S 2 45
PPS.ul s // 54 AL e m
LOADujqiory 3/ /719 5500 13 52 51 88045 B
INFOR onitor 3/ /75 5300 98 P M F2 45 B
LOGaw s/ /IR AEARAE H &
4t : PP Sopima 3/ / I A0 B B2 PR 470 18 2 SR s

1. PPS,ima=null, MAX=—1;

2. TMP.y. =0+ MAX = —1;

3. FOR (int i=0; i<<PPS.gjus.s1z¢ )5 i++)

A AR 4B R B A S 0 A
HUAE it e 75 1l 2 200K 5

5. TF TR

6. ML# PPSu Ml PPS,yu.get (i) i3 F A3

Ja PR R B 2K

7.  LOAD={alse;

8. WHILE (i &E B KL // iR 58

9. FRHE INFOR ponivor M8 (D i A T #87. H
FRAT R FUERBE ) LCoreen 5

10. IF LCoumen <<TD.. // 088375 IE B

11. Y& LOADyjoiory FIZ (2) ~ K (6) Al 5 B AR Y
FALRBURIG 1 51 8A5 B P(LO)

12. IF PC(LOY<<P,//WMIEH J5 1 10 2
13. LOAD=true;

14. break;

15. END IF

16. ELSE / /X4 i 7 2 A 1 2 223K

17. LOAD= true;

18. break;
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19. END IF
20.  END WHILE// 1% 7 #;
21.  IF \LOAD //31%5 wi i i fi]
22. MR 2 C7) T 530 224 HiF SR W 119 06 1 P T e 5
23. IF teurrent <tiow
24, TMP,1e = Leurent x1t') % (P(LC) % Ic');
25. END IF
26. IF MAX e <<TMP ;.
27. MAX=1;
28. MAX e = TMP, 10 5
29. ELSE IF MAX,,,.==TMP,,,.
30. 3% LOG p, fr;é PPS,gu.get (D Fl PPS, g0
get (MAX) £5 1 BT 41 A 08 Yo Jg o 56 1
BERI KI5
31. IF PPS.g.get (i) B CBEE K
32. MAX=1;
33. MAX e = TMP,, ... 5
34, END IF
35. END IF
36. ENDIF
37. END IF
38. END FOR
39. TF $R A S35 f A X 45 35 105 ) i s e
40, i SCHRLG T rb iy Ph ot Bos O 2 LA X SR 1Y
i AT 3475
END IF
41. PPS,pima = PPS, g . get (MAX) 5

42. Return PPS,

Bk A 1ATH 2 ﬁ FE XA . 3 4T ~38 1Tk
PRI A0 B0 B R 4 4 L SR W L 55 3 A7 0 A] AT Y e
VRIS AL A5 4 4780 5 47 P T 2 75 3 2 A X 46
WA L SR AN A DU Ak 3 T R — S TR R SR e
D £k 52 ) LA 25 28 5 55 6 47 BL A 24 i ) 9 4 O s
FEA WG LR AR S I 5 7 17 ~ 20 17 4] B 2 Ay
R TR 2 A T R R 5 8 ATl T e R
PEER. S 9 AT ARYE BAR T sl BRI AR B (D,
TR EHARSY AU 703G 16 17~ 18 47, iR i 4 2
ZoE T R R B K AR TD, GE 4 e AED
MR ST A% R m AR 223 ) T — A>3 10 17 ~15 17, an it
AT A AR 1 S I SR R B AT (2) ~
6D, I 5 H bR 1 A0 BB O A R 3
5 BRI R /N T P CGE 4 i 58 O ED ik
FELARME 521 47~ 38 47, A R Y i 5 W 2 T 2k B
KMITF IR VERE R K 5 26 22 A7 R4 X (D H 5 Y
F SR %) I 1 BSF R 565 23 A7, A S e 1 R ) s AH
JHBEE 1Y AR EER 1100 GE L5 HBE A - 1H 5 1

2R ] 7 I 5] AR 5 (B TMP e » X IME R, R7R
24T P R SR A RIS A, PR A e R B [ 7 T
B WL N, A B KRR g TMP.,,.
TR e B BRI BRI A e R R R ) B I
OB Z2 kb R L W 7 B8] R AR 2K 04 5 0
P AR R AL P 75 SR 1T 526 47 ~29 47 WHER Y iR
W 1) TMP b 7 58 J P SR W 1) MAX g, K WU
B MAX o Fl MAX (MAX bR 0 5 8 SR 08 1 2
29 A7~ 34 A7, W 2 i SR w55 177 58 S5 0 SR W (TR
(ELAR I S UL AR 405 g 4 1 D7 S0 484 B AR AR B 40 3
I FP R b G RS JE M S E%é’iﬂﬁﬁwﬂﬁ P 1) O B
T BE A SCRR T8 J8 2 10 D 0] 2320 4 2R 4 i 3 I 5L 1)
SRIK KT 7 5 Fe AL S s BT MAX . F1 MAX,
55 A1 AT RS T SR TR AE 245 PP S . 55 42
A7 3R 1] d5e A O W, B9 T B9 D7 BT A AT AT 1Y R
SR AN A A S W Y A BB B 2R BT DA R) A 2%
K On?).
4.3 HEEESDH

(1) 45 =1 4 o 1t e

Bt oy Yt AT R B — AN e SR U I T 4 R
— WA W I AR W Rl 35 5 Con s 08
SERYAr R ds m g BobR R sid s sid WAFEA SR
Rt

sid = Epy (W@ @ oum ) (8)

Hp E ek M2 e R4 key hy sREL E XTI (1
B S a o B RD SR I TR S S 1 AN 06 PR RE 1Y A G,
A (8) W AT LAy Wi i) 2 A 50d 4 AR sid. B
it AL B 1 S ) S B B ) B A sid L AR
2 (8) X} sid fife % 7T LLARAS W, FEAR 4% W RO
T sid o 3R W] F RS 15 3 58 B 1 10 A5 B X
HOHE Yotk A7 o i iﬁﬁﬂ%mﬁ}#%xﬁ/\ﬁ%?
S sid g3 R A AR AR AF SR ik 2 AR Ak B A o B
G I8 R ol T BT BT RRORL R B SR R, BT LAY
Jei PR F A B pR 2 (8) BT I R 4 5 i) A ) o
1.

(2) BRR PR 580

HLPT B RD T SR A A8 B, W RE 2 5 350 R R 11 ik 8
Bl A M B[R 7EEE B Chunk, EP 8 J5 K 1)
BRAA R, IR LR AB R — A
Y (2P *ﬂﬁﬁ%ﬁfaﬁﬁ&%’%aﬂz*%* A\B K HE [

— AN EUHE B 0 SR AS T BRRA PR SR s D 2 i
FEBR L. 7E B R R SR B R s b, A0 R Chunk, Fil
Chunk, JFARRNEEX F KR H T A B X FX
F AT Chunk, I, R 231k 3% B fh , 7E— A8 T
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Chunk, ,— )& T Chunk, , X EFLHEE T Chunk, f
Chunk, Z [8] i) & Z& . BB B HT A & A ECHE Je,omy
Xof X L ) S PR AR S AT ey DR B X
PERE I3 TF Goy <“my ) WRASZ5 JEAS o) 55 2 4657 1) 2, )
B A ik 8 115 0 an =X (9D iR P (o) S A7 AE BR A I 5%
AR08 23 B o P A Bl By Bl 20 C9) Wl g AR
AN BN S5 T A LR 2R Ry <oy, W) P ()
1 Jc K AE AT LA E] 100 %0, W by =00, PO IR K
(EA RS T 200 /ey B IG AT UL $50 40 B 3% b O X 4
4y ) F B AR S A R PR s i 1 O KL AR
TE IR B 5 E 4 PR (RS A7 AR — — R 6 &R BT DL %
B FAR SR BB 0, B PCoORYE N O, NI B8 58 T
B AL PR 37 iR T

1

ky << m

) 9)
12<mn<"2m>m
k ky

1

5 XBWEERGH

5.1 SLIBIREE

T SRR AR SCHRE H A T[] R AL DR B R A
AL A BCEFPERE AT T 5 B MRS AR 1E
R AL BCE 8 #% CPU Inter (R) Xeon(R)
2.40GHz,10 GB N f#,500 GB 1 #. & 4t % A Red
Hat Enterprise Linux 6.5 i 4~, Apache Tomcat {f
IR 55 A . 003 B s SR A 5. 5. 25 MySQL
Community Server (GPL), 4 & ¥4 5% 3% F] Eclipse-
SDK-4. 3-win64, 215 = N Java 1. 7.
5.2 HRHW

TEA SO 2R AT T TL2H S5 23 9] %
ARSCHRE WA R B (PPAM) | 5 2R 2% P 43k
(SAGY Ak 74 % 3 s COAS)™ a8 B (1) 45 4
T Tk CADP) - 1B AL I8 4 55 1 (RAA) E T4
LI 25 RN s,

(D MeREm 1L

N T HAE PPAM WY LA R BN R G RE R
SR AR SO T A SRS SRR 16 5 R IA A A
SE AT HEATRCRXT L, BVTE [R)FE A BR 45T L 18 B I
() F9 of L 3R K ds s L 80 A IR ER FAZY
10 A B IC SR B 50 T 4% B P e 1 5 b
R VR R PR RS B B R 2 R B 10,1318, 22,
28, B () © 2 Ab PR SCHR 45 RANE 4 .

EPPAM BESAG DOOAS
MADP ORAA

10 13

18 22 28
FecRA 2 SR B /A

SRR

fy & 4 AT Bl B RA 2 AR B L 5 ROk
{18 80 2 BT ] 7 38 . 3 2 B Oy R A 2 A B
% 7 SRR Y B T R e R R 2 R S R B Y
B R 2 T DL R R B B A BT R n . A B
FTLLAE WS B 29 SR A B0k 10 B, 5 Fh B 1k RE i 5
S ART o H 2 I A B RA 249 SRR 19 728 A 530 125 1) £ )
A 22 5 0 . PPAM g #E i B B & T RAA,
OAS #1 ADP,{EAX T SAG. J5H 40 F « 75 548 B 4
L R PPAM AN 28 18R 18 8 5 1Y B R it
Ui 175 150 » A8 B2 4 o il J 1k B 75 SR AN R 3R 75 R IR e
MR T RAA BEAR ;110 SAG 75 22 N LA B i 4 —
A BRRL 29 AR 1 A L RS R B AR RS i LB IR
HAE IR — AN RFAZY AT, R L B AR FE BT Lt PPAM 2
% OAS F 25 8 pi 0 2 4, ADP I v 55 5040
Vil PR  RAA H 25 Y i A B AL 00 . B e AT
(1% I8 & B[] 5 Lk PPAM /b,

SEH 2, % IR RS R S0 M R E AT DU L, SE 5
B R PR S SR 1 A TR PR R 2 AR B Dy 18
A A E L B B A 50 T3~ 250 J7 B 4, S
g AN 5 FroR  J2 56 5 R B AR AR R
J& 2s. I AT AT, RAA R 2 28 45 Y i 17 B Ta] A 4
It PPAM &5 HANEUE A7 L P B AR 22 R i [H] 38
5 1 W o7 B[] 3 0 PR RAA B B AL 1
I T 4 T 7 I ] 220 bR 218 . PPAM i % 1 J2: f A0 A
WG i L PPAM. (1% 1 [] AR — 28, 84 A 1) 1
Vi) 7 FHL T SR A 3 N L I A 0 B i 1 L R
FEIG K. SAG MFER A T =38 Z )L B o B
{18 8 2 SR AN S 4 Ry B PG 11 » B AR TR RL RROR 3k I
K HHAN T KA DAF A BT IR I PPAM XL H
N2 5E A BENL P RCR 47 T RAAL ADP Fil OAS
(1% A 1) B[] S 47 7 PPAM., 33X 2 R B T A IR & 1)
NG B P PR RAR Y [ B, T LA A T R T 00 U ) 35k



2730 it "

Bl

e 2017 4

L
&

B EATTAT LUK [R) 78 5% 35 ) 4 1 B30 B e R Ak Hb i
TE—7E , I HE TR, X L A 1) B 18] B PPAM 7,

3.0

5 || —*—PPAM —=—SAG
Pl —%—0AS —<—ADP
2.6 | —a—RAA

24 F
221
2.0
1.8 F
1.6 |-
141
1.2
1.0

AV [A] /s

150 200 250

B /10"
SR X R GEIERERY R

50 100

Kl 5

(2) fh 2 RE

T BE PPAM X F 2 48 800 5% W A S0
TS 3. BRALAR 18 A4 R AIBE LA AL L Bl 50
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Background

The topic this paper researched belongs to the problem of
privacy protection in the cloud computing environment. The
popular international solution to this kind of problem is data
encryption. Besides, there are also some other privacy
protection methods, such as data confusion technology,
anonymous privacy protection technology and differential
privacy protection. However, all the methods above have
only consider the privacy protection, and do not take into
account the issue of privacy protection adjustment. Therefore,
in our earlier works, a privacy preserving technology based
on chunk-confusion is proposed. First, according to the privacy
constraints (PC) customized by tenants, the data of tenants
are partitioned into a lot data chunks to ensure that the
attributes in PC are in different data chunks. Next, we confused
the relationships among attributes and saved them on the
trusted third party. Finally, data chunks are assigned to
multiple data nodes according to their load capacity and
computing capability. However, due to the privacy needs of
tenants and the data demands of tenants are variable, the
underlying data chunks structure and storage location in the
cloud will change, which makes there is a risk of leakage of
privacy. Hence, based on our earlier work, the paper proposed a

mechanism of data chunks adjustment based on privacy
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