$39%  H5 6 it A HL =5 Eire Vol. 39 No. 6
2016 4 6 A CHINESE JOURNAL OF COMPUTERS June 2016

ETHRESAWRAFRPRSEHMEER
$ER BEW AYR KZE K I BRI

QUZRREH AR A SRR FFm 250101

OB A ESRET P 6 SRR AR AR S W R 5 R4 R S5 A R — A B IR 55 A
A5 22 FE P 55 R A 18 0 0 Ry — A R AR A R ) R B X 32 T R 3 SCAR Hh — i R T A R R R O R A IR 55 2
PRI E5 5 25 e 2 LT S 4R LR A A 48 L BT 2 B Bobl 7 D0 A Bk A 3 2 B e A0 0O B8 500 T 5 R 55 E A 45 2R
H T 3 RS 1 B 20 55 R 55 7 i S I 9 0 SR AE T i 5 BT LA SC R s TP B B A SR e S E 5 4 R E .
SEAE WY Y BE S 22 T S [ i SR SR AL SRR A 5 4 2 R R L 4 S IR A s 2R P A LA ) D A
S0 ARLHRE L0 B0 32 ] S0 1 22 R P R A A S R R AR T TR TR R R A IR 55 S A 5 B R 0 DR L S 3R
W33 2 SC R Y B 2 A R L AT ARG 2 — Al 2 R P R 2 IR 45 R B R A 0 A E L OF ELAE E M i AR P SR TR
FAGRIP LA A B PR 1 RHL B 2000 2 4

KEE BRAGRY I BT R PR M E N B E N s P M A R A
hEESES TP311 DOI & 10.11897/SP.J.1016.2016.01267

Pricing Model of Privacy Preserving Service Based on Pareto Optimization

SHI Yu-Liang SHAO Ya-Li ZHOU Zhong-Min ZHANG Hong-Lei CHEN Yu CUI Li-Zhen

(Department o f Computer Science and Technology . Shandong University, Jinan 250101)

Abstract In the circumstance of cloud computing, tenants lease cloud products and services from
cloud service provider. How to give a reasonable price satisfying both provider and tenants is a
challenge for provider. This paper proposes a pricing model based on Pareto Optimization thought
with application of Multi-Objective Particle Swarm Optimization Algorithm. It gives a global
optimal resource allocation and price result, considering comprehensively profits of both provider
and tenants. In order to avoid conflict between iterative algorithms’ low efficiency and the service
pricing’s real-time demand., the thesis separates the pricing process into two stages, referring to
Solitary Pricing and Centralized Pricing. In the Solitary Pricing stage, we give a real-time price
referring to the history data with the same demand or similar demand and current resource usage
ratio. In the Centralized Pricing stage, we give an optimal price and resource allocation strategy
with Pareto Optimization thought based on different known demands proposed by multi-tenants in
a certain period. The experimental results show that the proposed pricing model can get a price
satisfying both provider and tenants, and in the pricing process, using the privacy protection

technology, effectively protects the data security of tenants.

Keywords privacy preserving; pareto; particle swarm optimization; solitary pricing; centralized

pricing; cloud computing; cyberspace security
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( . . . id user age Zipcode Disease tenantID
) PC(Cuser, age), (zipeode, disease)} ——» | 111 Jack 23 11001 dermatitis | Al
1 112 Tom 27 12304 cough Al
113 Mike 21 32135 cold Al
HLHA,) 114 Jane 34 24132 cold A2
’ 115 Lucy 36 24536 dermatitis A2
116 Jim 32 32451 asthma A2
“ —— PC{(user),(age, zipcode, disease )y ———] 117 Bob 41 12981 asthma A3
LJ\ ‘ 118 Jerry 19 24378 flv A3
\LJ Y =) 119 Lily 26 24386 flv A3
Tablef J 5B R
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cid user age tenantID cid Zipcode Disease tenantID
11 Jack 23 Al 231 11001 dermatitis Al
12 Tom 27 Al 232 12304 cough Al
13 Mike 21 Al 233 32135 cold Al
14 Jane 34 A2 234 24132 cold A2
15 Lucy 36 A2 235 24536 dermatitis A2
16 Jim 32 A2 236 32451 asthma A2
C_AX C_BX
cid user tenantID cid age Zipcode Disease tenantID
11 Bob A4 231 19 24378 flv A3
12 J?rrv A4 232 41 12981 flv A3
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1 constraints Y, dataSize B IE R ks ko
SR WA ] 3 PR TS AT R R DR A IR Y i )
BFIR] Sy 2o o DU 185 0 B AR O 47 A 38 A 5 10 58 ) )3
AR T=1,+1¢,.

R AR AL ) SaaS B E G E SRR B
255 53R CSD R J5 ¥ 75 R A5 B 23 K 45 4 B IR 3 e
B S50  AEL P i SR I i A e A1 U O3 G 5 E
PR3 T 58 U o oh Sy p A B AT 4 BT 3R 00 TR 25
S H AT R AE b — FE I 00 2 A 52 it 2 57 2 5
I JE TR e i B B AR FHL I IR 55 5 8
P BE A 7 RO B R JF 1 2 H An kL 7 B AL AR
IR PGPk T 3R 4 S 5% FR R die 4 14 IR 55 Ak LA K
BEUE L.

* N
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B s e S & E M. ML M 2 % A R (8
g KAL) 14 i 505 i B o AR 0 B U LU 1 O 4
Wi s B vh e O AR Bl 22 R B2 0 T O O S R
AOERAP IR 55 1 3K 2 Sr AN o6 B IR B 2 H AR kL 1
TR AR AR 0 A DG A 40 M 3R 4G SCIC O &R R A TSR A
4.1 JBSTTE MR BE
AR 7 AR 48 A L K B D S E e LA 2

BV o5 B AT A

P,.= (P,, — cost)a+ cost [@D)
Hrp P FROR TR AR P R b — 5 W AH ) 5%
FRABAS 3K 1 5 A1 5 cost Syt SRR L A8 9% 8 REAS , L =X
(5). a S BEIEAE T & BE » BIY i AH P 4 i) 8 2 5
JOL T A Y R R R B A, AT

“ :N/1 4 used_resource 2)

total _resource

Horc use_resource 78 2 i C 70 T 25 1Y B¢ U5 i 5
all_resource FRMENFHIERESE. (1D 52)
AL UL B R B R A S R IR
LAl 25 17 A A AT WS R R i, A% A N
=

Bk L TR S A0 S E A Bk
(HPSPA).

i : round; CSD_RA; margin; stack

Hith: P

1. IF Ground==0)

2 P, =margin X a-+cost;

3. ELSE {

4 similarity=MAX;
P, =03
list=stack.peek();
iterator= list.iteratior();

WHILE (iterator.hasNext()) {

© oo ~ (2] w1

tenant=iterator.next() ;
10. distance= comparetoHistory(tenant. CSD_RA) ;
11. IF (distance<similarity) {

12. similarity=distance;

13. P,;, =tenant. price;

14. }

15. }

16. P.,.=( P,, —cost ) Xa+cost;
17. )

L 1 O Sr E N R W RAE A S B round
FoREPEM MR L CSD_RA = B BV &
ARG AEL P AR 55 5 3K D 23 e ) e R B R A L margin
OR35S E A G P S B 2 2 IR I R R E Y

BRARHNE 5 stack HILLAE Al B A W 245 Z2 00 P A9
W HITR A List JERY G s AF Al — A tenant %1
P . tenant 2 3 MR A 5,645 id .CSD_RA,
price. o id FIVIKRICH T B, price HEFE
WS 2 RO S5 R 2 B DL TR &5 4 7 ik J] 39
B T2 AR AR B 25 A I R 5 M AR A AR THUIC 3K A7
fift b — JE 3 BT B B kS E M S R B
— Jl SRS Pk R AR IBORR TG 2% B

55 1 A7 R A b E A R AT 3 B R R round §
T 0. o 1 R BEAT A R E M 5 g I B 4 R 45 2
(8 AR margin A0 D HHY (P — cost) 3T
S SEE A G 2 A7) 7 U A 3 D AR 338 Py sl % dls
P THEEMST SE i (5 15 47).

B TR A~15 A7 NI P B R 5 4 AT
At similarity 2R AT AT OR 5 P R # R
FAARLBE o ] — A~ de R i w0 B A, ax BLAT DL (E
65536, similarity {8 # /N o UE B T SR A0 {00 b 5.
55 S ATAR AR P 8 P B E . B AR 6 17 AR UG
TTCER 5 7 4758 SCHESR I I 16 51, 8 ~ 13 47 ik [T 4k
Fo PR 2 WX A P /oK 5 0 s R SR A A
OURE S WRAE 25 48 & distance (55 10 17, U015 24 i 48
I G AL = T similarity 323 B9 E W 24
BB R AEL 25 stmilarity 7850 0 R Y 7 s
WG P,

B 1 R WK List §E 3 IR O
NIRRT

k2. R BHE R Y comparetoHistory.

i tenant; CSD_RA

i . distance

1. R._current=CSD_RA.R,;

2. R._history=tenant.CSD_RA.R, ;

3. R,_current=CSD_RA.R, ;

4. R,_history=tenant. CSD_RA.R, ;

5. R,_current=CSD_RA.R,;

6. R,_history=tenant. CSD_RA.R,;

7. distance=k, X Math.abs(R, _current—R, _history) -+

ky X Math.abs(R,_current—R, _history) +
ks X Math.abs(R,_current—R,_history) ;

8. return distance;

Sk 2 FH DL RO 2R A P i 5K 5 D s R i A
L. 5 ASHL tenant Fom b — WS 5589 E M
AR, b DR A T BT R 20 EAE f . 288 CSD_
RA g A5l 57 58 i b = BT IR0 BE P 5 O #EL P 3 S
A I VR 1~ 6 A7 20 0 IBCHS 24 iR S A A il
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AR Fha: 244 i 0 D S Y BT 9 0 G T S AR L, S8
Ry sk sk 73 0 27 IR 55 B A3 R 0) 4% 28 BT U A AL A
JE Ok 1 Bk itk 7 1 A B A PR 47 98 IR 4 (CPU L
FEFVGEAE) B AN A 2 S O A A 98 R CAn i ) St AR 2
AR o S IR T 530 05 SR B 2 I S0 51 25 i i Ak iz
GUSERZSIAN el iB R VY-
4.2 EREMKREE
4.2.1  FeT R RICHEA A BRAA RS IR 55 € M vk

g MR IE LR Z R SR I R IR R RS
B AL PR AP IR 55 75 3K A S7. %R ek B0, 08 22 H bR bz
TR AR R AL A 1 A 2R G S O AR R AT SR i
A S RO PR R

Satis faction;(p,t) =S, — ap — Pt (3)

L Satis faction; (p. ) TR EE,. B p
B A SRk o, p s 5T BT IR S e 55 1Y
LANEA S ¢ o N A WE L AR I 5 s B 50 531 R AR A%
PR W) 87 B ] ) 28 500, 2 75 REL P X8 A4 A% 0 Wi 7 B[R] 7Y
by e o+ B = 1. W & 55 2% o/ B R i1 bR AR
FVERAHPTEW AL ZMT P R
— B R A B A PERE SR T, S ROR LT ) IR
i p=NE

Xf T A R Ok U S AL B A O R BN

profit(n) :2 (p;— cost;— x; X penalty;) (4)
i =1

o Profir(n) 2 Wi 55 & A3t v 9 0 2 5 o, 8
BT BT IR 5 R 55 9 A A AR LR AU 5 cost, R
PR IR B BERT 1 ST 5 Penalty, 2R 2416 7 $2
L1 1 55 1 R VA Wl 2 SLA IS i) s HE T N
AT 4. v € {0, 1) B0 RO s « ML R IERY
iz 55 1 /2 SLA L AT S8 111 4 B0 1 3RO ZAAN
T4

cost L&A YR (CPU . . memory) 1 4~ 5 1
i % IR (disk) 9 A

cost =num_cmp X cmp_price +

(5
Hort s num_storage 375 73 B 25 ML 9 A7t 53 It 5
num_cmp RNy B4 L BT RO B 2
SLA B iS5 Hdls 3 B R .

cmp_price AL TR IR B A

RC/unit_time

num_storage X storage_price

cmp_price = 6)
cores
storage_price Jg k5 LT VE RO K
RC it_ti
storage_price — R/ vnit_time o

capacity

Horr s unit_rime TR TG s cores FRn 1A BT A
o, — o CPU BHG capacity 37 74l BT IR AL
i, — L GO s RC R FHAT AR -
RC=LXMPXS% (8
BRI Z  CRA 2 0o H B A3 1 %% U
AT 3 S RFRIR  MP RIS AR 1 T
Wik, L R R
H T 1R 55 B AL v 1) W URCA BR L A i 45 45 S AL P
18 5% 5 AN B A o A1 A R TR R A

n
JZ num_cmp; << num_cm p o
i=1

9
12 num_storage; << num_storage a 9

t Ztsia
B HEE L BRERRFEE o 5068 o 0
BT
jvf-“ =wv; +c,r (pBest; —xi) +c,ry, (gBest —x})

t+1 t t+1
11‘1‘ =x; +v;

(10)

Horbr: AR ¢ ROREACKEG 0 FRORBUERE, — K
W 0.9~0. 4 LM WA 5 c1 s o Ry lin B PR 7 8 X
cir=c, =231, 1E(0, 1) Z [A] FEHLHUAE ; pBest /R
ANRIRAE S 10 5% B AR K B 1) Jie U 19 5 B 5 g Best
PR AARAG 0 B AT 28 7 3ok 1) e o B 0

ik 3. T RLRLE D EMNEE
(POCPA).

HA s FOEERLEE L, s REARRE T A NP

FHk CSD(n)

ity BEASF P BRI S CSD_RA 5 M P_opt

1. WHILE (¢t <) {

2. IF G==0) {

3. FOR (i=0; i« <L; i++4) {

4

initializing (particle[i]);

5 pBest[ i 1= particle[i];

6 IF (i==0)

7. gBest= particle[i];

8 ELSE{

9 IF(gBest<particle[i])
10. gBest= particle[i];

11. }

12. }

13. }ELSE({

14.  FOR (i=0; i <L; i++) {
15. IF(particlel i ]<pBest[i])
16. pBest[ i ]= particle[i];
17. IF(pBest[ i 1< gBest)
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18. gBest= pBest[i];

19.

20. )

21, 1F(gBest=gBestold)

22.  Break;

23, changeVelocity();

24, changePosition() ;

25. }

Sk 3 TR EMN RN BB A L IR RERY
UL, BN 2 /D AR OR I R L 5 — kL
HRR B —A W 4 i, m = - ITRNAES
@M — W E i AR IR L. T Ron ik
ERREL N LR HEPEMRH P A% CSD
FORHMP IR S TR, L 2~ 12 17—k
AR 75 D BN ST E 48 R 0 B B E AN Y
DG AR A0 9K 25 Y BRTE 2 ST 5 i 445 2R B 30T, PR O s 1 19
W) e o7 AR ST E M b SR B T B AL IR (R 2 4
A1) 50 13~20 AT AR 4 X 2 i RAE Sl 6 R4
KRR AN 2Ry e A B R 55 10~16 173150t
— L SRR A o AR X R T o AR 2
SR SR T AR 2 A A S A A A T B 5 R 0 B
AMEMAE. B 17~ 18 T R R & R i,
RORER 21 1730 A AR U B 10 4 R B AL A 5
EEARTE] DU S RO A e DG AL BRE 23 ~ 24 AT ALY
AXAOTET —fok T RS A& kS
BEPTUAEER o PRI [R] 5 2% B O(n® ) B0 ST 38
SRR I — B .

4.2.2 WA RFER A AR UEY]

FH F 2R 4G SR M0 Y 2 S AN AE AT ] A 3R 96 ik
RS T B A 22 638 67, B JG s i 45 HoAth A i A
i AP RE LT 20— A NS4S T b7 T T
BR824 A R AT 0 S 5 AR AE 1)
JiEH.

TENX 8.  1Pr#E L (Marginal Rate of Sub-
stitution, MRS) 75 4 45 550 /K 7 00 2 72 3 A8 1Y)
HIBE N o T 2% 35 4G i — A — 35 9 3 9% T LA
BB Ty — TR i B T 2 B

B 320 B A R Y S SCRT AT S R R R A B
B AR A5 I 38 i — B — ol R o A R 0 SR 25
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EIE L PRI S ECE] N ASFH Y ) A
1EMA R FE R AR,

. O N A B E IR CL D, 535
REETR T CPU A 5T disk, & HH5 5

SR SR C LD,
B R
U, = CVD™ (= 1,,n).
Hrpay, a5 90 C, D 5 BL oM R 50 76
ay; >0y, >0 {5 [l Y AT BE L 43 1.
e %0
Ci44+C, <G
D, ++++D, < D,.
WAL 2 FFPS N PR TER A U G=
2, 0n) 3k MAX(U)).

é\

L =U,(C,.D) + > ALU(C.D) — U]+
i=2
A (Cy 4+ 4+ C, = Cp) +
AI(DI +"'+D,,_Dn)v

St Cos DR
oL oU,

— A =0,
oC, oC, A =0
oL oU, _
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oL , aU, _
ac, ~Mac, TR0
oL  oU,
— A =0,
oD, am+1 0
oL oU,
== Al; A') - ’
oD, ‘ML+‘ 0
oL , oU, _
oD, A, aD, tA =
EE RS
U,/3C, _ . _ dU,/3C,
oU,/aDb,  aU,/aDb,’
2
MRS(lj]) = = MRSZ‘D- iJ_.El:Ilé‘-

b RS ) AH 7 X T 5 R A B R Y
PR QR B RH A5 o A SR o — AL (9 U4 0 E
SRR — A B R TIOR8 # i R 4E
AL AR,

(A I AT BB 22 A 23 BE 2 Bk BT IR B 2 A FH P B0
D T T BEATHE T BE O OGN OO 4 DL E B

UEHA.

T2 ZFMERIEAER N ASFLF R R B
FE R AT AR

IEH. RRAFAE n FPBEIE Ry, - R, 0 HIAR

FRITFE G CPU fEE IR disk A 558, © 80 n
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WML 2 B N B EESARR U =
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L =U,(Ry Ry +

N
EA’[Ui(Rl’ 90" ’Rm ) - Uz] +
i =2
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MRSy ..x =+ = MRSy .. JEH.
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FEAHE X 7 il e B s o0 . vy IO A 2
HIAE 19 2t R 5 ) B, o 16 9% 32 GB. e &4t AT
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Background

The topic this paper researched belongs to the problem
of resource pricing based on privacy preserving service in the
cloud computing environment. The popular international
solution to this kind of problem is a fixed proportion of
pricing model used by Amazon EC2 and Microsoft Windows
Azure etc. Besides, there are pricing models based on the
cloud bank framework or dynamic gambling theory. However,
all the methods above have only considered the profit of service
provider. The paper proposed a resource pricing strategy
based on Pareto optimum theory. It considers the profit of
both service provider and the multi tenants, allocating
resources rationally in the premise of both the provider and
the tenants”’ satisfaction to the price. In the overall optimal
state, the waste of resources is the least and the profit of
both provider and tenants is the highest. The previous studies
of our team in the direction of privacy preserving under the
cloud computing environment include A New Privacy-Preserving
Scheme DOSPA for SaaS, Data Combination Privacy Preserva-
tion Mechanism for SaaS, Policy-Based Customized Privacy
Preserving Mechanism for SaaS Applications, A Novel

Cloud Data Fragmentation Cluster-based Privacy Preserving

Mechanism, Document-oriented Database-based Privacy Data
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The result of this paper showed the applications are
different. Besides, the willing payments are also different. The
existing SLA model is lack of support to the definition and
description of personality and fine-grained privacy preserving
demands. Hence, this paper Comprehensive considered the
conditions of privacy preserving content, privacy preserving
level, application performance and the service price, motivating
and balancing the problem of data privacy through the pricing

method.



