Faok H2l it A HL =5 Eire Vol. 40 No. 2
2017 4F 2 H CHINESE JOURNAL OF COMPUTERS Feb. 2017

—MEFHREINZTFE THNEHER
S AW UE 77 ik

:fd\ /jﬁél).zm) [%:\ *l“i ﬁm j‘i %éﬁng) //f,/% %m

D bR R RS B E AR BE dbat 100044)
D RRFEAE R TR FBM 450004)
VP TR R R ERESLGEE RN 450004

W E HXETE T AMIEER A ATE IR UE A FE AN AT e A R 2 SRt — il B ) 4 0 S B R 3 A
W] BGIE 5 ¥k T TR B A% O AR A T B ) Hash PR AUFE ] Hash pf £AT CP-ABE(Cipertext Policy-Attribute
Based Encryption) 5 i ¥y i — i A7 U5 1] 43 1] 9 30 25 1T AGE B0 25 49 CAC-MTAT). 3% n] Ak 25 44l LS B0 4
A B5CHR AE 1) S 3 TR R 24 R R Bl AR BRI 1 A o 32 AT DGR R S5 A8 AN 1 RE % 30 90 S 4 BN U Y e Rk L iR g
% 50 TE O W 5 A A B L. i T AEAZ S BRSER Hash B (MHT) s 5] ABKE 1T Hash %0, ACGMTAT Y14 4 i
TR LAY 0 B B B LR B BE RAE LR B B X R 2 AC-MTAT iy iy 32 B M m] LA e B 6 B B 52 i KOk 3
w T AC-MTAT 7Rk SEmf M . S0 S A ACMTAT Jr BB AL & AR R de 50 s 5 SR . X AC-
MTAT J5 2 02 AV #E AT UE B Uk W06 2 E A 1 AT 30422 A PR RN 1) 22 4 Pk s g » 200 1 7 R SE LR Ol
WA AC-MTAT JFURE PP Al 575 1 FE B i8] 18] 92 36 45 2R 5 7R 15 35 189 77 28 %0 T 406 5408 Ui 1) 36 3iF 2 s 280 1) A
FIAT I T L5 B T G AH L %07 S AE S IS | mi BT L T 48 B0 E L K X BN JA 1 3 e S T T S A

R ATVUERIE S 5 % 4 SR UL Vs [ 45 5 52 B8 4 « 2 SR 5 1 T VR 2 3k =01
HEESES TP311 DOI S 10.11897/SP.]. 1016. 2017. 00337

Dynamic Authenticated Method for Outsourcing Data Stream
with Access Control in Cloud

SUN Yi”#® CHEN Xing-Yuan® DU Xue-Hui®® XU Jian?

D (School of Computer and Information Technology . Beijing Jiaotong University . Beijing 100044)
D (The PLA Information Engineering University, Zhengzhou 450004)

3 (State Key Laboratory of Mathematical Engineering and Advanced Computing , Zhengzhou 450004)

Abstract Aiming at the problem of untrusted outsourcing data stream and uncontrollable
authentic scale, this paper proposes a dynamic authenticated method for outsourcing data stream
with access control (AC-MTAT). This method is essentially an authenticated data structure that
is composed of arbitrary Hash function, double trapdoor Hash function and CP-ABE ( cipertext
policy-attribute based encryption), which can support data stream with real time adding, updating
and verification with fine-grained access control. Besides, the authenticated data structure can not
only verify the integrity of the data stream but also the order of the data stream. Due to the
introduction of the double trapdoor Hash function on traditional Merkle Hash Tree, we can make

the process of constructing the authenticated data structure into two phases: off-line and on-line
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stages. In this way, the main cost to construct the authenticated data structure can be put in the

off-line phase, which greatly improves the efficiency of constructing for the authenticated data

structure in on-line phase.

First of all, this paper put forward the formalized definition and

construction of AC-MTAT; Then, the security of the scheme is proved, including correctness,

verifiability and access control security. Finally, this paper analyzes the efficiency of the scheme

and estimates the calculation time through an experiment on an AC-MTAT model. The experiment

also indicates the high efficiency and feasibility in authentication on outsourcing data stream.

Comparing to existing scheme, AC-MTAT scheme has absolute superiority in instant adding,

effective updating, controllable verification, and data stream applicability.
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if (n, | ) € st then
Zh Loy = (n, 1 L2 UHH/ 1 L2t 141D
o Lty < MTHColGnsk sy, o) 5Ty, L2 ., Les2hy s
an, '
ey = HGy, gy
R.add(r,l_b,zj)
Y.add(Y,. LL-,'V_)”fvl )

, |l M,y et

stadd () |y v Loy s Yo et

aPath.add(n, Les2h)—1 )
st.del(n, Lesh L =2 9Ty b =1 1 s Ty, el s
T, Les2 Yo, ety
else
end if
c<c+2
end for

R.add(r)
output(sp’,c,(aPath,R,Y))



24 i

24 . — A AT U5 R P 2 F 5 T AN B 3 35 T SR Uy ik 343

4.3 EFAEH
Update_Lea f(SK VK ,i,1") W75 5 00 B 8.
(D B TL5 A (= I (L LD <
Thl.r).
(2) S 25 5 O BIAR B A2 B i BT AT 45 0
IDEERZSS/ I
Hik2 HEmdiAA%
for h=1 to D—2 do
if [i/2] is even then
My, Ly = HCy oy gy =y
f;fenpfg.o H Nnp 9,
#<MTHCol(a, sz, 7, 7; sat"
st.add (27 Y
R.add (/)
Y.add(Y,™)
st.del(x) 1Y)
end if
if /2] is odd then
ey =y ey a0
P L2ty <= MTHCol ay iy s, Lty > T ey > T Lol »
an, Loy
R.add (], )
Y.add (Y, 120"
st.add(xy oy a1, Loty s Yo ety )
stodel(ny _y | oh =120, 1 |oh =141 Ty Li2hy 2 T Lig2hy s
Y. Lot
end if
end for
4.4 LETIRIE
MtatVr fy(VK ,i,l,aProof,y) 3 IF & 1.
@) %jiﬁ%‘ﬂ‘%p*eABE.decryj)t(certA JDRSY).

(2) BB R (L L)< Th (L) IR
DIF R = 2,0, D— 2 BRI T2 i, .
If Li/2"] =1 mod 2
a<m ey ey
n, o< MTHy(xsr, 000 withr, o on €R
If |7/2"] =0 mod 2
xmy g = yez D=y
n,, o< H )
(3) BAEH AW RG] HARFVAEUESE a Proof=
(aPath,R,Y) s AEUESE R AR S A2 U0 F

for h=1 to D—2 do
if /2] is even then if [i/2] is odd then
for h=1 to D—2 for h=1 to D—2
aPath=aPath.add(n, |, n.,) aPath=aPath.add(n, »_,)
R=R.add(R;. /2"y +1) R=R.add(R,, 2"}
Y=Y.add(R,. i/} +1) Y=Y.add(R;. /" -1)
end if end if
aProof=(aPath,R,Y)
end for
output(aProof)

4 EﬁiE%@ﬁﬁeMTH3(nn 2,0 H Mp—2.1 ;rp)
(with r, E R)THE MG fp. MR p =p" W 72555
A RABENE , 75 U AR 4.

5 AC-MTATFRHREMEMRR ST

5.1 ReMEIER
5.1.1  IE#ME B

XS, AR X TAEE — A R 4 1 WG
I"] Hash ek 0CF15 [0 P2 10 S0 o TheyGen AR 5 1%
P BE I Cser s vke) < TheyGen (1) A FAL R MY
RS AL R R UE A A U AR IR certa <
CertIssueCsky» ply»A) B85 UL HE A= BESE B A2 AR 56 TIE
M y<InitiRoot( pk; .root,w) . fHHXT FTAEZER (€L
FEHEEEG A MR A= w, p"<ABE.decrypt(cert,
Pkisy)sp<MTHy (n, o [ ny_y 57,0, 0T DL
{1}<=MtatVr fy(VK ,i,l,aProof,y) ,WEAEF n M+
ZEE A ME Y AGCMTAT = (MtatGen, TkeyGen,
Certlssue, InitiRoot, Add _Leaf,Update _Leaf,
MtatVrfy) J& EH ).

2% v AR 55 4% J2 AT A5 B9 O 58 A9 A i i
o<MTHy(n, , |ln, , sr,). B, WA
PR PSS A W U R SR w U B R DL S A
W AT o' < ABE.decrypt(certy , pk.) fift %
YRGB o Fl o R o = o, U I 25 AT L)
WRAE 75 W FE 266 [R] 0 J7 % 4 T B0 P A0S 7 B0 1] 149 XL
411 Hash sREFI CP-ABE [1) 4% 4 1%

5.1.2 W uEYE ;b

AC-MTAT % &£ 0 29 R fli F CP-ABE
IXLEA 1T Hash IAGER (MTAT) ()% 4P F
WRAR K CP-ABE 53k iy % 2. /£ ACMTAT
b R A5 U T) 2 1 SRS 4 FH P A RE 8 ik BT 36 TE AR
v N AR 3] o J5 A REXT 45 SRS HEAT B, T T TR
i AC-MTAT (7] B ik 22 4 Ve 5 15 0] 42 4% 3 5l



344 it "

Hl

2 e 2017 4

HEAT UL AEE B AT 36 0k 42 4 PR I FRATT B Bk &
A A CP-ABE (#2422 4, BN B 7] LU o<
Decrypt(y.a) 3% p. Rt FATE X AC-MTAT 2
ATBG IR 4 A, AR AC-MTAT i 2 LK 2R

(D Zrii H A RERS A MTAT &5,

(2) Trli A RE% U2 1 b I 145 R P ).

3 it HEF AR UL E — A 725 5.

(4) Yoy HEARE ) MTAT vh 88 i 745 5.

Bt 5B, T E ) APk B
HAZ 32 B0 Rk GAOTT (1) R TE AL ik
PLEJE M B 1 RR 2Z 2 2500 A g LBk
B 37 AE SCHRC27 5@ SCI CAT 22 2B 1 KL Ak
Z b BREE R — X (SK L PKO) 3R A4 PK
MR # A BT A AR CE BAL L % 2 A
W25 IR Ly s oo s Lo o PR 1) B0l & 0R Tl
T 45 S AN A WEWE YR aProof,, s aProof.u . $R
Ji Vi A i i — S TR R A L Y
HL ARG - 25 g4l B 2 R RO MTAT
AL, EAE AL R I F .

HESL BB Pk ik 12 1T MiatGen (1", D)3t
FHFAG] SK Il — A RIEAH] VK. Mot & AR LLAR
A8 VK.

AR ¢ X — D BEAL R B A ) 6 R
BRI TS S Le L AT, Bk BEAL
BB < (0,1 36 o< Th (L) AR i2
178 sk’ s iyaProof) < Add_Leaf (sk, 1) 3R [0
FARLAY (i saProo 4 Wi A X BUH Q = (4.1,
aProofi) ey (Lw »2(k) yaProof.o ) ) 3 — 0]
W - B P B T3 800 (Lo il s B T .

SEOR ) 98« Xt — D BEPL R Kot E AL K TH
Bl (I="n=Cz) ) Pk {2 AT S87 170 360, 1ok
BEHLEE B <10, 1) 5L 2/ < Th () &
G547 0 BB (sk” s nPath’ s aProof’ ) <Update _
Lea f(sk,iy,2')i% B aProof = (aPath’ ,R",Y'"), 3}
[a] W 3 A (9] (i,aPro()f/). XHEAHQ ={,,
aProof,) syl sisaProof.q )} 3Fm— 8 0] 1) -
IS TP 3RS

i E B B - B S G0 R B0 R BE A8 T T AT
R TP B 45 R I FR Bk 7 o A D R

A1 Wb Al o JF Hal' =2 X
AR MTAT i 4RI 46 1A

KA -2 Wl H AR (i aProof”) 1<
1"<<g(k),(l",i"yaProof™) ¢Q, 31 H MtatVr fy(vk,
1"yl vaProof")=1.

K3, B H AR (L LitsaProof ) 2 (k) <
i"<<n 3 H MratVrfy(vk,i*,l" ;aProof™)=1.

i B A i EIRIE AR AE SO Adoy Y

EX 6. XFAEM €N, BA n P0F T4
HAEMAE YL AC-MTAT = (MtatGen, IkeyGen,
Certlssue , InitiRoot , Add_Lea f ,Updata_Lea [, Mtat-
Vir fy) 52 AT B0 0iE 22 42 1Y A5 WHT 0 Bl 5 A e 2 00
2 ) A b 3 B X A B e Adoy MY T 2
s 1.

EE 1 W H RHUREE Hash 58 TH
B PTG B 1) Hash B8, MTH J& — il 2 8
ST g A T 1 Y TG % BRI B8 1 XLUBE ] Hash eR
B AC-MTAT i 2 7] 531k k.

WL U AR SCER 27 TR IE B AR R
B BAFTE— DIt 5 A BB LA T 28 W 1 A 32 ok
LA b SCRTiE xR W it 5 A 2 /D RE s A 2R -1,
HH -2 BRI -3 rp A — Fh b

FR -1 PR IGE# ARE St 2 A -1 iy 4 21
EWRE XA AR T M 7455 L Fa T i, W
R ETH (I r) =2 =2, =TH (L, r). 5
335 5 B T H R 50 REHE (A . 2 B
RUH A ARy S -2 s 28 -3 B 25 R, Rk
FERHERRBNE N T WM 45 O IR
. T FATT A3 90 X 53X W A 2 B ) O ik B AT T
AMitie.

FA-2. MUk A Ak A2 By Oh i L ot
R E AR IR F —AJ0d (i, aProof")
HI=i" <z XEWRH R T I & — AR5 B %=
2iEH H W PilifE ., 243 F MTH 1940 filf 138
PE LB IREL T

(1) iz BB

AL B0, 1 BEHL I = A 45 N
Lysees s LA DR H L IFRATER T . ik Biz
F1503% (tk o hke) < THKeyGen (10) A2 — XF B4 177/
Hash %5 4 31155 f th x,»«fl'\ﬁ UisrD) (G=1,+,2).
RIG L BRI FE— WL 25 5 ny < {0, 1} I T
Az AN 725 SR — BRIREE 9 D = poly (k) (IR
IR JZ I 545 5 2 AR T 580 RS AR . BE AN
BBiHE (U yaProofi) s, (l.saProof.)) INIEiE
i W E N VK < Gthymhk, o) 3R 3T 08 VK 18
17— DB AR RGBS

AR YA E AR R T4 8 LT
JE A . Yok B ABEPLE R — A B S E T 5O
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PR o Th (L) SRR Bk B FENIEE S (SK
isaProof) <addLeaf (sk,x), 3 iR 8] aProof =
(aPath,i )BT EH A DB g3 FE£ T p.

(2) T[] i1

T Y Wt B AR AL T (A A LR
Oy UE L SR BAK B 1y =8 A e AR Gl LD
BB ). SRRk Baa AT R Al s g MT HCol , 3
B MTH — A r'<MTHCol (o' Lara s
oD VBT TG L U B
o FARTE— W PE Hash %50 Y7 R B BB
FFINIETE 38 42 B s sk iy aProof) < Add_Lea f
Csk o 1) HUPTM 25 55 1 BGIE B 42 aPach” 1A
4550, P 4T WO ik Update _Leaf (SK.VK .1,
1) SR T I F45 80 BIREEAR nPath” 145 5%
5 R B E Sk BIR MIEIESE a Proof = (aPath,
i Y DB A

(3) %y th B Be

e FEBIR M (2" i"yaProof™) . Wit & i
Wi yaProof™) & Q(X B aProof” = (aPath”,
R*.Y ™). <Th(l 57 )G IEIET.

i T Bt As AT 2 WU [E] L B DL B
JEA . BT SCERL27 IR A X B IR A E—
Hash #ilf{# H(aPath; ||nPath;) =H (aPath; ||nPath;)
B FH — 1] Hash fli 8 MTH (aPathnPath;) =
MTH aPath; || nPath;), X B aPath* = (v} |;55)» *** >
Vi o o). K5 MTH 5t H R50RHIT 5.

FA-3 MUGE A Ak 38R -3 19 b3, sk
R E AR IR B — A 04 (i saProof")
H oz 1= <2P. X B ORE AT AT LAyt — A5k
BE AN MTH 51— R, 2 A8 MTH
FR) A o)

WL B¢ Tty At A e R DA IR B AR I PR AR B
WARALE T — AR FE R EE R R A R LA ERIA
UEFEAE B R &S A, HoAaZ g i 28 02 i XUBE 7] Hash
BRI BRI AR LR Y 4 T L R [ 3 I AN R AR 4 R
FIRARKET] Hash (8. XA FAT AT DA — 5
EBEAWIR MTH # a4, % 2438 MTH 1)
Bl 8 P BT 5 B T R k. T TR AR o] A AR ik
By 2.

(1) g 57 B B

B BIE BB B = T
Bl LA A BGE B A WG]
Hash R n/ < MTH,y () 5738 8 ¢ DT

Hash 45 5. S8 5 L BT = 745 50M ¢ A
I'] Hash &5 5 ny e on) e on A 35— BRIRE N D =
poly Ce) A I MUK )25 i 45 o 3 TR 1 58 1 AR
1H o.

(2) ffi A R3]

T el B AR RS S LB
W FEBIER T R — XA (oyor) s I B
PR3 ~ < MTHCol Gmtk,L,r 0 Y. B BIR
[l aProof=(aPath,i,r) W& # A.

T Y ek B AR BT (M A R L TR
LI SR BAR BRIy 28 A e AR Gl LD
SRR IR] 3. 155G 50k Bz A7 SR Al 5 pR &L Col, TH5
MTH )—AREAE r'<MTHCol(a' s Lyl 50"
BT (R A CER R L N
FEARAE— Kt Hash 58 Y ' R SEIE B2 11N
JEFE$E 4 B (sk' v iyvaProof)<Add_Leaf (sk,
1) HERT T 45 5 U B GIE B 42 aPath” BT AT 45
A IR IS AT B R AE TR SR L T AT T8 A SR
e nPath’ 125 545 8. a5 Bk B A GEIE 35
aProof=(aPath,i,r,Y' ") 4 % A.

(3) B 1A i)

B B AP Kk GO AR A
Mt F ol O BINER T PR E — 4 {H (x
i YO I TC % B M 5 i XURA 1T Hash pR 8 —
AR < Col(Y' S Lor, Y D R G  BkBiE
1T (sk yisaProof)<-Add_Lea f(sk,l") 5 Fi T 4%
S U IAIE 48 aPath” & i A5 45 5 8 — ik
Hash B8] Y' <Y MRAFER T . f5 KIAEE
W& aProof=(aPath,i,r,Y') iR Bl 45 & A.

(4) %y th B Be

el Ehth (0.t aProof™) € QX HL
aProof” = (aPath”,R",Y") ,x*e/j‘\l/z (L s5r ),
2 +1<i"<2° H MtatVr fy(PK,i",l" yaProof") =1
JE 5 Ik iB 1T

FATREL I # AR T4l (0" aProof ™),
XH aProof”=(aPath”,i" R",Y"). & nPath” =
GOy g2t 20y an o) T NIE 745 50 1 3 B AR
MBI R 2 +1<<i"<2P, &5 & nyyeeean) oo,
n, R DAEAE— AL T O RAIERR AR B T e
=2, I3 BRESS LA AT L 22 11 M
FRE I A R AR 51 R AL R SR R S
G EH Y B AR AE— AR G 0] =n . X
EWEFIEBREG A n) <MTHy (&) . r/) 3K 1% —
SHE () s r) i 45 n<MTHy () o)) IR (2
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r) =)D FIE BB T MTH ) 5 i 1 . 4n
R(a)or))# ) EIEBBIR T MTH H 06
Tk BT % P . T — 2D R R A AR
% LIS ] Z0 W TR AE 32 e (R o A5 3%, W) 4403 BRE 1%
DA AT Z 0% I HE 2R e (k) /¢ 3RAF . TEEE.
5.1.3 il etk a i

16 AC-MTAT Jy M 0E A 436 A2 7 ] 38 s
14 I P e A 0 R 6 T K40 L A O UE R A A 3 ot
o P R v IR RIS IEYE G A BR % B E Sh
BRI, AT AC-MTAT $45 (9 A E 3iF 32
SRR R 2 HACS PR o 5 A RS
ORISR N R S i i PO 2 A 1 L s iy
B AN S — A3 1R G (1) kI Ak
DL bt A B AR B F

RGN PRI E BT HE I LskeyGen (1) 4 1,
A sk, FI— DB UERE B pho. B phi KK K
AP y<Initialization(k s pkyspsw).

AW B X R — A B AL R Tl A A BB AL
Kk — RV w1 s wz s, PR PhIR IR
[ #H B AL 58 B cert,, s oo s cert, . PRIRFE TR 0«
Decrypt(cert, ) IH¥ p 1R M 45 B0k & A ¥ —HA
JP i) - REERSIEAE Ce 2= ((eert,, »p1) 5+ (cert,, »p,))

Wik B JE WOl E ARt — X Ceerts o) A
MTAT. VerifyCauthi L. pk.p) =1 551k 0 2 ity
WA XK

AT T A AR R
adv:iCCCSS.

EX 7. WERXFAEE N Z A E A A
FRAFUERE R adoy ™ & 0] Z 0% (1, 0] ACCMTAT
ST A Y.

EHE 2. WHE AC-MTAT J7 %8 & n] I8 iiF % 4
()3 H CP-ABE £ & 4% 4, W AC-MTAT i
SR 0] A

. WUR X R AEAE — AUl AR TS
Wi AK G (14 3 HL 32 A 17 46— A ek 5 BE g L
ST Z W (A R R AC-MTAT (4 1] 5631 22 4> 1
BLAAETE — DU H ARR S LR W] 20 W 1) A8 %
W CP-ABE %%, @ 1 ik 7 AC-MTAT %
JE B UE 4 b IR T E 1 AYIER L WS CP-ABE
SEA A N AC-MTAT i J2 17 0] 4 4> 1.

X AR — > Beili 3 DAAS BT 22006 1) B 56 f A5 T
R G WA AE — AN B BREWS W IR CP-ABE (1 4
ek,

RGN B BIRTE CP-ABE 4] pk,. N
WL BIE 24T Initialization (ks pkyspsw) FlE P
Bodly. XH p:Decryi)tABE Ccerty,y) 3%
K Cph D L A
AW B Bt A AR A A R ) X
BARE R o LB B C RBEYLEUS PLZE A
fR Te) 3. B30k B — A BENUE ¢, F K% (1, o) 5 Pk
iE . W C g B C R A,
iy BJE  WR AR 2 o FI MTAT Veri fy
(aProofsisls pksp) =1, B H“17 , 75 W B H<0”.
TR TR CP-ABE 242 % 2K, Wit
X HEAAETE — ATk & AR LA 1] 200 11 A %
Fth o X TAHEE — AUl AL AT AT DL A )

Prl Gy =1]<negli(k) , ;X B negli () F 75 0] Z W
1) PR &R JEEE.
5.2 MESW

ATT R E AR AE Hash s 80 WUBA T
Hash R LA K T 550 lf 5 B 55 169 B 18] 1 11 550 9% D
T B R % CP-ABE 76 57 &b LB &8
B AR T By 0 AT R 3R AT 22
Hash R % JC % 573 &% 19 XU 1] Hash eR BRI
Tl 48 %) 3153 T 4 Ry A R AR ok 3 A AR O SR AR X
Exp(H) FRi15 Hash lREUT T H . Exp (MTH)
FER TR JC % Y1 8 (9 AURE 1] Hash eR 5T 75 BF
[i] s Ex p(Col) 2 7R T 53 6l 48 U7 5 B ). FRATT 09 7 8
A LA 75— SUFA 1] Hash & 50K 90 66 16 . (H 2
R T AE T4 A F R A T 58 SR T — i 3 T B O £k
B R 2 4 1 L TG % 4 1 58 1 BLRA 1] Hash o 500 X
AJT E AT EHIME. 5 CAT i KR 28 & )¢ Hash &
B—FF WA Hash pRELIRI AR I Bellare 5 AH
P& AL IG TR H R

EEB LN ol i o = R o) B | I S T s
UEBT R, BARSHrnF .

(1) B it 3h & 3B I s %50 b

1 F AT LAZEAH AR T X5 B4 1] Hash A2 08
B AT AN A AE % P B % [ L ot FRATT
AT DLEE T 43 A2 0 WL A 25 4 o Betl 1t — R0 b 1k
INER ) 16 A A TE R A4 2 A el F o s A0 T 4 A
UEARS B f IR B 1 0 o B o) 25 R0 38 I 28 1 > 25 s ) BT
i I ] 2 e 1< 0. PR G R 7 2k B B AR J7 38 1Y 8803 a2
T CAT J5 &my. MAaA 5 i3, i 145
S A3 S R 0. T SR A A S 2 A T FE T
EAKF(D—3)Exp(H)+(D—2)Exp(MTH) +
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Exp(Col) s WNAAH A AT 725 8, B I8 FE I ) R K
F Exp(MTH)+Ezp(Col).

(2) B4 i S R o b

(v FHL  XoF b 235 st 18 SR 0 2 o T P AR 5. G2
SR AE M 45 a5 ITHARR A K T (D—3) Exp(H) +
Exp(Col) s 40 S 5 357 A7 WF 7 25 55, Jir T4 #E i 1] 24
Exp(Col). CAT J7 58 76 54l 518 B 75 2 o1 7+
IUER A0 A BLA ST, AR e

(3) BI040 37 560 R A5 R 43 A

6 UF 3 A2 P FE S 2 B8 7 )45 o N O R L AR 7
£Y5 CAT FEMBIERCEM R, £ RAELT K
WEH T D R FA T Hash o6 %50, BV BT K6 B 1]
i D(Exp(MTH)). SCHK[2 ] ity TG %% 4 1tk £ 19 B
I'] Hash pR 4R BE % 55 Bellare 25 AU #2 Y (3L 56
TEBLAR S T R R FAR T 1 2 4

B UL B M B R L FRATSE T AC-
MTAT i) — 2 FZ ORI ACMTAT (1 T4E
R R )R fF % 45 T & 2 Intel Core 15, N A
4GB 1600 MHz DDR3 RAM. {t# %l JAVA 1.6
WRAS 45 5 956 T Java %8 4 5080 00 50 I A 4 . 3
i 5 SEIALPE 1] Hash e 25 F MD5 Hash bR ¢
ok SEHLER .

W 1 FrR  BRATHAT T 4 ALK, B4 S5 0
BN E R 10 J2 .20 2 .40 J2 1 80 2 MY A UE R
IR VEAR 21 52 50 9 B IR AT 500 YRIBCT-H1H.
55 1 215250 G 0 16 T DA IE B T A 2% 114 S 2 B Jf]
55 2 AL ICI0 40 B VEAS 76 S5 4r 19 B0 F RS IR 0L R 3h
AU E R Iy T S ¥ )L 53 4 S 4y T
A T J5 017 15T R0 S PRI 10T S i 5 P o
(- S5 8] 56 4 2 552 56 43 00 DT A S 4 A B0 R
Fe AE BT B TR B BT R 4 0 Y ] DAL 2
e 1 Frs BRI FRATT 5 22 2 A R A AT AT ).

F 1 4TSS EE LR
HRZEE PR et iR s LA

(level) WA /ms &5 SR /ms 45 SR Ta] /ms 45 SR [E] /ms

10 30 7~13 7~21 22~26
20 53 7~21 7~29 31~32
40 101 8§~38 7~45 49~53
80 194 8§~T72 7~86 82~83

B S s FATTNS B8 10 7 A B ORISR R
Vi) Lt — 25 A A0 3. 230 3K T 0 B AR A B
P IR ST A O U A AN TR AR )R T
Ak B R AR KA 1) 2R

WP 3 Ca) B /i 75 2 G 00 Ih AL B BE 5 220

B A UEARS O BT A X5 R 6 i
AR 2 ORI 3G T, 0 R T A TEARS 1) IsF [R] i 22 4
T B S S AR B3 (h) Hi R TR ) #E A 2 Kk
T BTG S SRR R S N SR ST S8 3 R I ) £ 5
S0 504 2 T B AR I 1 s 3 0 Rk O
47 0 A 1o (0] s Bl B AR AE [R] — )2 80T L B & s
PR A X 15 o B 925 1) S 349 3 A ) [R) S AN, — H
PRAFAHXT R U B3 3k B RAFMAR e v, Y
TUR4S AR B 3 Co) HE R T AR 2 B T 4 A
R B BT AR ST 49 R I [ 1 52 ) B R )2 IR
A1 T s BE I 45 04 S 2 ] B0 S A 2 A0 R
HR O R 2 U R A I . B S T A A B
T B B[R] LP- PR 4 AN A2 3 B R B8 e A PR
PR ECHE TR IR AR B A R R . 2 X 45 i
756 G B B 2 3 A R MR A R 1R AR 13
(DR T W 205 50 0E 245 5 B0 6 56 0E 5575 F
FE19 FE 0] ) 52 ) A I8 TE e RE P, R R R T
0 UE A5 00 K BE Wt 2 6 I S A K B8 A0 8 0 AR O 45
e iOE oan R TR i e X 5 ) | M B NI =
[ B S 56 24 SR 3 Y I 3 00 01 235 00 9 380 A B
G5 1B ST X 38 VI B ]t 2 2 0 s (ELG T i s 4
TSR B /N o 52 N7 5 5 1 B 1 A 0 T K A AR I i
PR
5.3 ARIER

S5EA4GMA  RA L A0 2 FiR AR RAEK:
UE (A7t B Aar L 36 UE 38 10 3 38 B fr L IR 55 48 19 3 3
0 7% B D) RGE {5 AR H T R 2 2% BE 1 OClog n).
WA 7 [] — e S vp A Oy 58 AT LA S 3k T T 1 1Y
TR IE o W 1T 3 o FAAG 56 T1F 47 R ) L 4 i 68 [m) A
SCRE B k2 TF 56 UE R 1 3 BBl ek K ) L G A 5] A
XUBAT] Hash pRE. ST B9 4200 4R 49 3 5 #E 48 52
i SEHT AR 45 A 10 2 A5 0] 5 TEAR  7E R AR AR T
FF A% R ) 20 Gy T S A AR o 8 Ao BT A 4R T
AT SR A BT AR R B AT S8 B AT 50 TR AR Y 7E 4R S5 )
TR 7E B AR B 1 K Y ] B i 45 A g A R 5
UE 6 42 30 25 A 1 36 UE TIE 8 S s A g L SR B T B AR
T BURSSURSBUL 4T

AR T FE SCARE R A i B Y = R S AT R K
b et A A i 0 R s A A L A A ) L B
Zh— B PR B0 R A R R 1 R R
B WAL AR T 2 VT 5 R 55 4 AL 7 0 2 B
oy e A RRG UE AR . AR Ty 58 HUA T A% R B SO Tk
ARSI T BRSBTS E R
FEEF M B OCn— DK H OUogn—1).
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Background

Many applications produce large amounts of data stream,
such as Web access analysis, sensor network monitoring, real-
time monitoring. distributed intrusion detection and stock
trading. Considering the cost and expense, when these data
stream are generated, they are often outsourced to an interme-
diary (such as cloud, outsourcing service providers) for
managing and storing. However, the intermediary may expose
to a public and untrusted environment that has potential
leakage of information disclosure, tampering and unauthorized
access. With all these security weaknesses, the trust and
integrity verification of outsourcing data stream is required.

Integrity verification of outsourcing data stream is the
research of provable data possession. The provable data
possession in cloud has been extensively researched by many
papers. But the existing schemes are directed at the

outsourcing data, cannot be used to outsourcing data stream.
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In addition, the existing schemes are either public verification
or private verification, there are some risks that security key
exposure or over scale verification.

This paper proposes a dynamic authenticated method for
outsourcing data stream with access control. Compared with
the traditional MHT, the method has no need to determine
the leaf node information in advance, and can realize the
dynamic increase and update of the leal nodes with the
growth of data stream. It supports real-time verification of
data stream and fine-grained verification based on CP-ABE.
Besides, the method can not only verify the integrity of the
data stream but also the order of the data stream.
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