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Abstract In recent years, the increasing popularity of outsourcing data to cloud server has led to
data leakage problems, we need to ensure that the data stored in cloud server is sufficiently
secure. It is necessary to design efficient and feasible database encryption schemes to solve this
problem. Searchable encryption can make encrypted data searchable while solve data leakage
problem for non-structural files, but it is still not well applied in the database. Therefore, in this
paper, aiming at the problem that the data in the database server is leaked, we designed a data-
base encryption framework based on searchable encryption. The novelty of this work comes with
three contributions. First, we construct a well-defined encrypted database query framework,
which not only ensure the security of data, but also make the encrypted query efficient. Second,
Our scheme is secure under IND-CKA1 (semantic security against adaptive chosen keyword at-

tack), it ensures that the data is not compromised and that the security of the ciphertext in the
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database is not compromised during the query. Third, our framework achieves high portability
and is suitable for many mainstream databases such as MySQL, PostgreSQL and so on. Based on
the idea of constructing secure index in searchable encryption scheme, We use cryptographic
techniques such as homomorphic encryption and AES-CBC to encrypt database. Our scheme
implements rich SQL queries, including equivalent query, Boolean query, aggregated query,
range queries, sort query and so on. Our scheme adds support for aggregated queries compared to
BlindSeer in functionality. Compared to CryptDB, our scheme does not reveal the equality and
the order of the ciphertext, which not only ensures the security of the ciphertext in the database,
but also ensures the availability of the system. Finally, we use a student table which has 10000
records to evaluate our scheme, and the results show that the proposed framework and algorithm

are effective. At the same time, we compare the functionality and security of our scheme with

similar schemes, and our scheme achieves a good balance between security and functionality.
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l—» [3,4] OPES(106) K, NextPosition T
L» [1] OPES(145) K, NULL

B3 BRIF RGN AE 1A

WNEEEE 1 rp 23~24 77BN 78 A O i I 28 2%
GG KB S 128 43 A B SEA B AL B 9 o
RGN — A R T R &R R 5.
I THEELZERIIRTFLZLRI G — KL L
Rl A SO S5 2 2 R 51 R T & 4 R 5B
& — A KREAL S il — AN A A 24U
3.4.2 BRI R

EncTable<-EncryptTable(Table, Key) : Proxy
IBATIZA W I SCEUE R Table FI ] Key 154
A — A SR AR BRI

AR D7 %R T S A Wy I 512 En= (scheme.,
Table) K N3 B 2 Hovh scheme J& 5 Mg 3%, 5
FEARE A 7] 2 B 1) 2] >R JROAS [m] 9 o %85 550 0k 20 47
5 5[] I AR AR JRURR A 2R 1 J A /NS SCE I R
AN AN B 2 1 2 44 TR M 44 0 N YL X L
A B B Ld VI B IF AN 22 5 Wi AR T 56
2 4 R ol Td 5 A 23 i 88 AT AT A 6. Bcds =om
R 3 PR,

ik 3. AuEERmEEEL.

BN B SE Table I Key

B i IR R EncTable
EncTableName<7y(TableName,k,)
scheme<—AnalysisTable( Table)
NewTable<=AlterTable(Table,scheme)

FOR column in NewTable

O

EncColumnName<—y(column k)
END FOR
FOR record € NewTable

FOR column DO

(@21

IF getcolumnType(column,scheme) =num

© 0 NN

vall < paillier(value ,Key)

val2 < (value,Key)
END IF
11. val <g(value,Key)

END FOR
END FOR

A7 ZE N B PR e 0 B 2 T A3 R S BB

RV AR AL, T 80U BV 2 ik 47 SUMLAVG
TARAE B G X (R R 1 5 A A B R — ) i A )
A0 B A ) 8 S s H T A (R A
ROR LG R I S A T — S 4 W] 25
Gy @ SN =: e al Wb e 9111 N A T P
P, R AR T 58 R FH Nk R4S 4 A Paillier 803
SEELCSUAR T R BT W AR I R A A i %
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=PI B Dred ) || K ol= R R N B [| -y s pE O R
mnk 2 s,

x2 MEAR
By T Sk i
) 25 4% paillier(value ,key) HBIL paillier 53 X5

P AT IR 25 2
3 Al o RE T e

EfEn® AES-CBC Wk e PN
Jp #f 5 Pk N % S-CBC(value key) BB 3 £ 7

AES-CBC 551 21 4 4 1 -E i 7 v in %5 5%
B Z BT 2 IND-CPA (A 3& b %k #% B e i)
B4 N R AR Y T LR IE P A A (R
WY SCA B0 %% o AS T) 100 %5 SCAE B 3200 2% 53006 I 4%
A B B SOR RE AT U T

Paillier BykJ& — Fh 22 4 0 BE 3 00 4% 5 1%, i
i 55 7 75 2 SCECHE AT 1T 5. Paillier Wi 2 ik W)
A ST 8 T A i 85 ) A TR 445 SR R S BH SR R
RIS . B HOM, (a) « HOM,, (b) = HOM,, (a+b) ,
Iv] 25 hn %% ] ¥ 38 5 DBMS R [a] (% 4~ B0F0 % SC
10 3fe Bk 11537 B R .

AR SN AR I SR I B 2 L 1 R AN [ S A Y
KR EAT I . B X 00 7Y T M R BT A %% 4R
AR A P 0 Sk AT A, A A G g
JE % SR HEAT N

o SRR AR A AL AL SR W < i TR 2 SQL i 7]
S0 BB AR AT H A B SO A R A R A
[E] 7 o5 R ) B 52 i S A M BEL TR e EF IR,
() 285 0 5 23 4 W SO %% Dy 1024 788 2048 fin, A
SCR 4 SCFT AL A S B 22 A B0 (e B0 B0 4T 0 ik
—~ 1024 £ Y Paillier % 3CH . A SCOK —17h By £
BB A1 & YE 2 T 2 AT (R AT A — A% 3,
XN A5 ZE AT LA S50 08 /0 % SO s ) S X
F—A~ 64 {7 (% B SCIE P 5, 3 R T A 7 & gl
Paillier % S 1725 8] FF 85 BE AR 90 %%.

WYL 3 iR, il AnalysisTable J5 i iR [A]
— AR SR WG R L TR R R T A 4
Shy 8 758 M (0 B R SR AN AT X HEAS R A 8 i 4 5
2 F R ms R RS R AE i A 84T AlterTable
T3 Rk e SR A 2 1 J& Ak 51 L AR Al SR g ROk
P 25 B PR 3R 5 4 il i getcolumn Ty pe J7 1K
AR W 22 v 19 LA T 1 1 BT I S R L AR T 2
TR0 SR PR IO 8 Jon 288 B 30 o 2%

A7 SAE A ) i R PO 23 AR SR 1 i 4
P AN E B eryptDB ¥ A e 4 1 0 5% )2 2 i85 78 A

JE R A DT AR T 86 19 22 4 1 ] i R I
T SCBE BN A3 ]
3.4.3 BRI EHAL

Index’ <~ Updatelndex( TrapdoorSet , Id s Index) :
DS iz f7iZ 54 3 6 M Proxy & 2% 1) B B 56 4 1] 4 Jf
SEAMEHN Id H LA K DS iy JE % K51 EN
LAY (AR DR o

YA P P47 INSERT, UPDATE . DELETE #
PERS DS AT R 51 B AR, th TR 510 8
BAETE DS ESAT I T IRIER 2RI % 42
P i BAE AR 2R T SO0 R X% RG] it
A7 BT » 33X 5 B0 S T T B 8 AR T ) R o
AL I R T 454 2 FR R J7 SR TERE L T H 2
M A 2 05 B 20 Bt o IR 55 4. AR T RAS & TR
o SRR B IR 5 A P s AT R G R E
AL AR 55 e o #) o P 4R S MAE B ET R 1L 5k
W2 A R T Y 5. BRI T R

FEXSAS[R] 2R B ) DML, 3R IBCHE 35 1Y 3R 44 iR
5] KRG ENT S F1 H Table PB4y 73X H
S #1 HTable 52 i % 1 20 - B AN 2 it 55 AF 77 45
T L Iy R AR R G IR P E 2R T
WHBHY S F H Table BEAT BB 92 AR % 42 R 5| k47
SR

(1) INSERT

Proxy BUBUH P & 3% 1) INSERT 353K R I
A MRS keyword Set I 55 4 A= A A BB
TCSR XTI Id fE 9 keyword Set M2 JR AR 24 i 4R
4 TrapdoorSet s 477 58 H WA R A ML J7 15k H
W A R HMAC SR 528 A H S INSERT 45 if) ,
W FLE Al a1 SQL(SEQ) s R BLKE Tra pdoor-
Set F1 SEQ Ay i A [R] i B S5 (6 % e R 5 FI AR
LRG|, SEQ F TrapdoorSer 1405 1 &
%4 PR,

k4. H B SEQF TrapdoorSet B .

i A : SQL 15 1)

Wil A MAES TrapdoorSet,SEQ

1. tableName < get TableName(query)

2. Generate Id , Tra pdoorSet <

3. keywordSet<—getkeywordSet(query)

4. FOR keyword in keywordSet

5. t.<HMACkeyword k)

6 TrapdoorSet < push(t,)

END FOR
7. UpdateldSet (keywordSet,1d)
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8. SEQ<—RewriteQuery(query,Id) 18y Jin %% 1 Je BAHR P2 AL 0 AR R 1 o )
DS i I s 50 get Index f# B 51 - 8 H A A B 2 1 E%ﬁ
S #l HTable WIAKEE5H - o3 )i 33 H Table & fi (2) UPDATE

S IS EHZ 2RI AR F LRI R EERN T
JE SRR S AR T IBGZ T RO L BE R
MR AR B R s 7E S b % Mk i 4% 2 99 e
Jr it 88 1) o AR A 48 2R W AR 5 M R T R BT
FR T U 5 5 PR % e R R U A BB S
AR H Table R A7 7675 T  WUAERCAL S
BT Y B 2 R0 RV D BT R R A 1 R I
W E IR B A S HTable s 78 8 (R 7 % 42
RGN AP 44 AR R 4 R NS N A AR R R A
FREHT S rh iz Ve B BE T L R KRR S
I HTable 5 F BB 213 51 3 14 INSERT #t
1 B BB NS s 5 TR,

HikS5 LRRJIEHRAL

A IR TrapdoorSet i AL R Id H. %

2R5| Index

B B 2R Indea’

1. S,HTable<-getIndex(Index)

2. FOR t, in TrapdoorSet
3 IF ¢, xor HTable is not NULL
4 Generate newkey ,new pos
5. Node<—getLastNode( pos,S)
6 Node<—oldID || newkey | newpos)
7 newNode<—(I1d | NULL| NULL)
8 EncryptNode<—¢(Node,curkey)
9

EncryptnewNode<—g(newNode, newkey)

10. S[lastpos]<FEncryptNode
11. S[newpos] <EncryptnewNode
12.  ELSE
13. Create new nodes in S and HTable
END IF
END FOR

M P % 2% W INSERT INTO Student
(sid,sname,sage,sgender) VALUES (4, ‘Lucy’,
25, ¢ female’) W ¥ BT iF >R B, Proxy 3K B % 4
Student 1 3¢ §# i) £ & keywordSet = {sid = 4,
sname= ‘Lucy’, sage = 25, sgender = * female’ ,
b ACBE IR 55 4% Dy 5 B AR S R Y
BEAS B A A AR R R PR E R AW EE
SEQ # 1) INSERT INTO EncTable (EncColSet)
VALUES (EncValSet) , ./t EncColSet H B &
PESNSE & s EncValSer Sy 38 1o %8 137 4 0 2 000 Jon %

sid,sage,sgender

% 7 v ) iR 55 A% A2 35 3 W UPDATE Student
SET sage=25 WHERE sage=24 H) SQL &K b}, ik
5 e IRE 3 KA, “sage= 247 F
“sage” , 3% B O B R A A RS MR B Trapdoor-
Ser 25 1A & KB A] “sage = 2471 Id fH , Proxy %
TrapdoorSet., Id Fl SEQ k £ %45 DS. DS R &
HTable 3RYX " sage=24" 15 S W 18 49 5 b ik, ik
133 P JF 0 BR A0 5 3% Td B A9 0 A 2R 2 g
R A2 B9 s W) I 5 ZM BR H Table vz G 5 1)
X5 RS B sl ad HTable &AL T L 2R
SR HE R IF AT BB 24 X R IdList. £ i)
HTable W 50 “ sage=25" 5 8 4 5 B0 Bl Y
LR Td (B 73 ) 57 ) S5 4 4 R 5 MR e 22 4
Rl
3.4 4 BRI RFADL

IdSet(w) <Search (¢, , Index) : DS iz 171 5
2 B B A B R MR R B I SR )
B AR A R A AR IO R Td RS

AN T fif R B A TR ME B K A N A v i B

RO, 4 T A8 R o SRR A AR R 55 A o
1‘)? SQL 5 16 AR 41 A 160 14 2 5C B ) ) 48 R 4 it L B
to=y(keyword  k,) , il i 18 2 4 K SQL £ i1 5%
ey SEQ 5 i . I A ik SIS IR 55 A% I 55 dv iz
T8 R W R Td AR T 8RB
BRI AN 4 Ff .

query

257 “sage=

getkeyword

‘ keywword ‘

Hash

‘ Hash(keyword, k,) }7
Y
J)*Dec% (pos, keyy
s s | e —

K4 HREELE

KT X RN SQL i) ARG T &l
i) ORI I AR AT R A R BRI .
(1) Z(H A

aD
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B X S A9 A S 5 Sy G ] AR S R A
O 4 A R S B AT R R P Rk i
SELECT * FROM Student WHERE sgender= ‘male’
M SQL %R , R IRBL K58 17 “sgender= ‘male’”,
B o B R AN & YIAE N A8 4T CreateTrapdoor
HAE R AW IFTE IR RN W Z 2R T BT
KAVl HTable F1S 18 R A& 1% 816 1) 1d

G I E B E X 2 Td {E Y10 Sk 1A, 2R Y 48
KRG FIL AL 6 Fx.

Hiko. LREJIWRAE.

BN W, ZE2RT| Index

Bt A S R ARIRAE Id 25 1dSe

1. S.HTable< getIndex(Index)

2. pos| k<t. xor HTable

3. Node<—Decrypt(S[ pos].k)

4. Continue to decrypt the linked list corresponding

to the keyword until the last node

(2) Ji Fl &)

P i R LA LS FAT A BN sage™
20. A7 RI3HN sage F 20 Az A8 R4 B, FRIGZ
RORG]ETE RS AL BRI IR,
o TR A TR REER TR RGN E T
JE T HEUOREBEAS T RN TR (S 20 AR
LML TR G AT R OPES(0) i 5y
J2 AT LA HE B R/ DUBE Y B ST IR AR R
BIFFE RIS — D mE  f BRI R
IENREN=N VRS E S i R YR i
sage=>20 ZMFRYIC T BB IR AT 5. Monir 55 A4
H R L A T A R R R L A R A S 24 OC
R ) A 90 A O O] A 9 45 SRR R AR ok S B
Bl 5 31 3 25 S B0 AR A ) DR 25> sage ™20
I 2B IZ 0 Bl A B 45y 4 A OB R A i L DRI
J0 Rl A 3R R AR W AR AT Monir 58 AN 5 &
AJr & Al Al — I Bt THEREA PR A
WG AR J7 58 A0 T i 1) A P IR B8 22 4 1) ) I A 3 A%
AR .

FERE SR B R AR B/ ME A SR & &), 41 MIN Gage)
RGO PP 2 R A4 A sage BT R
AR AR S IR E R XS W BE R T EER R THF
8 o BT LG 2 10 a5 B O B A Y.

(3) A R A i)

B R A IR A 1) AR SCORE S5 (E A 1) 87T A ) 1Y
55 3 Al A JK 48 AF. 7E & ) 7 i SELECT * FROM

Student WHERE sage= 23 OR sgender = ‘male’
i) SQL i A1) I, Proxy # H %5 o SEQ iy, Bl
H o SELECT * FROM EncTable WHERE Id in
Search (., Index) OR Search (t.,, Index), KW
A BRI 3 Sl HE RS LAY 4 R 5 53 S HRAT Search
MM B e B AR [0 1Y) Td S A IOF SR 45 AE o w5 A~
Id B2 0 B2 Y 10 53 25 B 0B [l A K A ) Y 5
EANFE TR,

Bik7 fi/RkEREE

i SQL, % AR Index

it FF G R ARIRAE Id &G IdSet

1. keywordSet < getkeywordSet(SQL)

2. FOR keyword in keywordSet

3. to<CreateTrapdoor(keyword k,)

4 IdSet(keyword) <-Search(t,, , Index)

END FOR

5. Make the result a corresponding Boolean operation

(4) SUM #1E

SUM #8552 B X £UE 28 BYR A B4 20T
SUM #AE i, 98 H >R A Paillier 559 in % (%) 31, DS
TEHNE) SEQ A 5 . 18 H UDF 43K F1 i % 3L 5
HEAT 4% SCAH E) A A T4 A e 445 3 1 500 02 45 2R 1Y
I A, R % S Kk ik B Proxy H R #EAT iR . 1E
SUM SR F g 45 /E B il L, 38 :F DBMS & [8l (1) 4 31
FCSRBOT RS EOR S AVG B2 4E.

i DA E 7 28 AT DAAR G 1l S 580 9 SR R AR
FSROF B BB AR B4 SUM (Math * English) (14 4
E o B3 Aok [ 285 o0 2% BRAT 7 A o 42 A 1 3fe B SR
(55 AR A A 7 A AT BOT B BOR A T R
HSCHF RGN SR B R Al 784 U %
B PR S5 R I Sy A o0 A B 2R B i — 1], X A3
i R —ARB AR, XA REA—h
ZAT I H AR R 28 AL Y 2 1 1 5 2R 5k =X X AN AT
DATE A5 1) 5 2232 A7 3% 2% 1k 2 3 mig 107 9 3R [0 25
R T AN B s R R AR A0 1) R i
AT I SUM (Math * English) [ #5 ) . 2 4 5
TEREIN B H A7 i Math * English #4 [7] 25 i % {6, 3%
FETEIB AT A RIS . 5t BB 68 3 70 5000 7 Ik 55 4% Bt
5 SUM(Math * English) T . % P13 (U 2 R #0n#
SR B 10 A 1 225090 T #51 Math #1581 English
1% i A AL

4 REWDH

RN X SORCHE PEAT A 0 2 Ak A S e
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RGP 4 A AT A AT
4.1 GFREREMEST

T 58 AN BE A7 2 A R SCTE SO A7 T
AL SCBUE 38 N R 51 B SR 2 R % SO
3 S e o 2 T R () 25 ARk ket BA SCRR
HEAT 0 0. 3R 0 M 8 B OR T 2 AES-
CBC B3k i 533 v AR E A [R) 4 B SO 1z 1)
B SCORTR] il gl 7 4 ) 3 i 51X 43 189 910 77 A 8% SC
SR 8 0 1) R SR A IND-CPACH 8 B %
P A SCH s B AR AT X o) 2 4 TR S o vk R
()2 Paillier [7) 25 0% 0k S 1 0 —Fh 22 4 1
RN 2 IND-CPA 2 4. % U8l = h R
AIRIRAF Td 3 &8 B 1 B il T 1d 315 3
SCHCHE 00 BOHE T A R R Y G B BT 0 Id 3
NG ARIAT AT B SCAF B o 8% SCRUHE PR vh A7 fifh 1) 2% 3¢
B 35 2 0 0 W A IND-CPA 28 4 (1 il 25 53 25 4 Bt
(1 o DR I 88 SCEIOHR T v A7 Gk 14 B0 AR 2 Tt 5 AT T B
SCAG I, A0 10 5 A 4 77 A 6 {1 i 8 R UG T %
AN R B S ¥R AES-CBC Bk
N B P R IND-CPA &4 % TR T &4
KEIT S OPES (o) #8435k F T 083 6 B in %%
B 1k (Order Preserving Encryption Scheme, OPES) ,
ZEEAEGIE T D REE 18 00 R WA IE T % 2
OPES 5 3 4 23 it & HAA /9 W] SCfl e 2 23 it 65 B
SCIE] Y« OPES in % 550 s HA W]k W (4 42 4= 7k
PRAE I AH 25 T — A O B DU 9 Bl AL e 5 5 HL
OPES 89k (% &M 7E Agrawal 55 A6 3¢ Fil
Popa % A\ H 19 CryptDB Jr £ b 45 5] 1
UEBH. BT 58 o SRR A AR BN R R L TR
S AT a5 e 1 2 IND-CPA 22 4 1 dE i o
PE 0 Bk s L G RS S RO A R R
(LR F R B35 51 OPES(w) #B4%. B I 78 AR A
15 10 5000 T TR 55 it A7k 1) 8 SCBUHE R N 25 R 518
23 1k 5 A AT 5 B SCAE BRE G 115 8 A5 FLAAR 1 BH S
LR B SC ] A I
4.2 EHNSRSIEFREMENT

FLUC o BT B 1 2 e A ) AN BT I 2 . A
T 1 3 A B AT 4 R AL AR % SR T kAT
BAE AR RSB RE RS 1d %
7 ok AR Td AS 23 it 6 AT ] 50 (5 .. TE A iR
TR I 3 R v AN 2 X 98 OB 2 ) ST AT R
IR 22 AP 4 A 8 ORI R b 1 B SO A IR A R
Sy AES-CBC #l Paillier i % 55 75 hin 2 A= 5 (1) %

3CAEIEAT SQL A, Proxy 22 #f SQL 1 Y K4
TRVHEAT T s Ak B, 3K HEL SR T 1 42 2 R 0 A 0 2
¥ o T A TP R T R P T LR I T
B e SQL iy 2 etk BT NE S H) SQL Al
AR (] PR 4 5 TR G T 2 ) BUAT T 9 2R P 7 Kde T iR
5 g v MEAT I S 2 ff Proxy BN K 4
FRAE R A PAT I R R 51 A R e . 55
HEERIASMBALMYIEE RF L 2R
B2 1 T B O {ELAS 2 T 3 LA g T S
A R AR AL 2 IND-CPA 22 42 i JF o & 1k
TN 7 S0 A T B R Y AU S R
WA 215 LA B SO BRIt i T2 4 35 F 3C
Bl 2R FI s Ak w2 etk A i b A&
itk 55 AT A B SCAELAR L.

Li LTI - i T AS SCTEAG 2 2 R 5 | I {1 4
/& IND-CPA ‘%2 B) I3 7 S8 R 51 i &A1y
A BRI i PR e B AN AT X [ A AR
Y J2E i) S SC Rl e i R IND-CPA 22 2 I 5
T R S R R TR R S R
7 S g SR T G A O A Bk A A R 4 L i
TR B W A B8 05 B AT ORI A RS AT 3 DAL
TTF TG TR AR 2R 4 it v 0 B SG i ) A W S {5 8L
A ) I AN 23 W AR R0 I8 o A7 i ) 8 SR 2 s
ATF I ARG R TE Curtmola 55 A
D& IR B L R A MR 2 IND- CKAL
B DM D S O R T S B A 0 45 SRR SO &
SRR 200 i IND-CKAT (i 4% 56 R el F &
FIART X o) % 4.

5 XKBEHH

BN RE S % 4 E X DB_SE,
CryptDB F BlindSeer, B 45 A3 3 iR,

®3 AR
2% SCRER RS LAk
E AR O RA G TR AGEEMEE 6T
CryptDB  V N N
BlindSeer </ N N X X N X X
DB_SE NV A AN X N X X

MIBEYE A B L CryptDB 324 i) 25 0] 28 1Y B
B AT RBR T B AR LA AN Y BT AT A R S R S
$F,BlindSeer LFF A M BRI D, A LFRREG &
VH) RN 4 A ).
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24 A BE A3 A s (i T CryptDB J5 B 7E £ if)
IR P AT R ZERAE Q0 AE HE AT S AR N o A A
TR, T B R % B /N2 RND )2, X 2 53 DET
WOCR B N2 L DET %% 3C)2 & 8 i i oE
PEIN % J5 2 I (7, DET )2 /9% 3043 7 A 9% SC A
5% B SRR P R [ 8 B SO R 18 %85 SC A A
], I HA 45 505 AN 2832 09 5% 30N % B i %2 4
AR S s PRI TE AT 2 90 J5 23 4 22 2 PEAR Y 2% SO
8 TE AN B AP TE B 2 1Y) 58 SC 23 77 A % SCA
155 F0UT M 8 5 A 4% T CryptDB J5 28 A 05 &M
BlindSeer 77 42 B 1 %5 3C 55 1M 58 Y ik 25

FE Nk ATYERE 20 BT AR A J7 SR SR AL AT
BB 5 ML, Proxy 5 DS E 5 i i Java
SR B SR T 2 MySQLS. 5 #4701 i, 12 17
WM &R 48 s Ubuntul4. 04LTS. Proxy fil DS B
B N Intel(R) Core(TM) i7-8550U CPU.8GB W4
fE AT EE R LI EL 50 YWIFBCFE )G
_EN.

W9 2y 3.1 7945 78 1Y Student 36, %K 4
10000 il BRI RS 7 A E b, AL
BRFRATH I7 & B HATHE [ 340 1s, J5bn B 2
ARG B[R] Dy 4. 09 s Ho S BOHE b AL B
8 PR S A ) AN, 5 2 B i) R 2% 5 | A ST )L B SR
5 B PR AR I A 45 R AN 5 .

S — R P e
o A HORE H e
30
25 ]
= 20
=
=
%]5*
10~
57
. ‘ L]
HORpE EARINT s RaR g 5| g ]

5 B3 2 3 45 MO E G AL 55 R

HAEA T Z 5 CryptDB J5 % 43 5| #4745 1)
KR MR WX B[] 24 Student 2, 43 531003 1 45
A5 1) A7 /R #5 1] . SUM R fl . MAX, MIN 11 [l
AR E. MRS B0 & 6 s, SC e 25 R R A 7
ZAET CryptDB J7 7 A5 1 30% A B 19 42
Fhoth FA D RR BT % 42R G T A if 4
BT CryptDB FREA L TH)ZAHE, I HA T Eh
RIT & ARG i B 2 A 7 1 R A Oy R lE AT

HE P A 1 A1 IS [ A 9A) 19 850K A He CryptDB 5 68
Es B TA T ZRATIFERAR KRS B E A
W (SUM) [ 3 B2 2 T CryptDB J5 4.

C——IDB_SE — —
1750 ({E3 CryptDB| -

1500 ¢ [

L1250t

S

1] /m.

=1000 |
B

Er i
3
o

500 -

LA AREW SUMTE JEEE# MAX.MIN
B 6 A i s i) ) 4 AR

Bt Xtz MR 55 A B ROHE IR AR G 0 A S i 1] AL
ASCHEM T DB_SE. J5 3£ T IND-CPA % &y 4F
Tiff 5 P 5 5 RN [ 285 00 5 757 58 0 R0 HE R A i
W7 G IND-CKAT 22 4, 16 R 45 H TR i B
X AF RSN T S BB B X T RUE R B R
=3 T CryptDB 4 3o 3 4> 1 4 51, fil
AR E R SO E RG] YIS
SQL A i 82k o % 45 SEQ #2052 BLAE A ik 5 %
AR SO T TR K. BRI Z A U5 Rk T W) 25
I RN TR 2SR, S B T B SRR ) SUM
SRAFRAER AVG 845 s A T7 8 SCHF 201 SQL £
WA ALEE AR A I A R AR R A A VU A
WA HA B AT . R R 7R B 5 R At L
A R B A b i A R IR B R 2
FH ) SQL BAFER A KB — A58 8L W
WA AR G I AE S PR s AT A

2 % X #
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the confidentiality of data outsourced at cloud servers. But
some security-enhanced encryption schemes are not functional.

CryptDB Proposed by (Popa et al. , 2012) which uses
onion model to encrypt data. CryptDB supports a variety of
query types, but the security is not high. The major drawback
of CryptDB lies in the fact that whenever one layer is removed.

the encryption scheme becomes weak. Pappas et al Proposed
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BlindSeer which supports a rich query set. BlindSeer designed
the index server to implement equivalence query., Boolean
query and range query through BF search tree and Yao’s
garbled circuit. BlendSeer does not support aggregation.
Monir et al. proposed a database encryption scheme in 2017.
The scheme supports fewer types of queries, and the range
query efficiency is very low.

We propose a database encryption scheme based on
searchable encryption. Our scheme supports equivalent queries,
Boolean queries, range queries, aggregate queries, sort queries
ete. Our scheme can satisfy most of the daily query needs. We
provide methods for converting an effective encryption
database, methods for updating an index, and methods for

querying data. Our scheme encrypts data by secure encryption

scheme under IND-CPA. Our scheme allows leakage of some
search pattern information, but protect the query and data,
provide a high level of privacy for individual terms in the
executed SEQ. Our scheme is secure under IND-CKAIL.

In recent years, we have devoted to the researches of
searchable encryption and database encryption, and have
gained achievements on searchable encryption which propose a
Boolean searchable encryption scheme. The scheme supports
integrity-verifiable conjunctive keyword.
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