A6 ¥ AW it (=% HL 2 Eild Vol. 46 No. 4
2023 4F 4 A CHINESE JOURNAL OF COMPUTERS Apr. 2023

—NEBRIEZENERLEMAINIE S X#EF
AIEZRMZEFER

RATK s

(R TR R SATT B AL BE B AT 210046)

B E EEAE SR PR & R, 2 AR T P s B A A SR T E RS B
PR T KRR . LG R, B P nT LAl i il 48 2R % (SE, Searchable Encryption) £ A , S A7k $ i T
T 48 2% ) I PR A5 1) 4 R AR BRI L AR O 08 FH A BRI 4% S B T B 0 A RN 18 & =2 TR 1 22
SRR T BN B () 4 AR A B SR A /D (1 SR A O S A T N R L I H = IR S5 28 X A
RGN T BE— R R T AR 2 e Y 2 S IR R A L S KRR BEFRAIR T JCI SRR ), 15 24 1 KAk i i)
A AEAEAE S R B FRATTA N = IR 45 2 2 AT 45 10 R 40 . B S s g P AEAd At O IE R AT 77
it RS AR (R 2 X A A 0 5Bl 7 A e 2 T BRIV BT P B8 9 L A 1 1 R 45 SRR B . Ry i
LA AT RN T S AR BN L B e A L B A T S HLA I I 2 AR ) 48 A BRI L 7 S A T BT
BB RSN — R B a4, A5 2 IR 55 28 LT ZEARAE ST — W S R Ak RE SRR T A B th A T 22
I HAFA TR A RARE AT — CEHRIR A A (5 B SEBE T W17 28 2 5 38 2ol o 4 YO SO 14 T A5 D 2 SO 3077
it (5 M 55 48 T05 3 HEAR AN BR (0 SO L B 08 T 7 RS 1) e 4 AE T R s ik Ft b, = IR 55 28 T RE S5 B
T BEYF B RAT BE TR AR (RIS 52 5 (10 % 3, T AT B0 25 A 55 43R [0 % SCI) SE M AT B0AIE , M T 48 %6
A = 0 TS LR AT 8 SR B R R B0 UE L AR 5 48R F DX B v (8 B 5 29 EA T IR IE . YA R A A R T T
PR3 SR SE AN L BEoR 5 R 55 0 5 SC ONIE S 44 2 16 T8 e 20 o . 00 I B4 0 R AT S A MR O IE L ARl 28 44y
BT s AR ST G2 AT AR S I e, 74 2Rl A w0 15 8 TR D T S 1 T 17D 26 4, 9 L ER IR) 2807 S8 174
FAEA e 4 DL 2 2R B J i) 22 4 L 0/ T 48 2R ) AR 55 2 ) 1 LT L 20 S Mk AR AR AT R 85 2R
BRI T AR SO SEAE BT 1A B B AN 2R [y BEAR 5 T [R5 0 G200 KR 10 5O 4R 0 103 e Ji5 i 5000 454K
WA TS0 A3 AR S0 S W L AR G2 A AT P RN 2 58 LRI 25 28 0 I s s RS

ES: SUINLIEC IS S e DR ST -E SE S8 S SR T
FEESES TP309 DOIS  10.11897/SP. 1. 1016. 2023. 00727

Verifiable Multi-Keyword Searchable Encryption with Forward and
Backward Security

SONG Xiang-Fer WANG Hua-Qun
(School of Computer, Nanjing University of Posts and Telecommunications,Nanjing 210046)

Abstract With the rapid development of software and hardware technology in modern society,
cloud computing technology provides great help for data storage and calculation on the client side,
and saves a lot of costs for users. At the same time, users can use Searchable Encryption (SE)
technology to encrypt and search the stored data, while ensuring data security and search privacy.
This scheme uses public key encryption to realize multi—keyword searchable encryption between
data owner and data user. When data user searches, the keyword with the least frequency is used
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as the main keyword to encrypt and search, and the cloud server only needs to calculate each index
ciphertext once to get accurate multi—keyword search results, which minimizes the access to
irrelevant files. It saves a lot of time cost. In the process of storage and search, we think that the
cloud server is an honest and curious system. It will store data for us honestly and perform the
storage and calculation process correctly, but it will be curious about the stored data, that is,
snoop on our data and be interested in our search results each time. In order to reduce the
information leakage of the multi—keyword searchable encryption scheme and improve the security,
the proposed scheme has the characteristics of forward security and backward security, and creates
an implicit structure for each updated state during the dynamic update, so that the cloud server
only needs to save the latest updated state to ensure that all the data can be searched. And each
updated state only saved the information of the previous updated state, which achieved forward
security. By storing each update operation to the file in the form of ciphertext, the server can not
distinguish between inserted and deleted files, which ensures the backward security of the
scheme. In the process of searchable encryption, the cloud server may return incomplete
ciphertext due to the need to reduce computing power and bandwidth consumption. At this time,
it is necessary to verify the integrity of the ciphertext returned by the cloud server. At the end of
the search, in order to ensure the integrity of the ciphertext, the cloud server is required to send
the ciphertext and the authentication signature to the smart contract to trigger the verification
algorithm for integrity verification. According to the security analysis, the proposed scheme can
resist the keyword guessing attack and achieve forward security in terms of information leakage
during the search process. Compared with the similar schemes, the proposed scheme increases the
security of search mode and a higher type of backward security, reduces the information leakage to
the server during the search, and the security is more in line with the requirements of modern
searchable encryption. In terms of efficiency, this scheme reduces a lot of calculations in the
trapdoor generation stage and search stage compared with similar schemes, and the efficiency is
significantly improved. Finally, 5000 data are used for experimental analysis. According to the
experiments, the searchable encryption scheme of this scheme is more efficient and practical than

similar schemes.
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we need whenever we take data, which has a huge demand on
bandwidth.
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honest cloud servers is the main one. In this paper, forward
and backward privacy security and search mode privacy
protection and integrity verification of returned ciphertext are
added on the basis of multi-keyword search. We use the
method of encrypted status update to achieve forward privacy
security, so that the cloud server can not predict the data
information updated later through the previous search trap. We
encrypt the operation and index together to achieve backward
privacy security, so that the cloud server cannot distinguish
between insert and delete operations. In terms of efficiency,
compared with similar programs, our program is more efficient.

In future research, forward and backward privacy security
in searchable encryption is still an important security attribute,
and blockchain is considered to ensure this security attribute in
order to obtain more efficient and secure searchable encryption.
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