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Abstract Automatic detection of source code vulnerabilities is the precondition and foundation of
source code vulnerability repair, which is of great significance for ensuring software security.
Traditional approaches usually detect vulnerabilities based on the rules predefined by security
experts. However, it is difficult to define detection rules manually., and the types of vulnerabilities
that can be detected depend on the rules predefined by security experts. In recent years, the rapid
development of artificial intelligence technology has provided opportunities to realize learning-
based automatic source code vulnerability detection. learning-based vulnerability detection
methods are data-driven methods that use machine learning or deep learning techniques to detect
vulnerabilities, among which deep learning based vulnerability detection methods have shown
great potential in the field of vulnerability detection and have become a research hotspot in recent

years due to their ability to automatically extract syntax and semantic features related to
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vulnerabilities in source code to avoid feature engineering. This paper mainly reviews and
summarizes existing learning-based source code vulnerability detection techniques, and provides a
systematic analysis and overview of their research and progress, focusing on five aspects of the
research work: vulnerability data mining and dataset construction, program representation
methods for vulnerability detection tasks, traditional machine learning and deep learning-based
source code vulnerability detection approaches, interpretable methods for source code vulnerability
detection, fine-grained methods for source code vulnerability detection. Specifically, in the first
part, we count existing publicly available vulnerability datasets, including their sources and sizes,
and describe the challenges faced in building vulnerability datasets, as well as how to address
these challenges. In the second part, we briefly introduce intermediate code representations and
divide existing code representations applied in the field of vulnerability detection into four
categories: metric based, sequence based, syntax tree based and graph based code
representations. For each type of code representation method, we list some representative
methods and analyze their advantages and disadvantages. In the third part, we introduce
commonly used vulnerability detection tools and review coarse-grained vulnerability detection
methods, including rule-based, machine learning based, and deep learning based vulnerability
detection methods, and then analyze and discuss the characteristics, strengths and weaknessesof
each type of vulnerability detection method. In the fourth part, we introduce interpretable
methods that can further explain vulnerability detection results, briefly describe model self-
interpretation methods, model approximation methods and sample feedback methods one by one,
summarize their characteristics and discuss their strengths and weaknesses. In the fifth part, we
first elucidate the problems and challenges posed by fine-grained vulnerability detection, and then
provide a detailed description of existing representative methods for fine-grained vulnerability
detection and their approaches to alleviate these challenges. Finally, we propose a source code
vulnerability detection a framework that combines hierarchical semantic aware, multi-granularity
vulnerability classification and assisted vulnerability understanding, and analyze its feasibility. We
also prospect the future research directions for learning-based source code vulnerability detection
techniques, such as the construction of large-scale, high-quality vulnerability datasets, techniques
for detecting vulnerabilities in small or imbalanced samples, accurate and efficient vulnerability
detection models, early detection techniques for vulnerabilities etc.

Keywords software security; source code vulnerability detection; vulnerability data mining;
vulnerability feature extraction; code representation learning; deep learning; model interpretability ;

vulnerability detection
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VERFIB AR AU 0 PR ASL e A DU AT BRZS ARL fY
Tl . 2, Cao 58 N UM T APL/ eR 500 AN
FREFERAEAE AU N B TR P U R HR N ZE &

BRE FH & (Call Graph, CG) RSP PDG [ HLT
Pz T A RE A P AE AR DG B T I . Ry 7 48 v X
AN TR 2 70 s 1] A4 Rz I B 7 » Zheng 58 NP0 T —
Fh Ak A Y1 F )& P E (Slice Property Graph, SPG) )
FRF v R R L A2 5 R 4 Fp U0 o U JEfib 42
T RRER SO PR ERR [RE Tl 55 o 3R] AR B 12 328 A
KU N, DUBE 5 B 22 9 e I Ao e DG B A AR S
FL T3 6 FhU) v i ) AT R ] 43 B AR Y ) R
FOR A A &1 SRS B GER) N 2T e
S5O SPG, DL I b 45 5 g Tl g 3 DG 8 i
B A 2 i A4 6 R o K0 FH AR ) P 5 R £ 12
R MEE BAAD B R SUE B CPG YR
eI JC G TE A  RORE RS AR I R AN A1 52 i)

e N FRTE 5 ORA » HATEE T4 2] iy AL
TR ARG 3 v L T ) 2238 5 VRS R AR 40 L O
L3y ok S B T i AR TR A R Y 3R
RS R Shy JH T 3 A R R B RRAE SR EUC T
i B 18 7 AR A BT T Bk pg i 2 24 i A5 rh
HEx, Aty Ty R ZFHmBIET . Fla,
Zaharia % N\ T Token J§ 81 (1) v ] & e 42 B C/
C++H Java AR A% o 4 P Tl 4 AE .

e S R SO S AN A 2 AN
SRR L Y S S N S R B S e I i S o 7N N
J 7z T C i Ry R A & . .k v T
HoAth g B8 20 4N, Lin 58 N4 X PHP
w5 - PDG T SDG(Sub-Dependence Graph)
e e TR A B v R AROS O6 R . B BEROR Ty 1k
T BT RN ) G R 1 (0 A ] A R ik b T R
ARAT VB VLA RN ] A AR v B) R L il fg AT C/
CH-+ AR A% AT i FH joern'*"' &%, CppDepend "' . i A1
Java {045 Al fff Ff] Javalang "' o§ JavaParser ", fi# A7
JavaScript f8 8% 7] fifi Ff| Esprima™** =¥ Esgraph™”, fi#
#F PHP {CHS ] {ii ] PHP-Parser "8 PHP-Joern ™
S X 86 T ELA A IE N B3GR AR RS R4 T 0 ik Tk
I3 AT AR BEARR i — 2D AR i T TR A R R IR 1
FEF 2o . BEE G 2108 7 iU g T A
(I Tree-sitter D Ay 2L, HATC A BFFE N BT

A T IR E R A R P SRR 31T 210 5 i I
AR I

g5 b TRy A R) 2R R Ay T 1] I A A 5 1)
PP R 2 B8 T LA (HFR 7 R X AN [F]
R FE RN G GO T SCRAERE JI A FR 4R T . JLFD
AR B TR Ty 2 O 7 1 00 D0 BRI 25 FOnt b fn 3R 4
J .
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®4 BERTHENRLS

UES (U HH
TR o RS B AR E B 5 L) TR 16

MEL A E 200 i AR H ) s i) 45

SR T P 096 HE R
TR B RO £ AAIE 0 A B .

S PRI BT I F T e BTN e i 24 P 0 0 5 T o O 5 M 5 2 954
ST L

R LR e F PR i T 05 A B T A B LR 02
L LI ERUBLE ORI T 0509 1 ARG T LI
SRk VM T T S50 S I O 2 P
ST EMERY E M 1 022 B R RO b B e R P 2 i Bty A 1 2 TP ke T Bt
R 8 XL A A e

Horp, BT R p Ry R il T R ARAR
A Ge i A B o (E 2 X L 220 0 s 317 1 5 A 1R 2
W UEE TR F FoR kil & R T
NSRS N R Y SE (BN s S N e A e A
SRRBIFHEER . T AST WRRTF R R
5 RS B RN R I B IR A5 R 5 B (A A
A R AP, T AST Fp g S BCR e KT
RS Y Token i o {15 AU XE DL 2 2] 15 7L W 45
F KR B AR B, . SR T IR B R R T e
Hi AR BA AR 1) 32 5 45 4 TR 8 OC R 45 & il AR
B H YR e MR A KR L 3% vk A A L 25 (f31)
W CPGH R A, AT B YI RRCRIAL . —F
A B EACHS ] R R BR LR B T G EE Y Te
T 1 SCA . DA 3 6 T R 1 SUAR B Al 4 Fn 3k
TIERE 7 » ML S KB Tl 3 AP T 917 TG S A5 B % 3R ik
Ui 1) AR A0 P 670 T 5% 0, IR ARG A o ) 2 1) 52 4%
JE . I R P R i Q] G T R R R0 )
1 s {1 A A AN [ 88 R 4 5 1) b 0 v R
SC A FRR AR

6 IERREERYHERM E iRR N 7T

T A 2 T e A0 8 R Al AR, BAR GO A5
O I s VT | e S T R v B R = P
PR B o A SR AR I s ) O $E A R T
AT R R AT I (H R R R B g3
AL B AT AR P R AN e ) o AR R R A L (H
ARIRAR b B 00 3P 491 ) Joi e ELAR A A ot 6
B AFAE TR A AT BE T ELA I 51 RN
R0 T 42 Al 5 380 A 72 ) A L AR AR 21 58
R H PRGBS ICE IR W W iFiatT . HBE
WEEF S AT T Bt AT I . Sl & i Mk
IR AT DALE R MR B L 2R iR A A 4 (EAT5 A7 A
I 18] 52 A PR A vy S ISR AR Il . iz A%

G214 TSI B AT E R R ST AT oy itk —
AR T UEARA L T BRI 27 > A T 1 A 0
fEF 4R 0L T AR ASh LT % . S5
PR FE T2 2T W50 Al PAo ST e g Y
T ] AR A A 5 O L BE % I 35 4 e B 8 11932 fL RiE
D3 TR AR S R R T > B T A
TEEIT eI T
6.1 % AMRERENTEMITENIER

ST R D) A O 75 O 3 £ B A B
P PR it S S AN S R NI AE S R PA TSR E O
U8 3 — A dfe B 1 Bl O 42 1 3 2R 0
LI DT e T7 3K 355 A 45 MU 3 2% 1 A T A
1 BUA B R BT PRGN T R AR HCAG I it P A%
ANAHIR]DAEER AT T 56T R B G T3 9% . 2 5 3
T — L2 A P R A TR

*k5 BHAMREBRNIR

Bz RFMETH iRl et

Checkmarx™"! 20FMiE S
Coverity ™ 19FPiF &
Fortify™ 25MIHH

Rk TH  CodeSonar™ C/C++/Java
Klocwork®! C/C++/Java
CodeSecure™ 6 FhiF &
Helix QACH" C/CH++
Flawfinder™’ C/C++
Cppcheck™! C/C++
FindBugs!"® Java

JFE T H  ErrorProne!” Java
Clang Static Analyzer® — C/C++
RATSM C/C++
AUSERA™ Java/Kotlin/C/C++

i TR ARG AT 55 R 0 2AT 45 DR L mT i 0 24T
5 G bR 2% 6 51T — 28 H i I A 4
BN H AL FE b

% 6 K FB 4345 b5 T 3d i TP(True Positive)
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WA ik AR
FUWIRE TP HTEL R0 S TR 1 A it —
It FP HETEL A0 3 , S A TR 0 A Bt —
FSIHE TN HETEL R0 T TR 52 4 A0 0 R A St —
{BBIHE PN HETELRG 0 A TR » 52 S TR 0 R A B it —
HERE2R Accuracy  AURURSIN TE A AR AR RS 7 a3 B RE AR Bt A Le Accuracy = TP T :[Ijj[ ?2{1+ N
FiI5K Precision SO A  SLSCIRRE AT 5 69 1 1 Precision—=— o
AR Recall ISR 0T R RE A o, Bl RTE 0 3 0 R A R o7 10 L Rmzz:%
Fl-Score 025 A VA B RSB 2 13 I O p1 = 22 Precision X Recal
Precision + Recall
Y% FNR R g R 5257 W 0 R A 5 08 o A T R A B 3% FNR— TPTFV
IR FPR HETEL RG0S A 0 R A T (7 A0 o 7 1 TR R A 10 L% FPR:WFifFP
ROC £ FERE AR A FPR, YA 45K TPR(TPR A Recall) V-1 |37 i (1 i 2% —
AUC ROC HH£E T 55 A A il 8] ok 1 T —
U
ToU VR R R ) (A A U LSRR e B U= m U}

TN(True Negative) .FP (False Positive) \FN(False
Negative) T+ 5 153 i, 1fif 2 iy & 7% 9 ROC iih &
(Receiver Operating Characteristic curve) - AUC (Area
Under Curve) Fl ToU (Intersection over Union) 3§ #5
M FFZE a5 Hodp, ROC il 4 75 2238 2 i [
U 23 1Y Bk 4 ) . Bk U, BEALIE T AN TR
(14 3 2 i 1 A T 00 ) s IR -5 =1 D TR A A2 AN R 1
PR 1 P AR AS A A2 fE 1) FPR-TPRFEAS 45, AT JE
B s [A] ) ROC il £ 8 BE | 156 WSS Y 1Y) 14 B B
U AUC 7 ROC 2 A A il L g T B, LA
— AT 0.5 8] 1 2 [A], HoBdE I 1 1, id 4SS AU
REBRGS . ToU J&—Fhge vz i H T B AR A AT 55 o
PTG HE A » B L A5 5 LA R 2 T ) A6 DU A 55
Hh S o AR S I 1) A5 R RN SO Y U i)
TEAIALE A Z ] 28 I LU R DA A A 2404 B s ]
K By PERE . ToU M{EA T 03] 1 2 8], HsdEE 1,
VLB ALV R
6.2 ETHEEyRZEINREENTZ

FET WL 2] (IR IR A 7 vk F ARG L KT
SR IURFAE , SR 5l AL 8% 27 > 20 SRR 4 7 T V)
RN . 3 B 43 2R Y 32 E AT DLt [ 4% (Bayesian
Network, BN) | # 2 DI i #y (Naive Bayes, NB) .
e %6 B (Decision Tree, DT) « Bl #l # A (Random
Forest,RF) i #&[7] ]9 (Logistic Regression) \K ¥4
B 7 (K-Nearest Neighbor, KNN) 1 57 £ [a] 5 #ll

(Support Vector Machine, SVM) &5 . # i HAFAE 42
WOk s SORLHG Ay g =28 T AR B 1 1
BT SCORIZYR 0 7 1 B TR DT LAY U7 1 . X e
JrEINFRTHUR

BT B A 14 1 O T AR e B R
JEE R A S — L RRE A 4G S MR B R AT
SRMIGETTHREAE 5, DL K NS A 3R BE i i Ak
1717 2K Fil 2 — 20 4 AR U e AR B R AR 4R 5 4 ok 2
FRIEIR AR 27 2] 4 2S5 A T I T A0

BT SORTE IR B9 5 12 02 A1) TR 3 A R
MIEACHS (1) Token {7 & 4R IS THRHIE . R iRl 4
AR IRA A B R 1o, PR R AP
2] oy A AT IR IR AS I

FE TR ECVC E 19 7 ¥ F2 2R IR P 3 B B AR R
i R 1] 5 0 0 s ] A5 X i 3 A8 DG A 5 A Of
RN RE

TRZ W5 A [FPE A RS 2 Hh S 4 1 1k
FRRAEAVE AL (Code Pattern) 3% A WL 2
G32EA% . N, Yamaguchi 58 ANl i AR S0 BT R
SECEACAS T B9 APT/ P s B0 HI P41 i i 3Rl 48 A
F RT3 o T HARE FL A AL AR, SR 05 TR
BRI AT R EC L Sy Tk O Y i
5 B ARk — 2P 5 BT AR R B0 B 1 AST
i 4o 18] 48 R R 7E 1 3 B (Latent Semantic
Analysis, LSA) AR Az gl APTAL M 3 2o % API
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FHAF 4R Sy % %
BN[.‘%G]
LR[ZS)]
DT/RF/LR/BN/NB" — BB SRR IR L T R IR I A
. R RERH R A TR RS g, e PR AR
i DT/RF/LR/BN B o BT, Tok B R W Rk, Pt
AL DT/RF/BN/NB* N TFHAR I bk U A AR A AT A
B N SRR KSR Sl o R
RF/LR/NB/SVM"! Fdit e
RF/LR/NB/SVM"™
SVM[SZ]
RF[SO]
SCARE B D T/RE/NB/SVM/KNN® 5 FARARIEAAD 1) SCA A SCAAE HE L I W T8 i ) T L T
PCA-+Ff g iR
NB/DT/MLP*!
NB/DT/MLP!* VT ALy B 5 SRS o 2
N . B PR U RSO TR G5 S e T
SN k-means KSR L T T SUFRAE  ASGE FH TS B T TR AR =
S RULN TR =S N ’
Pl 1 5 N VL B2

CLC+ #1373
LSA-+FE & i

fift FRASE R A T U i S S R A ) . B T T A1 R
A I ACRD F R Ah A BF 9T A T I RS 2%
7 AR B TR AR AE 1 4, Shar 88 M58 1o 5504
Tt o3 A ke 2 BB T A A ) S 1) T ) i S
SERRIESE AR AR 2, SR 5 P HILA 27 ) 73 R A
I 3. BT B — R R s 4 I T AR U
Yamaguchi % NP T 8 i 255 2 Fh E R R Y
CPG A B ek H0 I B CRLAE eR 08 FU | ek
SRR I S RO AR 255D  FRE I 58 R R
2 Hi R (Complete Linkage Clustering, CLC) Xt fr 45
5 BT R LLPAA RS, fe 5 1) FA CR A
AE CPG kA7 L3l [Ty A i e kil el . 5 5 T4
R B R T SCAAZ A8 AT R AE AR L, AR RS
o3 T E A A A b 8 R A B e T A U 25 1 B
Z 5 B AR SRTC I SR A TR 2 SURFIE .

gi b BT ALAR R T 0 TR A I R R R
N T SCRER IBURAE R IR TR A0 A & L B 4
WA AT g PR i/ R 2 1 SCARPAE B 4 BT A ARG T
PERE . A E e A IR A/ AU A T
WA 2 ok AR e 25 U AR AR TR T RLAR A
F18) e FIR A 00 7 v ) P RE
6.3 ETREZIWREKNTE

AHEE T AL 2% 2 08 e T 4G 7 12, ik T IR i 2
>3 By IR A0 5 i e A TR e 22 R 4% 1 Bl 2T AR
Bt e B A TR TR 1 SCARFAE s T e RN T0E X
Ui T AR R A o DR B AP A2 3 T T O

A 1 25 TR B 2 > 0 s TR AS: DA 58 K 22 B v 7S
1£F[51~53’54~54~G9v153] R [gl ﬁ:45’46~52~59-6]-63~G3~G7~]05-]54] ﬁ ,f«k‘; E%
Bl soano0on 08 TR E R B O L BT SCA
pR B B AR RS R B & T TR AT e L AR D 1 i
CIE & Rl R a7 A (% {2
727G AR MDA EE B T TR R i, 3R 8
G T BE TR B 2 2T R BE T I Al s B LA
FH B FRAE$2 BB

ST IR BE 22 > 1) Y IR Ao 0 vk K 22 A an 141 8
J7R BRI AESE B el AR A BT 15 1 i RS rh
) s I 2 I R 4 il 5 TR B 2 I AU 1Y
SRR SR A A A 3 I TR B A ) AR
iR AL 5 TR 2 T T 7 SR ) i KR B el i
3RS L I IR G D 2 SR

B X T 90 BRI v R R OR (LR R T
VAR Ay B T DI I I S A 2
(Convolutional Neural Networks, CNN) &% 2 1§ ¥ #4
28 M 2% (Recurrent Neural Network , RNN)AE b FE 7R
A SR SR B A A AE . CNIN A8 4R s 2 AT AFR AR SR
1 SUCRFAE . 910, Russell % A CNN IS
PRI P 91 3R v 2] IR EUREAE

HHXF T CNN, RNN J H 2% f& (GRU, LSTM
SO TEAN B A B R I B B R A 3 JER Al 4R
5 B I 1 A B AACHS bR S A R AR [ .
4N, Li 25 52 H 0 =Pl FH U AR B Sy v ]
% 78 W 7 35 VulDeePecker™' | uVulDeePecker ™
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i FAIE4R I

LS &%

DBN

CNN[4G ,61]
CNN/LSTM/CNN+
LSTM™
CNN/LSTM"!

IR R TR BILSTM %
2 ) BiGRUP 77
BiGRU/BILSTM™™ Kt %

BiGRU-+ TextCNN™!
CNN+BILSTM™
Transformer'®

BERT/CodeBERT""

Transformer R F A 1] DLAG 850HE UK HE 25

A0 > AU B P 1 SCRRIE . 4 Token
g ) B O DG R HEAT AR L T JCRR IR AR T A S A T R

ERE s,

GCN/GAT™!

GGNN[154]
GAT[GG]
B BGNNE )
BB/ R P 3R TR R-GGNN® R DA B A ERACHS P S5 1 ORI TS UELRL2 2 AR 1) 4 R AU 1 SC
i 2 S AR GINN® S BB A b 2y o TR R 2 X 15 B AR 2 2] ORI
FA-GCNI™
K-GNN*!
R-GCNI-6)
i~ WRgRE - L i - REFFREEE IR
~ DL Model
1RFS S
. TREYES]
(e.g., GitHub, Source Forge, Wi

Bitbucket, etc.)

1
I
I
I
I
I
I
i
I
Ay b 11, I
Vulnerability) ;
I

e

;
i
i
I
i
i
]
i
i
)
i
i
i
i
i
i
1
i
i
i
i
i
i
i

>E%

Input %0
idden hidden

e sl
1
ol TR ... .o OO
TR :
(. g.,NVD,CNNVD, etc.) i -
i AR E ARS8
[}
\ i

SySeVR ¥ F T RNN K H AR KA Sy Js i 5 E
P& A ) 2% 254, 25 3R 3R ] BIGRU (Bidirectional
Gated Recurrent Unit) 1 BiLSTM (Bi-directional
Long Short-Term Memory) I &4 R B 4f . iX J2& K Ky
FELR] GRU/LSTM A H . BIGRU FI BILSTM 2%
A FR AT 1) L 1) O 265 2 T o A i 20 ) i
FH I 1] R[] 4 RNIN (9%t [R] g RS AT AL
b2 2 ACRS Y bR SC T T A )AL B A

W, V7 225 #48 FH BIGRU™ 75, BILS TM™ % %t
AT R 2R

R T 454 CNNZEFE U= TS SRR AT RNN 7E
T AR AR G 22 7 T 35 AR 2 55 48 CNIN
5 RN 4 20 A A8 fe S8 e T A QR I, RS T He
B A RNIN AT CNN B G- 1) T T A% 1000 355 28 . 451
. Wu 2 APV %F CNNLULSTM LA K 3 454 1 =
Fofr s ) R AE 4R B R AT TR B L S SR L SR
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FH CNN 42 B 1y Jag 38 18 SCRFAE 2R J5 7138 2o
LSTM 2% 2J {5 F R SC g RARHS A7 8L L A HL T2
i FH CNN R LSTM R $12 B 22 (14 I 1 SUMS
BN T IR A M Z i R X, Cao % N HIRAE
fii ] CNN-+BILSTM 4 G 5] AT 2 Ul i
AR 4 R 2 T AL 20 el B A et DR AR
P8 20 AR, 38 A A D WL O v AR ok T T
I B R E B R

AR, Vaswani 5 N H T —Fp g 4
AL A5 b 28 R 25 44 B AR Y Transformer.
FIA% G5 1) 26 BR824 DA K A0 A b 48 I 4% A L
Transformer $& i 19 23k A 1 &2 I PLHIREWS B 11
AT B & Token 315 m) 22 [H] AR OC & , T 4
Hb AR AR A Jmy DA SR BE B AR DG & L Ah, 23k A
R AL A ] DU A A T AT T, 2 e A
R, AT Ry R ] DR AN [T 45 1 2k
AT VRHE L RE S A0 BN 2 09 T 1 RSl DT S A 44
Hi LR B A REAESS B . HT , Transformer £ 78 7 [
SRIE T AL RS T N ROR , % T R K
PS4 AE SR URE 77 . — e P58 N\ 52 B R R ITF
Transformer £ %Y A4 & s i 46 #2780 . Thapa 26 A5
15 C/C A=+ PEA A U I £l 46 % 56 T RNN Az H:
AF (R Transformer (ALY HE 1T 19 SEUE 53 BT 45 3 3
B, BERT.CodeBERT 4% % T Transformer Fé A5 71
PEBEL T BILSTM. BiGRU 45 3t T RNN J% H 25 4
RUREAY | gE—2 4, Mamede 25 A\ 3&F Transformer
B TF A T — 3K IDE T I 6 I 4 4 VDet. 78 Xt
JavaBERT" ™ HEAT S0 A ETAR J5 o B A5 78 o % 320 Al
S I SRR P AR LSEBX Java (€
% By U 1) ARG

BT, F T ACHE A AN A3 AT Y R 5 AR AT
HAE 75 A PEBE WA T AR A 23 A A 5% 45 48k A fF 5% 44
B, L HE GPT (Generative Pre-trained Transformer)
FROIRIRI e B AT AR i A B A A AR A R
(RE 1. 0, 78 Bubeck 58 AW (A i 25+ He
BT GPT-4.GPT-3. 5.GPT-3 254 1 75 4% b 2
Pk b tEfe , NG HR A B EUS TR
R GPT-4 MR B — & FE I LA IA S
5. Pt WFFE N DL R DR TR 5 R R ] T T I A
W DA 5T 1 75 Ak R Y 06 40 (7] 81 . Cheshkov 4
NEBEAE T ChatGPT Al GPT -3 46 25 4G L 512371 H
i Java £ 5 W B9 PE BB L A U B L i 2
ChatGPT & /& GPT-3 854, ‘B A1 H Hi G 4% A 250k
DARHS T A RE 1A BR . (HA A B gE 45 Hh T T

ChatGPT Al LA B [ SRTE 5 - P H Al DAFERS:
) 3 A v Ay 2 4 e SR SR A T HL B R T T AR
FSRNINE SN p e E N =i e 3R
TR B SR IZPT ST 45 H . Chat GPT i AN RESE
e P U ) R =1 D ) 22 1) P 4 A 2 501 B it 45 R
FEA B MERR BA Y . i H B 1582 Rl 2k
AR A X HAE 3 T B . B2 R AR N
T Rz 0 A 55 o RS b FH Chat GPT 54508 , iR 77
Bk — 20 1 58 3 AT SE

BEXT TR E M R b ] R, R T LR
I TBCNN"™, Tree-LSTM"™*', AST-based LSTM""",
ASTNN A JEF 15 AR 10 i 25 00 28 A5 70 X 1 s A
B AR AR B S5 R RRAE  (H R X 267 30T
AIEL T I R R AE B, IF B A SEIE
WFFE R0 eI R A AR 55 b AU AST
YA v ] 3RS TR AR I 1Y 2R 27 > T i 0F AN g
PR B A AE S 38 F 2R AST FELAh A 2 T By
] R a5 & A U2 G L IR T IR 28 I 26 A 7 3%
TN

B0 35 P B R o ) e 7o 3 R T BT R 22
] 2% (Graph Neural Network, GNN) H 2 %} HiE 17
AL, ) FH P 0 2 5 R S B T TS . GNINAE S
— ] B o] PR S5 A R B TR 2 S AR
155 5 T B 72y /s AT 95 T i 2 A ) g 4
A LG T HAb SR R R e T A b 32 2] e IR
FRAIE AR Az I A5 78, 356 GNIN 1) T 110 Az 00 7 3k 422
TR R AR 254 1 2% S AR R0, R T A b A 4K
A BT 2 AN A R SIS A 5 A 1Y T T
T SCRRLSE o DA B2 = T ) A D0 ) 2 . ] o 2 IO 2%
AR A% O SRR 0 1o SR B R R &R sl A A7 B 2
AP SRR AR R I B RS BRI F
FENGUF & T AR GNN AL

S5 F AP 3 T R 00 5 ) i 4 P o 2 R 4%
(Gated Graph Neural Network., GGNN) , Zhou %
NRTH GGNN MACHS 5 & 18] e i B T R ALE
GGNN 7E [ #2926 [ B Al B AT GRU Ht
i RR S [ o 27 2] B b A S5 A4 45 SRR 5 5. .
TRIBE G R LS TSR Z R E R IE,
G 5 R SR L R T eSS o) PO [ 2R AL
MG Wang 5 NPT — R B 9 R-GGNN
(Relational Gated Graph Neural Network) 5 % > jJF
2R  FI GGNN AR L, R-GGNN X A [F] 2 2l
(95 ORI T AN [R] ) AT 2 2 AR S A o) S 44
B A 2. B S AR 28 W 4% (Graph Convolutional
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Network, GCN)J& GNN A R v £z 28 ML —Fir , 54
FH AR s 10 A 000 1y 35 2 ABE 7050 — 3 43 SC Rk
W, — Fp i  GCN B 7Y R-GCN (Relational
Graph Convolutional Network) # FH/EFFEHE LAY
PREEHEL . FIR-GGNN 2L, R-GON L /2 41 %) 53 4
FIHEAT R 22 2 R B R 2 g 2 . L N T
75 — Bl T GON Ay 8 it 158 8 FA-GCN (Feature
Attention Graph Convolutional Network) 1 A ¥ il
FRAE PR AR, FA-GCN 1] LUAR 474 b # HL
SEARFREAE 0 [ CRP IR A 18 m) 34 BA A ) 1
(I IED s I KBk PDG H i ZE M 7R Sy T H Bl s
RUE B B P b iy 5 R A OC B {F B GAT
(Graph Attention Networks) W2 7EE Hg | A T &
IR 5 308 52 X557 85 = ] A S R — 8 A AN, SR
FEFR T 7R 27 2] vh O 5 IR A G A TEE FINE U
B Li % AP Ghaffarian 28 A H T GATAE
R BIRY IFAEXT S TR RS T R AE R
Ji i GNIN Hb A I 5 A% 3 B R ke 48 vy 2% ) g
{H— )2 GNN L HE % 356 BBk 4R 5 1 d 5 B R4
Y 221 GNN I AT LY K BAL 8 . 5
MAFAETE R BUAS 2o v ik o -9 7 [ T, 3 )™ i B
i3 7 GNN 22 2] 4 Jsy 5 B RE 1Y, H I, Wang 55
NS T K a) B 2% (Graph Interval Neural
Network, GINN) > 52 B4 Jig 4 il it [ 19 J2 Ik 4k
FerRa 2] GINN 1 5o M 4 2 1 DA 722 151 109 445 ) 412 Hi
] v g i i DX A U RT3 DX ) 4 22 (D A
SR AR R DX ) 2R B B A5 P R P ORI
DX T] o B2 PR B AT S 8 S T Rl — DX TR) A b, st
AT ARAS B 42 SR R B S PR AR 50, 32 204 6]
YR 5GP B 25 K8 5 DT A5 28] o — 7 a5 9 BB RRAIE
GINN ] DL G A R e 3 5 BT s 5 B i B fd
R A0, AT HG 58 T X6 K EIZ AL Y g
DL B AR s AN B T2 )RR 1 4 R i
SCRFAE ke 52 B T R G20 o Sy 1 A R4 BB RSS 1) Jay 35
F4 Ryt vl SURRAE , — BB 58 B R0 T 2 BeAR
b e oR 2z 2 HER , BV S 7E oA N 4 BUm) 30 A9 18 1 1
SCRFAE B8 J5 P48 B ) 22 (A Y 4 Jmy 1 6 18 Uk
(e i D A W AW ) = B P oy e e e B =1
B I A BeARRS 2 R 2% > J7 o6 B8 7 T 1) AR A1 7
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RO R BIEAS AR X S A A R 25 AR
SRFEA S E B, 5 LA USRS 0 B 442 i 7 3 A
K RIV3E I X AR AS I B RS PR RS T 45 R ) 22 S
R FAMTRE A e 14 Joy 7 18 £ JE % s 1) ARG ) el A
JE B T B A e S R I R L X R Tk
() L7 T AR St Zou S8 NV B —FR L TR &
AR R BRI . %R A B R R
BG4 28 S 0 3 K A A5 v ) Token Jf4%
T AR T LR T HE e 8 T I A AR
Token i I ) T 0 AE 02 75 b 25 A8 /1N L o H W7 i
Token & 75 F1 Y A AH 5 o BV o3 6 22 FF A o A s
AHE B Token J3 51 X6 A5 76 (18 4G 100 25 SR AR F R .
AT TAE D) 2 iy 11 85 N4 S 0 — o iR 32 TT
ST ) T TR KGN 773 TV Detect. 1% 7 7% Hh 36T [ 4
25 ) 4 A REL R B2 Tl IR A 52 78 F A -GCN T Atk B2
i T 55 7 GNNExplainer ™ W A~ 45 He ¥4 5% . A1 FH
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BORREE o F A 2 A R TR A DG ) PDG
] T X A 00 225 R A o
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AR A5t Ff BRI AR 5

g5 b B I TR AT A R ik R T A
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] ) B R L LG MR AL T AR JE 1) i R A5 S
T 25 T AR AR 43 B 04 DR R OC & i R B3 40
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AR B RE R A W RIS 25, LT [l B AT 7 IR
AT .

(1) TR I AT ff R vk B O A T e

AR 2203 TR~ = U T 46 00 12 R
TICAIE D, AR HUI H AR R S TR
T AR ARG I 45 SRR L v i e L B A T
il R 1 BEAE — aE FE BT b R AL IR A B
B TE HETH 0 = 28T g B b R BE ) B
S8R R SR AR AR R A5 1% L AELZ 2Ty 1 R A ) A
RUTEAT AL BE (14 i B 5 S M B B TR IF
o LA R A 2R AR L 380t s 1) UM A =Rk 2 A
NS IC RS . BN, Zou S NS EL R S
R AL AR T Y Token 3% Token 204 » A W 85 & I
IR 4 90 5 F A BE 45 4 Token B Token 20 4 1 %
R . LiSE N7l FH i GNNExplainer 1 75 2215
PDG H (W18 T REAS 98 ) 64T B B A6 A R
53— A E BT B Zou SE N SIS UE S T
— mi s GNNExplainer 7 fift £ 500 4~ o8 £ 9 FE BT 1y
10 595. 3 s, i ok 7 H AT . R, 3 A R
TR RCR IR A R T

(2) H A AT R 7 vk o e 3 1) ] B PE A 1R
PETE

A BT I R A T e R B (SRS B vh
AR T 2 5 I A T BB . A, Li 48 A0
AT AR AR — A6 5 U T 18 ) B R 18 . AN Zou
A NP3 1 e B U TR A7 A 1T B4 X Token HEF 1
5 2K e R T T R 45 2R . SR T ERAT R R AR
(1A A T A SR LA A 0 B T o Bt s ) 11 2 2B WL
PR A PR B B R . LLE 10 R T
T S50 S ) 55 27 47 A T T 1 4] 5 (L2 AR 905 55
27 ATV A ME LA SR Bh T e N D3 e B TR 1) B 1A S 7R 2
A TR T A AR 56 R SCRIER 61041323 17 B iE
BT NG A 5 TR AT A5 27 17 2 g wil
SR A LR ] 3R #  T  E A) S [RAE H
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1 static long ec_device_ioctl xcmd(struct cros_ec_dev *ec, void _user ®arg)

2 {

3 long ret;

4 struct cros_ec_command u_cmd;

5 struct cros_ec_command *s_cmd;

[ if (copy_from_user(8u_cmd, arg, sizeof(u_cmd)}}

7 return  -EFAULT;

8 if ((u_cmd.outsize > EC_MAX_MSG_BYTES) || (u_cmd.insize > EC_MAX_MSG_BYTES))
return  -EINVAL;

18 s_cmd = kmalloc{sizeof(*s_cmd) + max{u_cmd.outsize, u_cmd.inseze), GFP_KERNEL);

11 if (1s_cnd)

12 return -ENOMEM;

13 if (copy_from_user(s_cmd, arg, sizeof(*s_cmd) + u_cmd.outsize)) {

14 ret = -EFAULT;

15 goto exit;

16 }

17 + if (u_ced.outsize != s_cmd->outsize ||

18 + u_ced, insize != s_cmd-»>insize) {

19 + ret = -EINVAL;

20 + goto exit;

21 +

22 s_cmd->command += ec-»> cmd_offset;

23 ret = cros_ec_cmd_xfer(ec->ec_dev, s_cmd);

24 f* only copy data to user land if data was re

25 if (ret ¢ @)

26 goto exit;

27 - if (copy_to_user(arg, s_cmd, sizeof(*s_cmd) + u_cmd.insize))

28 + if (copy_to_user(arg, s_cmd, sizeof(®s_cmd) + s_cmd->insize))

29 ret = -EFAULT;

38 exi

xit:
n kfree(s_cmd);
return ret;
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it | 1
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Fll ) ”‘:xl:cﬂaili?al&]s;wclt.. - e ’_ B o ILnwrchar £ © 100
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! ! HRACTIR
HMAFER LR RIE T ) TR RFE R gs
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JEoR P 0955 6 47 15 1347 I ] copy _from _user
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6 47K 55 — U DN FH = 23 T] BB B4l (BL45 in_size
Flout_size FIE » BRI IEAED £Z i £ 25 #4448 1t u_emd
L, FE SR 10 AT AR U8 28 — IR R BLAY in_size Al out _size
(IR /NEE T — N2 of X, I FH4E B s_emd 48
E . FES 134755 R M FH P 25 [l AR BOECH: (i
$% in_size fl out _size WY 1E , B 3 (H) 1% 7% 3 38 41
s_cmd F8 [/ SR W IX . FESE S 20F T L 50 IR AREL
HTE P e 239 o0 — D P R, S A —
Y in_size Fl out _size {H ], ¥ 5 3 double-fetch I

) . RS Y in_size {H R T4 — YRR in_size
B . T % 27 17 B9 copy _to_user () bR £ 1E FH 2 4%
in_size K/NAY u_emd HAYEHE S 1 2 s _cmd $5 17 Y
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51 kg wp X 3 R . R TR IR AR 17~
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PR, RIEHEIE T 568 27 1711 copy _to_user O) pREL I H
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(3) iRFRFIE 1) ZAEE I AP RN e P

Bt 25 BRAR AR AR H 25386 K T BE A2k H
7552 7% o DN F5c ) A HE AR S S R s T L B 5 3t A
A SQL A SE Web 2 4wl » P20 i I 7 45
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Iif(staticTrue)
lwchar_t source[186];

lsource[100-1] = \e’;
jwcsncat(data,
R
iprintWline(data);

T FFFI
BFRR

void cwe_*()

wchar_t * data;
if(staticTrue)

wchar_t source[1e0];

source[188-1] = “\@’;

wecsncat(data, source,
108);

printWLine(data);

}
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can be divided into three -categories: dynamic
analysis techniques, static analysis techniques, and
hybrid Static

currently the fastest growing and most widely used

analysis  techniques. analysis 1s
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technology.

In the past decade, with the rapid development
of artificial intelligence techniques, researchers have
developed numerous methods for detecting
vulnerabilities based on machine learning and deep
learning. According to the technology deployed and
the procedural representation they wuse, these
vulnerability detection methods can be classified into
different bases: Sequence, AST, and Graph. There
is also a lot of work on detection tools evaluation and
methods survey. These studies give us good
directions on software vulnerability detection and
good comprehensive set of hundreds of articles.

Many researchers are exploring ways to improve
the performance and utility of data-driven software
vulnerability detection techniques. Unfortunately,
the cost of extracting and constructing the dataset and
the detection efficiency and accuracy of methods have
prevented the widespread use of these techniques in
the industry at this time. Therefore, implementing
intelligent  data-driven  vulnerability — detection
methods that can detect vulnerabilities in real-world

scenarios is a hot topic in this field. On the other

hand, the ultimate goal of vulnerability detection is
always to help developers understand and fix
Thus

vulnerability detection and providing interpretable

vulnerabilities. implementing  fine-grained
detection results is becoming increasingly important
in this field. This paper presents a systematic review
of data-driven software vulnerability detection
techniques, focusing on methods for extracting and
constructing vulnerability datasets, methods for
learning program and program representations for
vulnerability detection tasks, methods for detecting
vulnerabilities based on machine learning and deep
learning, and methods for detecting fine-grained
interpretable software vulnerabilities. By analyzing
existing methods, this paper summarizes current
challenges in the field of vulnerability detection, and
proposes a new framework for software vulnerability
detection that combines hierarchical semantic
awareness, multi-granularity vulnerability detection,
and assisted vulnerability understanding, and
forecasts future research directions and trends.
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