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Fault Localization Based on Weighted Software Behavior Graph Mining

SU Xiao-Hong WANG Tian-Tian YANG Shao-Jun MA Pei-Jun

(School o f Computer Science and Technology , Harbin Institute of Technology, Harbin 150001)

Abstract  The result of most fault localization approaches are given in the form of suspicious
statement sequence ranking in descending order. However, examining a suspicious statement in
isolation is hard for developers to understand the cause of failure, often they need more context
information associated with the error. To solve this problem, this paper proposed a weighted
software behavior graph to represent the path of passed execution or failed execution. It uses the
execution frequency as weights, so that it can better handle loops, recursive and other structures
than LEAP. Then, branch and bound search graph mining algorithm is performed on the weighted
software behavior graphs to identify differences between passed and failed weighted software
behavior graph as a bug signature. The proposed approach can not only localize the fault but also
provide the failure context to facilitate fault comprehension. Experimental results on Siemens and
Flex showed that the proposed approach can localize more faults than Tarantula and LEAP, when
examining the same percent of code. In particular, the proposed approach has higher fault locali-
zation accuracy, especially in dealing with redundant code, missing codes, variable substitution

errors, and errors that will directly change the execution path.
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BIANZR I a W T 05k 0 B 4 —E = WJ7 i b h
BRE] e, GAR T c WA Tk o B At —
23N 0 H R [ B e B AT o B A 4 O A AT
SR 6 R XEAMMFEIEA a>b—>a
Mce—>b—c,MTE a=>b—>c Hc—>b—a HZ TR
(1) 18 s AN AT RETE SE Braz 47 H H B 78 2 %1 &1 1 1
i W 250K TERIR) - 18 25 B 75 WU AT BB 23 52 1) 4 1%
PLRYZE R o U B B S s 2 s o 4 T HEAR
KA A I 2 5 5 0R E] i — — % L A
BBV R P a—>b—>c—>b—>a T & . 1%
WM a—b AP 0—>c AR 3T Rk
Bl c— b, IR TR b— ¢ 5 ¢ —b X B A5
FEAZ AR T b AR a— b AZ AT, JEIN 23 A 6—
a SERTR I s a—b Hi R, A B8R A 0 2R 24 i
AT HYIR 134 e SR THONS 07, DU TOHES Ak 55 DU 43, A
S 43 AT () BE AR O JC R AR T2 TR T 25 HEAR J5 R [l

Bl 6 BB B TR B AT O 1A

B2 WEITHTHA.
A T A A S TR g
i i A AR IE R TE A
1. stack=J;

2. FOR g WAl e
3 IF e Sy i 34

4 stack. push(e) ;

5. ELSE IF e Jyi& [0l 341

6 IF stack.top 5 e A%t
7 stack= J ;

8 RETURN JC&4;

9 ELSE
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10. stack. pop () ; TR AL B S B R 25 4 TR L B I SR N T AT RE
11. END IF SRR K A IR A) L AT DL T R T R B A
12. ENDIF 4.5 HEIREZZLH
13. END F()Rﬁ " Pl Siemens Suitet" H#) replace F2IF A 9 Ky
14. RETURN 444 ; _

BlRARAR X B RFR NS IREL. ZREFH
Ba s TEZ IR RN 2 AR S Z ), A EE doda/sh B K T;E ;n & 7(; ;;/? ] @?;ﬁ fith

405 0 F L DI SCF BB L oK 4 4R LA 7 (1 ’

R D TUAR.
XTI FTEAL & R R AR IR 4 M AN (O
it MCN#®EMDN) .
# F(MDZ=F(N) , 2 N.
XM FEREXRNEREA T AR BTG
G R PR IR A 44 R LA S s D TR (R B
4.4 ETHZXRALZOMKETABRESHE
AR TING 2 3 Jrs (1 43 S IR S R Pk
FEYR A RS 44 LR R E AL AR A5 e — 1 e
FEIRZE AL AR IR AN R DL A R 5 1 15 . 4 R A S
A Z AR IRE S B TIFRE
PR IR A 3 23k 8] Top-K MHIRZE 4.
Bk 3. 324 Top-K #iRE 4.
B IMBCRIEAT DRSS G285 R K
fiith : Top-K $EiR% 4 g
1. S={GH R —FATE);
2. A’X:@;
3. WHILE S# &
4. M SHEE g.S=S\{g}:
5 IF ¢ Kfufr it HA R
6 K@ AAOTE F>( M F,u.(g);
7 IF F(g)>> min {F(g")}

g'€g”

8. g =g Ulgls
9. BB g PRI REER.
10. IF g" &M IREA B E KT K
11. BER g /DA IR A
12. END IF
13. END IF
14. IF F,..(g)>> min {F(g))

geg”
15. PR g Wka — W st EInA S
16. END IF
17.  END IF

18. END WHILE

19. RETURN g*;

T e EA AT 1 18 B 3 B H
YR T R SRR — A R A R AEAT A B
I . RS AEAR ¥ T AT ORI [ I AR IE T
TR RE B A AT

IRIEHEN R Top-K 55 15% % 44 . ik vl LLAE 4

B

o5 3 ATAURD AP AL — AN RO AR B AR i 3 A
MR R T — AR S B RS R OL T A
PATHE 10 4T else IR BN A AR L HSEPREAAT 19 4D
JEER 5 ATHY for JEFR . AT ™ A A 2.

1if (sre[*i]1=DASH ){-*+}
2 else if CGisalnum (sre[i—1 D& CGisalnum (sre[*i+11))) e
3 /*R&((sre[fi—1]<=src[*i+1]) missing code*/
44
5 for(k=src['i—1]+1; k<=src[i+1k++) °
6
7 Jjunk=addstr(k, dest, j, maxset ),
8
9 =it e
10 }
11 else{-++} @
12 COH=CD+1
(a) BRIGHRD (b) R4 4
Kl 7 replace FRFUAS 9 M AU B e HLAR B Y A D2 45 44

ARICENITER B R A WK 7(b) fr s
R AT RN ECTE S B 7 ) Fros AU R B
(TG ) AT 5 X IO 32 1R 4 44 3R B R TE ) TR 56
2.5.9 F 12 X 4 FrA 2 v, i B An R 4% BRaE ) 2
5.9 12 MYy PAT AR L AR AT RE 25 3 BUEE IR. T
R LIRS 55 2R 45 44 4 th R AT I 25 AR
Nt 2 7 A R R B IE B IE BLOE 51 5 DR Y
WA,

TEE B A R A St B 2 PR Dy A A2 AR
sre[i—1]<<=sre[ i+ 1], I A B R 5 B0k 2
TREFE AIRAT B8 AR BRAS B IRAT 1) 10 A0HRAT 1R
)5, MRy, A srel i—1]>sre[ i1 O BRK
[ 2 srel i —1]<=sre[ i 1IRBEE L) B LUA
k=src[ i—1]+1>src[ i+ 1], XK for 13 1) &4
k<l=sre[ i+ 11— N - Bt 2 ki 418 30 1K B H
PATIER) 9 d5cJm PRAT IR ) 12, PRI, 52 B 7™ AR 4 iR
HIATER AR R 2—>5—>9— 12,558 7(b) I 7R iy 4% it
2 R Y.

XA UL B R 4 5 LR AR R R A I
AT BEAR T2 AR R (0 o P O A8 10 2 44 AH XY T8 1 1 iR
APAAT B8 AR . A T X AR R A DR B R SCfE R FRATT AT
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5 X W

KHACHEFTEHR T CiEF R EEM T T A
CParser. B2 P ffibE T B FIA L )7 . LEAP, Tarantula
7.

5.1 SEI#ESs
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Py A B Siemens Suite ! Fl UNIX F2 J7 4
flexC'F 2 T http://sir. unl. eduw) 1E & M 3 £ 3is.
Siemens ML A KM CHEF RS 7 WAL
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. flex & UNIX RGP —DHESER Cif
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T Siemens MRE M {lex B FE B . LR F 4
PR A 1 WUAS 50 AR A7 5 i 3K P 491 5 S HE A 3R

®2 THHE

; iR Mz HIR=Y .

B wkm om0 B ik
print_tokens 7 472 4130 Lexical analyzer
print_tokens2 10 399 4115 Lexical analyzer

replace 32 512 5542 Pattern replacement
schedule 9 292 2650 Priority scheduler
schedule2 10 302 2710 Priority scheduler
tcas 41 141 1608 Altitude separation
tot_info 23 440 1052  Information measure
flex 23 8571~10124 567 Lexical parser

FPhyH T 132 4> Siemens 55 3R MRA Bl T
S i AR A R I 3K ) B A R A T Sk
SO B B AT A T BB R B ORI T
121 AR IUAS. BRI B flex FRIF Y 23 SR
FRAS 5 2 S0 S 06 e 2 T 144 A5 IR AR A AT 5L 56
SIS 1 8 47 3 5 & CPU Inter® Pentium@® Dua
4-Core 3.2GHz; N1E 2 GB.

5.2 {FMrigtR

W P FE S Tarantula™™ Jy ik Al LEAPYY Jy ik
HEAT F#%. Tarantula J&—F S0 L 45 fR7 5000 56 T 2
i I A8 IR E LT 125 IR R 8 DL RICR BT H
A R FE R E AL T LA N B LEAP N2 — Fif
FE T B2 9 0 B R 6 )7

i F Tarantula J7 i £ 7= A2 18 ) B o] 5¢ {8 51
&, PRI R SR 3 I8 70 4 152 2 2 7 00 EE P
bR Score. QAR IT & & AT BE AR 5 & 19 18 0] T 4R
Foe HE AT BE AR R 7 10 00 Ao 25 B B 4R 2 1A 1R T A
(18 0] Ry 1k B 4 Score §i R T AEHR B HE 1R Z i
FRE AR A A . B TR R =D FR.

| N

\ ,ines‘
Hor, | N | R 1 4% 2 45 15 2 1 75 B K 2% 1018 A 4T
Bo | Lines | 2678 vl P AT 18 A M AT 4K

ARSI A LEAP J5 i 77 A 9 J& Top-K
FEIRZE 2 DR e BRAT K A 0T B (8 K5 )7 1 Y A A
REARE IR 45 G R B B 1RO ) T T A AT 0
A 43 LAEA Score.

FRAS A A 2 (19 11 5 2L T Score, J& e MR E i
45 S AT BE FEHE T N BRSO AR AT 5 S R )
A AT TE A AT RO 43 L. T A X R AR TR
T 46 A 32 ) ] R o7 21 TT B VAT R o 2 B A 1
)T Score J& 1 5E A 3 ik B 15 ) 1948 50T 115 Y.
5.3 ZWHERDMESH

Kl 8 &R T Siemens Ml X4 E ALk
Tarantula 77 281 LEAP J7 ¥ 1Y S A 4l 15 5 o7 4 J
Prek &, 1 il 328 T TR A 1R ) A L AU R OR
o A AH N A 23 LG O A B R A R S A R Y A R R
ARE S BN 10 TR R Y, R R 16010
TR ] LR B0 A R B A R AR 3 ) b RS LUE B
FE R A A ) 7 43 B i 1 ) B AR SO TR R AT DL
Tarantula J7 % f1 LEAP J7 ¥ & i 21 3 2 1 55 1% .
i HZEZ H TSR 65% M0 . A 3Ty ¥kl LA
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90}
80t
70f
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10 —e~ LEAPJ7 %
1 1 1 1 +‘Tara‘mula‘7‘:7‘7£
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—O— Tarantula Jj i£ —O— Tarantula J7 %
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l l —O— Tarantula 77k l l —O— TarantulaJ7 7%
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Ol 20 40 60 80 100 1 20 40 60 80 100
AR 2 /% RIS 2 2 /%
(c)replace (d) schedule
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=2 2 0L
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| | —6— Tarantula 714 | | —6— Tarantula 714
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(g) tot_info
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BT %5 T schedule #2785 R E M BOR B IR & (HBI R ICHE SHT 4 SR 0955 528 DR BE AR 1L 5
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LEAP J k.
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PAE B 3 By vk 00 B D% 0 0N B2 BB A i o T HLAT AR
AR SO RO b otk LEAP 5 i, I e =2
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34 NIBEAFL SR GBRAFRE T ). 46 4>
R SRR CR R B R A T84 L 1T A8 R 4
(R AR & A T 088 F 7 A HoAl 4 5% R 4
2 J s g R 1 8 R ) R 7 4G R AR U RT A
SN € TR A L B SNl & = o NS T M R
gt U B KA e /MEL DU 22— KR, DY oy
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X HLPL Tarantula J5 4 Jy e #0256 o 6
Tarantula J5 % 5 CI7 ¥ ) Score Z ZE4E 9\,
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41 ScoreChange KT %, KR A L kA ¥
A (AR Sl B S 07 B 45 1% 2 RS B2 A8 T Tarantula
Ji 547 ScoreChange /T % W /R A ST 1L #
o Ay B 22 /1 A A RE 8 AL B B DR 8 LK B L
Tarantula L2,

ML 11 /] PLE B x5 T I0AR A | i 2 A RS A
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1 10
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VAT E WA A 5 A 4700 15 15 E AL
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b M 55— SR R W 2 B H: 5 SR T AT B A2 K
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e X —J7 Aok 43 28, SR IR A Y 144 AR
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% [RIRE A 46 =X 1 7R P Al R A s A 5 A
12 Jir R, AT AR B, X F 2 3% U8 B2 7 30T %
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12 B/ HBERAPATEEZMEIRN ScoreChange 5347

LR T LA LA S AT L K BRUAS SO 6
ANTR] R B DR IR 2 (A AT L AR I AN ] 3
TUARANHS il 2 AR 018 8 R4 i 0% L A B 22 A
AR PRAT AR 1 B % 10 S K B B TR . A SRR X



2186 it "

Hl

i 2016 4F

AL
-

SE AR RSO A DL 1% B TR AR AR R A (O 2
BH AR PAT B AR 1 18 AT R e O R S AN A
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P14 D3 R 1 25 4 R 1A % o K JEE PE R
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.
5.5 tEBESHT
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tot_info 2.2 13.5 13.3
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AT BRAR I A 1R 10 8 0K B2 B 0 4 i T X AN 2 L
WU AT B AR 138 A AR e L8 AR AR R I A
i BE 42 v AN B

Sy AT A X R B R R A SO R A
FE JCE B BRAT FIAR DA FRAT 22 ) 4R B I B R AT R
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Background

Software debugging, which includes locating and correcting
faulty program statements, is an important and expensive
activity in the software development and maintenance.

To expedite debugging, researchers have proposed
automatic fault localization techniques. However, the fault
localization results are usually given in the form of suspicious
statement sequence, which is hard for developers to
understand the cause of failure.

To solve this problem, this paper proposed weighted
software behavior graph to represent the path of passed
execution and failed execution. It uses the execution frequency

as weights, so that it can better handle loops, recursive and

other structures than the LEAP approach. Then graph
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mining algorithm is performed on the weighted software
behavior graphs to identify differences between passed and
failed weighted software behavior graph as a bug signature.
Our approach can not only localize the fault but also provide
the failure context to facilitate fault comprehension. Test
results showed that it has higher fault localization accuracy.
especially in dealing with redundant code, missing codes,
variable substitution errors, and errors will directly change
the execution path.
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