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A Survey on Exposing, Detecting and Avoiding Concurrency Bugs

SU Xiao-Hong YU Zhen WANG Tian-Tian MA Pei-Jun

(School of Computer Science and Technology . Harbin Institute of Technology. Harbin 150001)

Abstract  The prevalent multi-core architecture today makes real concurrency come true. In
order to benefit from the concurrency power of hardware, concurrent programming is becoming
more and more popular. However, out of inherent concurrency and non-determinism, concurrent
programs are more likely to suffer from concurrency bugs, which are hard to detect, debug and
repair. In this paper, we point out the trend that software development is turning toward concurrent
model from sequential model. We reveal three characteristics respectively for concurrent programs
and concurrency bugs and explore three challenges confronted by concurrency bug analysis. We
then divide concurrency bugs into four categories, i. e. deadlock, data race, atomicity violation
and order violation and investigate relations among them. For each category of concurrency bugs,
we make analyses, comparisons and summarizations on previous researches about how to quickly
expose, in time detect and efficiently avoid them. At last, we look into the research priorities in
future from the following five aspects: smart and quick concurrency bugs exposure, common and
accurate concurrency bug detection, deterministic replay support, collaborative design involving

software and hardware and new concurrent programming model.

Keywords concurrency bug; deadlock; data race; atomicity violation; order violation; program

analysis; software testing
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void sqlite3UnixEnterMutex( ) {

zifdef SQLITE_UNIX_THREADS
1 1: pthread_mutex_lock( &mutex1);
% if (inMutex==0){

mutex1

mutexOwner = pthread_self();
}
pthread_mutex_unlock( &mutex1);
zendif
inMutex++;

L2: pthread_mutex_lock( &mutex2 );

void sqlite3UnixLeaveMutex( ) {

}

assert(inMutex>0);

zifdef SQLITE_UNIX_THREADS

assert(pthread_equal (mutexOwner, pthread_self O));
L.3: pthread_mutex_lock( &mutex1);

inMutex——;

if(inMutex==0){

pthread_mutex_unlock(&mutex2);

}

pthread_mutex_unlock (&mutex1);

zelse

inMutex——;

zendif

& 2 SQLite-3. 3. 3 HAYIEH I Bug #1672
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T1=new Thread(){

public void run( ){
while(T'1 1=null ){

T2=new Thread( ){
public void run( ){
while(T2 1=null ){
L1: shared[0])=shared[0]+]1;

? ?

L2: shared[0]=shared[0]+1;

T1 T2
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result=ux;

T2
while(done== FALSE);

done=TRUE; y=result;
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L3: [)uf%i?zdel‘+ =len
L1: if(buf_index+len<BUFFSIZE )( -

L2: memory(buflbuf_index], log) [en);‘
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T1 T2 T1 T2 T1 T2 T1 T2
read x (%\ read x %} write x $\ write .r%)
Dread x Dread x Dread x Dwritex
read %)/( write x read x %)/( writex
(a) (b) (c) ()
T1 T2 T1 T2 T1 T2 T1 T2
\ \ \
read read x ﬁ) write T write I?
Dwrite x Dwrite x Dwritex Oread x
read x write x read x writex
(e) H (g) (h)
T1 T2 T1 T2 T1 T2 T1 T2
any op read x . any op ) any op
read read x write x write x
read write x read x ‘ writex )
read x any op read x write x
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Background

Multi-core architecture makes real concurrency come
true. In order to benefit from concurrency power, concurrent
programming is becoming increasingly popular. In the near
future, we believe that concurrent programming will over-
whelm sequential programming and become the mainstream
programming model. However, out of inherent concurrency
and non-determinism, concurrent programs may be prone to
suffer from concurrency bugs, which are notoriously hard to
detect, debug and repair.

Recently, there has been a lot of exploration work on
how to quickly expose, in time detect and efficiently avoid/
repair concurrency bugs. This paper overviews the current
state of the art and provides a taxonomy of the latest resear-
ches. The authors divide the common concurrency bugs into
four categories, namely deadlock, data race, atomicity viola-
tion and order violation. We then explore the relationship
among the four categories. As far as we know, this paper is
the first work to categorize concurrency bugs and probe into
the correlation among categories. Additionally, we notice that,
before being observed, detected and checked, concurrency

bugs must manifest themselves first. There are common ways

to expose concurrency bugs, however, no common ways to
detect and avoid/repair them. We classify three techniques that
are able to expose all categories of concurrency bugs, namely
random time delaying, thread controlled scheduling and the
fuzzing technique. For each category of concurrency bugs,
we make analyses, comparisons and summarizations on previ-
ous research papers that try to expose, detect and avoid
them. At last, we look into the research priorities in future
from five aspects.
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