F47% W it & L 2 i Vol. 47 No. 8
2024 4 8 A CHINESE JOURNAL OF COMPUTERS Aug. 2024

ERIIETARIN & 5 S U

ﬁ urljl) é 72&1),2),3) %K j}/\l) ji /J\ ;J—tl)
? j:élf, %4).5).6) g& /J\ #/L\\l)ﬁ)

DR FRHE K FT IR 5 TR e (452 A 4o be ) Rl 611731)
D (DU R AR 22 A i P S 8 RGBT SC R RAE 610065)
DR (BYID M TFEBE T4 Wl 518110)

DR R M2 KI5 B R e TR bl M 510632)
V(M RFERIR T SRRV R E AR E TN 510632)
O R BRI TN 510632)

B ReZiri A RARER ANZ S 5ITA T —A 2 A RIS 2507 86 i A BT A
A UG AR 2 B2 56 AN A2 5 TS ) — AL I, BRAMA HE Y feiF 245 5 0 FE AN R i 4
B ETHE T 2 BRSO HEP 25 5L Tz B 7= e M RS2 5 5 30 M BRAMA T HE P R £ Kk
P2 577 EA KL 28 U BSGE S TR R TR A I ARSCR R . I B RAMA I s A
EEBS S H NIRRT FILZ SRR 2 I AR — R R RA A 2 07 28R HEF il . 245 507
AT O 22 B BT LABRALAS (14 7 AR R 1 2B (O HE P25 5 BAASR UE, AR SCBs T —Fh i 1 2 5 G
Mk A2 50 B gRS R— A 230X, AR FE B0 22 B0 RSB Az Bia i A4 i ik 2 3i0in i mp
THEAZ 5 BARERHE . TR A SCBET T 23000 R4 20 A R 2 20 A: Ok A5 e
it [l S 2 T BRI )R, 45 5B R A B AR PSR R A X T ARG RS 55
B R ARG A B R AR SCHMSORUSE I T 2 s e ek | 17 LR 8 7 AR A TR P 95 234 2
B A, KSR R AR SCHE I B DM A5 A T B TR . i 2 5 e A 15 82 5 i
20 000 %58 a5k 500 000 I, A= SCHMAGE AR AT E I B 505100 898.44 MB 169.76 s, U LDY W R
12.08 % F176.85 Y6 MiAHXT+ AHM + %8 A SCHMAEBAR TR A S N 2 A5 s 00 T TR ACRIETH T 29 2045 .

KR RRITE L EZ T HDT s B EBERE AT RAVRY HET
BREGESHES TP391 DOIZS 10.11897/SP.J. 1016. 2024. 01832

Towards Efficient Privacy—Preserving Multi—Party Multi—-Data Sorting

SHANG Shuai” LI Xiong"*? ZHANG Wen-Qi" WANG Xiao-Fen" LI Zhe-Tao"”""

ZHANG Xiao-Song"?
V(College of Computer Science and Engineering (College of Cyber Security) » University of Electronic Science and Technology of
Chinas Chengdu 611731)

?(Key Laboratory of Data Protection and Intelligent Management » Ministry of Education Sichuan University, Chengdu  610065)
Y (Shenzhen Institute for Advanced Study s Untversity of Electronic Science and Technology of China s Shenzhen , Guangdong  518110)
Y(National & Local Joint Engineering Research Center of Network Security Detection and Protection Technology Jinan
University, Guangzhou 510632)

?(Guangdong Provincial Key Laboratory of Data Security and Privacy Protection, Jinan University, Guangzhou 510632)
Y(College of Information Science and Technologys Jinan University, Guangzhou 510632)

W B . 2023-09-02; 76 £k % Aii B 1] 2024-04-23. A< I A15 51 B % [ AR 5 40 5 (F 5 00 H 62332018, 1fi 30 H 62072078
62271128) U JI[ 48 [ 4R B~ 3 4 i L300 H (2022NSFSCO0550) « PU 1| K 24 416 4¢ 4 By 47 55 %88 Al v F1 250 35 300 o0 0 9 360 4 F i it At
(SCUSAKFKT2023032) 19 %e . & Wb, i-wFoe s , 5 s Eidin & 4 S A TTEE. . E-mail: shshang180@gmail. com. 2 #EGE{H
YEE) -t 2082, T Ao s 2 2 S5 BT . E-mail : lixiong@ueste. edu. cn. 3§ SCHE, 0 95 A=, 35 ZE0F 57 45000 R il 4¢
A SRR NS B RO T SO B A S e . . A 20 B ST L A LT
BHE M I 4 R T B, RS X e N T e 4



84 AR RN 2 7 Z 8RR 1833

Abstract In recent years, secure multi-party computation has received extensive attention in
academia and industry. Secure multi-party computation allows multiple participants with private
inputs to jointly compute a multi-input function without revealing any information about the
private inputs of each participant, which makes the data available but invisible. As a fundamental
problem in secure multi-party computation, privacy-preserving sorting allows multiple
participants to compute the joint sorting result of multiple datasets without disclosing the privacy
of the datasets and the sorting result, which has a wide range of application needs and values, such
as product pricing, auctions. interest recommendations. Most of the existing privacy-preserving
sorting protocols only support two participants, and cannot meet the joint sorting requirements of
multiple participants in practical scenarios. The existing multi-party multi-data sorting protocols
have the problems of high communication overhead, high computational complexity. As a result,
they all suffer low overall efficiency. At the same time, the existing privacy-preserving sorting
protocols do not consider the malicious security model of exhaustive attacks by malicious
participants, and only realize security under the semi-honest adversary model, thus providing
insufficient security protection against the more realistic malicious adversary model. In this paper,
we propose an efficient privacy-preserving multi-party multi-data sorting protocol to overcome the
above problems. Through this protocol, multiple participants can collectively compute the sorting
results of their data in a privacy-preserving way with only O (1) rounds of interaction.
Specifically, this paper designs a polynomial-based encoding method that encodes a participant’s
dataset as a polynomial. In such a polynomial, the exponent and coefficient represent the data and
the number of the data, respectively. Therefore, the sorting of multiple participant datasets can be
realized by polynomial addition. For the above polynomial-based encoding algorithms, this paper
also proposes polynomial encryption, aggregate polynomial generation, and decryption
polynomial generation algorithms to realize the privacy protection of the encoded polynomials of
each dataset based on the guarantee of computational correctness. The above algorithms can
ensure the security of the encoded polynomials at the cost of low computational and
communication overheads. Finally, each participant obtains the sorting result in a privacy-
preserving way by means of communication-efficient oblivious transfer. In this paper, we consider
a more realistic security model, provide for the first time the definition of malicious security under
the non-colluding participant exhaustive attack, and define ideal functionalities of privacy-
preserving sorting in different security models. The security analysis shows that the proposed
protocol not only achieves semi-honest security, but also achieves malicious security against the
exhaustive attack of non-colluding malicious users. In addition, a large number of experiments
show that the proposed protocol is very efficient in both communication and computation. For
example, when the number of participants is 15, each participant holds 20 000 data, and the upper
bound of data is 500 000, our protocol” s communication and computation overheads are
898.44 MB and 69. 76 s, which are only 12.08% and 76.85% of that of the LDYW protocol.
Compared with the AHM+ scheme, our protocol’s computational efficiency is improved by about

20 times with only 4 times increase in the communication overhead.

Keywords privacy computing; secure multi-party sorting; secure data analysis; privacy
protection; sorting
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Background

Secure Multi-Party Computation (MPC) is a technology
that uses cryptography to enable multiple participants to calculate
and analyze these data without exposing their private data. With
the increasing demand for data privacy protection, the application
of secure multi-party computing is becoming more and more
extensive. In some scenarios, multiple participants need to sort
their own data, but due to factors such as data privacy, the data
cannot be exposed to other parties. As a solution to this problem,
secure multi-party sorting has also received extensive attention
and application. As an application of MPC, secure multi-party

sorting can realize the requirement of sorting multi-party data in a
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privacy-preserving manner. At present, secure multi-party sorting
has been widely used in finance, medical care, e-commerce and
other fields to protect the data privacy of all parties. At the same
time, related research is also deepening, and many new algorithms
and technologies have emerged, such as the secure multi-party
sorting algorithm based on deep learning, and the secure multi-
party sorting algorithm based on homomorphic encryption.

Secure multi-party sorting has a wide variety of applications
in reality , which puts forward new requirements for secure multi-
party sorting, including the functional requirements and security

requirements. In terms of the functionality, more and more



1852 it A

Eitd 2024 4F:

applications involve more parties with large data sets. Thus, the
secure multi-party sorting protocol which supports multiple
parties, each with a large data set is in badly need. As for the
security features, the secure multi-party sorting protocol which
achieves malicious security or considers the malicious attacks of
the participants are really eagerly awaited.

However, the existing work of secure multi-party sorting is
far from satisfactory. Most of the protocols achieve secure multi-
party multi-data at the expense of low communication and
computation efficiency. Moreover, none of the researches focus
on the active attack behaviors of the participants, e. g., the
exhaustive attacks. Aim to address the above challenges, this
work not only realizes the secure multi-party multi-data sorting
via our proposed lightweight

polynomial-based  encoding

algorithms but also take into account the malicious exhaustive
attacks of the participants through an oblivious transfer technique.
Finally. we conclude the paper and highlight future challenges.

It can be predicted that with the continuous development and
improvement of technology, secure multi-party sorting will be
more practical and widely used in more fields.
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