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Abstract  Traditional database management systems are controlled by a single entity, because
the data in the databases cannot be fully trusted by all participants in a multi-party collaboration
scenario, each participant must maintain a separate database that hosts its own business data, the
discrepancies on each participant’s databases lead to slowdowns of manual reconciliation and some
disputes. Blockchain can solve the problem of trust among multiple participants. Blockchain is a
decentralized, trustless, tamper-proof and traceable distributed database managed by multiple
participants. A blockchain also called distributed ledger, is essentially an append-only data
structure maintained by a set of nodes which do not fully trust each other. Nodes in the
blockchain keep replicas of the blocks, each containing an ordered set of transactions modifying
the states. All nodes agree on the transactions and their order. Traditional databases assume a
trusted environment. Blockchain’s key property is that it assumes nodes behave in arbitrary
manner. Being able to tolerate Byzantine failure by consensus protocol, blockchain establishes a
reliable trust between both parties of the transaction, and implements trusted data sharing and
peer-to-peer value exchange without third-party intermediaries. The blockchain’s consensus

protocol must tolerate Byzantine failures. This is not the case in traditional distributed systems,
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in which they use the Paxos or Raft consensus protocol. There are many variants of consensus
protocols being developed for blockchains. They can be classified into two kinds. One consists of
purely computation based protocols that use proof of computation to randomly select a node which
decides the next block. PoW is the prime example. The other are purely communication based
protocols in which nodes have equal votes and go through multiple rounds of communication to
reach consensus. PBFT is the prime example. A blockchain system can be categorized as either
public or consortium. In the former, any node can join and leave the system. In the latter, the
blockchain enforces strict membership. There is an access control mechanism to determine who
can join the system. PoW are used in public blockchains because they are fully decentralized, and
PBFT are used in consortium blockchains because they assume authenticated nodes. Bitcoin is the
most successful blockchain application. Ethereum is the most widely used platform in public
blockchains. Hyperledger Fabric is the most widely used platform in consortium blockchains.
This paper proposes an architecture model of the blockchain system based on the above three
mainstream blockchain platforms. This paper then discusses the principles and technologies of
blockchain according to blockchain data, consensus mechanism, smart contract, scalability and
security. Specifically, blockchain data is introduced from three aspects of data structure, data
model and datastore, consensus mechanism is discussed about PoW applied in public blockchains
and PBFT applied in consortium blockchains, smart contract is described from three aspects of
running mechanism, programing language and sandbox, blockchain scalability is analyzed about
sharding and multichannel, blockchain security is discussed from digital signing and verification,
and privacy preserving. This paper also analyzes the advantages, disadvantages and technology
trends of blockchain by comparing with traditional databases, and gives several challenging
research problems for blockchain. The development of blockchain will bring both challenges and
opportunities for many industries, and result in the second generation of the digital revolution
bringing us the Internet of Value.

Keywords blockchain; consensus mechanism; smart contract; Bitcoin; Ethereum; hyperledger
fabric
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B BRI AT — XA BB B 2 5| R H S i A
DX B s 7 5 B A o B 0 AR 2 NS ] R AR
e Je Z A A B, 3 T He s Ay w5 i A Y 1 b
(Cpieun
3.2 XRFHYIFEERE

PO T DX B i R AR T 38 5 R T 5 LA R B
Hyperledger Fabric X HefER F 1 3 T 1K P A A,
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WA o R EO 55 RSB BEaABEES T
FEHET IR AR R 2 bt LR X RS U 38 5 ik
PRI 25 (00l 55 32 58 LUK T T 1 I 43 R A0 K P
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Gas B0 » Data 52 9 F & & 29 1914 28U . 52 5
2 0 R E R ALy (1) ECDSA 244

Address:0x67890... 5 Address:0x67890...
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B T 7 it X B 85 B4 . LR Y5 . Hyperledger
Fabric R &3 T LevelDB # & TR & 504 )& (world
state) DAFFfig K 71 43 85 50 55 RS HHE . 78 2k T Ik
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R AT RV AT B2 R DU B R AL
1M1 2 8l 4 AR BT I 1R 5 R GE. PoW B AT A 2 8 X
L AR Bt HARERE 2 A 2 ) A B T 5 A ok AR AIE
A X P RO ) — UM R 22 4 k. PoW HL i oK
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DX B 2R R DA 42 W 3 00 T A 58 G O AR AR X S 5T
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LARFFAL . X T PoW ML 5 45 25 e Ml i
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[/ 3 4 s, HICH SEATI207 KAHFERAM HL ).
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(1) N4 5 5 e 28 1 — A 295 50 B K i

(2) BT AR H A Ty A BT B 0 AR
AR 28 1A B 8 8 5 CLE BT DX RN B 241 28 5 HE P e
FEANINZR IERIZD) L ) W T 4.

(3) BT B RN A 5 9 R 5 - AR A8 HE 7
WIATE D). A LTG5 T3 R
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() MR —A7 g B 27 CF ] 258 2 10 0%
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PBET il # v i 4 A XA oy M — A 275
S B I AN AEAE 43 X AT e BZE 1 80 N i
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D T R 2% ) B 8 5. HoneyBadgerBFT S i
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@ Introducing Casper: The friendly ghost. https://blog.
ethereum. org/2015/08/01/introducing-casper-friendly-ghost/

@  Chain: Simplified Byzantine Fault Tolerance (SBFT). http://
sammantics. com/blog/2016/7/27/chain-1
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RO A RIBITE X EE Iy —BOt B
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S R TE T3 e BB SR A L R 250 A 42 Rk it
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POCFRAE X G . B RE & 208 SR & YN IR R 1F
8 E VF 5 38 HOHL R S DA AT = Bl 1) 08 S
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PR - e 12 3 B s W - o 1 5 A
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K6 FaEa A mE L
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Ca WU D VA G D N i S (s T o A 6|
Dapp) s 2L F & BE 5 20, K IR & 9 30475 5
VI TRPAR A B . S R 5 R RE S 24 1) 1Y 56 AR AR
SRAU T A% G Al B 1o FH 5 7 A el R ) 9 O R A7
URE ST Bl o €T L= BN el LR I PRES 4 € 2
Wl s MR BE A sty TIXBEE R G2 . 15 ) X B

FAR S E .
5.2 HwIEES

o 1 & S I 1 Ak B AE ) 11 f] S A, G
A S T AR — 246 2 . O 1 3k A mT RE A9 T I 5
Bt o BT LA BB R 46 4 R G2 ek 2. IR L AR
AR SRR R & BT IES . LT & A7
TE A% B L B RE S 4.

LR A E T Solidity, Serpent 45 [#] R 5¢ 4
AR 5 F R R RS 2. B @ UHAIE T &R
TR A AR LRI RRGANE TR
AN P L hE T ) address BE 28 AU 45 1] T S A Ak
FHCFOT T AT R . PAR 37 /A 290K R Ah
T P e =2 ] — bkl 25 A) L G 24 b hE REBEE — A Ab
PRI 7 4 ik AT 2o 1] S 29 b ik A 2% 52 B ok T
BREGA. & AT B R S I CPU Ay
2 THAE Gas, Gas i PIR T SGHTIR . — H Gas #&
S B 4R AT THFE LAY 38 T A 2B [l
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Solidity, Serpent 45 [#] R 5¢ # i) % #2 1 &5 7E 3G 98 &
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H The DAOY f4 AE 13 249 PR i U513 1 O I 10 38 388
Wit o 29 1200 ALK MR 86 % L J5 Bl i i
43 G T 45 2% H The DAO 30 H & i 2 0 i
B PRt . Solidity P BN I 76 % 18 #& 5 T AL 563k DA
PR B BE 5 29 AR Y T A E.
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FIFRPRE G L, X @ Pk 5 AMEE RS i
PR T H A T R S 2 g R o T T A
Hyperledger Fabric A% B8 & 2 8 #% 4 Chaincode,
A6 7] T S A T A A ol Zny T R 5 X BBk A2 B
Ry M — T N 2R BLAC oy W ME — R IR G 5 A 29 S5 T
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5.3 MR

HEGAAR AT ERIE T A LW
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g1 i 4x, T A BE & 29 0 05 47 12 B B 1Y)
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@ The DAO. https://en. wikipedia. org/wiki/The _ DAO _

(organization)
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SR A 0 B AR B 0 e N Bl AR S SR
ST/ Sy IR B 43 B AR I UK 57 2.0 {1
18 2 BE T A £ UE ML Y Casper HEPU 5.
6.2 ZEE

N T ¥k Hyperledger Fabric i R 403" e 1L
A2 by B AP 9] 51, Hyperledger Fabric 1. 0 2 T £
SCIBTEN: = YW NN s NN SR R Fii N2
K B A DX PR R 28 4] 53 1R RN HE TR] B8 224> 23 s
Hyperledger Fabric %3 18 £ A W) 5 F 22 7 B 0]
A X BEE M 25K o3 g Z2 A2 5 A GE B
AR A O 225 1 58 5 ok 2 £ A N #1938
. AN 7 B 1 g Peerl IAE] Tl 3 Chl
i Ch2,75 5 Peer2 il A 7 il Ch2 Fij@ & Ch3, 7y
1 Peer3 A T 3838 Chl.3@iA Ch2 f13# 8 Chs.
A R DATE 2 A 6 b [R) I  JSOR A B IX B, 24
B F 2S5 T LAk ST R R AT R X T R 1
BELE R L A WA ki 35 3 F. Ordering IR 55 19
FARBEE AL SRR 55 AT BE T Kafka 5 B &R 40
8¢ SBET Il x) i A 55 B9 A28 5 i A7 48— 4
J 24 H fy AT A 7 B A UL 2R S AN W RS 5
B RATHE 55 A9 [R5 fH A7 AN 75 B Ordering IR 55 15 s 3K
R SE y 1A ELAR Y2 DU AT ) T 0 25 Ok B e 52 b 530

Ordering Service

Chl| Ch2 Ch2| Ch3 Ch1| Ch2|Ch3
BC1 BC3 BC1 BC3
BC2 BC2 BC?2
Peerl Peer2 Peer3

& 7

TEHET PoW L UHL I /Y Lo Re AL R B s
WRAEAT B ZI# AT A b A 80 B, Hyperledger
Fabric 5 PBFT Sk 2K T A 5 S8 H 25 H
S A L XA A T X B s 2% 1 3h ST L
It Hyperledger Fabric 1. 0 ¥ 455 &5 7 LR
55 (orderer) F1C K7 &5 (committer) , f# 4l 7 iR AR

Hyperledger Fabric £ i@ i&

@ Multichannel. https://hyperledgerdocs. readthedocs. io/en/
latest /multichannel. html
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il A5 DX B i 2 48 T i B4 P A G 8008 e ) 22 AL
. Ry 1 OR B R 14 22 A AR G B IR AR SRR LT
T S8 IR BN AT O L P A L
B AT AE AR A T R 3 AN DX R BE BT s R 19 2%
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52 oy B AN AT O AN AT A A B R 5 MR S 5 1l
FHAS [ 0 07 0E A3 R 7 b ke O 58 B 1) B RL .
7.1 EEZ5RWIE

BT AT BE R LR ORI LUK B A S P

To:B

BHLR S 25 B R AR R X 4y — A P B ME —
B AT IRBER 5 %t T B 5 #h AT 4 44
S5k, 2 2 Bk T R i 2 S A
(ECDSA). [l 8 Je Wt T LA M 28 5y (46 44 5 B i,
M BT — 2B R KA Sy W) BRSO T R AL AN B Y
SHA256 5 RIPEMDI160 [t ¥ W v 45 B pubKey-
Hash, Bl Fb 45 0 #b bk 42 43t 45 & 2% % . pubKeyHash
CWONAESE 5 1 i 3 A ScriptPubKey 1. PL OP
TESk 18 A2 F R T AV A b B VR 48 25 ARG 518
AR LR T A th ) B 18 . 0 T 58 M — 258
Yy RIR B T ERZ A oy AR AT 4 I E 4
sig FH 23 4 pubKey HCTE it A4S ScriptSig H1.
%44 sig RWITLRR i & A NKINZ AE 5 I 0% H
e THT— 228 5 R 13 19l R s 2 41 pubKey
— N T RAUE% 4 sig BA &k, 55— m T
0 T 1 A (2 75 T — 2858 ) i AR o i) L R
Mkt pubKeyHash — 2, DL UE & 2% & i SE 9 A
XL LR . DL R 4 4 5 g o R A O A T
VA T i L A ) Bl 5 .

Zm
LITPN gl
: : >
PrevTxHash Value
Index OP_DUP
To:A e o — OP_HASHI160
2 (,:‘Sl%)(;(f X%’A’Z: < pubKeyHash of B>
—pubtiey ol A~ OP EQUALVERIFY]|
: OP_CHECKSIG
& 8

BT HREmERE TS MR IR 25T
W P LAY Bl LU AT N 28 5 19 28 44 5 S ik 5 A O
AL & 9 R LRSI se o i R & T
RIiEHER) ECDSA &4, A4 & Kk & A
Kk F L ] T ECDSA % 44 | R 6 58 5 3k
P R 1R 2 S 80T IR E R R E I ARG
XF AT SHAS W5 Ay iz 550, B AT 11550 1 & 3% 2 1Y
Ve H kL st AT U B A 58 By 11T A AT

Pttt SHA3
 From:0x67890... <—‘
5
RLP To:0x ABCDEF -+ =
SHA3 Value:100
ﬁ Nonce:8
= gasPrice:200000000 | [ ECDSA% &
225 gasLimit:100000
MW Data:
%ﬁ ey ECDSA Signature
B9 RLRYIRE 5 %4 Sk

Zon
LITPN e
T PrevTxHash Value
Index OP_DUP

——— OP_HASH160 -

blil(gexof%g; < pubKeyHash of C> TO'L}

~PubRey ol B 1 | OP_EQUALVERIFY

: OP_CHECKSIG

U T 22 5 19 26 4 5 i

ol 20 A2 i BSCHE A R 9 2 5 T 7 T 6

Hyperledger Fabric 42 %1 %} Bt B3 4% 1 3% 11 79 ,
X BRI AT T A e 20 2 5 A IE AR AL A
A WA Hyperledger Fabric $& fft 17 % '] #9553 4
R %5 Membership, Jf £ T CA b 4 J 4 it T
ECert(Enrollment Cert) , TCert( Transaction Cert)
F1 TLSCert(Transport Layer Security Cert) = ffi2ik
R UEAS AN [ BR 5 75 20 T AN [R] 26 284 ) e 3.
ECert i H T S 3 A UE , 76 %5 55 22 G0 AT Al oA 35
AP S, TCert WEH A T 38 5 % 4 5 55k,
Hyperledger Fabric i %% 58 5 # AL & T &k & 1)
25 B NS Gy UEAS AR B =07 Jo ik 1 38 5 ik A5 38 ]
R Y Ak L R AL 5 FT R A Y TCert HiE
A5, TLSCert b5 H T R LA #1819 SSL/TLS j@i.
7.2 AR

JIT AT 58 oy U 2 T 3 B b 4 b A i A 4 )
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AN b RORT B Y B D 3 L B, (A R T AR
s B R ). be A T b ik R0 LR 35 K P b bk R 2 A
Bl A (a5 P 1S B 5 B Z A A
) X6F IO 6 2R 4 5 B BT M ik A 0 D S B 0y 22 R £
RIS T — B E B 44 . ) Ak B IR A B #
{57 FH 42 1 bk S S [R] ik 22 18] B A A fn] DG I, L5
BT ZAZE G A AN AT IR H S ik 2y R To ik
P e e % 10 B R L BN - BR A B LU RR T 52 5 B
52 24 NIE | [R) 28 52 5 vh 24 A\ T A R BB O 2% L K0
25k e TP Mtk 5 F Ry T ik i X6 G R A T
AE M 5% P LS B 1

DX B e FA PR 47 BB A5 48 6 28 B A1 YT . RS SRR
28 5y B IE A VE. X e sE B FT Y B RA DR 47 7 58 B4 TR
M (CoinJoin) © ¥ 2 % (ring signature)™ | ZHI{H
JE B (Zero-Knowledge Proof)!™ | [&] 25 Jin %% (homo-
morphic encryption) &, &t i (dash) i F T iR
M 2 AL T PR I — 2B 58 o — AT L AT T &
26 HhE A Wb hE 2 [ K R 112 T (monero) Jif
MATHIBEL HEZEENRAMZANS T XRENA
BHIN %% 28 T B A BT N 28 B A 2 A0 DAt
BT 3E 5y ¥ K 3% & . Zerocash™ B J T 2 i IE
W W] A I M 6 S B B | TG AT AT A A E S I
FET 5 1) B ik UE B 5 A28 55 & IE A 1) Zerocash 52
BT R E A o 1 R FA R P il 9T Zerocash,
Hawk"“ St 8 7 HA RA RS R G844, v X
FEREAC T M B AL PR . () 25 Jom 2% 5 3 ] 285 e S5 DR i
T IB B S I R I S s B 0 A5 B AR TR T
A T o R 52 B A ) B

zZkSNARKSPY B R B F Zerocash & 17
S 5 58 Hoal FE 0 $hAT IG5 138 B AR i 4
TEAE— A IEM 1. Zerocash fifi ] zkSNARKSs
B 1 A8 T QR R 2 e < 01 A I i i 5% A8 ) BK
P BT T » 58 BAE B B BT IE. LR YT IETEY
JEERE R AR IFRITE EVM Hhlg fin SNAKE 55
UEFE 4 LA RO FF 2kSNARKSs i B 1 B 3iE. 2016 4
7 ATERE S /R K2 ) Ethereum/IC3 Bootcamp I,
Wt E 11 4E Ethereum |52 % T zkSNARKs #{ ¢
FRA5 3 R ©.

Hyperledger Fabric 0. 6 3% T 845 1) %, &
AP AL g5 R B4 Y 4 ER A8 B Bl Bk B EE
JUEBE LA L 52 Z) B A 3xX S AL AL 1Y) EE R
FE RV ML AL DRI B RA T R AR E . UL,
Hyperledger Fabric 1. 0 R H] 1 28 18 1Y Jy 58 AT Ai]

i L 38 5y W AUy 8 22 J7 AT gt N7 4 A5t 1Y e T L L
J& Fi A A8 o P AT AR GE A b 58 Bl E B TR RS
Sy BE AP AE S i X Bk b AT iEE B
FAAT Vs [n) g B RN L A A E B PR T AL
ilal. filan, 18 7 s S Peerl HAES 5 A& R W
i Chl 8 Ch2 LIS . AES S & A Wil
Ch3 M52 % . Hyperledger Fabric 1. 0 /1) 2 38 18 %%
AN AE T 4 BB T AH BR8240 IX Bk |, 5
BT R 1SS T DRI T 38 B B a4 B R

8 RUEMAESBERRER
8.1 XML
X B gl & — Fh £ 7 FE [ 4 B 9 o A 2800 E
556 G505 g R G A L L R B HANT

(D) b k. 1% g8 B0 e 46 vh 88 28 7 W] — 4
BEO, B — HL M A P A4 4. X B R L Pk
0 s RAETEATAT 0T 05 1 20 5 5 3 3L R 45 BRI
Hidr A S 5 # AT R SO RE L B
TS T 56 42 43 A 20 22 07 [R5 8 3L 22

(2) AFTEE k. DX BB AR 5 D B a) /Y i A 45 51
FX B i Merkle W52 B0 1 85 B0 A9 A 7] 500k
T3 0000 7 B S0 A R AR G2 AT T R Y
PUBIL A 75 2 — 47 o5 5000 10 Al vk B TG R ) ) 4
I ) HL T

() AW, X Hesk F A A R G T Rk
(14 JIT A 28 5 B4 B 3 SR AT Bk H R 2R A L
it o W 7 (58 M3 J5E L 38 W T A D R AR L5 R T
WA B 1 o R B A

(4) m A, P R — A A] {5 B R &
5H WA EAF AR JC T AT A5 b A B AT % o5 0 B
He 58 UAE By X YL 1Y) B 28 58 By R R AR R 3% A
FT2 4 WA 28 3ot 4 W 5k A IR 22 5 A il s 3
X Pt b 22 5y — H 5 A AT NEBAS 0] B g AN ]

(5) Al F. A% 88 o A 280 PR R A 2 A X
AR bR Z G AT L RS RS AT R g5 A b
£ 03 B PR I 2 5000 A W ] 25 50 5 o SR 2 i aie
V2 H B I L, 5 003 000 Tl B D) 48 1 A 3 0 ai T
X FP ARG T S B A s AR B B N B B AR IX

@ CoinJoin. https://bitcointalk. org/index. php?topic=279249. 0
@ zkSNARKSs in Ethereum. https://z. cash/blog/zksnarks-in-
ethereum. html
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(1) FFrk . H R AT LR B 19 2 ik it 43 03] 249
i 7TPS F1 25 TPS, Hyperledger Fabric {4 it &
/T 2000 TPS. B T BLAT 1 B dls e A% 98 %08 1
18 5 28 58 by 2 1 B M PR AT A B L (HL X BB AR e
PLIX By B 1808 22 %5 58 by 75 — Ak B, 3 3 S <
T G WAL AN e 3T PoW [~ A i I8 & 3T
PBET 4 15k W B o G 52 J52 #6820 4P 12 R Of 46 K IXC
Yk R % etk BEL S NE A4 SR B X
P iy Ay iz 55 DA b B2 2R i AU R AR AR P B R Y
RGITH.

(2) F 55 Ab 1. H F Y X P 8E 1 & 3 2R IR
J2HHE R AR = 55 A 3L T IS )2 B K 2 R
A F 55 A FARE ) 9 Key-Value B4 2. FEHRR T LLK
5 #1 Hyperledger Fabric #3% F LevelDB 174 X Bt
FER 5 8UR S EUE B LevelDB 3 A 3 £ /4% 1 25
G AT R R RS A PAT R Mo T SOOI
A — 0 N HE Y A TR 2D B A B AL
B 2 B — Bk AS.

(3) I e b B A% B8 5008 JE w5y I i D I
TR v R A AR 55 DX HREE 1Y Y AR 2 02 DAX
AR By S5 P2P WM& R 8 G L IR A
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HlBLA . H TR 2 BX BB G 5 B AR 2 A T 5
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A 58 B84 P U A 1 7 TR) A R ] B E X R R
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TR DA I B R R G A ik T R T[] S FOAF
i it H AR 2 50 X st F 6 B A 1 A 50 14 m
H ARG RARVERE SO AE T B 840 X e i 7 & $2
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8.3 EXREHWERED
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22 77 T 8 A7 (8], SRy 7 fiff DR 6 ] R8T, 2K S ) X
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B A ZFLERER 2T PoW ML A &
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TG & ) 467 O 1 0 4% 8 5 R iy m) . 2 A 4
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BRI I o B 45 7 20 3 43 AT A 1 b i B 32 A 3R R
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(2) RANDRA . R RE A6 Ba i 52 2y N 4 R
IE P R[] 25 0 28 R e 52 O T Y B RL DR A il R O 2R
RS IR S NRUINE NI A PR EIS i & i T B2 S €1
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MLk RN . L IRZ P ERAT R
it ¥ 53 58 5 B 4 il te T 8. Corda 32 %2 3 FH 3 %)
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A8 5 Wi M W 4 \] D, Hyperledger Fabric 1. 0 ) £
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(D) BESNE G TR A A HRE ) e AL
AR T B K X B B S ILAIE (segregated witness) @
FAIA H W 4% (lightning network) P &84 28 )5 22, 24
HF HL e X B RE B FR A 1 MB, e A X 2 Y 1
RIXHR S EBRZE 2MB DL 2 51958 5 .tk
1T 52 5 ) i A VAR 40,55 A7 ik o 1) 28 44 B0aie LAAIE
HIA R E R AR 2 Bl AU T3 A28
B i 52 T B i A H B VA T 38 . B DL R 2 R
5 5y Y % 44 R B Hh DL D 52 by RO X B 4
2L Gy ORI YRR 25 DUAE FUO2 B 1 X4
T O AR A b B8 R B L HL TN 19 45 AT 3k 3 B F0
B RIAE Sy ar. [N 2% — i 2 it BE kR T B A
Coff-chain) X fi R 3 5 A i 3 o JEFR AL T @ 4t/
S BIVER N 89 SN O7 20 1 B 54 Y B AAPE
B T 22 2%, 75 L 4% (Raiden network) @2 Al 4
PR EL TR 28 2 A LK 37 ik b DR i S AN i A . TN FL )
25 TR FL 0 28 /NGBS B AR SR AN BRSE B T
2o W T F5EE T F5E R B A R S K
Y R 4 SO 3R ) B Ja T B TR R T 4% R fE TR 4% 2
HATHR R A AL BRRE ) I A T 38 Kok —
Y KR =3 ).

(5) 24k 5 M BE. &5 X PEEF & ek it
Ty G R G AR AL FRE ) 2 BR T 5 T AL
Z 4 BT T 58 RIS BN AR S I 28 B S By e A A
FERIAT AMESEE T RGRY AT A 5 4 A HE
32 PR T AT A T LB () B 2 3 DRI 1 58 B B i
IER AL, BR T LR 9 % 73 v Hyperledger Fabric
Wl £33 , Monax, MultiChain® % [X B4 57 &
AL T A OB 2507 . M BE (sidechain) £ 4] /2 8
1F 5 E LG R T S R T T AL B i X B
AR AR e LR T B R B — M RE A2 BR A TR
R NG 2 — AR SE ) XHEE A B O R IR AR R
BLHAC 2y TR RE B 20 i B0E E48E B0 LLARR
M P A5 AH o 50T 1 LU R T A 0 B B . i an
Blockstream® #fi 1} (1) 7 & 55 18 1 5 o 4% M 3L a)
B ESEIT LG R TR AR T A R B () ) A L A 4R
7R BE G 2y AR AC B SRR g O A I O
A A — Al B 3 B O M TR AT A X P
SRR Z RN TR AL, 255 5 00 BE B8 98 i o A X Bk
HE Y o) BURI AN A2 o oK R i SR A7 S 20 5%.

(6) B HE. T E i AR 2 R A& S5 110 DX B i
G B EEHOR AT DL SE BB AT 2 ) B HUEK ELGE A h
f&. DAECFE 527 g 9] A0 SR R A% F T AN (] X e 1] 1Y
BE 2, QAT SE B SR R S BE S By R IR S
Z R0 BT I (R BB M. H TR R e ) B SRR
& Polkadot™*? #1 Cosmos'®. Polkadot [y 3 F & 4%
W BR R T 4k 5% (relay chain) , FoDLDLOR S b F 5090
T 5 & FhF-474% (parachain) i) B 3% . B4~ 1758 5t
SN OB X e ) 2% Polkadot i DL HE A A
BRI A B B 4k LR B 4 AT 5 AT o B
1738 . Cosmos #1 A [A] Fr 25 1Y X He 55 + B & i
Zone, @it F T M4 Cosmos Hub | iz 4T H) Inter-
Blockchain Communication (IBC) #p I 32 3 A [F
Zone Z [A] ) H.HK. Cosmos % {1 T 5 B 5 4 1 45 5
BErm 38 Gy 1 Polkadot W% 4 - 52 B FH 1Y) 25 4% i
5. ¥ 85 HR H AT e 78 B 58 7 5 B B (H 4 JA)
TCP/TP 1€ 24 4> 51K X 14 A7 oK ok E 5 75 2 X b
() 5 58 F 52 L IX Bk ) 1Y) 7 e LB

(7) YR FIIX B &L X 2 0] A 2 B 4 3R
R ZH 20,k 2 B A R R A 2 IX B
ELO Sy T e S B [ B S ) 9N R 1 4 X T
B LK Y B GHOST B, 3% P & DR B
A5 DAY e BE S it Bl T RDE S50, 1 i&
o F 806 D /N S A 3 5 TOT A K e o 5 42
A 1) JCE 3R (DAG) Sk 41 40 X il 5 %
Tangle ™ , Y AL & — 38 5 H & 845 Z i 1
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WE I K BE IR o 185, Kok 7 2 AE X B
R0 X B & 5 AT 2 RIS SR R

(8) SQL on Blockchain. i & X Bt #% & 45 1 fig
R S B 58 T A 1 R 3R ik T DX B 1 Kl o A
TAERE & B ia V75 k. BLA AR N B AR
TR GE Y & FEAE e BLA B9 B3 70 A T2 AL B A
BT SQL eyt X P b i X B BUHE L 58 o B K
RASHOHE T AT T A5 H Ak . il Hadoop® 4 2
i MapReduce ¥ [i] SQL on Hadoop, Spark® %
i RDD %% [n] Spark SQL )& J&& I # — ¢, F 91X

Segregated witness. https://github. com/bitcoin/bips/blob/
master/bip-0141. mediawiki

Raiden network. https://raiden. network/

MultiChain. https://www. multichain. com

Blockstream. https://www. blockstream. com

IOTA. https://iota. org/

Hadoop. http://hadoop. apache. org/

Spark. http://saprk. apache. org/
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(9) BlockchainDB. & {8l B 5k I i i /4 P 3 &
JEAEE T — A 75 19 NoSQL $#8 FE, i % — #tt 2=
SN PR P E VL TR S SERvI S
— i DA VE 2 3| b JE L SR B X R R 1 R
&% . ] R H ol BlockchainDB. 2B K 1 1 2 K 4%
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A R L DR VI ST L [ O s T I A €2
it S il & 8 BT 50, L AT DL S B 2R
PL/SQL 5 TSQL %i 5 18 B8 & £9. BlockchainDB
FEN HJZ BV IZ R A S FRE SQL $& 4L 32 Re 7 ] X
s 38 o s RS EAE 1 SQL 1B Ay N TR Y
AT 5 U5 ) A G s 2R AR [ 9 422 11 o DL REAR N F T &
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Background

This paper surveys recent research work on blockchain
technology that belongs to the blockchain category. In legacy
business networks, all participants maintain their own
databases with duplication and discrepancies that result in
settlement times, and the need for

disputes, increased

intermediaries with their associated overhead costs. However,
by using blockchain-based shared databases, where transactions
cannot be altered once validated by consensus and written to
the databases, businesses can save time and costs while
reducing risks.

Blockchain is a decentralized, trustless, tamper-proof
and traceable distributed database maintained by multiple

participants in a public or permissioned peer-to-peer network.
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Bitcoin is the most successful blockchain application, Ethereum
is the first for to introduce smart contracts in the blockchain and
the most popular public blockchain platform, and hyperledger
fabric is the most popular enterprise blockchain platform.
The existing papers mainly discussed the blockchain based on
Bitcoin, this paper proposes an architecture model of the
blockchain system based on three mainstream blockchain
platforms (Bitcoin, Ethereum, Hyperledger Fabric), and
discusses the principles and technologies of blockchain
according to blockchain data, consensus mechanism, smart
contract, scalability and security. This paper also analyzes
the advantages, disadvantages and technology trends of

blockchain by comparing with traditional databases.





