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Abstract  In the credit reporting industry, the richness and diversity of credit reporting data is
extremely important for the development of credit evaluation. However, credit data owned by
credit reporting agencies, especially small credit reporting agencies, has issues like incomplete
content, incomplete types, and insufficient instance numbers. Therefore, data sharing among
credit reporting agencies is very important. In practical application scenarios, credit data has the
characteristics of high value, strong privacy, and easy to be copied without authorization. These
characteristics will cause great security challenges when sharing credit data. To solve this problem,
this paper proposes a SVM training mechanism for secure sharing of credit data. Meanwhile we
design a system prototype based on this mechanism, as showed in Figure 3 in the manuscript.

This mechanism is based on the consortium blockchain and the addition homomorphic encryption
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scheme Paillier. With the decentralization of blockchain technology, this mechanism does not
need to rely on any trusted third party during model training. At the same time, through secure
collaborative computing between credit reporting agencies, the mechanism can meet the credit
evaluation needs of the model trainer without revealing data privacy. Firstly, the shared data is
stored on the blockchain and is encrypted to ensure that the data is secure and cannot be tampered.
This process is completed through smart contracts, without the need for a third party as a data
sharing platform. Secondly, based on the addition homomorphic encryption algorithm Paillier,
this paper implements various secure operations in the SVM training process based on the
stochastic gradient descent algorithm, and designs a secure SVM training algorithm according to
the training process. The algorithm flow is shown in Algorithm 2. Based on this algorithm, the
credit reporting agencies participating to the calculation can perform operations on the shared
encrypted data, ensuring that the model trainer can train the credit evaluation model without
leaking the original data. During the training process, only the data provider and a model trainer
participate in the calculation. The calculation based on the encrypted data does not require the
assistance of a third party, which avoids the risk of privacy leakage caused by the introduction of
a third party. The mechanism proposed in this paper is verified by security analysis. In the threat
model, neither the model parameters of the model trainer nor the original data of the data provider
will have the problem of privacy leakage. At the same time, this paper verifies the usability and
performance of the proposed mechanism through experiments on real-world datasets. The
experimental results show that compared with the model trained on the plaintext data set under
normal conditions, the model trained by the proposed mechanism has no loss of accuracy and the
training time is acceptable. In order to further evaluate the advantages of the scheme in this
paper, a comparative experiment with other similar privacy training schemes is carried out. The
experimental results show that the computation time of this mechanism on the experimental dataset is
less than 5% of the comparison mechanism. At the same time, relying on the characteristics of
decentralized training, the scheme in this paper has prospects in practical application scenarios.
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The problem that this manuscript focuses on is how to
provide multiple data providers to assist the model trainer in
training the SVM model under the condition that the data
privacy is not leaked. Since credit data has the characteristics
of high privacy, easy replication, and high value, the secure
sharing of credit data has always been a difficult problem.
There is still no ideal data sharing scheme to solve the
problems. Blockchain technology has been used in data
sharing schemes in medical and other industries in recent
years. In most researches, data is stored in encrypted or
plaintext on the blockchain. The result of the data sharing is
that the data requester obtains the original plaintext data,
and then the data requester use the plain data to train a SVM
model. Obviously, such data sharing scheme cannot meet the
requirement of security in the data sharing process in the
credit data field as well.

Many current researches involve privacy protection in
the process of machine learning, and the methods currently
used are mainly around algorithms such as homomorphic
encryption and differential privacy protection. However, on
one hand, these solutions cannot achieve a balance between
security and availability, and on the other hand, it is necessary
to introduce a trusted third party to ensure the successful
completion of the training process.

The solution proposed in this article strikes a balance
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between security and usability, while avoiding the introduction
of trusted third parties. Based on the scheme, a secure credit
evaluation model training system for credit investigation
scenarios is designed. Compared with other schemes, the
secure SVM method based on secure multi-party computing
does not need to introduce a third party, and in the collaborative
training process, there is no need for frequent communication
between data providers and data trainers. This paper conducts
experiments on Australian Credit Approval and German Credit
Data respectively. Experiments show that the security and
usability of the mechanism can be guaranteed. In an acceptable
time, the mechanism can train a model whose accuracy can be
the same to the model under unprotected conditions.

This work is supported by the National Key Research and
Development Program of China(No. 2018 YFB0803405), the
National Natural Science Foundation of China (Nos. 61902039,
61872041, 61932016), the Natural Science Foundation of
Beijing, China (No. 4192050), and the CCF-Tencent Open
Fund WeBank Special Funding. Prior to this study, our
research team had achieved some results in the privacy
protection during the machine learning process and the
multi-source medical image retrieval scheme based on
blockchain. We also research on the application of blockchain
to cross-domain authentication and incentives scheme during

the data sharing process.





