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Abstract  An online cipher supplies data incrementally in a serial fashion, and ensures data
security. In recent years, designing authenticated encryption schemes with online property has
become popular, and many online authenticated encryption schemes based on blockciphers and
permutations have been proposed. Compression functions and hash functions are applied widely in
information security, while few of schemes are built with them. In this paper, the authors take

compression functions as the underlying primitive, a family of online scheme to be given. By
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modifying the double pipe construction which is one of basic constructions of hash functions, this
paper solves the contradiction between state leakage and security requirement in encryption, and
proposes a family of online ciphers, called DPE, based on compression function and double pipe
construction. The DPE family is dedicated to applying conveniently in environments which
already have components such as compression function-based hash functions or compression
functions, and is shown to preserve privacy and integrity of data. Practically, we present three
family members, i. e. , DPE, DPAE, and DPAE-I. DPE is an online cipher, providing online
encryption and online decryption. States update with calling for underlying compression functions,
and parts of the states are used as a key stream which will be exclusive-or with plaintext to generate
ciphertext in enciphering, and exclusive-or with ciphertext to generate plaintext in deciphering.
DPAE is an online authenticated encryption scheme (an OAE1 scheme), based on DPE, which
adds an extra authenticating process and in which a receiver could ensure integrity of a message by
verifying its tag. DPAE-I is a segment online authenticated encryption scheme (an OAE2
scheme). With respect to DPAE’s property of incremental tags acceptable, DPAE-I partitions
long messages into several short messages, which can be seen as segments and encrypted with
DPAE. The internal state after encrypting a former segment will be used as the initial state for
encrypting a latter message. When work memory is large enough, DPAE-I is online in both
encryption and decryption. To reduce the cost of hardware and software, when the output length
of the compression function is half of the input length, we use one single underlying compression
function and one key to build a scheme of the DPE family. The DPE family inherits characteristics
of compression functions and dedicated hash functions based on compression functions, such as
one-way and high-efficiency. The properties of the family include online, flexible, adoptable,
and high secure; (1) When work memory is large enough, a scheme in DPE family calculates and
outputs the corresponding segment after reading input segment. (2) Users transports one scheme
into another in the family by simple operations according to needs for confidentiality and integrity
protection; and adjusts between efficiency and security of a DPE/DPAE scheme by flexibly
choosing different compression functions. (3) Compression functions used in hash functions, such
as SHA-256, SHA-512, WHIRLPOOL and SM3, are adoptable as the underlying primitive.
(4) Higher security protection is provided by the DPE family with large scale compression
functions, compared with those schemes based on blockciphers; and with the use of the double
pipeline structure, the family has some advantages in the security over other schemes based on

compression functions.
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T <A
IF T=T' THEN RETURN M
ELSE RETURN |
B3 MBI 4 4RI R T DPAE J5 & 09m
%5 0 HAREE. B E R R AT = LA 2.

M,C, T

Kl 2 DPAE Jj ZER

UL e LR kR AR T
KESIMPRE A MR AR, 575 2500 1 78 B



5 14 i

IS4 R TS IE

G5 B TE LN 7 % 1149

PEAR AP B, AT DLE b 3 2 R S )2 R 46 bR O RS
HEAE JEAT ST, IR A R 1 SR EOIR SRS K AR 4.
B0 U FREE K E R T a i, 0] LUE T 2138 4] 3 A 3
Bikth T<A ZJ5.
WHILE | T|<r DO

X<Al|B

A< f1(X); B<f,(X)

T<T|A

END WHILE

T<T|.

5 DPE J5 22250 % T 58 N A M
KIEREZH 297 s P& N A C K
JEE LN 27 .

4.3 DPAE-1 /A Z

J1¥% DPAE M OAEL J5 5630 OAE2 )7 %, 3
AT3E A LA J7 3 43 00 %8 Jin 48 0 e 285 53 10 4 36 w0 4 Ak
PRI AR BR B0 K R R 1 FRATTKS Hh A R 1
01" 2 I% )2 46 R AU E RIS 2R S (= (f1(0°1"),
£ (1°0)) B3 FRE £ init (K. FLVR R 245 55 (8
S WA AR & FFAE N 5% DPAE. Enck (N M) A= 1
P T ZJG i IN—UOIR ST BB AR Bl A < £ (XD 5
B<fx (XD7 H 8B H L IL R Enext(S, N, M).
B £ next (S, N MD WY B oy =04 (C. T,
SO H A STERE T — NSRRI AR
25 IR) . TR ATTIBE W E.next (S, N, M), 3 fin—
X FRARZS B SEEE 07710 (4R A 8 A5 44 3 Br
31 Elast (S, N, M) 5 Enext(S, N, M) # fif X .
BT Elast(S, N, M) i RS HEME S WA P ETT
T L B AT DL £ 1ast (S, N, M) (4 iy 45 W%
R ZICH (CL T S g FRAT Ry hn % B8k 1 = A 4
BRI SCAHH VL 1 ff %5 R 2 D.init (KD, D.next (S,
N.C. DLl KD last(S,N,C,T).

FATHEAS BB 7 2 FR 8 DPAE-L

BUE PR35 4 25 0] L W 3045 ) ML 3% 358 T
C UL ROk A28 (8] S LT v] LUK DPAE-T 7 81
Jon 2 ik 55 53 S AL AR = AP B

Einit; K— S;

Enext: SXN XM—>CXTXS;

Elast: SXNXM—>CXT;

D.init: K = S;

D.next; SX NXCXT—>(MXSYU{L};
D.last: SX NXCXT—=>MU{ 1},

1E DPAE-T J5 G b in & it s g A B8 & (N MD
TSP o R R R A e, 1B B (N, MY

NZ MP e N M) Horp B A 40 B K B
AT AR5 FH P 75 SR BOAS [) 10 B8 1L (HL 225K 28 B XL
T B2 E .

B A Einit (KO A T kA S =k,
W Enext fEAT (S, NV MYV, A i (C?,
TV,SY). K, W Enext fEH T (SV,N,
MP) AR (CP L, TP, S, DLk 254, &5 78 A
Elast ERIF(S“ P N M) A j(C, T).

AH L M, FEPAT A 2% B B A A % SC(N L C,
YWY 5 R A W FERCE 1 4 e, aT LA 21 (N,
CV, TV, N?,C?P, T?®, e ,N“,C“,T“). H
FONYLCOL T G=1,,0) KK 5N % d iy 31
EFH— 2L

58 D.init (KO A ik s S Hak,
FHD.next fEF T (SO NV, CV LTV, £ 8 4F
L A M 2 B E S W, T L O 2Rk
Pt Bk, A D.next tEFH F (SY . NP, C?,
T A5 UE R WA M 5 25 50 UE 2% T80, T 4
WL A 2. RS Do last fEH T (SUY,
N@LC T 5 B Uk By W 4 e M5 45 B iF
M I e s L

kX A 7 0 DPAE-T J5 8 4F Jy 43 Bl ik
W07 58 AT AR N 8 R % 5 1) B R R AR MY

5 REMDH

A5 35 %5t DPE J5 % H DPAE J5 % 1) % 4
PEUE .

TEA B 22 VeI FATR B Mty & 2 HAT i a)
TS HLAE S 1) — AR . R B AN 25 ) 10 L
FEWE PR —DIeER, BIME—1E N FRIZ B
i # & % 7E ME — {H BY (nonce-respecting). 7E 4~ XC
b FRATT R 2R B i A R G ME — (B0 . Dy f Ik B
BRI FRATT B R M ik 3 A ) i 1S AL O [R)
78 2 CN S VD it /2 38 58 FL 00 CRIV S 38 78 5 19 9H B 5
XFTINUEINE 5 58 5 AT fif %5 105 AL O 18] 14 7 2
(C.T) i 2 s B L I H Rl I R o 22 52 0
(C. DRI N M. JEEh A R — ek F AT %
B SCHY LR BE AR 2 a RS AR KR a.
5.1 DPE A ELZsHE

FRATE Se2h AR LN £ 4 e 3L, 32 T ik B
DPE Jy &2tk %€ X 2% T Bellare % AN 5
2 P 7 2R A 1 e e Y DL Rogoway Al
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L
&

Zhang™* ) 4 ik 5 .

L I=(K,E. D) —NFELFM. kst &
AR LA 5] R 1005 AL 22— & LS A N 4 TR AL
o R B N TS ML, — A B N BE bL
EcCeuo) LN M) R AL LL C <= Ex(N. M)y
. —A A0 % W F Ml 7« OPerm (@) » VA
(N.M) g A LL C<=m(N M) gk . 4 Yo %
A VLR 7 % 1 58 X
Adv"(A) = |PrlK« : A% =1]—

Pr[x(s, )« OPerm(a) . A" =1]].

A Advy (1,q.0) Fm A BT 2 £ 08 1
WRREEZ R ¢ HBRNKEZEZ R o ANrH
Bk # h e R e KAE. Y Advy” (1.q,0) BUH
A g I FATTFRAE LN % 05 38 11 %40,

iR —1~ DPE 77 £ 0 JIK)Z 48 R %L /1 F1 f2 A
BT HH Ay Ca+0) 71 He AR B B K B 4y
Sk a L F0 b AL LR EL IR AKX S S
()5 — P BEHL R B X M3 - Rk Ady”
(5 Adv}D). IS Adv] 5 Adv']# I TT 20 1 ?iam
a] LIk B DA fl»fzjjﬁ“lzféﬁ@@lﬁﬁ DPE J5 %
DPE; , JEE 4.

L. REEAREL R AN TR HOAE
57 Il 2 DPE J7 2K 2 B 1) 23Rk 6 FE R 2
TR B R ZH R R Z N ¢ H SRR K JE
(WHEME—EESHEOEZ N o MR EH A,
FENY Ry YA

AdvDPE/r/z (tyq,0)<<

Adv?rlf(t,a—O—l)—Q—Advf(t,a—i—l)—b—%

BEE fi=/,.H a=0b0W,DPE R DPE,l /,
(e N DPED I &AW F £ £ R H
AL S O B0 A A G X IR g L
BN KEEZ N o A5t DPE, £ Rl f,
SRR T o+ 1 W 1 DPE,H f A T
262 Y MBBE £+ f1 o fo BRI A9 22 A0 L ) B3 R
sieit: #AEV 6] DPE, B LA 538 19 X 43 4 38 0w
1?)4 ALBGE ISR 58 A B=BI A i

B | A= B|. € DPE, d1 R4 A" < f(A | B)
B < (B A L85 A" =B, B ¥k % i
S A A B IO K A5 PO IR A B AR L HE T B
%)% AE DPE, . AllB 5 B A 4 54E% /,
L HOHI A IE R 2 5 BUSRE (0 et TR A1 4
39285 05— R R LY 0% A PR IE 9T,

2. RIE R S MAKIER 20 1L
AR o R X TR R IBITR R 20 ¢«
WA E Z R ¢ B SO R B (55 ME— 18 5 71
BORZH o MIr BRIt & A A LTS5 R GT

o’ o
it

. FIEWA D S Rk GG, .G
Gy & HEH RS T G A G AR, G 5 Gy
FEAKHR]  Z0MNAE T Gy f & R 46 R % 1M G
R OEBEPLIE R SR EL. Gy Y R R AL R
I RREL. Bt B A 2 2 3047 g YRR, IF H R 1) 1 8
KPBEA i o AP, 3% B3 B BE [ Oy 0 4> Fe Ay,

5E LW A 4 4 Dom = (X | XEDom } UL &
Two fold={A || A‘AE {0,1}°}.

¥ S Game G .G, .[Game G,

A (N,M)
Fth: C
Initialization
1. bad<{false
2. K<K
3. Dom=<{0" | 1"}
When A asks query (N,M) //q such queries

Advipe (1 7.0 =Adv"" (1,26+2)+

will be asked

10. Ny || »*+ || N, < Partition(Pad, (N))
11. M, || ==+ || M,,< Partition(Pad, (M))
12. A<-0“; B<1’
13. X< A|B
14. A< f(X); B<—f(XD
15. FOR i<=1 TO n DO
16. X< (A|B®N,
17.  IF (X € Dom) U (X € Dom) U (X|"=X]1,)
18 THEN bad < true
[ X« {0.1}*/(Dom U Dom U Two fold)|
19. Dom=<DomU{X.X}
20. A< f(X); B<f(X)
21. FOR i<1 TO m—1 DO
22. X< (A[BDM,
23, IF (X€ Dom) U (X € Dom) U (X|"=X]|,)
24. THEN bad < true
|X«—{O,l}z"/(DomUmU T“wofold)|
25.  Dom=<Dom{X,X}
26. Ci<X|,
27, A<f(X); B<f(X)
28. X~ (Al B)®M,,

29. IF (X € Dom) U (X € Dom) U (X|"=X1,)
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30. THEN bad < true

[ X« (0,1}*/(Dom U DomJ Two fold)]

31. Dom<DomU{X,.X}
32, Coe X1,

33. C<Ci||C,

34. RETURN C

WMEE G LB 2L, Go ASEE ML T DPE,,
Forb f J2 0k 1Y T 47 ok BR. 0 SR FRATT R TR 4 pR B S
B —AFEHL R EL £ € Func (26,60, W 7] L4153
G, B2 f B 2Z R Ll [ B9 % 2P
W EII O B A AL Ady! 48 E. TR F L TE ¢
W la)H, f — TSRO 20+2 YL FIA

| Pr[ AT =>1]—Pr[ A% =1]| <Adv" (1,20+2).

HEREE G, v i e 202 B AL LL A 5B o3t
& Gy WU #H ASE R T . EEF G5 6L
TE(XE Dom) UXEDom) U X |"=X1|,) NWEWEH
JANE] S G Gy i X2 REALEE A {0,117/ (Dom U
DomU Two fold) i HHAE . NI .G, 5 Gy & HF
bad K ERiFEE” (identical-until-bad) , BJI
| Pr[ A% =1]—Pr[ A% =1]| <Pr[ A% ¥ bad ¥} E .

G Y BHACY X ory i e vh A LR =P fd
2z —HI . bad A S8R H : X 7 Dom HAF7E;
X 1€ Dom WAFAE; 804 . X" =X [,. 53 5 LiX =
T~ coll, beoll FiI twofold.

TR B AE ) O TR [ I [) , eR A /£ A8 IR
Bl 202, HUCREHEE X EHELZ mIES Dom
W2 AJCR. T 2 — AL R K 7T RLIE W]

Pr[coll ] << Z M

0_2

ﬁ.
AU, FATTAT LATHEE ) beoll H iy HLAGHE A
E5.

Pr[ beoll] < —

iZI

PR R AT AR 10 OSE£T i 18] 9 8] L twofold #f
WHEHMR ER. T f R —DHPLRE A S
53

Pr[ twofold ] << % .

B LR AR BEAT AT, n] LG 3]

Pr[,A /]—fbadl,v\jﬂﬁ]<22, 1_’_7'

18 3 LB R ST B B o B A 3

PrL A% =>1]<Adv"" (t,20'+2)+22[ 1+%_

UEEE.

5.2 DPAE FEMREH

FATH /] Rogaway 1 Shrimpton™* 35 H4 1) CCA3
E X D OAEL 5 & 14 4. Fleischemann 4§
ANPHEH T CCA3 A LL i CPA 5 INT-CTXT 404
3. B FIAE N S = (K. &, D) B ik AR
— A BATHE Ry ¢ IR g BRG] 4 g R
Zh o U E . MAFAE — 1 CPA-BE# A fil—
A INT-CTXT- Y 25 A, 11 15

Advy” (A) < Advy" (A +Adv, ™ (A,
Horr, A FIA, s T IR S O s BRIk 2 £
g INT-CTXT By S, anR Bl 3 A s — 41
(N.C.T) ffif3Dx (N.C, T) % |, 3 H A MK IR
G 2552 Sk (CL T HY )R] N MD L U R A D 3 (forge)

Adyy ™ = Pr[ K « KC: A th v o .

M8 X — 2518 . F-ATT AT DL 43 5 fif 5 DPAE (1 #L
Wk e R . B B, DPAE 5 £ &7 DPE £
ORI S | W T A ey A S ) A RN 1B
Wit # m) DPAE J5 £ F WY IE 8] O ) B 5 ALk 17
VI [R) B AR A5 (9% SCE AN T ) DPE 75 %8 F 9 1E 7] 15
& HLIEAT IR 1] T AR A5 1 8 S0 R X — 1 . AT
FHIER] DPE J7 %8 (142 A Ml ot I i X b AT 97 e
TSR 7T B 0 oK R A UE B AR S 0 R ma L FR AT AT LA
7% 5 1k DPE J5 £ HL% M 45 R 97 @ 2] DPAE Jr
ELR

EIE 3. RUEGE kR £ £ AN R AR E
5L I /2 DPAE J5 RIE 2 B H 2R, Xt FAE R
IBATE [ 2= 22 ¢ IR R 2 R ¢ H SRR
WEE—EHSHEEZ N o AN ELE A,
EERVEE A

Adv;;);’AE]I o, (1 9Q7g) gAdVl;rlf (¢ 90'+q+ 1 +

Advﬁj(tm—ﬁ—q—l—l)—‘—(;tq)lu
él ik&fl—fzﬂa—blﬂ‘wn ﬁ[ﬂ:
EE4. BREHEE fWMAKER 20
e K BN O . X T EEEITRIE EZ N ¢
ﬂlﬂﬁéﬁti%ﬁqﬂ L ) K RE (L ME — {5

BOEZN o Mt & A LT85 R0
Adviia, (t,q,a> <AdV (1,204 2q+2) +
(U+q)2 o+q
22/}71 2/; M
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p

W, % GGyl Gy LT IF T 2 5k
LR 34 17 LARJLS M 500k N 4.

34, A< f(X); B f(X)

35. X<A|B

36. IF (X€ Dom) U(XE Dom) U (X|"=X]1,)

37. THEN bad <{false

‘Xe& {0,1}* /(DomU DomJ Two fold) ‘

38. Dom<DomU{X,X}

39. T<A

40. RETURN (C,T)

HFERL.G AR ERMEN T DPAE, ;1 Gs 2~
i H AR LB T w78 g Wil f — 3
LY 20+ 2¢+2 K HILA

PrlA" =>1]<
Adv" (1,264 2q+2) +Pr[ A% ¥ bad K E .

TE Gy, bad #1X R B AT AT 434 coll, beoll Fl

twofold =Fj & ..

2
Pr[coll]<22(l l)ﬂg(“;q),
Pr[ beoll ] <(a—|—q) .
Pr[ twofold] << ;—q
W B ZERFEAT A, a] LG 2
Pr[ A% ¥ bad By 3] < ("f‘{) +%

38 3K DA B AR Bk ST R AR, B F
Prl:,AG1 91] <

(o+q)° GJrq
22/ 1 + 2/;

Adv" (t,2042q+2) +

LR,

TR ERZRENRIETT XS5 RER
Wi A7 3 T fe P -5 P SR [ 119 A 48 B2 B BCR
SHEE P ANRARE I a AL HORr ER AR AR 48 5 230
BT 8 R A 25 W L 224 b 38 o 7 8 v B, Y
SERANERI.

EHES.  (RUEA AL £ R S AR HAR B
N7 2 DPAE J5 IR 2 B 1 2R 0 T &
E ST R B 25 « KEEZ K q HE
K& ME— B S5 W30 £ 2K o o0, i h)
WL T EEZ N ¢ KB EZ N ¢ H B K
JEEME— S % 30O 22N o, N Bt &
A LU S5 2R 0T

AdVyyE  (100,5450,4,50,) =

Adv} (141,040, +2¢+2¢,+ D+
Adv} (141,040, +29+2¢,+ D+

(o+o0,+q9+q.)"  q.
i g
MERE fi=fH a=bW. 258 WF.
EIE 6. RIE4 R S RARKE N 20 I
FE S o HORE. R AT B IE 36 6] 38 47 5 [A]
BEZN L RBEZ N ¢ H BRI E 5 ME—1{E
SISO R Z R o A Ye it w3 (0] iz 17 i 18] 2 2
Kt KR Z R g, H BT HS BE CRL 3 ME— (8 5 %
SOBRZH o NP8 E A LT 45 R80T
Advy (15q:0) <AV 1,020+ 204 dg g4+ D +
(o+40,+q+q,)"  oto,+qt2q,
S + > .
. 2 GGy G I 43 € SCUNHT %
ﬁﬂﬁ@iﬁ%ﬁm)&ﬁﬂ? 12 G f S TR 46 s 7R Gy

Gotfr. f SN BEBL B B

ik 6. Game G, .G, .[Game G, | fi 5.
A (N.MD

Wi C

When A asks query (N,C,T)

41. N,||***||N,< Partition(Pad, (N))

12. C,||-++||C. < Partition(Pad, (C))

43. A<=0*; B<1"

44, X<A|B

45, A<f(X); B<f(X)

46. FOR i<=1 TO n DO

47. X< (A|BY@N,

48. IF (X€ Dom) U(XE€ Dom) U(X|"=X1,)
49, THEN bad < true

’X«— {0,1}%/(Dom\U Dom Twofald)‘

50.  Dom=<DomU{X,.X}

51. A<f(X); B<f(X)

52. FOR i<-1 TO m—1 DO

53. M, <~ ADC, |,

54, X<C |, (BOC |

55.  IF (X€ Dom) U(XE Dom) U (X|"=X1,)
56. THEN bad < true

(X« {0.1)*/(DomUDom U Two fold)]

57.  Dom<DomU{X,X}

58. A<f(X); B<—f(X)

59. M.« (ADC ) | c

60. X<A [ (BAC. |

61. IF (X € Dom) U (X €E Dom) U (X|"=X1,)
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62. THEN bad < true

‘Xe& {0,1}#/(DomU Dom U Two fold) ‘

63. Dom=<DomU{X,X}

64. A<f1(X); B<£,(X)

65. X<A|B

66. IF (X€ Dom) U (X € Dom) U (X|"=X],)
67.  THEN bad < true

‘X«H {0,1}# /(DomU Dom U Two fold) ‘

68. Dom=<DomU{X,X}
69. T' <A
70. IF T=T' THEN bad < true

TE i B AR R T BEBAME B 0, +q, Do Bk X
FREBOTREAE GRS G0 5™ A4
— LA k.

|Pr[ A =>1]—Pr[ A% =>1]| <
Adv" (141,204 20, +q+q,+2).

WG 5 GANRZEEH B bad KA R,
1E Gy WL XF O FL O iy [a] BF L 75 18,24.,30, 37,49,
56.62.67 17H bad B Ry A RE R ITE 5 H1L% Mk
WEB R B AL BR T bad 78 70 11845 — A R
Pl F 45 bad B R L LLAN AE Go W bad B R B
FIHES T AR

(640,+q+q)" o+o,+q+tq,
i +—

B T ORIV bad 7E 70 F7HEE Ry ELAHESR.
WARF) 69 17 bad 154 45, W0 A 3 H— A 500 3
FIMEZ M e e . AT

Pr[ A% W1 bad & H <

(6+0,+q+q)" oto,+qtq. q.
921 + 20 +?
B R gE B AT A, wT LA F]
Prl A% =>1]<Adv" (t+1, 040, +q+q,+2)+
(6+0,+q+q)"  o+o,+q+2q,
22/;7] + 2/; *

IE .
6 it it

AR A X R JE A R B R AT IS L AT
T T 451 R KA b IR 2 BB 1 LI IR DPE-Jik
U7 45 R 28 T5 S AT BRI 23 #r
6.1 JREERAYIEREF

FE DR TN 58 75 58 19 M) 3 o o 0 R IR JZ B B
500 L0 T 4 BRI R B [ 5 4. AT 3R 4% R

JE 45 oA BOR 3 B  SE Y B R R LS LR LA

(1) 7215 bR, 5 47 41 % W5 A R) L #8002 W 3z
18 5 5 DA R A8 B8R 2 35 1 3 T ST kil SR ARE T
K KT 48 R A& e 5 SR I IE R

(2) ) A A 4K 44 5 A 19 4 022 oR B0 1) e 45 R
B, AT LUK R R A v Y O 28 (il an . ) SHA-512
ARG B % AR R 2 Ry 270 i A AES-128 Af
PAFH L 2 VEER L Ty 2°)

(3) FE 42 A VEE W] v, 55 T 5 48 ok 80ROy
ST DA 28 e O B AL o) 25 M E AT IR B T 2 T
T CRL 5 40 2 % ) A8 1Y) Jr 58 WU AR T AR
B .

oAb T SHA-1 5 SHA-256 1 s 4 of 5 14
I, B A5 25 F Intel bFEEXT SHA R4
HEP R % H (Intel SHA Extensions)P, 35 3] 5
A T ) S B
6.2 EREFRMLR

H AT FEBE B R F 4223 R B0l 1 46 oR 2508 22 1Y)
I 75 5 VGIEIN % 7 445 HCBCH! \HCTRY |
CWCH? CHMY BTM™ | HBS™! | FWPAE i
OMDY 4 Horp, KFR 43 7 2839 LA oy 4 9% 1 ohy 3 %2
IRJERBE, 45 G R 4i B AT i, A OAEL JF
% FWPAE 1 OMD X fff Fil & 4 eR £ 1 A % 2 4
Yo FATK DPE-JE 7 £ H 19 OAEL 77 % DPAE 5
X AT R EAT B A5 RNk 1 s,

R 1 DPESREFRMLE

FWPAE OMD DPAE
BNl Fast Wide Pipe  SHA-236, W 2 S 0 A
e % 56 5K a P€ SHA-512 R4 bR B
- X9 5/9 1 2
WAL
IAGEI P4y ek ek Sk S8k,
15 1 . . .
i B = .
HEAE T R O
SFBEAW iz 4 75
5 (0
T oo+ 1)* 30* (c+q)°  otg
’H‘L’Fﬁ ﬁ 2”,1,1 on 221:71 2n
3(o+0,)? (a+ay+q+ql,)2+
—— (o+06,)*+q+q. 2n 221
e on/A—1 o, +q. o+0,+q+2q.
o on

22 1 /LA H, DPAE J5r &% F JE 45 o 5
i MR E AT LS ISO/IEC 10118-3:2003 A
171 SHA-256 . SHA-512, Whirlpool DL J [¥ % & 3=
SM3 45 7% 143 bR B FE 45 oR 8. S T FH 2% 058 eR B PE
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L
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TS )2 45 R B BT DPAE J7 5838 W] 3 R¢ JLF B A i
AT Chig A BERR ) L OF FLS B Z F4E T A
KRB I 2 5 R B 2 B B AL & fE X I
DPAE J5 AN T 225 )2 1 46 bR B0R 5 5832 55 B mT 52
LTS AHAbE . T DPAE 4k 2
JFH G U0 He 45 R B 7 52 AR M B & FWPAE Al
OMD J5 & ; 9K 1 15 By 47 52 B0 W UK e 45 R 4500 7
M .DPAE J7 ZfE iz 17 # FE I A T FWPAE #il
OMD J5 . 7E% 4tk b, FRATTHUR 46 o 5506 1 1) L
Fr B R n B2 s PEE B &5 R AT LB W LR
F|,DPAE M HLE 1 5 52 B #R B # m T FWPAE
J5 % JF HEg T OMD J5 4. DPE-J& i) DPE Jr %
PLK DPAE-T Wlal #E BAT S B ¥ 7. 4t DPAE-T
U5 G52 H A E — W OAE2-% 4 (1) 3E F 16 45 bR 4L
AR PNT) K i

AR SCHE T 4 bR RS N I 45 R R T — R
BT 58 38 T T e 4 ok B sl 2 T R 45 eR AR
A 11 2% 5 oA BT 7 P BR B

(1) DPE J5 $ J: 7 28 N %% Jr %8 R i )2 45
BRI 174 325 A BB AR A5 B L O AR 40 R A B A
Ry B B HE AT I R A B R AR L AT DL R AE L %
FIALE 2R fif %5 1) D e 5

(2) DPAE J5 % 2 EZNIE N % )7 % (OAEL J§
%) .78 DPE Jy iy 3Eat L T IAIEEAE o 157
ST AT DA R 28 30 TE T U2 0 S8 1

(3) DPAE-T J5 & J& 16 26 19 0 B A ik Jn 4% 7 8
(OAE2 J5 %) . FI ] DPAE J5 28 3CH A FH [ 5 2%
F P BT KT B X 43 D 25 TS 4 S T DPAE
HEAT N Forprai — AT B A5 2] R A N
=B R R AN B — A
Y ARS8 K DPAE-T J5 58 7] LLAE N
2% T % 7 ) ) i LA e 2k

I AT B A8 B, AT DA SE B R T 6 R L
k. 38 2T 35 IO [ 1) R 45 R 4, R L 52355 Hb e S AL
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Background

This paper focuses on the design of online cipher and
online authenticated encryption. In recent years, authenticated
encryption schemes with online property have become a focus,
and many schemes based on block ciphers and permutations
have been proposed. The conception of authenticated encryption
schemes with online encryption and online decryption is
proposed recently, and few scheme has been designed.
On the other hand, compression functions and hash functions
are implemented widely, while few of schemes is built with
them.

We propose the family of encryption schemes, called
DPE, this paper, which is built with compression functions

and double-pipe construction. The DPE family is dedicated
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to convenient facilitating in environments which already have
components such as compression function based hash
functions or compression functions. A scheme of the DPE
family has online property, and provides privacy and integrity
for data. Users can adjust between the efficiency and the
security of a DPE/DPAE scheme flexibly by choosing different
compression function.
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