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Abstract The rapid growth of the size of the Internet has led to the gradual depletion of 1Pv4
address resources, and the large-scale deployment of IPv6 has effectively solved the problem of

IPv4 address exhaustion. However, the vast expanse of the IPv6 address space presents
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significant challenges for the detection of active IPv6 addresses. Existing methods for detecting

active [Pv6 addresses suffer from issues such as slow speed, low hit rates, and limited detection

coverage. To address these challenges, we propose the active IPv6 address detection system
6EDL, which is efficient, fast, and broadly applicable. 6EDL divides active IPv6 address
detection into scenarios without seed addresses and with seed addresses (e. g. » the known active

IPv6 addresses) s and designs efficient active IPv6 address detection algorithms tailored to each

scenario. In the scenario without seed addresses, we propose the 6EDL-N method. This method

uncovers the latent relationship between BGP prefix information and address configuration

patterns, enabling the migration of addresses from areas with seed addresses to any area without

seed addresses, thereby extending the boundary of address detection. Additionally, we establish a

pre-scanning mechanism that effectively mitigates resource waste in large-scale address detection.

The experimental results show that in the scenario without seed addresses, 6EDIL-N achieves a
hit rate of 12.69%, a coverage rate of 21.97%. and the number of active IPv6 addresses
discovered per unit time (NPT) of 233.09 addresses per second. Compared with existing

methodologies, 6EDL-N exhibits a remarkable improvement in hit rate, which is 8.13 times
higher than current methods, and an NPT that is 14. 94 times higher than the current methods.

Additionally, its coverage is 1. 84 times greater than that of existing methods. In the scenario with

seed addresses, we propose the 6EDL-S method for active IPv6 address detection based on

adversarial networks. This method leverages precise learning of seed address distribution patterns

and employs an environmental feedback mechanism to mitigate seed address sampling biases,

effectively enhancing the hit rate. Experimental results demonstrate that the hit rate of 6EDL-S

reaches 25.91%,

which 1s 1.23~10.89 times higher compared with existing methods.

Furthermore, NPT is 466.72 addresses per second. which is 1.49~6.20 times higher than
existing methods. Ultimately, through continuous active IPv6address probing, the 6EDL system

successfully discovered 29.77 billion active IPv6 addresses, comprising 5.66 billion alias

addresses and 24. 11 billion non-alias addresses, encompassing 125 101 BGP prefixes and 40 137

autonomous systems. The active 1Pv6 address set (IPv6 hitlist) constructed in our work will

effectively support various applications such as IPv6 network measurement and security analysis,

further opening the door to IPv6 network research.
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E7 6EDL-SHiAIZEH K

6EDL-S.

i : Seeds(S)
#i i . Candidate addresses(CA)

1.  FUNCTION 6EDL-S(S):

2. CA=set()

3. loss_fn=BCElossO#FpFHidil &7k k2

4. FOR i in range (k) : #01 A0 Az pAS A0 148

5. FOR train_epoches DO ;

6.  multiGANs (Si)

7. END FOR

8. FOR env_epoches DO

9. C=Gi(random noise)

10.  Active_C=ZMapv6(C)

11.  multiGANs(Active C)

12. END FOR

13.  CA.add(Gi(random noise))

14.  END FOR

15.  END FUNCTION

®ik2. MultiGANs.

1.  FUNCTIONMultiGANs(S):

2. real_output = Di (S)

3. Di_real_loss=loss_fn (real _output., torch. ones _like
(real_output))HH IR A ELHHE [tk

4. gen _seeds = Gi(random noise)

5. fake_output = D1 (gen _seeds)

6.  Di_fake_loss=loss_fn (fake_output, torch. zeros_like

(fake_output))

FH 0 i A R L A A R

7.
8.
9.

10.
11.

12.
13.
14.

Di_loss = Di_real _loss + Di_fake loss
Di _loss J [a1£3%
Di S5
fake_output = Di(gen_seeds)
Gi_loss = loss_fn(fake_output, torch. ones_like
(fake_output))
Gi _loss I [n &+
GiZ R
ENDFUNCTION
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Xt T A BT kS G i Tz A ek
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T EAL S5 X X SR hE AT IR A A A
REAS AT 2 2T E AT A B . Ttk SR 2
P AR SO Gasser 58 SR Y 1 305k
W27 1R ) T {5 Bae h i (A &, I LA SRR
By b 5 A A AR AR L . BAARSR UG X T ik o
(9 REAS T2 (A LR L 5 2 R H (X)) (9
A VAP Ul

H(XJ)Z*EZPQ(/: w)+logP (X, = w)

4 w€EQ
Q={0,1,2, .1} (13)

o, X3R5 A 51 0 UM S 8 1 28 M kb X
R 545 WA . H (X)) = 0 3R % 4 4k
AR — AN A MR 19 L H (X)) = 1 35
1255 A5 B AR [0 — /] b R AL 2 2 8
.

EL IR A Ho bk~ =21 s E R T B ik R4
— TR TR A AR i ) i P SR

Fi=(H(X,), - H(X,), -~ H(X,)) (14
o, a, b 49 ) 7R A A R ) 12 000 4 Fn 2k
AL E .

TE RIS v, AR SO k-means 8 ik
X Foh - b Tk £ A B B A G AR 1 1) S R A T AL PR AR
FETEORS 40 () Fh 1 ik 7 . R SR R 2R S B Ak
REREME IO X R, AR
T Zad B G W — o AR A 0 B A M 5 1 1)
MRS /NI S B W R Tz & LR R £k
B RN

AR TR T RN R ook B A A T4y
2], [A] AP 3 43 B 2 BT DR S 75 Bk AT . 2

§ NENED
CERCEN

10 12 14 16 18 20 22 24 26 28 30 32

B8 AL S M (a=9,6=132)

T, SR E S H a 0. 5500 R 32, 3 5% L
FERIWFIR 56, e T b= 6 K Fm RIS A HEE
6.1.2 HuhHAFAE2ES]

R T A 2 P bk T E LA AR SR T AR
XTI 2 (GANDHEAT LB RRAE 2% 2 . ZEXT 1 Hb
AT RS SR e 1405 A kR L SRR 3T GAN
X REAZE I b HLhE (9 3 A FRAE A TR AR 22 2T

FEX A2 A v A s R 1 2V A g i XL
J7 . BB HuhE T DU R — A 32 4E 1Y Fiy A )
i, LR RS YE BE AR XS Sk ST L AR RS PR SS EtE
IXLEFR - Hhl LIS BT 53 A Al A i £4 12
Tk RUAT A g A 0 g . g G B AR X 4 ELSE
(R F- Hctik AR B AR R 0 Ol Mk . 3SR I 2
AR B 2k 3] — PP ERR A, b A g 5t
UG T INGRAh kb 0 53 A1 F0 50 25 I 125 A )
Phid Mtk . RS, A AR RE 08 £ J s a) PN A K B
i e ik . A BRCRS R ) T A 4 R 2%, DA
PR R B F AT Re M . X — B H AT iR
KIERRAR ) . T HEXPLEs 4 0 Z I, s 9 i
N - DA R A LA A s R S 8 ) LA A
#ER.

Ty Hhik: |I

Hidik
PR

HH A

Mk
L34

HF
By

[ I ]
L1 X1 %

SR

K9 BRI ) i

A LA AR RS R 2 R R
R AE R G (=), R 324 By

A LA R B 25 1 OL Ak B AR pRECANR -

mcl}n mDax V(D,G)= El.wpm(l‘)[l()gD (x) J +

AEyﬁxﬂpog(1——[>@9(z)))} (15)

Hop e LR MpF bt 2 FRREA RS, G (2) 2R
A e A AR B . D () 2877 0 51 20 T 2 75y
SR AR
6.1.3 BhARIBHLH

JUE MR 22 5] 7 R MR AR ) 40 A FL AL
1T 1Pv6 Hhht 25 (8] B R A 44 ok 4 TR A Fh 1
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Motk DRHESE R B A I Y . 3 8T R A Y R
T HLHE A S 2 TP 22 S SRR 1 20 A A
A8 56 42 S e LIS BRI LAY 53 A L 3X 7T BE 23 1R
Az A » TG 12 A 2 ) FCSE T R Y 20 A 1
Ol T AR B AT REAF I B9 o e i, £ i k4R
IR A A R R AR SC AT Sha B HL R
SR BHL R RN 10 Frs . B S, HEAT AR K
i HUH B RS e B eE 2] U BRI R E . 7E
XA B o A A 7 > B TR MR Ak A 20 A 1
B SRJE S XA AR B S BT IB IE AR AT BE
o7 o) BCSETR BR R BB 00 . B IE DT IS AT At
FeVNGRr o AR A e A U e st k38 5 ZMap
AT BRAEARIN o SR J 4 R0 1) ) 3% BR M ik S 15 40 A=
JAR . TRV EAT 5 48 Huhk 8 £ B LAE— B A
It A2 2D R, A PRSP 1o 5 IR R AT X
Pioa o AW S8 200 Bt A B
TR 22 » 515 A A 9 1] B R] BEAE 6 A ik T
[ A e bl . BhAS B ML 5 LA BESS T 473
AT LS R 4 73 A1 o DA T B 85 £ RS A 40 16 3t
HEAHERAVE RIS L .

e R
y

R

L]

..:

0:’

_ B4
x40 Fl
Vil'2

U

FEEL]

K10 shas R B R A

6.1.4  H4 AT

£ IPV6 [FFRE AN 2k R v, T — i 2R
G, BN A AT . X2 T IPv6 M bk =S () B i D
T o W 2458 B B3 AR I ik B L 3 2K A il T
GOy BO L — A P45 B XA AT FR A 3 44 T2
77 JHC v (9 sk D) B Sk S 44 ML RE AR E AT TR R
IPv6 HbhE R B, 285 23 38 ) — AN ELE T 0 44 HT 2
(45 EAL, B S THFE R E BB TR IR . Rk, 7E 4
BRIEER TPv6 btk 4500 v, 551 44 115 288 A RS R RS 53k At
ENER SER

FERTHL 2] B B s 2B s T IR H 46 A Y
TG SR M At 2 2 B AR 0 . 38 2 0 A A A
RIS | EA 8 el SN T R E A T NPT S
Hiuhk s DT AR i A 2 20 A B 53] 44 bk f b5
Mk . Az RS > Fh 7k 0 Sk PR AU FE 0 B A Fh
ik A FRIE HOR K R0 BR L . A ) 44 BT R
DAL 53 ST T AN ) A Y5 ) btk 3R 75 591 24 1 284
DUFN 530 22 Mtk 2B . TGI8 20 4R 9 - kb 34 2
T AL A SR A B0 0 BR b ik L AR SCSR A Gasser 85
R H A MAPD 5314 i kG 9.

ELpR b, W 11 TS X TR Fr 2 L i Dy H
FHTZ N BEMLA: ALY 16 s Huhk . Ban. kT4
W 2001 : de8: abc: : /48 J& 75k 51 44 Ry 4% » 75 B X} 4
A4S FHTZE 2 (8] 9 AR B — AP BE LB AL B 2001
de8:abc:[0-f]000: : /52. #RJ5 , & XA b hik % %
— AN TCMPv6 HE A, n SR a5 2] g 1 ) H ik 5 K
T2 15, WA K B #0728 02 ) 44 W 48 7% i 4%
1 Mk SR 5 44 sl

2001:0de8:0abc:0a32:4fch:8ca8:7c64:
ba26

2001:0de8:0abc:1b48:5f81:3453:8268:
6bd2

2001:0de8:0abc:2e91:2900:77€9:03a8:
875

2001:0de8:0abc: fd37:2443:915e: 1d2e:
53b2

Fl 11 2001:de8:abc::/48 ThFEALAE B HbAE

7 SIS VEfL

7.1 SBEE

S2EHE Ubuntu 18. 04 &4 . Intel Core Processor
(2 GHz) 125 GB WAE LA 11217 . Python flRA
3. 8.8, Pytorchfifi i cpu 1. 11. O A4S .
7.1.1 SiGdEbR

R T AR R E RO A A () M R AR SR A
T —E T A R 4 1 b Al R R R A T O Tl
HEFRI A RE VP AR R B = AR AR . X T
— ™ i BRAE B ) W, 6L R 2% TCMPV6 B dli

D FETF43 H 48 SO 32 FT R 5 vk FAPDY 75 8 1 42 4530
Bt PRI B I Z AN BESE BT AT AR 000 it AAR SCALE
MAPD AT IR 44 B G2 A
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A SB[ 52 F o 7 41 ST, A A 127 st ik 2 1
RN
(D h 3 (HitRate) : R E LIS N
C AT R Rl 7~ ik 25 S iy v A9 1% BR L bl 52
B A AR RINE T
|A—ANS|
C]
(2) FLASL I [ 2 B A 375 BR b bl R ONPD ik
fee Ve bl (55 S C HAT R Rl 7 Mkl 5250 S
A rp bl BRSO A A ORI A 35 bkl I 5 1Y)
HtE] A 2, 0 NPT 8335 500
|A—ANS|
A

HitRate = (16)

NPT= n

(3) 4 15 B (Coverage) « B 1% o+ BGP Hi 4
B M AEBRI G A NS ToF 1 BGP Hir 848 4 2]
Fh—F- ik, 07 55 B AT T R

(18)

Coverage = —

M
Horp it 2 (HitRate) « FA I R) J A% 375 SR b ik 45
(NPT 43 5] i ok fhiy 58 b1 3tb 1k 8 00 %) v i 1 54
R, 35 (Coverage) F T 5 18 Jo - b ik R 5L
RIMIRENE . WU 2, TR TIRE%
(A R EARRE AR 25 58 1 J5 AN 2 PR A T I 2R B T
PEAT R A4 b ik 28 B 6EDL 1Y 45 R gk A7 R AR
PRIET J2 0% BR bk 5L AT 22 W L T A B3k %)
A [ B b - R i A A i 0 i BE bl B AH ]
R, 7E T3 NPT HLs ] 2 75 2% i Ao ok b ()
A BRI st ]
7.1.2 HiEs%E

Pyasn 42 F1 IR K45 B TR 27 B 2542 42 2 3 o
WF5E /N B 98 N B3 TF 2 R B (R TR IR e . /RN
Python F ¥ R R , Pyasn BE % 52 81 1P #ihk ) [ 6
AL (AS) SR P A ] A SO T X — 3 R
PR ARBUT 8% 2022 4E 11 F 13 H i Pyasn %, Hirh
fi15 T 142 649 £ 1Pv6 BGP 4351 3 . e ah . A SC
PREBUT Gasser 23 FF A 5 51 24 Hudik %) TPv6 hitlist
B AR, o438 653. 9 T ANIRER TPv6 Mk , Fffd
FH Pyasn FEEAT 2010 , HLUT 4 35 19 BGP AT Z1% L 4n
F1PIR.

ARSCNAEER LR RIRWLA AR T ik BGP Hif

%1 1Pv6 hitlist 3= BGP BT R E R it

K AR I R A £ [EEAIES RBLHERTH
IPv6 hitlist 6539 000 47761 94 888

28 1) Whois {5 B, . 3% T K RIR HLAE 43531 S 56 Y 1
k™ 5 A 7 4 B ML A (American Registry for
Internet Numbers. ARIN)® BX 9 TP ™ 4% %% Y 5 74
.0 (RIPE Network Coordination Centre, RIPE
NCC)? K 9 46 {55 &, v 0> (Asia-Pacific Network
Information Centre , APNIC)® .57 T 3& M K i e
XK b ik 7 4 BEAIL A (Latin American and
Caribbean Internet Address Registry, LACNIC)® 4
K AE ™ 2% {5 B H 0 (African Network Infor-
mation Centre, AfriNIC)®, 45145 5 W3 2.

*2 BGPHIZHI Whois 5 B3R BUCRIRE St
ARIN
26 102

SR
Kkt

RIPENCC APNIC LACNIC AfriNIC
45017 62412 7671 1447

7.1.3 BRLE

(6EDL-N S50k &

FERTA B BGP RIS . Ge it Whois {5 B 4
8631424, 2251 [E 5 RN 895 > S in] . FE AR
JE2E BB AR SO T — A L2 I 2R W 265, oy
AN JZYEFE R 9753 =/~ Bl )2 1) B 2R o 45055 i)
h 256,512 1 256 , i 2 iR 4EBE A 1, T 3R A
UEE 735 . BEPUIZ R T relu s pREL, B )5
— 2R T sigmoid B IE pAEL . Ak A8 2k R
Adam., % >J 3 % 0. 0001, batchsize ¥E I T 5000,
IF Hi%5E T 508 i 2Rk .

(2)6EDL-S {3 50% &

6EDL-S 9 £F i # oF H DU 2 42 3% 2 2 AR 9
SRR A0 BEE A LEE A 100 A FEHLIE R
R R T AT R 128 164 (I BETZ , h TR0 14
B R A SR TE SRR B — AT R K Y
8 WK T B IR AFAE A BN A v I I B i 8 7
[F 22 o DR I 188+ A B Oy 24, AR RS BB — )2 Y
it I Relu 38 o I8 i 0 45 I 7E 0- 15 A9 55088, A
il £ 7 9 JZE i LeakyRe LU #4034 - fi J5 — )2 18
Sigmoid FUE BREGHEAT 5328 . B R sR BT FH A8 X

D Economics of Cybersecurity. https://ocw. tudelft. nl/courses/
economics-of-cybersecurity/. 2023, 10, 20.

@ ARIN. WHOIS-RWS. https://whois. arin. net/ui/. 2023,
10, 20.

@ RIPE NCC. RIPE Network Coordination Centr. https://
www. ripe. net/. 2023,10,20.

@ APNIC. APNIC Whois Search. https://wq. apnic. net/static/
search. html. 2023, 10, 20.

©® LACNIC. MiLACNICQuery. https://query. milacnic. lacnic.
net/home. 2023, 10, 20.

© AfriNIC. African Network Information Centre. https://
www. afrinic. net/whois. 2023, 10, 20.
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REBR S A2 BLAS RN 25 A AL 28 3 I Adam , 2%
2] %3 0. 0001, batchsize #EH 64. i T I 2k #2
A AR R O- 15 Z 0] B 77 S8, T 7E TPv6 ikt
4 B — 5 25 1 B0 R A, 3K LR T ) R IR . W)
TR 0 A A AL X B ECh 1200 %8 ZE R
Wiz ) iy R eh, R A R A B 2 T A
Hiu ik, i ZMap- ™ BRI L BRA: 4 06 BR b Bk 2 15
[l A i » JF#E 4T 100 58 1125 .
7.2 G6EDL-NiEfh

FESEAT ARABLE 2 > B, G0 SR8 R S A b
BGP #AE R Hi A » 23 W1 P A (7] R . — 231 25 B[]
FIFEf AR 157, 08 AT BBAE 26 AR [R] B By A 5045 24
EERa R R RA S N A R AR S ES 8 v B e 8
F T 9059 XA FI AL G . X T R—XF 2l A . AL
B AN AR BE S B AT U 25, AT AR R b osl 2D 1
S FIAE A . 52 BGP B 258 AH 0L 3 345 A5 751 1)
YR X T4 AR JTTF+ BGP I, 58 — 147
Fl=F BGP 1y A8 AR ARLEE [] 52, SR J5 g oA A i 28
W 28 R AT FI0IN 388 3 X ARBLEE 3 B AT HERY AT DA
£ 5 %5 A BGP i 28 A5 1B % & 19 A FhF BGP i
2% . SR 5 o BURALLEE B 25 19 m A BGP BT8R Gt 14
ASTCFPF BGP RIS m BI(E AT REAS[R]) , LAAR P A
B num ADFhF M0 A B B A ik Goom A B4 TE
Pl BGP aif 425 [ bk A il iy BUED . FESE 80 h ,
Bnum 1T 173 10 5100 7 A8 . i 6
Tl BGP 14 itk T #5455 0 R0 i bk (g 38 22 ]
FE S Bk AR 15 ) B9 i 2 0K S A7 R AR D 5 R
By Ia] @, PRI, A SR BRI Y 7 12 ok B8 v O
W . AR TR S HGE ORI p S 10%6 . A
VEML 5 Y0, cr BEHRL 90 Y. FLAART 7+ 33X R TS 1)
10%6 FH-F BRI o 2 B iy i o oR I8 7 5% A
XPX A~ BGP B g% e 7880 . 5340, ik —4> BGP
284 I 28] 1 9% BB b ok 45 b s FL B 14 90 96, WU
E XA BGP BS54 i 4% . AddrMiner-N 7£ 6
T~ b - R0 7 T IO T e LA A5 S S PRt AR S fifE
JH6EDL-N 5 H 347 H 84 , 38 2ok 52 56 50 ik 6EDL-N
FETCFI 1 bk FR 0 ) £ 3
7.2.1 6EDL-NY AddrMiner-N 4%

6EDL-N M4%.0r H R & SE 801z i Jo A Hbhk
DX IEAA I o [ I35 s v A 0 . IR, A S
fii Fi iy PR (HitRate) MUl % B E (NPT Al i ik
15 B (Coverage) Tabr R VFAL . 78 55 B B = s i
A BK TP 6 Ml bk 4 1AT , 56 B 4 b S BTG BR TPv6

Huhik 1 BRI EAE B . A SO BiR =AM FE bRt &
¥ 6EDL-N 5 4 {5 J¢ f + M Hk 4= AR 55 3%
AddrMiner-N #E17 Fb 3, BARPEAL U0 R -

(DR (HitRate) VA

K12 7R T 6EDL-N 5 AddrMiner-N ) fiy o
RILEFOL . T USRS 7E Ay Ry T, B A
(3, AddrMiner-N () iy Ho 58 20 8 R AIG . 24 6
“}1 1000 B, AddrMiner-N # iy iP5 e 55 A 1. 76 %05
TAE R BRI ], Hoi v 8RR 2 1. 56 26, Ui
IR A I S R R .k n] RE SR i T RE R ALY
BT AR 2 A 25 Tt bt 22 1 K, AT I T H AR
HuhkA= BRI REALYE . AL R L 6EDL-NREL T Hifg
THLH] . AE B R 107 .10 05 1100 J7 B AR S e TG Bk
i 2 3 A R ) DX IR A T I o DA T 28 iff 1 9% R TR
WA . ETE R 1 T, TR/ R ARIE
PRI (14 7 5 5 AN A2 PRI 5 M) o AR S AL )
SR REAL . MY AR N 100 TR R R
BT WAL A5y F 05 K, TR Rk E A
B L PRI R I % %) ) RSO L 2 fit S S50 P R A
R Bk UL RN 1T 6EDL-N [y %
9 2.69% . J& AddrMiner-N ¥ 1. 5348 . 7E7E47 KM
BRI L 24 FUE K 100 J7 i, 6EDL-N i %o
12.69%., ifii AddrMiner-N 4 fr # % & 1.56%.,
6EDL-N f¥)fir i 2 AddrMiner-N (9 8. 1343 .

17.5 [ mem AddMiner—N 1718
= GEDL-N

1000 10 000
5T

12 frrp AR RS,

100 000 1000 000

(2) B4z Fsf 18] 2 BRI 0% BR M i B0 NPT PEA

NPT FH S DEA5 15 BR TPv6 ik #8300 )5 vk % BLI%
BR 1Pv6 itk 8503 . B33k B i mp o3 s, LY B M
ik A A s T 0 e 9% BR800 ) 2k S v

& 13 £ 7R T 6EDL-N 5 AddrMiner-N {37 i
[F) % B BR ik 500 FL A L . BEE TR AR,
PR NPT ¥ 5 BT & il FRE W



1964 it A

Pl

L
&

Eitd 2024 4F:

N

1z 4RI 5 itk AE R R B[] 1 s Mk A
B AR T BT P AR OC R . Y ik i
Tk HAEIE T o Roctik A s P s (R 385 AN BH &g, DT
FEONPT bt F5 BUA A3 i L F- . 6EDL-N /s i
PRH e IR i 5 BR b hE (Y BE 7 NPT Bt 1005 Y 3
o B AR . ELRE A R R3S K, 6EDL-NAE
NPT 75 i OE St 34 hn . 78 R B, >4 i 5
2 100 J3 B, 6EDL-N {9 NPT A 233.09 1~/s, 1M
AddrMiner-NAY A 15. 6 1~/s, & H ) 14. 94 4% . A
I . 6EDL-N BEHEFE TC R+ X 3 47 A FIAR 5 3501
T R TPV 6 Hb ik HR) .

mm AddMiner-N
mm 6EDL-N
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150

NPTAN/s

50
21.3523
1.96

6.46
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1000

10 000
st

K13 NPT Hefegs$

100 000 1000 000

(3) 7 35 % (Coverage) WAk

5 Ol 2R & B BR TPv6 Hb ik 3 55
BGP R 250 5 g8 BGP R g8 (0 o fl . 7
6 JEE K 36 R 3% BR TP6 b k450 Ty 12538 F X el ke
K P SRR, At FE0R & BE A T BR TPv6 bk 4>
1. AN 3 /R, 767 55 B U 1, B A TR A RS
6EDL-N7E & o fh 7 BGP RIZE R A8 T H £ 1Y
fe ek, B AT BEAEJCRP - BGP B A& BLIEER 1Y IPv6
HichE . PRI 7 R A T A g . Y B
J LT, TR 8 56 B AR 17. 00%0. Bl
WA RKR S AART . MW 100 7
I, 78 25 A ik 3 21. 97 %, MeRT, 6EDL-N (5
6 B & AddrMiner-N Y 1. 84 17 . SCu6 45 R 1,
6EDL-N 7E JC f 7 X 5 TPv6 7% BK b ik 8 90 5 1 %
IR A S5 TR v SRR A AR L AR T

*3 BEESI
[N 1T 177 1007 10077
6EDL-N 17.00%  19.36%  21.58%  21.97%
AddrMiner-N 9.70%  10.22%  10.62%  11.91%

BA H T A DX 3k b ik 00 5 72 AddrMiner-N,
6EDL-N k4G 1 W Tt .
7.3 G6EDL-SiEfh

AR 6. 1. 115 i 7 ki 2R 28 07 0
IPv6 hitlist %] 534 6 25 , 15 2] 43 41 F (AT 3 /2 15 -
S35 HURE BT 8 AT, O T IR R RS R 1Y
WA, 1B HUR - HbchE B /N T 20 5 TS RS
Ja A A b I B T i SR 4. B A0 Rl F
i HE RN B B 22, H v AR R RN M RE AL S
BB A 75 Entropy/IP. 6 Tree. DET . 6Graph.
6Forest A1 AddrMiner-S ., i F 6Hit 5 A= il /4 ik
23R S EOHS T TI B) 5 4% B s Tovk TR
FRAE S B0 o > T A o 2850 P R T IR B 2 20 1) ik
PRI T3 1 6GAN Fy s 8] 52 2% B2 25 5 1 IPv6 hitlist ()
FhF Mok RO A 7645 BRI P  6GAN X REET T
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128 267
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7.3.1 6EDL-S 5 AT i

A3 TR T SRR L DL B 6EDL-S Byt
R (HitRate) F1 5. Ay B 18] P & B 3 8K Hb 41k %
(NPT). AT A i iy 468 6 Mk %50 oy 611 953,
A A A6 326 bt 5 AR bk B H — 20 JARR
Gt R INES.

&5 G6EDL-S 5 _LiRk#EaAILLES

Bk A hlA HitRate(%) ﬂﬁ{kiﬁi NPT
i) (s)

Entropy/IP 14 593 2.38 193.87 75.27
6Tree 112 120 18.32 565. 86 198. 14
DET 118719 19.40 589.73 201.32

6Graph 55 162 9.01 673.19 81. 94
6F orest 50 830 8.31 359.73 141. 30
AddrMiner-S 128495 21.00 409. 25 313.98
6EDL-S 158 527 25.91 339.66  466.72

(D& (HitRate) A

R4 2% 5 B 45 5%, T LA & & Y 6EDL-S 7 4y
Hh SN S (] A 2 B0 BR b B0 T b T AR ER
15T WEMET . FEar ORI A B A
M B A HEBIUT 43 31124 6EDL-S (25.9%)
AddrMiner-S (21.00%) + DET (19.40%) . 6Tree
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(18.32%) + 6Graph (9.01%) . 6Forest (8.31%) -
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RERIERIM 9 280% , PR B 0 25 AU % AR
DU 5 A ) FH 25038 3 7 2% JR) R AR . T 454>
SR R ik Fr) 2 B0 AN [ PRI NPT il v
RHE T AN HHI . AE B B[R] P & B B b ik T
T 5 M\ 55 B R 2 6EDL-S . AddrMiner-S . DET .
6Tree. 6Forest. 6Graph. Entropy/IP. H H, 6Graph
) Hh kAR RIS R A, A B T 673, 1988, 1 6EDL-S
He A 339. 66 F5 . AR INA (1 BR M hE R I 7
7 6Graph HA 1R @& 1y fm v % (H L N AA T AE R K
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9% Entropy/1P 12 17 i 8] % P (B 3k AR B IF R
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Background

With the development of cloud computing, the Internet of
Things (IoT), and 5G technology. the number of Internet users
has surged, leading to the depletion of IPv4 address resources.
As a result, IPv6 deployment has accelerated globally. For
instance, in 2012, less than 1% of Google users accessed
services via IPv6. However, by October 2023, this proportion
had risen to 44.7%. Similarly, since the World IPv6 Launch
event on June 6, 2012, global IPv6 traffic has grown by more
than 5000%.

IPv6 active address scanning serves as a crucial foundational
technology supporting various IPv6 network applications, such as
asset assessment, vulnerability identification, and situational
awareness. While IPv6 deployment has addressed the issue of
IPv4

significant challenges for IPv6 active address scanning. For

address exhaustion, its vast address space presents
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address space would take at least millions of years. Therefore,
traditional brute-force scanning of the entire address space
becomes infeasible.

To address the aforementioned challenges, researchers have
employed various technical approaches, including public data
These

techniques have partially addressed the difficulties in active address

acquisition, passive detection, and active probing.

discovery but still lack a fast, efficient, and comprehensive
solution for active address detection. Particularly, in seedless
address regions, there is still a lack of effective detection
technology to overcome the low coverage of active addresses.

In response to the current issues. this paper proposes a
categorizing  active

systematic address discovery approach,

address detection into two scenarios: seed-based address

detection and seedless address detection. In the seed-based

address detection scenario, we introduce address generation
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technology 6EDL-S based on deep learning and dynamic feedback
mechanisms, achieving high hit rates, low time complexity, and
large-scale detection in seed-based regions. In the seedless
address scenario, we propose the 6EDL-N address detection
method based on seed address migration, achieving efficient and
high-coverage address detection. Additionally, we design more
comprehensive address evaluation metrics to assess the
effectiveness of active address detection from multiple
perspectives. The experiments verify that the proposed 6EDL
algorithm outperforms the current state-of-the-art algorithms in
terms of hit rate and detection speed, both in seeded and seedless
scenarios. Additionally, the IPv6 hitlist constructed by 6EDL
surpasses the currently publicly available TPv6 hitlist in both the
quantity and quality of active IPv6 addresses. This research is
supported by the National Key Research and Development Project
for Internet IP Address Space and Interdomain Routing System
Key Information Perception Technology (Project Number:

2022YFB3105001) , aimed at perceiving critical information in

the Internet and conducting analysis and verification thereof.
Additionally, this research also receives funding from
Zhongguancun Laboratory Project. This involves addressing the
challenges of deep integration and intelligent analysis of multi-
source data to achieve multidimensional deep situation awareness
capabilities. The authors of this paper have many years of
experience in IPv6 active address detection and network
measurement, and their representative work has been published in
top conferences and journals, such as USENIX ATC’22, NDSS
(Distinguished Paper Award) , and IEEE/ACM Transactions on
Networking (ToN). The authors’ team (Network Management
and Measurement Laboratory) has accumulated extensive
detection data over the years, leading to the construction of a
higher-quality active IPv6 address collection known as the IPv6
hitlist. This dataset further reduces the barriers for researchers in
the community to study IPv6 network-related applications and
security. For more details, please refer to:
https: //addrminer. github. io/TPv6 _hitlist. github. io/



