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Abstract  Machine learning is a technique of universal data processing, and extensively used in
image object recognition, speech recognition and image processing. Neural networks identify the
relationships behind data by referring to the neuronal tissue in the brain, which can be better
applied to the processing of complex data and the problems related to data prediction. Convolutional
neural network (CNN) is a popular architecture in the field of machine learning, which is demonstrated
excellent performance in medical image analysis, image and audio recognition and classification.
However, the model structure of CNN gradually deepens in recent years, which relies on powerful
physical hardware and large training data sets and the computational costs of training models are
too high for limited users. Therefore, model owners gradually deploy prediction services on cloud
platforms in order to meet the needs of users. At present, there are three methods which are widely
used in the field of machine learning for privacy protection. One is secure multi-party computing,
whose main idea is multi-party collaborative computing under the premise of privacy protection,
but it requires multiple interactions of multiple participants, and the communication cost is high.

The second one is the technology of differential privacy, whose main idea is to conduct distributed
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model training among multiple participants with local data, and add artificial noise to the parameters
of the participants’ local model for privacy protection, and finally aggregate them to get the global
model. The third one is homomorphic encryption, but the computational complexity of operations
on ciphertext is very high, and the encryption algorithm only has homomorphism for part of
operations, so it cannot realize nonlinear functions in the model. Thus, user’s private data and
model parameters may be leaked during data processing, and the users need to interact with the
cloud servers for many times, and the prediction accuracy is not high in the existing works. In
this paper, we propose a privacy-preserving CNN prediction scheme based on homomorphic
encryption which can realize data prediction on the encrypted data, rather than simply randomly
splitting the data, and is able to preserve the user’s privacy and keep the model private from any
untrusted server. Moreover, after uploading encrypted data, the users and the model owner can
wait for the prediction results offline, and there is no extra interaction between user and the cloud
server during the prediction process. Also, the proposed scheme supports floating-point arithmetic
and does not require approximate operation for nonlinear functions, which improves the accuracy
of model prediction. The experimental results show that our proposed scheme improves security
of the CNN prediction, greatly reduces the user’s communication costs, and can achieve prediction
accuracy to 93% at most, which is almost same to that of plaintext data prediction. It is well
known that most of the existing schemes based on homomorphic encryption can only achieve data
privacy, but cannot achieve model privacy, prediction accuracy and non-interaction of the users.
Overall, the proposed scheme improves the security and prediction accuracy of CNN, and reduces
the computing and communication costs of users compared with the previous ones.

Keywords  convolutional neural networks; data prediction; privacy-preserving; homomorphic

encryption; non-interactive
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=Erx, ryXiva 1001 X1cCos)
Ep Lryre (X O]
=Epx, Lryrc (X = 0),; 1D
Erx, (X vamteo1 XreCos)
END
END
END
END
H P ORI B A i B % S0 B L ENC-CON.
HARBEMEE 1T Evc, O 5 RNR mXom 1
3T QT R S TRk
EPK(‘(VXXIAJ )®EPK(‘(7-(,‘()I.I ):EPK(,(TXX;',; XrCia)
EPK(‘(rXXz.j+1 )®EPK(‘(V(‘C1.2 ) :EPK(‘(VXXi.jvl X 7’(7C1.z )

Ep (ry X ru) QEpk, (rC,0) =
Epi (ryXijom X1cCon) €Y
JG o 55 A 1 T8 SR S TR T 54l 2R
Epg (i X XreCra) oo s Epi (g X X1cC)
HEAT AN R W) 2 Ik i 55
EPK(,(rXX,‘,J’ XreCia )@EPKF(T'XX,‘.J' X1 Cr)PD
EPK(,(rXX7v+,1,_,+,,I XrcCou)
=Epk, (ry X, XreCrytryX
X itmejtm X7C o)
=E,;K<‘[rxr(<(X,,_,Cl,l + X, 1Crate+
Xt nCon)
=Epg [ryro(X %O, ] 3
nlR 55 #1487 BHUREA 4T % SCE A %
ENC-CON., 258 BB 7K B R A9 46 B TR A A [ )
W 6. AR R FEREBE TR N KNN (n—m—+1) X
(n—m 1) %) 85 SCH [, Hoh 42 45 Erk, [ryre (X x
O 11 1 Epk, [ryre (X % C) oo s Epg, [ryre (X »
Oitonmr DIEN EPK(‘ [ryre (X = O ], ¥ %

i+l X T(~C1_2 +"’+

m X m 4E1 S 2 S

n X n 4t 1) B8 SC

® ©

| i S ————— —

BRI HENC-CON

(n—m+1)X(n—m+1)
R Al Tl

K6 HREREITHRER
BURE SO SR Ex Lryre (X = O TR % = MRk
%t 2.

3.3 HEEREE Activation

AR T7 S8R TR S0 o8 B0 Re LU 30T o6 %5 B
flo)=

mhRGsar 2 H s a5 4% 1 R Ep Lryre (X »
C)]v@.é\(EPK(‘ [ryre (X = C)H],EPKF [ryre (X =
C)ig]sees 9E1JK(,|:VXT(<(X % C)pmtton—mt1 ).

RS 4% 2 A CRAEH SKext EPKC [rx”(?(X *
O AT e % -

Dsi [Epk, (ryre (X * O ]=rg (X O (6)

BT rr AE R IERG LA ryre (X CO) WY IE
S X o« C PR FF— B0 PR s I8 i % 2 )5 15 21

max(0,x).

() ryr o (X% OB IE G4k BIAT e M 220 ReLU #0
1 BR ;«fU:E’J’JﬁJtH R
rre (X% C)y ryr (X xC)>0
oulpulzlo T (7

16%@1% X =X, X0 X,00) EJ‘%%{*Z
Ci=(C11+CiyC,)DMBRE R A (X % Oy
FRATT 2 A 2 SR LAk 2.

ik 2. B RES % ENC-RELU.

BN Epg (ryre (X C)),SKe

B rore (X% O

FOR i=1 TO |n—m+1]

FOR j=1 TO |n—m+1]
=55 A 2 R e
Dsk. [Epk, (ryre (X% O, ]
IF ryre (X % 0),; >0
THEN ryro (X % O, =
ELSE

=ryrc (X x 0,

rxre (X x C)
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THEN ryre (X % 01, =0 Bl ryre P RS54 2 a8 1 56 4 BUZ i th 45 2R

END
END

TEG I % SCROG AR Z 05 s R a4 2 2374 3
rre (X O HAHE rore (X % O sryre (X *
C)i,z [ ,rXrC(X * C),/,f,,,ﬂ,”f,,,ﬂ.

3.4 MILEHE X Pooling

AR T3 & P FATT 8 TP 24 1t A A A it 1 R Bk

mRS5 A% 2 ML WOE R Activation ZJ5 13
Frao (X x O HAFE rore (X % O]y sryre (X %
O sreraryre (X O i) ZIE w5528 2
BT ror o (X O 0475 3CF- B W AL 5. BT
Pr AL o 0 g X g R X ror o (X » O
) B — > g X g W X BET R G SETT . i XA
JIr A P S (E B R AR DR R T LR 3.

BiE 3. HCTPHMEREE ENC-AVG.

BIA e (X% O

By : ryreP

FOR i=1 TO L%J

FOR j=1 TO L”*’”HJ
q
SET sum=0
FOR a=1 TO ¢

FOR 6=1 TO ¢

sum=sum=~+ryre (X % C) Gy ugtan— 1%t
END
END
out put=sum/q* =rxr-P.;
END
END

WL FEHMAL G (X« O b iy s
WO EE Ry Py )
(X 5O, H(XxOf,++(XxO),]
q2
™ g X g B9 X Bk 3 AT

—MqgXq

Pl,lz (8)

BTATLAEE —
=R 54 2 i
rXrC(X*C)II_lJfrxr(f(X*C)f,g+"'+rxr(<(X*C),;_qi

- —
rxr{[(x%cx,l+<x7«-§:>{,2+---+<x%c>;.q] (%)
7

HY T A LR A B0 AT BE LS o EA T E AL

FFLARI AR 2 R 55 2 2 TEIXAS ¢ X g T 1 G P Ab iy
[(XxO H (X« O, F+(XxO),]

Bt e 2
q

BE.

rore (X« O R K WA R EE W S % E 7.
KA RS & 2 2 ENMAL)Z Ml o P H P4
i ryre Py srsrePry s ’rX”(f‘PL%J S 15 2
ryreP ZJa s w5 a2 AP A8 PKy s
rXr(P?ErﬂEpK (ryreP). ZJa iR 5528 1 ){%‘EPKU(r;l)
RIEG RIS A 2, 554 2 BT F iR
EPKU (7’xr(~P)®EPKU ) :EPKU (reP) (10)
ZJa o5t 2 MGt BAT R Epx, (rcP) ik
% s e 1
KANA=m+1)X (n—m+1)

E@%%ﬂ}'_‘iﬁ:m . S ﬁ\jl m+1J Ln :;1+1J

\\ Ak 24

I

Dt e ——

PG
IBHENC-AVG

7 SRR kR s S

3.5 £ &E#EBEE % Fully-Connection
", m k%S 1B CRE MY SK, iR %
Initialization By BB % SCE pic, (re'ry )
Dsk, [Epk, (re'ry') J=rc'ry! (1D
RGP A PKo I re 'ry 158 Epg, Gre 'y .
e RS U A PN RS S A P R S =l (R
S HE T SCHEAT N i AR k18 B AR /N Y S AR
. MR UL, = R 55d 1 IR = IR 55 4 2 1E AL
ZJE R Epk, (reP)JEHR
Erx, (ry WYREpk, (reP)=Epk (ryr -WP) (12)
R EE R GBI A FAE Initialization B Bk %
() E pk,, CreryB) 3547 8 SO 1257«
Epx, (ryr -WP)YDEp,, (reryB) =Epk  [ryr (WP +DB) ]

(13
e = s s 1R

EPK”(r(Tlral)®EPKU [VWV(,‘(WPJFB)]:EPKU(WP‘FB)
(14)

P S G R SURIELE SR B @E R G

KIikGH .
3.6 fRBHEE Decryption

PP el 3 %5 SC UM 25 2R Epx, (WP +DB), H]
ACFEAE MR SKy % .
Ds, [Epx, (WP+B)]=WP+B (15
56 W B A G A P A AR SCIRAE T B
T 45 % WP + B.
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FH A BT PR IS5 B30, SO BT 5h i % 3
4 FHEHSHT T 3R A5 5 5 1 T 45 5.

AR /N R 3 WO T3 58 2R AT RS 10 2 A ey
B I 5 BUA J7 S AT IERE LU 4K
4.1 REWDH

AR S P P AR B B RL P RS R 2 0 B FA
AR T W A s 5 CKKS s2 Ry, K2 - A
R S 27 1 AL B 2 IR 1 P o IR 55 s 1 e vk
ARIBC P A B i b 110 e AL KA

TS IATRE BAR A i 52 J5 48 R A B BLi
T 2 ] R IE 52 BB B R M 1Y

(D TEW G B B Initialization W, 8] {555 =
TR a5 1o M5 as 2 MALP 2050 4R & A
(1A FL BB X (PKp . SKp) L (PKe, SKe) Fl (PKy
SKy). ZJa P &k #EEALE r JFHHBC WA
B PRy A B SO R AT CKKS Bk gk A7 s, R )G
B I 5 1) 8 SCBAE Ev (ry XD BLE Epie, (') &
Lofiksas 1o TRV SKo 1 SKeth 7 il = ik
G5 2 AR X B RSS A 1 OR UL R AR 1 . ]
DLORTIE P A 0000 B 408 74 B FA PR . T P 4 8 SO iR
el 2s o I 55 a1, AT B 2 55 i Je 2 00 45 2R

() TEWAAL S, Initialization v A RIHN A %
PEFERENLEL re s IR 2 IS5 45 2 104 PR fin %
BEBH E e, (o C). 25 LT P 10551 PK,
TN A i 2 A ASUE R AR R AR B E b, (ryy W
EPKU (7’(~7’WB) vﬁﬁﬁfﬂ&%%ﬁ 1 E‘J/L\U‘Eﬂ PKPj]H”?LT‘FﬁHL
BAFE) Epi, Crelry'D) . T 86 R = Ik 55 4 1
2l wlkssas 1R A 2 AR SK, it %15 21
re T BEHUI re s R R 1 R 2 R S
fir 1 JCIE IR BB A BB 24 WL B,

) LB FR)ZE B Convolution ZE¥) R HT
BT TER MRS a8 1 M ks as 2 Z 58 H.
AT A RIZF L Convolution 1. BS54 1 &
¥ Epx Lryro (X = O JRFG MRS A% 2. th T IR4A%
a5 R T o RS & 2 A PKONES 20,
B UL = k55 4 2 ] AR AR B ryr o (X % O) ST A
e R T S AR b Ry P A A2l T REALE e
3 03 e TP R B A R R L 0 T A R 8
TR B = IR 55 4% 2 RS BRI X« C 1y
i IRl TE A3 80 X A C b il AR S 800

(D =Mk & 1 817 2 % 2 5 B Fully-
Connection Z.)5 s ¥ i847 2 )5 45 H Epg, (WP+B)ig
] 26 FH P AR X — 22 3R Th e A B 45 2R WP+ B )

T 25 B AR T 5 58 A Y L A R IE

EE 1. Rk CKKS £ & .o L2, ik
AARTCHR PRI T A2 (o) A,

. ARBAFTERCT A RERETEMTE] ¢ N RIA ]
W AL e SO FH P s 75 58 I8 4 FATTT LAAS
—MELE S TR R Y ¢ DS BT 220 W 114 f0 34 0k
CKKS J5 2. uE W]l i B 5 8 F 347 DU &2 B

MBI E: WAL TTERZRESH
params={p,qo s N.Qsl,s,asbye,r} A 82 FAE XT
(PK:,SK¢),(PKy,SKy) , 3%/~ %1 PKe, PKy &
s A RIBHYUE S. 45 e S —41 CKKS B30 %
X Cmy smy ,CL)  Hodr CT:Em'pK(‘(mT),z-G {0,1},
B S 1Y H bRt X0 C ot mo i S my 1% 5C.

WEIN R : T T A RIEWSCm HEEMH S, S
WREBEPLEL ry T L C= (G, Co) L Hirp G
Eui, Gram) «Ci=Epe, () BJRHE 30 C R 3624
T A.

PR ER B S BEAEPRBEMLEL L IR E
FEX Co=(C,, ,C) Mo

C., =Encpx, (mJ@EncPKF (V;():CTEHCPK( (r) s
Crr1 :Enc'pKU(r;) (16)
HHG 45 g om, . Co) BIEHTT A,

BB A SR < € (0,1}, 0] S i th
c =7 X43 Co J& mo 36 2 my (1% 3.

RBEE T A RELAA W] 2 B # e X 73 T 2
T T5 G0 8 3, S RE LAAS ] Zmg i)t e e X 40
CKKS J5 & 1% 3. 1T CKKS J7 & 27 3k [ 22 ]
rhR e B A B 2 £ B SC I R R SO AT X 1
(IND-CPA) %4, W] fie & T 00 77 22 v JH P Jn o s 58
tje IND-CPA 22421,

I 2. i CKKS FEE (1) %41, 8
LA SCH BRI A BN T R (1) A,

. RRAAERCT A BBBTER ¢ N RIAR
A 20 YA e TR R0 A N 7 &8 A K
1] DAAS S — A3 S FERT ] ¢ Py LAAS AT 22018 Y
e B CKKS J5 4. ik Bl o 840 & 5 5T k17
PLN A2 H.

MBULHE: MALZLESENTERESH
params={p.qo »N.Q.lsssasbye,ry 5o FAEH St
(PK¢.SK¢) . (PKy . SKy) o (PKp, SKp) s 6 244
PKc,PKy, PKpRik % A FIfEHLE S, 4 B AU &
S —#1 CKKS B 3% XA Gng wmy, Co) o C =
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Encpg Gm.) € {0, 1} BHE S HAR X4 C.
& mo i my 1) SC.

W iE BB BT A KGR WIS m 45U S, S ik
PERANLEL roory MBI S B WL B 3HR % 3 C= (G,
C,Cy,Cy), Hrp

Co=Epk, (rem), C,=Ep, (r:W),
Co=Epk, (reryB) s C;=Epg, rolry')  AAD)
WG K C RIRGTT A.

PREE BB . BLRLH S R BERANLEL oy AT AR
WEH W B G # X Co—(CoCo v Co s o)
Hrp

C, =Encpg, (m,)@EncpK(, (ré) =C.Encpx, (),

Co, =Encpg, CAVP

Co, =Encpg, (reryB7

C,;:prp[(ré) L) Y] (18)
BEJ5H Cmo oy o Co) RIZRBTLT AL

BT ARBFNE e 0,100 S
i =7 X4 CoJit mo i J& my (%5 3C.

RFLT A RELAA ol 2008 B L e e X 03 BT 2
T Ty 58 1 85 S, S g DAAS T 20w 1 L # e X 43
CKKS 77 & 19% 3. th T CKKS 77 & & 7 3k [ 22 ]
HEB] X ) IND-CPA 22 42, ) fiy $2 75 58 Hh A6 2l 4
A FH M IT W IND-CPA 24 1.

s B 1R E B2, i 4 0 05 58 b P AR
RUPHAT 5 1 [RGB AR 2 090 mT L) 5 B B A f
PR TIO ao A v AN o i i s Gk
4.2 FHEILLSH

AR BT 5 5 52 5 BUA R 2R 07 SR AT LR
H DT P B5CH e A T A Y G A L 5 o A 1 DA
L P 0 5 s A8 B4 O T AT LA ok Hr s nsk 1
Jrs. fE3% 1, HE AR [6) 25 0 %% (Homomorphic
Encryption) . GC {0 IR G B % (Garbled Circuits) ,
SS AR b % I 52 (Secret Share).

®1 DNBEARMEEX
Bl B

T % LEICEY B Bt Kt dEcH

CryptoNets HE Vv X X Vv
XONNL13] GC,SS v X X Vv
SecureML!5!  HE,GC,SS X X X X
MiniONNE!H HE,SS X X Vv X
NNLE28] HE,GC,SS X X Vv Vv
CNNPLI6] HE.,GC,SS X X Vv Vv
X HE v v v v

N 1 R, a5 M P I RA e e A Y
ZRUBENLYR 73 W R o J2 TG ik ORI B AL 1. A ST

BRL28 0 1], i 28 M 25 B S8 W BE L4 40 Ay
W, W, 0 e W, =W —r W, =r, Hrph » Ry REHLEL
W Z G W W, 4300l Rk A = Ik 55 . AR
T R AR P IRS5 a2 AN RE AL Y (H Y B i
[ RS W WL i) BTGl o 58 W, W, 5% Y
PRI LRI S5, F P B RN B TR Bt TR &2 R
SecureML"* 77 2& . MiniONNY | NNE# 1 CNNPH®
T G ¥4 R RE i R T P Be R BCHE AR S 5. Py 4
Ty G T CKKS [m] 25 0 %5 550 2 Ok 4 B AL Bl Ho22
AL HE T Lyubashevsky 28 A4 i ) RLWE [H #fE
) B Y FAEH SKu AN 0T, = IR 55 4% 20 2 oy
B TCVE IR F P RS T Bk 55 Y B RA A L B
(i) Fsf 552 30 P P 500 B A 1k DA B A AL B AL Pk B A4 43
Br I 4. 1 35, CryptoNets™ J5 Z& [a) ££ %] J5 46 B3 %
WO R A g S BT P B0 B AL v B SEAR S 5
Xof R 25 B8 2 N FF 1. XONNIS gy 22 (i VR v H 6 52
BT R BR A  {E R Y 2 B0 I 55 A 0 2 A
TFHy.

P ORJE A ADRS A 1 19 EL A, Bk U, Crypto-
Nets™ 7 Z BT T — A4~ 0l RUAE Jin 2 5 132 15 1
J1 25 ) 8 AE SR, IR0 ] ReLU 3435 oR B0 22 i 20
RLIHEAT T o AEUIIN %5 J7 28 AN SR I s R B B
JFH T 7 K RE B S %80, 38 2o 3 Y 0 b ) H A 4 Ry
BB WO M AR AE — 2 BB, B Ah , XONNS gy
Z 0 XNOR“ 4746 B e 125, (HIZ 7 208 T T
TITH A2, SRR A S R 5 e 00 R
SecureML" Jy G2 SCTE R B M 8 2%, LA L/ 38
B RIH A T A S & M2 Jf By &
F 2?3 U RelLU 0 sREL. B ik =y B 7E
BETRE e B b A AS 6] & (9 4 1. MiniONNEY
NN L CNNPH 5 28 T 7 30 AR A L AS B AR AR ARG
HERE. BRI R 5 Z8 L T 8 SOBE EAT O L HL R T
CKKS [6] 25 /1% 7 58 3 H5 %m0 5 i7E B ARG
HERE Ty ot Z k.

B AT Z PR A AT B BT B A T G SR
FHPTE AR SE8E Z 5 B R A5 e e 4 45 L W K
A3 A5 AR M. 76 AT SCHR S Secure MY Jy
LT B P AE WO B B — E AR K. fE MiniONN!
Ty ZE v, 1 o R0 55 4 O 6 0 I 2% i 1) 55
AR X A R R A U O B P R
BEE R 55 4% 22 IR A8 HL. A SRR A R B 2 AR R Y

XF H AT STk, FRoAT AR T R A A A T o8 R
10 45 BBl 22 I 28 T J7 5%, B A SE AN 7 R i
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Bl

1R 2023 4

AL
=B

FH P B8 B RO DA B 5 0 2 B iy B RA P O HL BT 4
U7 Z0 T RelLU i ok KA B b AL #8848 AN 5 2
AT ABh R A A o ARG A8 78 ) G O 2. O ELAE P 1 07 6
Hh F P AT A 0 9 b A% TR R Al i s 4k A 1y T
ISR SN (21 R E DRl R a R B EE AV EER S
T A A SR HBOR AT S 5 1

5 ZBMHE

AR ST 4 B AR AP 00 465 R M 28 I 4% T 5 58 Kk
T Winl0 RS0 5C80 . P FIAsE 78 4 £k 3 {4k 3 2%
A Intel(R) Core(TM)i5-1135G7 CPU@ 2. 40 GHz,
WAE R 16 GB 1 3H AL = Mk 55 45 fF A AL 3 4%
& AMD Rome 2. 6 GHz, N1E R 64 GB i1 IR 55 %5 #&
. 7 Z A0 E # #E PyCharm Community Edition
2020. 3 x64 B, % i1 F 0 Python 3. 6. F A1)
AR SEAL Fe b ] CKKS A 3¢ of 058 B
CKKS [ 75 fin %% 5 2.

SLEG ] MNIST 5 807 £l 46 #l CIFAR-10
B A I X 28 S T v R L R ATT R o R i 4
HEAT R 43 FHorp 60000 5 IR U 2R84 . 10000 4%
B 0 A . S 6 T T e 5l AN DT R e R T
RORIF AL S8, e 415 3] — > B A 85 fE
NI ARL . FATHE JE T 42 B FA DR 4 1Y 5 FHUpg
28 W 2 S 7 8 R I AR 58 1% Indtialization Hh
RN 285 5 58 %ok T P B 4l NS A 2 Bk AT Ak 3L D
X FH P B AL B B AL s DA S AS FRORp 8 I 24 v (1) 45 FR
B2 C.2EH)IZS 8 W, B #i47 HiAb 3L, 1555 i
7% 30T 1 SR 45 4

L E B B A1 % T 1 R il g
F 33 g — A~ R AL H 3R %S T MNIST F5 (K5
FFRIN 00 A B b 22 ) 245 455 780 RSS2 4 AL 1Y
BRI B RL TR oA A5 2R )2 W2 Ak
J2 UL S 2 A VAR 2 RN S B AR L s AR A R
MR E E AR 22 5 BRI S 50k 8 3k 2. fi

R2 ARAEESH TR AR
BB A CNNEIRL SCERC16 BT JT 4 J5 52 15t

ReF BMERR/ % fERR/ % MR/ %
5X5X4 92.90 92. 36 89. 03
5X5X%16 98. 29 96. 74 92.87
5X5X 64 98.79 96. 52 92. 64
MNIST .
TXTX2 83. 42 83.35 82. 50
TXTXA 93. 66 93.09 90. 57
TXTX16 98. 02 96. 91 93. 32
5X5X6 87.37 87. 21 85.53
CIFAR-10
5X5X12 89. 52 89.13 86. 65

4n 5X5 X4 R M AL Y Y 5 B K/l 5 X5, B
WEN 4. Z G241 W2 RelLU i iz 8 DL
P AL 238 B, e AN FE B A (1 TR0 R 4 8 2 15
EMEEEE.

290 T AR S H0T AN ) 5 52 00 T
B 2R & rp JUARE AR TN o A R F8 AE DI SR AR R/
batch & 4 500 [ 4514 T o X I 2% 1| 25 45 91| 25
20 WK Z Jo 15 3 B 100000 o A . A AR T SR R, 2R B
MNIST F5 %7 K4 4 f1 CIFAR-10 48 48 v iy
200 & 300 7 & A o P AR AT FN 9 R 4G
PG SR T DN 30 0 A 23 B0 330 00 1 A 1) A B
7 L T AR B AR Y L .

IFR 2 WA S 4R 5 520 T o A R g e AT
ik 93% . 5 FA CNN 8RR SCHk[16 ] 7 i A L
A /IR A 468 H 400 R AT BE Ok Y 4 B TR R B TR
B RO R RO I B R S A A — S
TS EUE. AR A CKKS [ 25 0% & —F
AT AN TR 25 i 2 A i A A BRSO B A v UNEROS A
B 2) R a2 7= — g iR 28, SCHRL 16 B AR 7
B 2 1 W 5 T BT £ O %8 {HOAS B S 3 P i A
BRI i 5 10 BRRA P 5 LA X6 B 20 B DL 36 1.

AR, FRATTIE X H P MRS RL P A 2 4 A 1 H oA
TR AT 7RSI LA Ty 28 Hha] s P R AR
RIS B A W T 51 80 R0 S g o . 3RAT1HE SEAL
JEJE ] CKKS M 3¢ pR B B e 04T T S Bk B, ik
B 2 0 X ) IR B N =28192, LA K coef f_mod _
bit_sizes=[60,40,40,60], BAK i E T /N5
9 60,40,40,60 FLAFEAY PO 2R, HP 28 — R4
F 2. 197 KeyGen (DB IL T ¢ 60 LA, o
—ANEBAC T TR ek (OBEER P WAL R 60 I
R RS REBUCER p1s p2 300 40 LEEFE XY
CKKS e — R AR g0 po s 55 R RN
Qo*p1°p2.

TEFR 3 R 4 v, AT B30 T P R B
A 0 G B e AR T S 5k AT CKKS [/ 2
B EARRERS. 723 3 L P i A IR RN
“28 X 28 X 17 HIHY 28 X 28 15 Y & [ & K/ K 28 X
28 R FE I MINST %l 4 i A % 1 AR
LT IO Y R B AR R 4 RS HOR
“5X5X16 BRI RERE R KN 5X5, Hi
—ZERIZ TG MIRE N 16, ;13 3 f13k 4 7]
DA W TR 2 P DL SR R R A AR s
SFERTER AL /N UEBH AT 0 7 € BOAR R Y 22 IRl
T s A J2 5 B R AT 1R B A BE ML AR 43 » [R) A e AR IR
FH P RIS R0 A7 3 1 A M 0%
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®3 APMEREMERN

Buia sk FH PR A BRI JIi 5 FERS /s
28X 28X 1 0.3313
MNIST 28X 28 X5 0. 3469
28X 28X 10 0. 3615
32X32X3 0.3242
CIFAR-10
32X 32X6 0. 3409

®4 RAMAEMZEESYMFRN

B S ROk G R /s
5X5X16 WEMAE 2 MR ERE 0. 3927
S5X5X64 MEMRE 2 M2ERE 0.6271
TXTX16 WERE 2 M2 ERE 0.4263

BEAb TR 5 AT X T = IR 55 2% 7
MNIST $t#a 46 Fiz 7 4 PRk 28 ) 28 F5000 B 7 31 55
FERT I VEANR 20 9 B /R 4 A B BOT S RE B 547
RIS A o R S8 3 1 2 A4 il 55 4% 19
TR SRR, T BT 88 7 8 o A B 4t Aok ik =
TCHA L R SR B B b T A AR TR 2 T B B
o 4 T S A4 FZ L R 4 T 2 B R T SOM
PEHATR ST B Epx . (ry XD 5 Ep, (reC) 5 ]
FA B SCHR[ 1672k Ui T 75 A6 I A2 . X T Ak 2. & R
ST ryre (X« O AT B AL T H L (X« O
WEBEALEL r o B A AR 2 )25 T 25 ) 1 5 3, 1D
AL 2 e S TR B B O S 5 ek [16
(IS RE R A ). 55 SCRRC16 AR BE L BT 32 0y 48 il F 0l
R TR 25 I8 0y 58 B 55 #1530 6 IR M0 2 0 (RS
ZE e [7) B S 0 550 A 7Y B RA P L DA T 25 SR
BeRbPE. T EL, iR 3 MR 4 T LLE L TR T £
FH P DL BB R A & (0 A b AR I R /s

RS ZREREENRAFTRELILE

B BH CNNPLE) /s FF4RITE /s

Bk B Pk =04 0.471 /

BRE1 0. 055 29. 245

RelLU #7752 1 0.425 3.278

TFH AR 1 0. 001 0.001
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Background

The topic studied in this paper belongs to the privacy-
preserving outsourcing schemes in the field of machine learning.
At present, there exist some related outsourcing schemes for
linear regression, matrix factorization, neural network
prediction and so on. In recent years, along with the devel-
opment of research, scholars began to gradually focus on
more complex algorithms of machine learning. Especially,
convolutional neural network (CNN) is a popular architec-
ture in the field of machine learning, which is demonstrated
excellent performance in medical image analysis, image and
audio recognition and classification.

We propose a CNN prediction scheme that can realize
data prediction on the encrypted data, and preserve privacy in
the outsourced setting based on homomorphic encryption,
which is able to preserve the user’s privacy and keep the
model private from any hosting server. Moreover, after
uploading encrypted data, the users and the model owner can
wait for the prediction results offline, and there is no extra
interaction between user and the cloud server during the
prediction process. Also, the proposed scheme supports
floating-point arithmetic and does not require approximate
operation for nonlinear functions, which improves the accuracy
of model prediction. The experimental results show that our
proposed scheme improves security of the CNN prediction,
greatly reduces the user’s communication cost, and can
achieve prediction accuracy to 93% at most, which is almost
same to that of plaintext data prediction. Therefore, the proposed
scheme improves the security and prediction accuracy of

CNN, and reduces the computing and communication costs of

users compare with the previous ones.
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Overall, our proposed scheme in this paper realizes data
prediction on the encrypted data and data privacy preservation
in the outsourced setting. Our scheme has great significance
for calculation based on ciphertext and copyright protection in

social networks.





