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Abstract In the past decade, the consensus mechanism named proof of work has been widely
applied by cryptocurrencies like Bitcoin. Though the security of a Proof of Work powered
cryptocurrency is always the top priority, it is threatened by mining attacks like selfish mining.
In 2014, Eyal proposed the first selfish mining model in a Proof of Work powered blockchain.
Selfish mining is an irrational strategy so that the absolute value of the attacker’s reward will
drop. However the ratio of the attacker’s reward to the other miner’s block reward would
increase. Thus, the relative reward of the attacker is used to measure whether his attacking
strategy is effective or not. Currently, the vast computational power in cryptocurrencies like
Bitcoin and Ethereum makes it unrealistic to launch a selfish mining attack against them. But
mining attack strategies are continuously optimized in recent years. After Eyal’s work, researchers

have proposed many mining attack models with a single attacker, In these mining attack models,
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the attacker’s strategy space is extended and optimized via Markov decision process. The extension
of the attacker’s strategy space is based on the assumption that the attacker is the only adversarial
node in the blockchain network so that the strategy space of an attacker is still limited. In this
paper, we propose a mining attack model with two attackers: the internal attacker and the
external attacker. According to the attacker’s order of appearance, we divide the model into two
phases: the traditional selfish mining system with the internal attacker and the multi-attacker
system with the internal attacker and the external attacker. Our model provides both theoretical
and quantitative analysis of how the traditional selfish mining system turns into the multi-attacker
system. We prove that after the occurrence of the external attacker, both attackers will face a
dilemma in the multi-attacker system: Both attackers’ relative reward is less than expected. The
unexpected competitions between the internal attacker and the external attacker, the overestimation
of an attacker’s influence rate by himself and the auction like behavior of the internal attacker and
the external attacker in the multi-attacker system are three leading causes of two attackers’
dilemma. We name this phenomenon as Catfish effect in the multi-attacker system. The Catfish
effect in the multi-attacker system leads to the consequence that the internal attacker or the external
attacker has to optimize his attacking strategy. The internal attacker would overestimate his
relative reward in the multi-attacker system by up to 67.4% after the existence of the external
attacker. To break the dilemma faced by the internal attacker and the external attacker, we propose
a novel mining strategy named Partial Initiative Release, which is a semi-honest mining strategy.
An attacker makes his action based on Partial Initiative Release state machine. The most significant
difference between Partial Initiative Release and selfish mining is that the attacker might act as an
honest miner when he is at some certain state. In some specific situations, Partial Initiative
Release allows the attackers to achieve a higher relative reward compared with selfish mining.

Keywords blockchain; Bitcoin; proof-of-work; mining attack; selfish mining
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Background

Most digital cryptocurrencies are based on the blockchain
technology. The consensus mechanism of a blockchain
guarantees that the records, especially transaction records
stored in the blockchain are irreversible and consistent to all
users. Proof of Work, Proof of Stake and Practical Byzantine
Fault Tolerance are some consensus mechanism which are
applied by blockchain. Among these consensus mechanisms,
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decade, the security of a Proof of Work powered blockchain
has been a hot topic. Researchers have proposed many
mining attack strategies such as selfish mining attack and
block withholding attack. These mining attack strategies are
proved to be feasible not only by the researchers, but also by
the attackers in the real world. For example, in May 2018, a

Proof of Work powered cryptocurrency named Monacoin was

attack by an attacker with the famous mining attack strategy
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selfish mining.

Mining attacks can be prevented by honest miners via
designing appropriate protocols. But an interesting fact is
that mining attacks can also be prevented by attackers
themselves. Some attackers have to turn into honest miners
due to the competitions between attackers. Some researches
reveal that attackers might face prisoner’s dilemma when
they are conducting block withholding attack. To some
extent, the game between attackers decreases all attacker’s
reward. But the competition between attackers with strategy

selfish mining is not systematically studied by the researchers.

Our work named ‘On the strategy and behavior of Bitcoin
mining with N-attackers’ presented the first selfish mining
model with two attackers in 2018. On the basis of our previous
work, in this work, we present a two-phase mining attack
model and reveals the Catfish effect between two selfish
miners. Our work shows that in the mining attack model
with two attackers, being semi-honest is an option for the
attacker. Thus, when the number of attacker increases,
attackers have the trend to be honest or semi-honest.
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