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Abstract  To further solve low efficiency and frequent updates of the public keys and the private
keys of vehicles in the authentication key agreement ( AKA) protocol for vehicular Ad-Hoc network
(VANET), some AKA protocols were proposed by researcher based on certificateless aggregate
signature scheme, because the certificateless cryptography primitives can resolve the key escrow
shorting of the identity-based cryptography and the certificate management problem of the public

key infrastructure. However, we find that the previous AKA protocols either do not have high
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computational efficiency or cannot keep their claimed security. Hence, to further solve the above

problems, an efficient AKA protocol with provable security is designed in this paper, in which,

the security of the session key and the unforgeability of the communication messages are proved

based on the hardness of the classic complexity assumptions. Such as decisional Diffie- Hellman,

discrete logarithm, etc. Compared with the previous protocols, our proposal has higher computa-

tional efficiency and better security, In VANET, these advantages, such as centralized management

of certificates and mutual authentication, make our protocol has better performance and adaptability.
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Background

Certificateless public-key cryptography (CL-PKC) does
not require management of certificate and has no key escrow
problem. Due to these advantages, certificateless signature
scheme is widely used in the design of authentication key
agreement ( AKA) protocol. For CL-PKC, which will face
two kinds of attacks, one is from the outside attacks (it is a
malicious user), and one is from the inside attacks (it is a
malicious key generation center (KGC)). Similarly, the AKA
protocol created with CL-PKC faces two kinds of adversaries,
one is Type I adversary, which is a malicious user, and can
replace the public key of any user but not know the master
secret key; the other is Type II adversary, which is a malicious
KGC, and has obtained the master secret key but cannot
replace the public key of any user. Especially, the Type I
adversary cannot replace the corresponding public key of the
challenge identity before the challenge stage, and Type 11
adversary does not need to perform the partial private key
generation query because he/she can calculate it himself.

In this paper, to obtain an efficient AKA protocol with

provable security for VANET, a concrete construction is
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created with CL-PKC, and the security of our proposal is
proved based on the hardness of discrete logarithm problem
by using Forking lemma under the random oracle. Compared
with the previous AKA protocols, we have that our protocol
has stronger security while the high computational efficiency
is provided. Furthermore, for the previous construction.
some attacks are proposed, which shows that the above
constructions are insecure for any Type I adversary. Moreover,
the main reason for the above security flaws are analyzed in
detail, and our analyses can help the researchers to avoid the
above security flaws in future studies.
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