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Software Vulnerable Trace’s Solving Algorithm Based on Lazy Symbolic Execution

QIN Xiao-Jun ZHOU Lin CHEN Zuo-Ning GAN Shui-Tao

(Jiang Nan Computer Technique Institute , Wuxi, Jiangsu 214083)

Abstract  To solve path explosion, low rate of new path’s finding in the software testing and
high rate of false alarm of static analysis, this paper proposes a vulnerability discovering architecture
which combined dynamic analysis and static analysis, and design the trace solving algorithm based
on lazy symbolic execution for the problem of loop explosion. This trace solving algorithm applies
3 key factors consisting of shortest path, constraint probability and reachable trace number to
guide the symbolic execution which can reach the vulnerability faster with the more accuracy of
trace choosing. Through the lazy symbolic execution to automatically identify the loop structure
and delay the variables’ concreting, we can fit the problem of trace combination explosion of loop
structure efficiently and get the test cases which can reach the vulnerability sets. Our algorithm is
also tested on coreutils6. 10 and compared with KLEE, Otter and SAGE. The experiment result
shows that our algorithm can analyze the program containing more branches effectively, and the

larger testing program is, the more obvious advantage it has.
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%1, WS PATE B LazySymbolicExecute.
Al R LATHRA)
0: TR PR AP LR AR
m s RN KT 5 Y et
Bt : O BT AR SRR A AR
1. while ~branch(l) do //¥5¢ J&H& 43 X
2. m<mUm(v.e) /% FHh vie Bl PRHZERE. v
B AR X B0 e R v B
A S 1 x /
l<next(D) //BEF —#ikA)
endwhile
if ~isloop(D) then
c<m(cond (1))
if SAT(SAc) then / % SAT RAHRIFGHELS =/
/o QA R AT S AT IE A LB WA S R
TN —4kiBm] = /
LazySymbolicExecute(target(1) ,0 \ c,m)
9. else if SAT(6A ~c¢) then

/B R R 0 PRI A

oo ~J (o3} (@21 = w

10. LazySymbolicExecute(next(l), O \N~c, m)
11.  ENDIF
12. ELSE

13, //RARERE A PR AT S AT 51 5 R R
LazySymbolicEngine(l,0,m)

14. LazySymbolicExecute(next(l) .0 N~c.m)

15. ENDIF

8% 2. EFERIATE Y LazySymbolicEngine.
A FORE LATIRA)
0: KNI A1 R AR
m: FTR KT RS AL 1 1 B S
il 0. BRI AL
1. symbolic(&i) //¥IEIAE R i 7551k
2. if ssloop_end (1) then / /3| Wi & 75915 B &5 #4) 25 o
3. RETURN & //3& 8] 5557 )5 ) 29 4R
4. ELSE
5 LazySymbolicExecute(target (1) ,0 Nc,m)
6. ENDIF

L3RR LATIE ] 0 RN IR RN IR E S om
TR KT RS LB LS branch (D FIWr [ 2
I o SR A) X AT IR A) Loo=e,next (D3R
IR R — & AT IE A)om Cose) 32758 57 & BB e 5 ¢
BRI B A Lotarget (D) Fon BEEE 9 B AR E A
isloop (D FIWT | J& T JEMEIRNE A cond (1) FniE )
LB RIRAT ¢ Ryl 78 o RAF cond (O HYAH
LazySymbolicEngine XT4§ ¥ 45 ¥ 47 Wi 457 5 0 AT
isloop_end (1) N FIWIEA]) [ 2 NIEIARLE K.

SR 1P Es 1~ 4 A7 A0 W 24 R AT 10T A 2 A
Ry SCHR ) I SR AT S AR L S 5~ 12 47 A
O3 SCHR AL AR AP E A L AR R R PR A U AT
WAF 5 AT 5 75 048 4 20 o 2% OF FI T SAT 5K fig
i R B B8 AR 2 R AT L 5 13 AT RN AR G TR ER
A T A AR YRR B 14 AT AT PR A5 4.

B 2 3R N6 0 45 A AR AT AT 5 AT A 1
PSR AR @ EAT A5 54 5 2 A7 FI M 2 A5 2 1
PGSR A ZE A A0 SRR R R Z5 A PR A T, DR [l 55
KT i AR 0.5 5 TR A IR 2R fE B

WAT 5 AT 1] U RO AT IR RS H A% 1A
BN — B -

1. symbolic(&m); //% & m f54k

2. symbolic(&n); //784 n 551k

3. for(i=0; i<MAXLOOPNUMI1; i+-+)

4. |

5 for(j=0; j<<MAXLOOPNUM?2; j++)

6 {

7. statement,, (myisj);/ /78 5 m B IRAEAK i\ )
8 statement, (nsisj); //78 & n B)MRAEAKHR . )
9.

10. if (condition(m, n)) // %50

11. glm, n);

12.

3.}

14. }
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BT PATIE — & FEEE B ol T k= 0 i )
{51 46 1A 1) R0, AL |l T35 12 AR T A B . R4 B
T MG 55 M A0 S B R O 48 = S B AT T
K& ToR O RE A o I 55 PR 18 1) i I 3l A TR 2%
TR AR IR, 5340 AR S AT AT 2 R
TP I 25 08 08 ™ 1Y) B A0 2H G B A IRD R AT S P
A7 38 2ok 4 IR A B A 5 A8 B Y S Ak S XA BF 45 AL
B o ) R AT A5 AT S T 3 3K G 8 S A A
SR AR T IR P 2 1 R R AT A S AT BT
M v Al 1 aX A [R) L
3.4 AREHEME

TESEATRE S ATIN L BRWCER 20 o 25 1 38 15 2
AR AR R R R 2 R
A BE AT R R RAT 2 K AR SR S R UAT B AR
S X WY R R A S B AR R R — R
A DA A5 BT Sk 5 0 B AR A B AN SCE o Bk
probSymCalculate(l ¢,m, p) R L H &4 HHE
B H LRI AR P TEATEL . ¢ R0 T B ) 4%
TFAREE m RIR R TR SRR ES . p TR
O AREN R, Bk probSymCalculate (Lyym, p)
1R 5L Al 3 DL 3.

Hik 3. ARRMEMEBRMAE probSym-
Calculate(l,$,m,p).

AL FORE LATIEM

¢ RN B A AR A
m: FRR KT 7228 & (1) Wit
pe RIS A AR R

i p: DRSNS

1. while ~branch(l) do

2 m=<m(v,e)

3. l<next(D) //BFETF—4kiEA]

4. endwhile
5. c<m(cond (1))

6. ¢ <relation($,c)
7. pe<prob(¢ N\ e/ prob(J)

8. probSymCalculate(target(l) ¢ \Ncym, p* p.)
/B
9. probSymCalculate(next(l) g N~cym,p * (1—p.))
/ARG 3L
relation(,c) T ¢ 15 ¢ R KL
W' & o M MAMEARN . BT ¢ 59
M7 e 5 ¢ Mar, Wt c A ¢ 5 ¢ sr, X X i
BT EAR A R R I AR R o AR
G ¢ BYMERR AT DLGE o S5 R E ROk EA TR 5
Prob(p N\ c)=Prob(¢) * Prob(c|¢)

HHRp=¢ N
=
Prob(¢ A ¢)=Prob() Prob(c| (¢ N )

Prob(¢p) Prob(c A (¢ Ad))
- Prob(¢' \ )

KK Prob (¢ N\ ) = Prob(¢") Prob(¢) .3 H.
Prob(e A (¢ A)) =Prob(c A ¢") Prob(¢)
=
Prob(¢N\c)

Prob() Prob(c A ¢") Prob(¢)
B Prob(¢/) Prob($)
Prob () Prob(¢' A c)
- Prob(¢")
= p
ZYRAE N\ ~c WMERR ] DL o 5% 70 10 3 ok
(RIGE:
Prob(¢ N\ ~¢)
=Prob() Prob(~c|¢)
=Prob() (1—Prob(c|¢))
=pe(1—p)
A3l LattED Xof 29 JOME 26 JE 17 5K A, LattE
B = RIS RA R A A T L
HARDL— LB < A R R B
b 98 2 — A HBOR e e i <7 AR 2 R SR
LY TR SR A AR AL 23 3 o X LA 2 TR A A A R
SRARAT L SRS 24 B A5 1 AE 238 1 B 1k DL AR 1k 4.

Bt 4 AR AR R AR

probConditons(PpF P N N Ag).

B o AR KA

LR R i Y - SO S

1. ConSet<={1 s¢hy = sh, } 5

2. Vars<{wvar| 3 con€ ConSet \ var € con} ;

3. neqConSet <—{con|con€ ConSet \ con F Frelation) ;
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4. lgeConSet <Conset—neqConSet ; 3. while (zasklist!=NULL)
5. unSet<{lgeConSet \ var= 4 l=select (tasklist)
exp|var#exp& neqConSet} ; 5 LazySymbolicExecute (1,0, m)
6. num<—num, ( \ lgeConSet) —num, (\/ unConSet) ; 6. endwhile

7. p«—pnum/ g Hoar

N Tk LattE A5 A" RB A, HoEM AR K
PE4E ConSet 73t AN EES . — DA E AL
BAIER LgeConSet . 75 — DI & “#7 Rk UL
4 neqConSet. unSet 86 M i J& LgeConSet 54
A AR AN A neqConSet Z5F LRI 2 4.

# BB unSet a5 IT R Z (8] 1 AH G 1 1] BT, AR
AT I B, YRR AR BB num , (V unSet) 11
FAKXWMT

num, (VunSet) = Z (=D Tnum, (Nges0))

0€ unSer *

Horp unSet” Frm unSet WAL, #0 KR LG 0 1)
STEEH o, Ny a0 Ny o0, 1R HCER.
3.5 ETHMASHITHERERBE X
3.5. 1 FETMURT 5 PRAT B I 10] BE AR K i 581

SDSE, Klee % 2 ¢ F] JH R 56 $hAT $5 4 % 422 5K
W O SHE AT G 55 A2 T 1 48 R L AT B SR LR
2 i S B B AR A O ME — PRI R B B
ZYRAME R NG CE PEAR RO S B R R R
ok T B DR O 21 e AR X L 1 24 SRR TG i L B
V5 W0 0 0] 9 ) b — > g3 SN A IR B K 2 I T
1Tl 1 BR AR L

BT WAT 5 PAT 14 A1 1] % A2 0K M 53 % (FLSE)
Je—FERG BT IR A B AR L 2 RO A T Ok AR
Kot 3 FOCHER R X N — R PUATBER AT IR I
Xof B B AR EAT WA 5 PR T A A i) S G 55 RT3k
B 15 1. FLSE B9k 78 g okt F — & AT 4
S s PR — SR AT 00 SO G 73 3.
RASTEAE R 73 SN BEAT IEH BAE 5 AT 2R 2 16
PR3 S 000 B BTG B 25 1 00 A 4 ) 78 A 51k 0
B ER 25 A0 AR HEAT A5 5 $0AT 5 X 908 0 45 A0 AR E 15 00 R
K AL 23 A A2 Sk B O OC AR L T 1 20 A L 0 BF 4y
SCZ () S A R T A5 B S5C TAIE B A R Y
Z) R A5 B FLSE BE A Rk 5.

&% 5 FLSE & FLSESymbolicExecute.

B« vulset: MEHH AR

Bt oulcase s B 3K M55 A A EUIE AL

1. initial(tasklist,vulset ,main)

2. probSymCalculate(l,$,m, p)

Hod initial(tasklist soulset ymain) 37 ¥ 5455 AT
Sl BATHIIRAL BRI AE AT RSB I B] casklist
F1, probSymCalculate(L,¢,m, p) B LA R S EHE
K, select (tasklist) PFTI—ME5RE [, LazySym-
bolicExecute(l,0,m) Xt | FE47 W4T 5 AT,

FLSE 58 1% —J7 1 i i 42 B i 1 F1oK % 22 A 4R
F550 3 080 7 AN B [ AN T S AR — Al AR
BB EA R FZME, ik TR 525200 A
5 T IR JT 217 f 14 3k R P 2 o O 1 B T VR AR TE 1Y )
L. FLSE 5335 1 i 4 57 oK i 27 19 . R e 26
FEE SR B ARG IR S TR S AT RIRCE. 5 —
D — IR S RATES AT AL R R E 2 KT
WAF S B RME B 0 76 o3 S8R DT b
TR TN A RO R R T 455 BT IR S
Bt R I )

3.5.2  BETUAT S PRAT B9 5 0] B AR K i B8 1k

CCBSE 8% 15 SDSE F3k ol M AL fe thtr
i JL B A SRS A TR AT G 538 UL B S 1) 98 R AT Y
SREmEAL A L2 i BRI B B AR AR R O — R A R
B 75 1 2 TR A 1 SR e L 238 R I 5 B A2 i S G
PRI P IR 280 T frg . T H CCBSE Bk A4 Rk
F5 =00 3 AT 8oy P G 8203 SCEAT SR8 TROR.

BETWAT 2 PRAT B9 05 ) B A2 SR i 37 (BLSE)D
PG 555 5 BT E R BT By o 38 5 — W 25 20 396 1) 38 ) 1Y
J7 A REA AT 4% . BLSE X F — 407 i 12
PEAT Ve PEI 255 75 18 T B B B AR 20 R R A ]
RBRARECEE 3 FPOCHEDN R A RMON IR & T BRI R
RO HIT AR AT 6.

&% 6. BLSE #¥: BLSESymbolicExecute.

B vulset: MEF 55

Bt oulcase s 33k M 55 AR A EUIE AU

1. initial(tasklist s vulset svul fun)

2. probSymCalculate(l,¢,m,p)

3. while (zasklist!=NULL) do

4. I=select(tasklist)

5. LazySymbolicExecute(l,0 m)

6 next_l=CFGBackForward(l)

7.  add(tasklist,next_l)
8.

endwhile

Hod initial (tasklist svulset , vul fun) 2278 X755 1
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ol 4T M MG 4k X B 5 FLSE Bk i A [
FLSE 83k & W A IS IR 4R 817 457 5 $AT 19
BLSE 5% & M H b5 I 55 55T 46 19 5 vul fun 52 g
59 5 T TE BB L. probSymCalculate (L, ¢ym, p) i+ 58
AR A SEWE R L select (rasklist) BB — AT 554k
& 1, LazySymbolicExecute (1,8, m) Xt L 347 Wi £F
S AT . CFGBackForward (1) WEEUF IR Z 1 AT 1%
2. 3@t add Ceasklist s next D) A BT 4 %))
tasklist H1.

BLSE 536 A WA SRy 20 B8« (1) 75 72 A] 4%
il vt P14 380 9 T 24 i eR 5 1 T eR RO L O R X
TE [0 R B — B 1 8 FH R A 8 N — A
AT BRI B (2) 72 38 & 4 10 0 ok b ] FLSE
B R B — SR B BR AR B IA H bR B AL

B — > OB AP B b DT T B BB v e R — 8K
G- 648 P BRI ST TRAT T 328 TSR s, 5 A PR 3R
PR - 18 P e S I R e A T 22 T R SR R O
BRECS B AR P A T 2 JB) BR AR . TN 4 TR
BLSE 5.3k Jo i 7€ I 55 53 B 78 BR 4L vuld fun , 357 H]
FLSE 8895 4R B — 2% Moul fun s 1B JfE 55 55 69
PATEEAR (pr s poseer s po) s TR BEAH L 1 PR AR 20 o 2%
51 SRIGTE vul fun B HFERTIEE D-Pred Coul fun)
Hr, A e SR BR B decision(Pathlen, Pathnum) 3R H
HIERTWE D-Pred (vul fun) 45 T E B AL E (8,
FAC S AT A e R Y B AT IR 45 5, Horh Pathlen
F7R L HE T SR 25 5 B Bl ek B AT A H 2] Y B
25 s Pathnum 3275 B 4% B W25 5 B 900 oR £ AT A
F 22 B8] 1 B A2 800 19 R B Pathlen A2 B

i H T callvalfun2 |
B B0 B Bcallnext [

A (T )

T valfun BB B0 P T valfun 8 501 T valfun g 801
P Hcallvulfunl B Hlcallvulfun2 B $callvulfun3

B

e
o 4 I FLSE PR Hvulfun
PSR H ARk 3L

Kl 4 BLSE 7R EH

Pathnum 52 1056 0] LATH5 R R B 3 SR AY
decision( Pathlen, Pathnum) 4,52 7] DL 745G 150,
T2 A b BB R WA E{E decision ( Pathlen,
Pathnum) {31511 52 00 B A B 9 PAT 803, ik L
BA IR AR R R, T 202 N 7E 5 4
AT BB AR AL FR I, 24 o 2% AL 48 1) SR I LG 45 5 A T HL
RORWA —E 4.

TEPR T — AT 93 3L calloul fun2 J5 . FH
BLSE B3 & callvul fun2 RN N callvul fun?
PR 1 2] vul fun BB Z ) ) SROAT I 12
(PrvtsPrerosers Do) s AR AN 09 A2 0R s, [F]
IF A 23 B X T A 3 10 2% 8 29 R4 T SR A T 2
e 5T A7 3P R 23 SR SRS DL o3 AT
T X ERBA T ST callvul fun2 15 58) 2Z 8] 1Y
AR PR S A S K M A B 2 AR b OF AT 25 R
B IR A calloul fun2 15m) B &R IREY, WA TE
BEIMALY R A AR Y HOR AR L 48 BR R0k
3.5.3 L THURT 5 AT RO IR A BR AR SR i B 1

FLSE 575 1 BLSE 535 #8H A% B A 1] 3kt e 11
AR FLSE 539558 H T 5 48 46 1Y B A2 20 o A5 1R 15
K FE TS AT AOTR A B A2 R R 5 12 (HLSE) 45
% T FLSE 55381 BLSE $3% (09 6 22, [F] i AR 7
NN 583 5 T A T [ B e AT 4% 1 i A 48
KX FETEIAT I AR vk R A3 B A 15 B 2, 2k #f
HHOR Y 23 SOt BN B RSl A dn Bk 7.

&% 7. HLSE &Y HLSESymbolicExecute.

A« vulset . Bfa 55 5

Bt oulcase s 33k M58 AR AR AU

1. initial( ftasklist svulset ymain)
initial (btasklist ,vulset s vul fun)
probSymCalculate(l ¢ m, p)
FLSESymbolicExecute( ftasklist)

5. BLSESymbolicExecute(btasklist)

Hodv, frasklist 1 btasklist 4y 51y FLSE F1 BLSE
HAR 2 £, initial ( ftasklist, vulset, main) 3% 78 X}
Stasklist FATHIEEAL X main Z: 500 4 JRy 72 8 1)
5 1k, & W U5 IR 3. initial (btasklist, vulset,
vul fun) F 78 X brasklist JE4T W1 4G AL, XT e 55 5 8
RO 28O 42 Ry 72 B AT A 5 A O 7 AR R AR IR
. probSymCalculate (L, ¢, m, p) T B )R &4
WK , FLSESymbolicExecute ( ftasklist) fl BLSE-
SymbolicExecute(btasklist) 43 5| 347 1 0] B 457 = 1
£ AUG [l BT S AT

=~ W N
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5

4 TWHEHF

ARSLE R X 2 UL E 3 A F
BUSYBOX 1. 11. 2, )i 45 S an 4 1 foR.

F 1 3MWBHSHITEES KLEE'? ,SAGE™,

Otter*/ {4 §E tb & R e )

Wik e Sk .
FLSE BLSE HLSE KLEE SAGE Otter
kill 12. 88 17.15 15.56 65.66 2012.64 16. 94
setuidgid 8.47 258.51 16. 18 26.74 3892.12 21.63
tr 8. 82 21.70 16. 27 21.42 38.43 18. 20
od 9.17 34.79 39. 44 54. 32 191. 94 49. 14

chown 24.29 105.21 112.80 255.71 596.12 114.10
Is 923.27 966.54 130.87 275.95 1899.93 151.55
HE 164.48 233.98  55.19 116.63 1438.53 61.93

RIS od i 4 5y 3Kk 4] 43 #r , FLSE, BLSE
B R I R R s » HLSE 5535 19 U 583 — ik
PR Sy 33k A B P 5 Ry 1 B AR P 0 SR/ o BRI AR T 1)
LY IRA N 1] 20 R A5 IR 5 SR AR I 6 1 I 1) agh
A %€ . KLEE 553 i il 5 2 447 . KLEE
i F 8 /& Round-Robin RP(Radom Path) % % 3 it
A PR AR R i 5 MG 55 A 2RI B RS [ A AR 1A 5
BN PRAR AT 10 HE TR . Otter % FH 5t 55 % 42 1Y B%
TR R W Mk ROCR B SAGE EH 2 5 &
BB BT 43 3l B 55 (block coverage)
HEAT A R PR IAT - PRI K 22 1 I [A] VR 3%
TEANRE 2135 e 55 i 72 7 40 3 |

PIXT s i 243 1 34 491 3 B » HLSE 8%
g &, FLSE, BLSE, KLEE, Otter i % XK Z,
SAGE 8 % 85 22 Il 1s B2 v o3I 73 32 K
Z . It SAGE YR 2% 753X 86 53 3 b 1% o[]S 75 455 S

tH

i

M % BUSYBOX & Is, chown, tr, od, kill HiI
setuidgidt 6 > 4 1 I 3 25 2R B s T DL
SAGE (¥ fiE 22 B 2 A X fie 22 19, FLSE 72X H
5 A I 3k A A v 2R BLAE 5, BLSE #E X
4 A~ A 1 I3 T AR A AH S R TEXT 1s i 4
I Y BLE RE R AL R BN 6 A2 5 - HLSE 125
B BRI B 1, O ELRE B G B 1 1
HLSE 5846 1y gt 34 8ok i 0] . ) 3k 1 68 b 4 I
5.

200 750 300 350
AR P AL N ARIBAT D

5 SRR L

&5 H A b5 2R o ok BRI AT DU IR AR 9% 1Y B
() s LA SRy D A Al A 8 7 Bl DN R T 1 A A B A, P
7 RAT 8. N S H ] LUE B SAGE 7E X} setuidgid
P e AL AT I i ROR AR 2%, BBl setuidgid HE
W e EoE 2 22 . HOR R 3K 21 ME 55 45 ) S H
AR I 2 SAGE 2y T 42 (5 4 55 258, 7638 ] 3K 46
FEIFIR 3% 1 oK Z2 HY I ]

i » VTsolver 7E £ X B A4 coreutil6. 10 1Y fifi
55 I P AR B T 9 A e T T SR O A L L
G 2 ANUF 5 2 FIFS D RA IR FEH1E
BLILER 2.

R 2 WA SHITX coreutile. 10 REGM LMW ERER

75 IR ER 7 e 553 1 258 31 NI G A B £
1 chown F8EH R A % % % % "a.a" """
2 od Feits *ox % x mym/ /B
3 Is BB CVE-2003-0854 "-w" "1073741828"
4 tr e * ¥ % % "[a-z"
5 kill FREHR % % % % g mgn
6 pr R BN oo file2 ”\be\b\%l\elf\.k:i(;)\b\b\t"
e R
8 mknod 5 ® % % x "-m" "400" "foo"
9 dir RO CVE-2003-0854 "w" "1073741828"

E2HIIT 9 A S IAL R A 34
FRE R IG5 A 3 i Ve 55 i, D B M

i 585 A 0 — AT A 26 I 5 L R die F Ls A4
4 1 55 1 2 22 Wik 7E CVE .
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i 553 a5 AT R B A T BRJR 48 AR AT AR T 40 B
B X 45 5 AR e 55 07 L R B — SR T IR B AR
fith & 285 7 WG 555 A R0 A5 B0 R R AT 3k 0 . AR I R
707 AR A HE AT 15 348 e 55 050049 AT 3k 1kl DLGE
o 1 R A R A AR R P Tk R AT R .
55 8] IR B T R B R B ARz b — A i
A543 HT 1 I 55 M T AR B T — S S A
HAS BB A S AN 2 FLIE B A D%, TR T 2 D B A
A 5K 35 IE 3 26 fifg 55 5. 7E SE AT ORI R A B AT g
2518 2| — BB W 5 (assert) {45 o (H U & A A N A I 3K
s AL AR TF K AR AS 308 5 A o H A
R BEAR B o & W 5 0 I R 2 I R A R O
IR A L BT & B L R

P AT 2 AR B 3 G i R e 55 AT 3k B
TR 55 AT R — 2R BUT RS, H
TR EREIAT I B AR H 2 AT A Y. RS AT 51
MR P ia AT . [ i BAARSEORNT S 248 155 2
By DI FEAR R A, AT R AT IS A
PAT 51T BT 38 2 45 5 A 09 25 18 A B 0
SMT K fif 2 STP X455 AT 51 18 4 2 1 29 4R
HEAT SR A P 4 S0 | Al 3k B £ /0 5 R Al ik
1 AR 24 B AR AT Ok A B SR AR B
oK FH T B AR 3k g

A SCHR TR T AT 5 AT BT 1] AR SR R AR
2 (FLSE) , £ T £F 5 $0UAT 19 5 1) B% 42 oK il 550k
(BLSE) F1 3 T 75 5 $ AT 19 1R & % 42 oK e 550 vk
(HLSE) . 5 &b 32 85 T 455 047 5| S AT 8508

FLSE BikZE A% I8 T B AR L2 s A% L al
RBRARECRE 3 FPOCHE K L X N — R AT R R AT
PERE A RO AR T BRI R AR, 34 FLSE B ik
TEDR T — 5T 4 3 90 A 2 B4 BT 14 3
M2 R 2SR BEA TSR R, R TS H T A 3 i
3 SN Gy S ARG 0 0 SR A T B AT SR B
B8 1 72 P S BRAT 43 3 WA X AN 43 SO0 0 1 2%
IS 2o 25 R4 [RRE AT LAY 5 18 A AT 53 32
S it B 1T SR W, L 2] 38 F) AN BB TG A2 BT T R W 1 45

BLSE 5 vk M\ i 55 5 i 75 o8 80T i » 3l i — ik
2 0 3% 1) 36 WA A 7 1 4 R RS AT I 42 L BLSE 5
B2 8T IR AR VA RO AT GA B AR R 3 oG
HEZ X — AT BE AR AT IR R DA S B AR
F . BLSE BEEA WA LB L . (D fE R

TFa] 7 Sl 3 12T v 310 90 P 244 i e 1 3 e K46 L O
BRBE S 1 SR 1 9 — A LI B4 U pR B O R — A
FE5 PAT BRBG (2D A8 3 58 4 19 18 T B8 80b 1 1
FLSE 835 . R 8 — SR B B A2 21 15 H AR eR %L

HLSE #3k45 4 T FLSE 53k fl BLSE Rk
(W= G DN NI 1 o S N R R E SN B
PEAT A MF AR R X AR RE AT AR e R 0 45 31 1Y
G 2 e R A 23 S A

Z % x W
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Background

Software analysis is a hot issue in the area of information
security at present. The vulnerability mining is one of the
most important parts of software analysis. There are many
methods to mine the software’ s defects, for example fuzz
testing, taint analysis, static analysis and symbolic execution,
etc. The fuzz testing is applied widely; however, it has
the problem of path explosion, low rate of new path finding
and the low coverage. It also has to take much time to
analyze the program because it is lack of a smart guide. The
taint analysis has the same of problem as fuzz testing.
Though many researchers try their efforts to improve them,
no essential improvement is get. Static program analyses are
used by many developers to test their programs because they
are effective in finding some trivial bugs that can be caught
by the rules that define security violations with very small
resource. However, they are limited in that the performance
is only good as the rules and have high rate of false alarm.

Symbolic execution is another technique that has recently
gotten the attention of security researchers. In contrast to
fuzzing, symbolic execution tests a program by treating the
program’ s input as symbols and interpreting the program
over these symbolic inputs. In theory, symbolic execution is
guaranteed to be effective in achieving high code coverage,
yet this generally requires exponential resource which is not
practical for many real-world programs.

Our goal is to find more bugs faster than traditional

automatic generation of high-coverage tests for complex

systems programs//Proceedings of the USENIX Symposium

on Operating Systems Design and Implementation. San
Diego, USA, 2008. 623-635

[13] Godefroid P, Levin M, Molnar D. Automated whitebox fuzz

testing//Proceedings of the 15th Annual Network and

Distributed System Security Symposium. San Diego, USA,
2008 320-332
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approaches. In order to accomplish this goal, firstly we find
the vulnerability sets using static analysis, and then we need
to obtain line reachable case in reasonable resource bound
(e. g. computing power and time). Getting line reachable
case implies both breadth and depth in exploration of the
program. Although we may not achieve the best code coverage
or speed, we aim to find the sweet spot in cost-effective way
to gain more real vulnerabilities than the fuzzer and the
symbolic executor. In this thesis, we present our attempt to
attain the best of both worlds by combining symbolic execution
with fuzzing in a novel manner. Our vulnerability mining
model first uses static analysis to discover vulnerabilities in
the program. After collecting vulnerabilities under a user-
configurable resource constraint, we use the trace solving
algorithm to get the line reachable suits of the vulnerabilities
automatically. This algorithm based on lazy symbolic execution
applies three key factors of shortest path, constraint
probability and reachable trace number to guide the symbolic
execution. It can raise the correctness rate of path selection
and reach the vulnerability faster. To tackle the problem of
trace combination explosion of loop structure, the lazy
symbolic execution is applied which can automatically identify
the loop structure and delay the variables’ concreting. The
experiment result shows that our algorithm can analyze the

program of more branches effectively.



