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Abstract  Software Defined Networking is an emerging network architecture, which decouples
the control plane from the data plane and operates the global network with elaborate abstraction.
The flow table plays an important role in an OpenFlow Switch(OFS) and is the key resource to
support the SDN/OpenFlow abstraction. To provide wire-speed processing, fast memory(e. g. ,
TCAM, QDR, SRAM) is utilized to form the flow table. Unfortunately, the development of
such kind of fast memories is far behind the hungry requirement on its usage, especially for the
TCAM. As a result, the flow table installed in OFS has tremendous risk to be overflow, possibly
leading to large quantity of Packet-In/Packet-Out messages between OFS and controller. Generally,
an incoming packet from a flow is processed according to the action specified in the according flow
entry in the flow table(s). If no entry is matched in the flow table, a packet-in message querying
how to process the packet will be sent to the controller from the switch. If the number of active
flows always touches the maximum number of entries in the flow table, the table-miss events are
not avoidable. So that at first we investigate how to mitigate the overhead when occurring table-miss

events based on the phenomenon of uneven flow table distribution. The basic idea is to distribute
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the packets facing table-miss event in heavily loaded switch to other lightly loaded switches

instead of triggering packet-in messages always in hot switches. The conceptual simplicity of FTS

idea hides two significant challenges. (1) How to select a right port randomly by SDN switch.

(2) How to make this progress “pipeline-able” in a general SDN switch without changing its

Hardware. The new mechanism proposed in this paper to handle the Table-Miss event is named

Flow Table Sharing (FTS). The evaluations have demonstrated that FTS reduces both control

messages quantity and RTT time by two orders of magnitude compared to current state-of-the-art
OpenFlow Table-Miss handler. We first build a switch in MININET (test environment), and

measure the number of control messages generated by setting up a new flow transfer (TCP,

UDP) when the flow table of the switch is overflow, as well as the packet loss rate and the

average delay. Then, we evaluate the flow table demand in the optimal way that all switches have

enough flow table resources and set this result as the control group. Then, on the one hand, we

evaluate the additional flow table demand which is required by rebuilding the interrupted flow,

when the FTS try to fix the problem caused by the overflow. On the other hand, we evaluate the

total flow table consumption which is required by building the new transmission for the first

time, after the overflow happened. Even during the flow table overflow period, denial of service

for new flows does not happen. We designed an external user switch-computed Group Table

select algorithm and show its validity and fastness. It is easy to implement, easy to control and

the current state-of-the-art OpenFlow Table-Miss handler is a special case of FTS.

Keywords

1 5]

T

1.1

BENE

B2 LM 2% (Software Defined Networking,
SN 19 £ fife 85 Ay 42 1 V- T80 A ESCHE - T8 o 099 286l 55
il G g A 1 SF- TG P ) 4 B A AR b R R
W 28 487 B 53 LA e I e N B3I A i SR 2% B AL G
5 1 TR Y o AT PR A T R
o0 28 54 - 10 PN 19 B 90 F H SDN 22 48 Bl 48— 17 33
% )% . SDN 22 fe AL 5 4 il 4 =2 1) 38 2o 1 1) 422 1 i
efl B W& A5 B & SDN K 45 (1% JF ik 1
OpenFlow B i) #2 11 3 H #i 2 4 a & SDN 1)
kR UE. OpenFlow Ppi H ik T SDN 28 4 41 T
T 25080 A ) I K 5 DA B 85 4l -~ T 5 4 Y- T 22 1]
9T B S AL Y B 0 B ) VG i — 2% dait R L, HE e
FH N ) Bl £ CActions ) BB PAAT. T SR EHE A e A
PAT R — AR R IIVL T, X M TR ¥ 1€ Ly Table-
MissCRICHEL). H A, 4k B Table-Miss (1) J5 208 %
Fr RN ) B K O R e 1 B 4 ) A e P 4
i i Fe 25 R RS A 0 1 4 3

Sy S AR v A BUOHE B 5 %2 (40 Gbps 100 Gbps)t

OpenFlow; flow-table; over flow; Table-Miss; group-table

SCARAIL A A6 A T el bR B A s (B 4, TCAM,
QDR , SRAM) ¥4 5 1) A $0 45 P, Hvp, SDN 52 462 AL
R e A VR RE G B IO T T =S N A T HL A A
%% (Ternary Content Addressable Memory, TCAM)
14 719 25 $% 3% % (Flow Table). TCAM H A7 #1J& 1
AR DL S A R I RES SR H T LR | M A% A
i BT AE T TCAM Ry i 4 75 5 08 % LB/, JF B
WA G 0 AT BN U e R S 51 & R £ Table-
Miss Hudf 60 % 60 B0 4, (0 45 52 4 AL #e 1R BE R iR
BEARR - B 2= 20 42 SDN 42 1l 4 SCBCE B 4 . 45 SDN
P 1) 2 1) 22 A T B AR L O T A N L S A A ) PR
PR YRR AIE o 22 45 BIL T 8 S AR PR Y I AR B T R
FRA A . HFTT H SDN 52 e L s K K 5
B R AT 10000 /s,

FATMGB Y 2= ISP 1y —> i FAF 588 3.7 G Y%
R 8 s 114 R 17 S B g B T e Tt T R B (15 min,
29 2 T B ZEACKIE , & I R 3 4 5wl
DAY/ i ¢ Xof BT 1 RS A oKL O HABL T BT
{# i 81 &% /> {# FH 55 7 (Least Recently Used,
LRU) Jy it 22 BB A m. JAT R M H R ER A 5N 10k
o i A A 3 3 A A8 H5 AL B B P RE Y AL Y
HOK R 3 102, RSP K 50k %4, 6 %011



91 Tr R4 OpenFlow S AL U 2 Vi ) 1) 250 Ay 2 i AL 1 2005

TR T SR SRR E 250k AN 5T
A4 4 JC 1 A B S8 L LR AR ey [ 1 R L FRAT &
B 25 R A DA B0 ORI L o 0 3L 2 TR e
it R I 2 0 O A S5 3K I OO 7E VR R R A R
SDN ¥ 4% i 2 B0 %€t AR 46 OpenFlow i, #
MR 2215 5 45 IRk 144 Bytes 1 58 JE.
X TR A A R AR R TR R R A 9 R O S R AL L
W2 I A =S ().

100F [ MEAE=2k
—o— iR =10k
—— A E=50k
—v— RAEE=250k

: F I . I
1000 10000 100000 1000000

B/ (A s
BT g R R R A A

TR X 1 A ok e ] 1, A ff SDN AR R e
S DA S I S T o N = N ) N S = 5 I
BBy 531 SDN A2 e AILAE 4. 75 5 b iz o . #5 SDN
ARG I 2GRN L T R RN BT B R
HRAT I R BHL W EATLL Table-Miss BJE 240 #L.
PN H I S W ok E L B — > Table-Miss S,
SDN 5z e {JL#R 25 4 SDN 5 il #% & 3% — 4~ Packet-In
HE. UEHIE RS 2. a5l kET s AR Il
FE o BELAG 45 i 1 100 XF 5090 ~F- T 1) BV B 4 ) B g L 3T
T BORE - TH e SRR T [ A ] AL
1.2 #HXIE

SNZE EET IR DG AR L 48 T A R R R i
th Table-Miss [n] & 1) 8. b i TCAM 4 i 1y
i T A R 100 SR [ TR i e 4R T 3 () Y
Fols. 3l H TCAM ) # $ 3 B H T i B A6
i ZH B A A o 0K R R A A WL ) S B AR A
fH2 BT TCAM 1Y Ui 2 00N B 5 46 55 508 10 2
VEHB L 52 2%, 3F B TCAM A 3045 A, RE 8 17 1k
IR F AR E L LB D, ik SO R N O AEAS T
XF B[] L.

FEBI 5 A DR o] 4 125 I8 22 T BT R 0 ] A
WFFE N G E LA 5 AT

(D) $ T 2 T B . 8%, 24 TCAM N 77
7%tk [ 2 N AR AU B 2% B R LA A 9 B T LA
TR AR . A SDN £ b b i T
BT SRR RSk R 4 B A T R A e
B Gt B AT 4y B ) 16 bits T8 B (9 DC A5 L B4
A B T B 4% 22 TP DA Sk 3 A R Tk Ay =AY
AN AF AL B o0 55 Ry 3R fi T SDN 452 R, T8 3% 1)
TR T AT R A 22 G Y R

(2) 2 3 B0 S T 30 2% 04 5 B i . SDN 52
B # B 40 ol E e 4 1 25 8 4% 0 & U % . SDN $5
il #8 B EM bR — A R, Z 5 AR A IS A B LA
n— R m. — ik TCAM R HE S mIs,
T BT Z A BARARRE T A s — R S e A |
MRS 26 10, 23 51 R S 22 1) TCAM % {7 4b ¥4,
PRI T 0 AN B TCAM 26 0 AH X F e & 2 % 11 3
JEE R AR R GRS 1. A U A R Ay s [ R A R s ol 4 T
A 5 25 PN 2 (6] V8 0B 26 300, R 5 0 B B B AF TE
8 2900, 3 FE BT 4T 48 BB it 26 /Y i) [A]. Kannan
S — RS ALA R R I 2 P B TR
4 L 45t A VS T 9AE 2R A s [ 99T R A X R
FIE 805 3R AV O 2 T 1 118 JXUI: 488 T T

X O B AR B IS8 e MU RO 2R S
Ti) o S i A 30 v 0 A L SR A R R R T
S S B 45 M RE T [ 1 ) L 24 R R B R
AR BAT TR X 2% i N 245 TR T HCOSR ol ik 45
H ] o %o 3 5k W T s A 45 e T 14 i ke I
ARSCIE AT XX — AR 78 LA 3R T — Rl i &
L= HL#] (Flow Table Sharing, FTS). J 5¢ 4 & #%
15 R AT 1 A543 PR 9L 32 06 U % fiff R ARt 370 4 9.
FTS & % 8] B, FE 2 B 1 0% YR A% /DN Shy ik O O 3R 5
R w2, FTS & 2 T OpenFlow P i 1 %}
Table-Miss {43 75 2 243 3% i 5 XF oK UG B 1)
LA R A 5 by SR M A, JO T S R SR i 2 A
NESHEANL N L% H I T

ATEAESS 2 5 VR 43 B 0 32 U6k 1 15 7 P
FEE o LA AT AT MR 26 g BE AT LA A KR B Ok fo b
RO 55 s 745 3 5 . % FTS BB AT PRGN 4047 5 4
4 WA AR AN BAR B FTS DR Gk
TE55 5 WIATIRAS FTS BPERE L R B A 356 6
AR T AR R B4 R0 LG % & 7 1 B PEA .

1=
B
1=
B

2 mEREHEIES

2.1 REMAREHEDR
SDN B8 445 W) 2 il 52 kg %5 8 - T 0 45 1] F- 1



2006 it = . 2 Eihd 2018 4F
BOE - T 0 R A& AT Ak S Bt — 1) SDN 8 e pl , 55 2.2 BB

0T A5 55 I 28 X AS ) 35 8 16 IX 43 A3CHS SDN 32 48 411
(A% L D) R 1 ¢ hy 22 2% Tk 35 0 A 5% i B AR A
SDN #% il &5 11 57 & HUEE AN W 45 LA Sz 1155 SDN 28 46
HLN IR 230, ik TCAM (1) SDN 38 4 411 P4 3B 5%
R AR AT R A — S B £ i BT S AR AR Ak
T TCAM A R M 46 & (B JE bits oth s AR
2500 JGAEAT) JIIFE K (AEJK bits it B, 15 FL). % F
H 1A B B 37 26 25 . SDN 32 # BTG ¥k 6 BT A 3 F
7R B[] Y 2 4

A 45 A %A JR BR T best-effort fiit 55 B2
A MR 55 A LR PR A BRI T O A SR A DA R M X
B4R S S RE 10 DA 22 S0 i 55 )5 e
ARICEN 1 e KA. A BE s R D
R0 R LA AR X I 45 i e A0 A
T EZ M K. L OpenFlow 1 SDN Pl
P s ML Ry 3k A~ e R AIE T I 2% 1 A SCHR Il 22 38
FEAHORL Y J7 %8 OB 9 OpenFlowl. 5 Pp 38 b $2
. OpenFlow T4 37 R £ ik 45 MY L L4325,

B 2 R A X T VR BE I R A AR S R
WAL T TCAM Y = o 2 $R088 . AN SE B il s B AR
(4 F BE 2% J& L BT TCAM B 4 25 75 F SDN 52 4L
TR R RCT & AR TR 8 B
FEM LB A T AR KRR T W 408 R
WA ST 1% 5 BUAS 1 R B2 T o LA B L % % 1 T 24 1
% F AL BT I AR K A LI 9 7l A URE DL AE
B TR BUAS Ry I B 5 O B A W BBCEE R 1 T RE
PR SR T 30K A ABE 28 7 3 W% T i 21 3K 22 if 2 T DA R IGE
M) X AT T R B IR AL R E O X JE
FE IS 5 SR BELAS 1 19 45 A1 1 HE 3.

AL, i TCAM -+ SRAM W AF i £ 20 7% A %
RFEANRBERMBREAMNEES . ZIEF
SRAM i, 7 1) A5 $0 3 B 45 18, T 0l 2 4k 55K
S AL H REE 2 B Gt AR/ 1 X 268 3 ) DA M BE i
G BT3B SRAM %5 8] (4 - H 2 0GR IE 16 3 1)
KRG Gt A R 1 W 45 i) 4 ¢ 76 3 T TCAM 1y
it A7 25 (B PN . S B 91 40 E 5230 B 08 R i T kR
TRV v O I 2w as AT 19 P U it 75 SR 2 I iz To vk
B0 L (HE L R 5T N B SR W 77 A B0
JAIEZ SDN AR R 1A 5 ZAb. 8K 8 2 11 55 451
F W] SDN H7 A TEAE 1] 5 KA b 390 [, 57 22 1 4 a8
Dy kR MR B EZ 7E A G KL
Do 28 R 2 v o3 X 0 2% 1 36 R CE R 1 5 e 2 i AT
I Ak b ) FH A B P 3 058 2 0 B A PR A R 114 i) A

Hi 7 SDN Ze 4y 42 1 °F- i -5 Z0dhs F w4 3 1 Ay
73 B SDN 42 1il #% 5 SDN 22 8 Hl 2 (8] 36 % 38 i %
M 2 e 5r TCP 42 AT A5 X% T M2 FR A
4428 18 (Secure Channel). OpenFlow 30 % £ 25
TH S PR 28 B2 O TR 7 # 11L JF DARGHE 4 i T2 X
TE 22 4200 T8 N A% . 455 00 U2 1 0 3k T 4 R e A AR
i+ 45 S OB - 1T A T TR A R A i
it 5148 B E R K TG M40 KT
58 N G2 TH X 3K PR T SDN S804 By Hk k- (1) 42
HiPFE— B2 A SRR RS KR Ak
RE 7 R w5 (2) Bl 10— PR i R s [ AN L 7

Xf T8 — 2R ), WF 5T N AR T3 g A 1C
229 25 AR A s o v AR R A 4R T
il 25 H S A0 3L Y RE

AL T BT R A T R BCE - T ) Bk R AT

T 3 M HL AT RE A oK (19 7 FE J5 . SDN 22 #1178

P F 16 7] 43 2l SDN 4 58 3 HL AT SDN AT {4 22 46t
HL. SDN HR {4 22 4 B H 42 38 76 F AR 55 4% 9 . 7T
DA AT FE 05 22 (R ML) P 28 {EL R LR e s o i i 18
LTG5 ven sk b Ak 5 R 0SB AL FR AT AT LA
FAE A SDN 38 4 bR 07 6] 37 Bt 4 /0 k(] 28 R L
BRI B A PR IE R U Y IR 45 TG i, SDN
A P AL Y A K VT L T il 0 20 by B 1 37 7K 4R Rk S B

RV Y B3 2 IR N S50 A B IR R 2o B L AR Al
HEBAAE FRATAT LATS 2000 F 4598 - 76 3 e bl b b SR 77
FE R0 il A5 7 B O C WY R e & A R R
HELG . X hAE L 2 AR HE TRRLEE YR R R ST A A
Iei) 14 LS, AHUE 76 S AT 4% B A i ol O
T B E o R 2 L B S 1.

10000

9500+
9000
o 8500 C

T 8000

A

7500

BT
ST

1 1 1 1 1 1
0 20 40 60 80 100 120 140 160 180
5[] /108

B2 Lllos W& OSiFnEE

7000




91 Tr R4 OpenFlow S AL U 2 Vi ) 1) 250 Ay 2 i AL 1 2007

S A5 B L IC W AR B G, FRATT AT ISP i
A H AT T A I BEALER T — .
K 2 s g ISP B il A8 i 2 H iy ge it 723X 30 min
FRT IR 5] BE P9 SF- 25 3 & H Aor = 8420, R 332 42 il & X
4 P o 0 R I G 3EL A8 DA 43 i kg BsF ] BR A5, IR A
TE X i 1) 0 28 U 5 SR T 5 die R0 - X R
i I Max_Aor=9120. S8 T, 5 22 W) ) 21 3% 52
BHLR A H K=9663. H 4 & o 54 31 55 o B it
it Max_Aor BIBESR Ny 8. 9% . T F 91. 1% 1
B[] P 3 2R T34 7. 6 20 1928 TR

I 45 8 3 2 1N AR SDN 58 8 HL 3 5 5 ok
TR S ORI 1) B R AN B L AR 4l TCAM il ] Eb 451 8
SR RE SR W R A 8 U AR B R A FRATT A B U
DI R A TR

LYRGEAT -

C < Max_ Avr < K [@D)
Avr < C (2)

(D #Ff C/hTRRVFBME Max _Aur A 8T
R U B S R 5 (2) Ry L OE e R R TU A
7oK P Sl T ECH RN TR C

AL LA — 5 R MR 3 R AR U R i i), AT
T IHG B X6 2 180 R B PE BE A . OpenFlow B
WUAE o 25435 1 25 28 X S AL U R TN L 4 R A8
BT R C G » 38 L2 1) 42 1 % 4l i T B
lofp_error_msg ,OFPFMFC_TABLE_FULL), jf
A e WL iy 4 4 *2 256 3 2 It 22 L. 428 1 4 15 B 4 R
G R T AT DL R B 2O 3, T R PRAT U AR
B L) (1) Z AU 38 AR 4 Ik 55 B4R 5 (2)
SRAZE ] 2 R AN U L U e M R — SR A R I 1
FOBTAS U (E 2 SR s N I 1 A T R T —
ARG BRI » 20k T 365 B3k 2% % BR U 21 I o 8T Al 55 R
2 A MR B AT RE - OB £ A% i I A 1 K AL
AR /N L Tl RATTIGAESS 5 97 JR 7 Ui 2 Ui 1y
i T A ROR AR 22 1 S5 9 25

F P ORILATLA— A S R HAK I3 #r DL B ig ik
WE 3 Frs . AT R4 ) T B Fh. 2 B SDN
SEHALAR 5 — > SDN $5 il f A1 % . B 5 AE e — i)
Z . S2 AL A I 2 B ST 25 2R O AR
FE L B OpenFlow HhIF4H%F S2 38 L
IrAT BRI « (1) S2 SZ 4 AL A 48 32 UG U e 45
H I fil & Packet-In J1 B, 5 (2) ¥ il 45 2 Ui 2] Table-
Miss 1§ 55 75 2 R 2000 OF il & 11 55040
th S2 AR T PR — A5 IR R UM BR 5 (3) i
R A B S2 5 (4) B e & T .

(L9 8 T 10 2 A2 ) e ) Bk Py 00 2% DA T A T e
Je— 4T 3 I Cactive flow) . 38 %A # ) . 0I5 2:
P8 BB ) 2 RS B ok {ELR 45 1 4% TG T R B A S AR
S5 2 Fo U e 4 IR [8] 95 A7 B T IBE 14 47 o 5 AR A 2
eI e A 9 7 2 B 345 Sl . 25 3 2% I 2 10T 4 M B
Ja & J 2 23K 1RO A0 32 S L 0 S i 1
28 A ) DA P T O TG Y R OB RO S B A
S SRS TR N FIWAPN R =X ol PSS € PO
MTTHFE B 1 4 il i 14 3 B3 Ak B E O5L o5 T T % 4ol
T A A IR A T A5 9 L L AR T SR BIL Y B e RO,

T3 AN AT T LA B - 45 1] A ke B R AT B
6 » AN i) SZ AL A S 0 O R . 3 Al 7 AR IE T
E A I i Y 1 K (H 2 B BUR G AU FE R
TR Z5 b T o AR ] R AR A 114 i PR O e 19
R AR P S TR H BB T A R LA R Y b
2 P ECRASTIALIERE T R B 1T 5 B0 1A R0 25 ik
5 BT

P 3 2 ML il b 2 R

3 mEREENHRIT

B 5% 2 I R T 0 A ) L FRATTAR T —
Fofr i 2 AL AL AL BT B AR R S th TR
v T R Y B RE ) T [ BT B Tk 4R IR IR
S5 B4 it 2 2 AL AN A G B A AT AL
(1) Fo i 2 0 I 38 $e L6 R i s (2) Wi /NE &2
X REPSNIE e
3.1 RFRREHHOZHRNELZITR

[F) AL A 37 Ik 9 A I G U B SS e AL
ek 2 ML DT C- SR AT ) B 1R O o R R B L
B VC L R T 2 J5 A e wl A B 58 Il N & A A AN
BTV 18 9L 2R 225 ) B S A DG e 3R 300 TG V6 42 2 38 4k
BILAL TG 6 X0 BT It P AT AT AT . R T FR AT A B Y 52
ML R U I RV RE A X 5 BT R R P O

fiff e S FRATT Ry A AL I 1 BE AL A



2008 it B

Hl

1R 2018 4

o
=B

X 5 CUCEC-FAT ) A [R] BB 55 =OKE 3L ok i AL
B R B ARE T AL R A I s e T
K ) REAREF A O ) B AT, DA 8 0 5%
OB I 7 2B BRI 3 45 AR AT RE B 4 446 IR 55 10 3 gk 1
PUAE T 4B 1 A b 4B R T A 5 A A R B R AR I
Fe Ui I HE SR AR /N PRI 3 2% 00 2 5 B R 1 BT g
B ) M AR A0 FE Y a5, L ST T W A R B R AR
3.2 R/MNESEFHEENHE

[Fa) 450 T I A 2 B ok L 51 & FE 2 Y Packet-In
. 7€ OpenFlow Ppil T, SDN 22 f# #1 4 | JC 32 T
BC I )5 - 22 fik & Packet-In i .. Packet-In 14 8 4%
AT ALK L g A R A T A W el AT
AL PR M5 BAKE. #2058 1 i Ao T A e L
14 VG P 25 o 3 IR % S e LT 5 6 24 iy B B oA TG vk
Ab B ) A ET VA AR TR X AN A5 S S B0 A TR A
A B T B R R AR A Al E N AR L PR AR
BELIEESEUNEEIE S

fiff D SE B - FRADRE 38 A% 2 5| A B Bl AL i B
2, 3 P AT A BdE A A 3k R T AT R — AR WA Y
HTI AR 2 B DT L, 32 4 AL L RE DR IF I 55005 40 1k Ak
B, A 7 4R B Y Packet-In 3 5. F — & 40
Wk FTS g5 Qi 5315 52 ife .

4 BENIEEHRIES LI

D A1 A AL 2 i P DR B O R T AR R AR A
] T S o A ke DRI O AT RH I B DR - A T 15 B T
TCE ARG SR 5 W BL G JATT 52 1 CREAL A% -
T HO 8977 1% i A ORI R S A
R 8 R T A ST — A% DR JE B A 3 0 7 R B 2R

WL T7 35 AR —E RT3 N A AL IR H AR
IR IR I 2% o 1 S HILAR BE AL i 9K S BB
IR 2 B Bt A 0 R ARk A . D e 3R AT B s .
2% vp i At RUAE TR T BE AL A A0 B A B T
A S UE VR IE W« 30 2R 0 2% D DR 0 7 4 i #B A 2B U
Felhi th S R 2 BT 55T 1 169 4% 0 b T 4 T ZE 1 R
A& RGP O . 2 B BEA R 25 JF A 2 BUR
RS (1% 4 THT A 2. DR O D) 8% P O 3R R R 8 1 8
A% RE T A2 BEAS 1) K A B 3. 3 A 4 i e 2 SIS
AR 1 2 15 D0 IR B 0 265 B A 7 R BE S DAL T 9 4%
B R e T — MR 8 B E . R RNE
WL AR JEE PR B AN 22 A R 32 i o 1) B 2.

P 4 J& X BT 22 8 SDN W 4%, ok T 22 i AL il
Jai B 1o 245 45 Ay P B S e Bl S2 3L & ik L A

It i 2 35 . VE Bt S Table-Miss H. 32 # HIL A 72 A=
Packet-In ¥ &, RPTE 22 # A1 3k 26 U6k 1 /5 o A AE A
AT B LR i ok — 5 A A T H 5 L PR A5 2 i
8 2 S B4R« DT 3l B 445 O 0 5l 40 5 3. P iy
PR < B AILEL S, I R SR A R B i
BEBEALSE A 3 S4 v, HLZ 808 S I 3 A 2 32 3
A b 125 2 R W 5 T L T DL Ak SR L B B ik S4
S e I o 9 e W s T T A T DR
TR TEAN U8 B A2 4 L B 2 SR A B DA B 52 3 7 5.

LN
AN ; \
/

@/ " Table-miss

et
Tl )

\
|
I
BabLEERS, | |
i

1

I

N\ 22

@ )/
/

Od

B4 i R FTS X8 0 4L 5 7
BEALER F B £k SR AR IR T
AT HRE 5 A AL A B 2 Bl BIL S s 4 R O
5 e L

\

4.1

Mk "
ablée“miss| AL
MR 7 1IN L g
> gg g
Bl T / WKL
B 5 HPERZ LT KL LS

Bt AL B 5k s e L e A R KL IS R ) IS
AT B 80 1 40 BRARAE 0 40 o S8 T ks PR AT 18
AR Z G AW R e A T E ARSI R
7 2 fil & Table-Miss S04 W B A i Hh W 4% 4R
a2 W B VR 4R L AL 3l 1 4 A0 45 B BR T fiih &
Packet-Tn 5 8. s W0 2R 37 2 i 1 W) £ 58 e AL A 3
SR RSCHR A 1 B R i 1T

i1 G2 AR L 1 2 e ML 22 i SDN A2 # HL 1Y
X 5 R AE & PR Table-Miss ZF 4B, H B 22 e ML & 15
A0 A U IR A 5 DL ST A8 4 AL 25 2k Ak 3 OR g
f out_port It I 153553 19 S, Ay SCHREAS R BLER
ML K, DA BB HORE TR S8 4 AL ) A 7 bR O UK £k
T St A8 s e ML RS 17 A K R — 1 P R X £
F0E R IR AT K B K &N 1) flow-table, 4§ 4
R ENEAR AR AT LR TG B E. IR ATT H B TR L



91 Tr R4 OpenFlow S AL U 2 Vi ) 1) 250 Ay 2 i AL 1 2009

k5 SDN 8 L i 7K 4k I 28 36 1 0 4 1R
Hk k.

TAPE I SRR B L5 T,

(D) Jit R U AL, £k R VL I Z )5, Al LLAS 3
packet & 75 & Table-Miss.

(2) ¥ metadata DA s AL H B 2 Wr 82 4L 1%
UL T3 T 2 5 e A b B

(3) P KL NI out_port Tk TH 3 B0 £ 1Y %
R

(4 AT SELE.

HC e DA 250 0 R R A

(D) BBLES K Z J5 B 3 H Cout_port) AN BE 4§
F A H (in_port) , 75 1] 23 7= 24k 30 ik

(2) il R AF k2, out_port Bl HLFE ¥ 06 75 fa] ik
K.

BELTR S AF i ok T 2 A S b f PR K

(1) SE PR AL. A B0 R 45 4 46 7T DL 58 i Bl
BlLTE & SRS,

(2) HHEr OpenFlow B8 KL A2 (Y B8 7 i 7K 2k 38
A W ) BT 38 2 02 5 das B I IR K R g AR B
SDN A2 e AL it 7K 2o W Bl 728 1 s o 1) PR 8o XA 25 3
BN AT Pk 2 1 i A5

Rk DA B Pk A AT E 4 LU2H Ay SDN
A AL S Tt G AL e K 1) S B A A
4.2 KEYERBARBARAXIHR
4.2.1 OpenFlow 2%

OpenFlow PR AL E SDN 22 4 AL 75 £ 45 4 %
(group-table) R F Z A SEMI H. & —13)
VERR AR AL — > 0T AT Bl VR 4 FAR 56 2 8 ARk
%4 ALL, SELECT, INDIRECT, FAST FAILOVER
FLpuFp. RATHELEL K SELECT # A,

SELECT : — /8643 R 20 9 i — Al A 7
XA A I 3 KRS T A8 R AL Y P e B ARk ol
W i i 2 P T ) R B TR R A0 PRk . R
P E AR S AR T OpenFlow B 4.

W 6 B 7R, 20 322 28 40 L 7K £ 3 1 4R 1 —
L . 3K 24 2 1 4R Al — 8 B B F)
— B 25 B A R T RS A XL A RS
H Fe T 7 B VA R A B TG T AR
[F] 1 2H 6 28 YL A 0 P AT 5 N A i AS [\]. Open-
Flow WKL E 204 1) SELECT 583 n] LA &8
FUH O X ek R B AT B — A T AT
(A S SR Y R T — A AR B AR AR e 1 & R
A% PR S B SR AR O A /S 2 i AT AR O

I

OB
203k (group table)
[ i |pom—seiect][ e || shi
AR SE
[ s |
[ w -
: PR

[ |
K 6 OpenFlow 4] 45

— BEARE ) e A DA WAL TERE R AL R,
G140 A T A B33 o 4 S D P T A A Sk e AL B
TR BA P A JER. % I, OpenFlow 2H & ff v 7 F—15
& L0 P T Ak Ko BRI i ATL 22 A5 A B v S BB L
Y 3R R IR SR 1 T 7K e 9 1 — 35 43, AT LAl 2
LR R oK.

F—/NEVHE T TR A BRI S K
TTRE T2 AT 15 B 9L 3% DA B 41 3%, B (1) o 11K R
ST N3 115 (2) Y K R BB AL B 12 A 20 15 3 v 2K
4.2.2 HEMBOBE

A A ) BV 4 Ik 4 i Bt 0 2 &t 1 AN 3R
ZNFRAT AR ) ABE 238 /DN, B AL AL Tl 25K 1) <88 J
K. LHE N B SRR th &% e i 1 Cout_port) Y E
NEIZXF I BT A AR JE T A AR B A s i
AN BEALAE A 11, 75 D055 AT 2 AT SR g A P . A
X LA PR AR (D) S5 A T,
X3 I 50 I U5 g 11 5 (2) >R FH 400 A1 4 46 328 53 15
R A i

(D) 855 —RILE. iR A ILREC) in_port,
BCE XN Y group_id=in_port HJZH K. HH LN
PR AL 2 % & 3] PORT = in_port B Zh1E 4. Z
Jei » H A BB S B TR PR AR ALY B BL B L. O LK
i NV T & A 1o N 1 A P e S
Table-Miss SEF 1. 140 A2 LA N LR JE FAl]
WM N ARmEI AL E N AR GH
KN E N—1 4 buckets; 25 [i] Z 22 O(N?).
TiAb  FRATTE PR 2 s 0 0 I L —  FRATT AT LA
JH 2 i 5 40 T 3t 2 fol P O, — FL%GR L P 48 A 1)
ARHLNIES N DY BRI (H X 2 B R
P AR . H L FRATT AT AR A R gk £ R 7R S
e AILAS Hl W 2 o s AT LUK NS YT ROR R0 1R 1k
BN LA

(2) RAESMF BRI WA RN B selection
BT, AR AU A E N B




2010 it B

Hl

R N AR JE A1 LA 4] 45 (CONTROLLER).
o S BR AE A AL U 3R O R B e L B
PeFt i % i) CONTROLLER (4§, 76 35 0 1% i
T FE out_port B 53k [A] B L #2 in_port, K L5
BT DA A7 B A FR , — B & B out_port 5 in_port
A 1) D0 iy S Sk — > A AU T B T

SEE TR LA A R R ik OCND (4
F ON?) WG AL B IR KL (H 2 T R & 18 ek
41 RN I A AL

SEETE 2. s A AR iR O 4%
OCN) W AL TCHE R, {H 2 T B2 o 46 41 3% 9 1
PERE.

i1 F OpenFlow Hp i % F SELECT % 3% I %
AR bR, B SELECT 533 j& SDN 22 #4114
(R RT3 LA IS 2 AV S A ] T T 5 — b Oy ik L ik
e LR Al P R MR 1) SELECT 535, 51k 1 %)
T PR D AR

Bk SMESmEBRE L

By N\ : in_port

i H : out_port

1. WHILE New packet arrival

2. IF not overflow

3. out_port=CONTROLLER

4. ELSE IF overflow

out_port= (out_port+1) mod N

IF out_port= =in_port

END IF
END IF
10. RETURN out_port
11. END WHILE

WE 7Ca) fros . J5 HE N F 2 7R FR #E OpenFlow
DML E R R A H R ALHE T (1) HR % T
(2) 2HRIA; (3) T s () — D E A : (5) B
PLEE PRI 5 (6) MR L PRI . BRIA B ML ik £ 38 1k
JE M 4 R BR 1%

WE 7Cb) firzs, AbER RS N B |, 2
Table-Miss b B & 1. 3 &2 B A N A9 ACE Dy 1, 7]
BEVE R out-port ¥ i 1 X 5. #5 K- bucket. weight=
0, EFEFEE 245 I bucket XJ N 1Y action Jf . 402k
BT bucket f) weight & h 0, 50 Ps 61 &9k F .
fr L H Aif Table-Miss [ 4b 2 77 xC 0] LA By group Jy
MR B AR BRAEY I s AR B, RO N
™ buckets [ weight & R 0 B A]. 8, % B L
bucket [ weight 2 0, BVAT 3¢ F1 1] %of i 45 & 4 H.

>
6
7. out_port= (out_port+1) mod N
8
9

Es i 2018 4
[ sem—sececr || wmn | "
A priz
fifi 0 BE=1 Out_port=0 vk
#ifi 1 WE=1 Out_port=1
FEAL
TEEAT
FN—1 WE=1 |[|Out port=N-—1
N WE=1 P2 e
(a) fREFTSECE
[ m—seiecr |[ |
%%K%i
0 fE=0 || Out_port=0 R
i WE=0 Out_port=1
BEAL
. B A
AN—1 MWE=0 |[|Out port=N-—1
N BE=1 s il 2% HE

(b) NMEREFTSHCE
B 7 HFEWEE T

EN AR ik S VIR TIOR8 R N T3
AT TAR B8 S B8 45 2R X I e S 2 AL R AT DAL
5 %X W

SR N 2 AHRGy o B2 - (L R A
PiE- G X FTS 504 Z A 5% KV RE M8 45 5
(2) FE R FD DA A = LR A SR8 I 4.

S5 14 5 — 0 e S Ak eI T AR
V& T B AR RE B S R ks —
SE F 22 BE, DT FR AT 7 B IS AR S i R 5
TR, TR i AE L T AR R 2 S
TR SN T O Ty » 2238 FTS AL AL 5 137 2 I 4E
N Ters » ARG AL IE S I HE T » B 080s 42017 i
IFIE T e » 5 0 I SESETH IR 22 AT e » 8 5 I SE 5
TR ZE AT BT 451 4% 5 S ALY 52 Bl 16 4P 72
6] — & TE AL R P DRI Al 0 A 1 i S
/N T AR P

HI Toe = FH Toine + AT e (3

SER BRI T AR RE SR S R
SR S RE AR AR EL DR T e e R A 2 10D B o S 2
R F S . B

B Tra = L8 Trwa — AT 4



9 1 T+ BAE% . OpenFlow 32 ML 26 Hi H T A5 2% f BIL il 2011

ZE L IR R G R 2R A TR R I A A
A% 0 S 2 () 0 . B
Cnmpnmiz O AT vune + AT (5)
B 7 AT B A e ML E H I O T B R AR IR
/NTF 0. 2ms , W I ST R R A B R A 2 i dE
/NT 0. 2ms, R -
AT oc 107! ms (6)
— Xt T A TCP/IP $ 45 4 1% iy (4 Bk % , 7]
LKA 100 ms it 2. A -

AT e o 10% ms 7
SCUG R RE T | 3 2 Bsf SE A% i s 92 2 A, -
Tyonume € Toa T T s €))

BRI IE T S8 T 5% 22 4, I AR 4
A~ 153,
Egg ETJ‘L{E{& oC T[wd - AY‘l‘wd + T\mns _'_ A’I‘\mns

= 525 Tyw +99. 9ms (9
HAEH HE rrsoC Trg — AT + T
= igﬁz TFTS — 0. 1ms (10)

FEXF(9) ~ (10 25t 4528 AT AT A5t 451

() 00 6 E Y 22 50 A IS - B t0 S Y BV A2
mTHEEMMERU LI HREALE R S
I A A B s (B2 10° ms B 0.

(2) B THEE#RZE 107! ms<7. 56 ms 1 & 2%
R 22 0T DL Z W S Rt FTS Ak )5 /9 5 S5 (B
A3 JE X B S B 0 B g 22 IR TR R ATTIE
YT de S g e P AR O o8 e BOR AR
0 BB PR IR 25 S 0 UE B . e A % T R g S 5 ok
Ui 3K — N E S SDN 22 e AL fr 5 5%, Bl
NGB E FHLE TBARNG W F ISR S A B2 B
RS2 56 1 R YRR E B T BRI A 2047 82 50
501 el HARESEHERHE

FATTVEAL 8 2 U H0 XoF 38 1 3 238 0 22 A T E O S
Y IERFEENO TR I 25 50 &
LWL IS P25 R LA, SE30 - & x86 k55 4
Intel i3 CPU,8GB W1, ubuntul4. 04, 2 ryu %
il . &8 S 5 46 b B R M g O b
MININET {5 3 T H g 7 7 55 5% R 4h . ik
A iperf T H 43 518 RTT L& ¥ Kk . ] H
wireshark #UEL T H 73 # 42 4= 38 18 P 45 1T J2 1 4%
. A Z W iperf Fii i T AL G 15 B4R, Y
Fela th i UDP S04 fu A5 1520 19 Z A2, TCP ¥
HEA EA.

mE 9 WA E TR, Y 2R i S EF, UDP
5 TCP A5 ¥ A 7 RS HIE L 4390 o I 1
Sl 1B S 2 M E . BT AR

i BT
G| s

= 4 et R 5
T

Al

e

B

&

,}.\E

= g

5 -

:

E iperf

K8 PRAEIN ST Hh A

BEA RIGMERE XEH T RRENE . S8
B A K T TCP 38 {3 314 6 i ki i TCP
(R F A& AL AT LA B R . TCP R (R 3E BT A AL #5
B3k H i, B AE F R IS LT S EAA R4,
X HB 43 22t ok B BN A 1% i 1 R 3 D R TR 2 A
5 R AL, 224 AR T FTS SR mE I it 2 i 1
JE B IR R E B2 13,500, i
AT 2 M EE K.

B 9 Ca) B o T 38 {5 B — A B0 4 1 % &
YT AE SR 0. 227 ms . 2 i K i S AT 24 I SE
BEM A 768 ms , E A BT AERG N T 4 ARG X R B
T AR S E R A R I e BB T e
Po, 5 S0P St BT O 2k AR I R T T ORE B
N7 B[] 33K BB 1 B R IR R DL R A kR Y
TR R IATE B Mgt FTS k)5, Fk ok 4
i L B R SEIR N 768 ms N FEH] 8ms LY,
AL T 2 ANEEY. X W T FTS PLl 3-8 HE
B R BEAR I ST HE S, R AT R K AR AR 1 2 1
MR R I i 2 Rl B 2 FE T gl o — R &
T 4y B ]

1000F -
B RTT/ms [] UDP| 2199
768 N TCP
1000
L i)
100 =
=
) ‘EI[';
} S
= x bl
~ 7.56 2 100
5
fry
g
1+ A
| ]
0.227

10

@ FTSIL Bt
(a) (b)
B O FTS 553 5 5 L E Wi 22 Wt IF 6 Al ok L

a% Frsti mm



2012 it B

Hl

1R 2018 4

o
=B

5.2 KRMWRK . FISMNERBRRMARS BKEZ

FATI L St FTS 25 Brifs B0 #5155 %
BEUR DL SR R A v R L A AR d e B A R
B BRY e

FATEEC CAIDA 231 1) B V6 3801 92 4 -0
ST HUS Kol 6 238 B i o B A R b
TN 6744 G5 R 26 501 AN L 45 5 BE R A Al
JLIE 10, FRATTRE BE I M9 BEAS B SR8 — A Fe
JENY s ROFEAT AR B B S M » ol DL R AL S5

2792F []
u
1000 |
E | ]
n
| ]
u
n
100 3 Ny
X ot ]
R =
L
10F Fa
r | N |
L ] | ]
r | I n
r N |
r | .
1E ] , T e - .
1 10 100 1000 1958
2 A

P10 S A% S I A R BORRE 3 A

S Ul 2 i X S LA O Y AR A AR
PR FTS 2l A H B B8 IR 52 )l 4% . i T 97 1K
A REALYE - 2135 Y b 2> th B EE S I A8 B B K 1Y
MO0 BATTHE T B AR B AR KO e KR
BEINA EE A S LS AN Ay T 52 30
HT MININET A9 RERR I . b T4 15 sl 8905 5
5 HSE

B ALY T B B R R L B R TR
M GETE . I 52 075 6 1] MININET 5¢ 3% 19 £ 5
AEJT . BT IR 2% 1 S2 56 i TH S PR RE. FRAT A C i
FOREIASLR , 5 8 KB AR Uy 2847 ff
B AL A0 D G R RRAE L 22 22 4 BIL % L & 1 L
FEPE I R i I i 11 I K 2R 55D ] e s 22 g
SDN [ 2% f) 57 {4 25 g G o oF T A7 38 6 2~ DD
K 19 2% BE 1 1 R D BRAEL A i ~F- 190 285 o 10 245 2 g AL
T e o AL R I AR

77 L 00 2% 1) 4 D I S BE T AL 2 )i+ 3 7 B B
A BB M oE B SE I BSR4 R B A K BE I
Z i B B2 % . RATTAS AT BEAT 1) 58 B8 14 ) 4% FL 5K
AL LU B AT B A R B AT A AT

MiTN=:
REEf HF- 6 LR Yt 45 0. B A, E S0
e UEAT 28 05 L — M T B FH B I R A R R [ il

WA XL TR 1 R G LR
PRAR I . 7 W 2 rh i 4 o AR TG B R B — B 1%
Fi s 48 o A BE Al 2 IR — BF 18] 9 o A5 38 k. ol T 98
KA ARV HRE AR AF Lo B, 2 LRSI I . 7E
DU A O BE B X BR3P 4% i A R A7 L T Ut
O T4 WG B T T R R R
BARABSL. H IR ATT ) B Bk A 2 gt
{8, 80 B iy BEAT B ME 3 4% 1

AT A EBIT

(1) W5 B A 30 0 i o 11 30 0 1158 4 3
T SO S R AT AR IE g5 5 22 1) 5K L 3
FfE B,

(2) ¥ 05 AR BB LA — AR
A i 2 T MR XA T R T S O 2 3
LA Ay A 2 1) BT A AR T BE LS RS AR
AR5 GHE S 8 — 1k DL R Ge B i i
R

U TR (BB AN J2 22 A« FRATT A 38 90 4% o ol i 35
A TR I3 A5 5 SR S B I B0 R 7E [R) — B J) P ) 4% 3
AN S HLIR .

P ek S 5 TR AT ] RS B — A G A K st
V] S FTABE 238 288 8 3 A A I 4% K B ) 3E 47 S 1 —
A BCSEGE T A0 T 3 2. (HL T X P8 R TG 3 5€ B 4
BT 55 6 T SC IR BE 1 1) 3 P LA 4K SR 2 (B 15 9
HA R

11 () R 7 FTS gy i 52 5 A2 o 6 i 3%
T H i BB BT FTS 5 T 48 & 38 e
HILI I 2R 300, I 2% M 3 5 48 B AN BUSE ARG, =
i 26 02 1E W1 B0 R A O A B BB 4R 4k
Xt S FTS Jr s 22 14 i 2 B » 7 B4k 4% i
Xt 1E 28 9K P T JE 6 FTS 57 RIK &2 3 15 T 5
T R WORCR, AT IR TV R RS A
HH B AR ARG BL. J7 B2k 2% R — 2% 16 3h 14 3 B
B I R A HOIT o I O e B R s TR £k Ak R m B
T PR A 0 2 ik T G 9 S 4 (0 L. BT O
b 2 5.9, J5 FF- BB 0 5 R 8. 7.
IE BT B 38 7 £ Tk 3.9, 90 %6 48 2R R B 1 i
T LT 15 45 99 Yo MER T B3 i £ 0 A &4
145, 2 B 67 A R

11(h) s T FTS X %45 40 1% i ik 5 iy 5%
M. = ff PRI 1E 1 00 T 500 A0 1 Bk 85, 1R DB IR 2

@ The CAIDA UCSD Macroscopic Skitter Topology Dataset
www. caida. org/tools/ measurements/ skitter( AS-level topology
graphs)



91 Tr R4 OpenFlow S AL U 2 Vi ) 1) 250 Ay 2 i AL 1 2013

Fon FTS 2R3k g A2 0P B B2, O B K 2k
/N FTS (R 1E 5 00 F 2 W0 Bk & 341 F 2
9520 MM FTS W9 ity Bk BN 2 T 2 B

150 — 150
—A— HHSRAL
—o— PR HUBTIE
—o— FHHT K IH

—A— R IR
—o— ME
—a— A InEE Ry

100+ /Aﬁ:‘f 100+ ./1-37‘—‘7-70
A ‘ A
E /i O/o 5 g
o / &)
50 /' /O 50 6
50 50
u o
/L )
o}

‘ Opp &0 .,
10 0o 2 4 6 8
(a) TR MKk /A

;—cz"/ / Q

(b) BEES/Bk

B11 Yiat R d i, FTS # N7 — 2% 87 3t JIr 0 19 A8 40 41 I
FEIUGE PR LA K B R DR B e Y ik 4 3R AR
]

Bl 12 75y FTS A3 — 2030 8 i 19 % A2 19 1<
FERGR SO TE 95 00 M 00 T SR AR 3 KR A 22 ik 5]
B B AR A B 199 06, FRATTH O B AR AL 40 F %
3t LA B S 90 245 RN FF B github® |

100F

90 F

40F

30
I BT FETTTITE T |

1 2 3 4 5 6 7 8
Nt /100%

12 AR e de e AR TS 58 A0 R 3% i e ke B A8 L 491)

FTS ARERIE[R] — TCP i 1E R — 48k §™ #.
HH B AR K WA AT R {H 2 B 9 Ca) 1) 52 B0 45
R OS5 UZ P EEEASEL 78—1=7)
B, GE-" I 11 (¥ b i % 2 FSE 200 pos 5 7 LA S I (]
EA#E 2ms. X2 T TCP ALY 5 HEHLH S
gy i A AT RE 23 A I SE L ER L BRATT B A A
BT FTS BB Z ik X I 4 ik b T it Al 5 K B P E
PR L BRI S A B A I PR REX LE L LY S 2K
(P8 RE T I L SR mT L 22 W 1.

UL AR BT 24 1) SDN | OpenFlow 28 e Hl J2& %% A
FBIEFE I R A LG TR BT R 45 Y AE 4 1 %%, SDN
P25 e e s f i B K A R R A A = IR
it T R B ™ EE MR RE T R AR SO TR R 20 A . K
PG B ny At B 3R i TR AL (FTS) . 37
J& T OpenFlow &2 #1L K Table-Miss b3 J5 . 7]
ARGk A Tt IR R A B DR Y 9 2% e A M
k.

S NS 1 B g E 1 U AR AR AL NS
ghiehal i3 FTS MLHlA LA =0 (D 12
i B Be N L FTS A0 T B7E 8 H 1Y Table-Miss
Ak PR 5T A 200 e AT 4 O S ECR A RTT i 4
2 AMEGEG (20 FRATHR T — A R PR Y A1 B
R (3) FTS 5 THE KL AL | 5Lt
A o5 FH AR 5E 950, BLAT Table-Miss Ab B A
3t FTS Pl i — Fh e k2 =X

il DR AP % T AP R R e B A g L 2
H Al SDN' [ 25 [r) )" 358 o 4 7 f) F 22 PR 3k 2 —. o
Tt 2% YR B = SR [R) R A 0 S AR SR Y
GE 2 U B L 8 oI5 22 SDN 42 i & it —
AT S AR AL 3 A B8 o SC 30 (ARG B 2k R
AL A7 AE 0] R o T B XA T — B L
A R FE . A SE S 1 B0 AT DAE— 25 A L N %
RGN Z 5 E 0 Tt RE y SDN $& it — A~ 51 47 1y
T M.

B OB AR EREFREMNEERNLERAKTHN
F 5 5% %F SDN /414 B % 2 37 £ SDN/Open-
Flow 77 @ T 1k % Bt % T1F . A A b X o 2o &
BT RFOREM FHENENLT T AREABRLK
AT RHBIERNBZLEE RS > RAHEKR
TEEBRE BRAARAFEALHG T ALECE
TR AN ABETEZ FIFAL LA R

2 % x #

[1] ONF Market Education Committee. Software-Defined Net-
working: The New Norm for Networks. Palo Alto, USA.:
Open Networking Foundation, 2012

@ https: //github. com/qiaosiyi/test _ overflow _ random _
foward



2014 £2 M S VI A ¢ 2018 4

[2] McKeown N, et al. OpenFlow: Enabling innovation in campus Networking (EWSDN). London, UK, 2014. 1-6
networks. ACM SIGCOMM Computer Communication [15] Jiang W, Wang Q, Prasanna V K. Beyond TCAMs: An
Review, 2008, 38(2): 69-74 SRAM-based parallel multi-pipeline architecture for terabit

[3] Heller B. OpenFlow switch specification v1. 5. 0. Palo Alto, 1P lookup//Proceedings of the 27th Conference on Computer
USA: Open Networking Foundation, 2014 Communications. Phoenix, USA, 2008 1786-1794

[4] Shahbaz M, Choi S, Pfaff B, et al. Pisces: A programmable, [16] Jain S, Kumar A, Mandal S, et al. B4: Experience with a
protocol-independent software switch//Proceedings of the globally-deployed software defined wan. ACM SIGCOMM
2016 Conference on ACM SIGCOMM 2016 Conference. Computer Communication Review., 2013, 43(4) . 3-14
Florianopolis, Brazil, 2016 525-538 [17] Bosshart P, et al. P4: Programming protocol-independent

[5] Katta N, Alipourfard O, Rexford J, et al. Infinite Cache- packet processors. ACM SIGCOMM Computer Communication
Flow in software-defined networks//Proceedings of the 3rd Review, 2014, 44(3): 87-95
Workshop on Hot Topics in Software Defined Networking. [18] Curtis A R, et al. DevoFlow: Scaling flow management for
Chicago, USA, 2014 175-180 high-performance networks. ACM SIGCOMM Computer

[6] Qiao S, Hu C, Guan X, et al. Taming the flow table overflow Communication Review, 2011, 41(4): 254-265
in OpenFlow switch//Proceedings of the 2016 Conference on [19] Koponen T, et al. Onix: A distributed control platform for
ACM SIGCOMM 2016 Conference. Florianopolis, Brazil, large-scale production networks. Operating Systems Design
2016, 591-592 and Implementation, 2010, 10 1-6

[7] Kuzniar M, Peresini P, Kostic¢ D. What you need to know [20] Yu Minlan, et al. Scalable flow-based networking with
about SDN flow tables//Proceedings of the International difane. ACM SIGCOMM Computer Communication Review,
Conference on Passive and Active Network Measurement 2011, 41(4) . 351-362
(ICPACM 2015). New York, USA, 2015: 347-359 [21] Katta N, et al. Infinite CacheFlow in software-defined

[8] Allesina S, Bondavalli C. WAND: An ecological network networks//Proceedings of the 3rd Workshop on Hot Topics
analysis user-friendly tool. Environmental Modelling & Software, in Software Defined Networking (HOTSDN 2014). Chicago,
2004, 19(4) . 337-340 USA., 2014. 175-180

[9] Kannan K, Subhasis B. Compact TCAM: Flow entry [22] Lantz B, Heller B, McKeown N. A network in a laptop:
compaction in TCAM for power aware SDN//Proceedings of Rapid prototyping for software-defined networks//Proceedings
the Distributed Computing and Networking ( DCN 2013). of the 9th ACM SIGCOMM Workshop on Hot Topics in
Berlin, Germany, 2013; 439-444 Networks. New Delhi, India, 2010 19-24

[10] Meiners C R, Liu A X, Torng E. Bit weaving: A non-prefix [23] Qiao S, Xu C, Xie L, et al. Network recorder and player:
approach to compressing packet classifiers in TCAMs. Fpga-based network traffic capture and replay//Proceedings
Transactions on Networking (ToN), 2012, 20(2). 488-500 of the International Conference on IEEE Field-Programmable

[11] Kannan K, Subhasis B. FlowMaster: Early eviction of dead Technology. Shanghai, China, 2014, 342-345
flow on SDN switches//Proceedings of the Distributed [24] Liang Yong-Sheng, Zhang Ji-Hong. Zhang Nai-Tong.
Computing and Networking (DCN 2014). Berlin, Germany, Measurement and analysis of forwarding delay in Ethernet
2014 . 484-498 architecture within tolerances of the IEEE specifications.

[12] Li L E, Mao Z M, Rexford J. Toward software-defined Acta Electronica Sinica, 2008, 36(1): 46-50(in Chinese)
cellular networks//Proceedings of the Conference on European kA, k322, k5. TEEE F5RfE S FR P LK W 5 & it
Workshop Software Defined Networking (EWSDN). Darmstadt, FERY K 50 M. BT 25 R, 2008, 36(1): 46-50)
Germany, 2012; 7-12 [25] Kleinrock L. Queueing Systems Volume 1: Theory. New

[13] Benson T, Anand A, Akella A, et al. MicroTE: Fine York, USA: Wiley, 1975
grained traffic engineering for data centers//Proceedings of [26] Bolch G, et al. Single station queueing systems//Proceedings
the 7th Conference on Emerging Networking Experiments of the Queueing Networks and Markov Chains Modeling and
and Technologies. New York, USA, 2011: 8 Performance Evaluation with Computer Science (MPECS 1998)

[14] Cerrato I, Annarumma M, Risso F. Supporting fine-grained Applications (1998). New York, USA, 1998: 209-262
network functions through Intel DPDK//Proceedings of the [27] Barbeau M, Kranakis E. Principles of Ad-Hoc Networking.

Conference on European Workshop Software Defined

MR 1

fit i SDN S H L it % &

WO C & R 2R B R
BAZH A M — A B R A A7 A H) 2 BoA R

New York, USA: John Wiley & Sons, 2007

H A Ko A N AE ¢ B 2 TCAM H g R A5 75 ¢ %10
NOE—AHEHE R WRBERE o> 1 N R K.



91 Tr R4 OpenFlow S AL U 2 Vi ) 1) 250 Ay 2 i AL 1 2015

JIT AT 3
_ A
(p*(_#><l an
N, B Z5 53 A A 2R 25 T o oy T2
C—1 -
_ (Co)* | (Co)" 1 T
k=0
.
o %v O</\’<C
m = N 13
k(*(
i, C<k

C!

m UKW R A kAR LK.
S R IR

AR, %

FE 165

QIAO Si-Yi, born in 1990, Ph. D.
candidate. His research interests include
software defined networking. network

security and Internet of Things.

HU Cheng-Chen, born in 1981, Ph. D. ., professor. His

research interests include networking system, networking

Background

Software Defined Networking (SDN) is an emerging
network architecture, which decouples the control plane from
the data plane and operates the global network with elaborate
abstraction. For the opening and the extensive use of Open-
Flow, the OpenFlow switch is a de facto specification of
SDN. The flow table plays an important role in an OpenFlow
Switch (OFS) and is the key to support the SDN/OpenFlow
abstraction. However, to provide wire-speed processing.,
fast memory (e. g. » TCAM, QDR, SRAM) is utilized to
form the flow table. Unfortunately, the development of such
kind of fast memories is far behind the hungry requirement on
its usage. As a result, the flow table installed in OFS has
large risk to be overflowed, possibly leading to large number
of Packet-In/Packet-Out messages between OFS and controller.

In this paper, we investigate how to mitigate the over-
head when occurring Table-Miss events based on the
phenomenon of uneven flow entry distribution. The basic
idea is to distribute the packets facing Table-Miss event in
heavily loaded switch to other lightly loaded switches instead
of triggering Packet-In message always come from hot
switches. The new mechanism proposed in this paper to
handle the Table-Miss event is named Flow Table Sharing

(FTS). The evaluations have demonstrated that FTS reduces
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both control messages quantity and RTT time by two orders
of magnitude compared to current state-of-the-art OpenFlow
Table-Miss handler. Even during the flow table overflow
period, denial of service for new flows does not happen.

This paper presents a new architecture named FTS to
overcome the big performance disaster caused by the flow
table overflow in SDN switches. It has several advantages:
(1) FTS reduces both control message quantity and RTT time
by two orders of magnitude compared to current state-of-
the-art OpenFlow Table-Miss handler. (2) We show the
validity and fastness of the external user switch-computed
select algorithm. And (3) It is Easy to implement, easy to
control and the current state-of-the-art OpenFlow Table-
Miss handler is a special case of FTS.
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