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Research On Storage Optimization of Reprogramming
Applied in Internet of Things

QIU Jie-Fan QIAN Li-Ping HUANG Liang CHEN Qing-Zhang
(Zhejiang University of Technology, Hangzhou 310014)

Abstract  In the future deployment of Internet of Things (IoT), the function of a wireless node
will be reconfigurable or re-programmable with respect to different application scenarios, which
requires the wireless node to update its local software by over-air reprogramming. However,
there exists a high energy overhead in the current reprogramming approaches caused by transmitted
and rebuilt codes. In the field deployment, large-capacity extended memory is usually employed
to store those updating codes without retransmitting them, so the reprogramming overhead is
largely decided by the codes rebuilding consumption. Hence, we propose a reprogramming
storage optimization approach based on paging mechanism—AdvCache for rebuilding codes. Our
approach divides similar functions into several function pages which are stored and executed in a
low-power cache. With the help of paging mechanism, the utilization and hit rate of cache are
improved. Furthermore, in order to deal with the drastic change of node software, we introduce
the program structure into cache replacement algorithm based on the function page. The experiment
results show that AdvCache successfully reduces the rebuilding overhead and improves the average

hit rate by 22% over earlier works.

Keywords  1oT; over-air reprogramming; paging mechanism; program structure; rebuilding

code; sensor network; Cyber-Physical System
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Background

In this paper, we proposed a reprogramming storage
optimization approach based on paging mechanism. This
approach mainly solves the high rebuilding overhead caused
by writing the nonvolatile memory of sensor node during the
reprogramming procedure.

In traditional sensor network, with respect to lowering
the reprogramming overhead, the most of research works fo-
cus on reducing transmitted overhead such as incremental re-
programming approaches. However, in the Internet of
Things, the software on sensor node is possibly updated fre-
quently and drastically. The rebuilding overhead becomes
more important.

In existing work, Kim S K et al. use the RAM to re-
build codes in order to avoid writing/reading the high-power
external Flash, but give a less consideration for writing/read-

ing the internal Flash. In our early works, we had proposed
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EasiCache which caches and executes the frequently changed
codes in low-overhead RAM for reducing the rebuilding over-
head. However, the uncertain size of cached codes leads a
code fragment problem which lowers the cache utility and hit
rate.

For this, we propose AdvCache—a storage optimization
approach based on paging mechanism. It unifies the size of
codes by integrate the similar functions into one function
page. Furthermore, in order to deal with the drastic change
of node software, we also introduce the program structure
into AdvCache, which improves the hit rate of cache.
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