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Abstract  Asthe typical media of information dissemination, text data is one kind of the commonly-used
cover data in the field of information hiding research, which has attracted extensive attentions in the com-
munity of information security. At present, the technique of text generation based on natural language proc-
essing (NLP) becomes more and more popular, but its application in the field of information hiding is not
very satisfactory, which is till in the elementary stage. As for the current research of information hiding
agorithms based on text generation, how to improve the hiding capacity while ensuring the quality of the
generated textsis the main challenge. Therefore, in this paper, we propose a novel constructive information
hiding algorithm based on Song Ci generation. Firstly, the text data of Song Ci is pre-trained, and a set of
customized indicators are introduced to improve the modeling performance, especialy the robustness in
format, rhythm and sentence integrity. Then, the Song Ci generation model in our algorithm is established
based on the attention mechanism, whose backbone is the transformer-based auto-regressive language
model. Secondly, the metrical module is designed according to the inherent format information of Song Ci
tunes. In the stage of Song Ci generation, the metrical module is inputted into the Song Ci generation model,
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and then the Song Ci poetries can be generated through the comprehensive action of symbol set design and
coding. In the process of information hiding by using the Song Ci generation model, the metrical module is
reconstructed through choosing different tunes, tune templates, keywords, rhythms and rhyming characters
according to secret information. Information extraction is the inverse process of information hiding, and the
extraction process does not need to use the Song Ci generation model, but only needs to use the index map-
ping according to the metrical template and dictionary library, which can improve the efficiency of infor-
mation extraction. Experimental results show that the proposed algorithm can generate Song Ci with strict
format, clear rhythm and high sentence integrity, and the generated Song Ci have high security and the in-
formation hiding capacity that reaches 21 bits/sentence in average. The overall performance of the proposed
agorithm is significantly better than some reported algorithms. We aso utilized the same set of training
data on our model with information hiding and the current typical poetry generation model without infor-
mation hiding, respectively, and the trained results show that the performance indices of the two models,
such as the perplexity, are close. Then, by comparing a series of Song Ci poetries randomly generated by
these two models, we can find that the performances of semantic quality for the generated Song Ci poetries
are quite good. Moreover, we also make an experimental analysis on the anti-semantic similarity detection
of our algorithm, and experimental results demonstrate that the Song Ci with information hiding and the
Song Ci without information hiding can hardly be distinguished in the semantic space. In addition, the time
complexity, tampering detection analysis and security of the algorithm are also discussed. Finally, the future
research directions of thiswork are given.

Keywords text generation; constructive information hiding; Song Ci; metric control; hiding capacity
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HITRE B A, AR s R Pattern A1 L.
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R HEA DL FAPEE, BRI S — B E B
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GBI IE S I RUR Sonum M5 9RO Snum,
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TIHLHIIHECHK 12, 2RI A 38 L R
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BZOR, W Cngss ) hoRam g 5 8,
FIR) iy CHY 5 OO, (RZR) i R
5 oopl 45 AN, S5HEAT T ke 2
FHEG, AR SO AR B AR T 76 R A T BN LR
FEA)F SR HE M R I 4T
53 REBAESH

BE X B A SR RE, FRATTR A SO 2 5 LA
A LT SCAR A B A A B RO B s 1115 18 20 21 g A7
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BB, SCHER[13] ASE SCR AR, T Hy R ] KA AR
RUFVEE R 2 bt S IUAF B, A2 OSCAS /) BTk
M. SCHR[14-15]35 Jhy fifi I 4 /) Ry AR 0 15 S B
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ERIBESH, FEA IR ET, SHEIZ LTRSS, N EGBRALE,
INETHRIF 2 8. KW FHF- HERp B . RHERTFH
Tl M%E AR AR o T AR
R WEHE, P HE S, TR S LT,
— BT PERRL]. A KIAEE. %ﬁ%ﬁﬁ' @%ﬁ%gb
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[15] 7% i bt 2 DA BAAS 7 S SRR R A7 05 B B, ik P S St (16)
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B SO L R 2 BT 1T 1 B " S
LS (= . p SR ATN S e ZH s .. . e N
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N N N N S s .. _ z 2 num z-num 'Z-num
KB F R B A TR B RRRE. Q—& = S
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FRE FA 5130 e (1 SRIE K ), X + s,

S W) 2 LRI 1 A MR R T R R TE FL. h I TE
HE IR R iR, AR SCE SR ] Top-k sampling!®!
e HEA T B E I T 16 . Top-k sampling A% .0 2 % 2
PR T 4 500 2L e B b M EA T LB, R
HAHT k AR m R CE. @it Top-k sampling
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F LA T ARE R s

x1 FREREFEHRER

Hk o 7 S
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CHER[14] 16.98 bits/41)
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CHk[18] 1.32 bits/ 77
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SCHR[21] 3 bits/ii fift
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Bk 17 B 15 B FRHL
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E A SCE R G R B 22 B O(n).
55 HEXiN o

FRG, TSR M SOR A PR — 4%t
SCAME BB, R R SOAS Y AR, Bk
AL LA SRR B TR . (D)% 44
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Background

The research in this work belongs to the field of in-
formation hiding. In the Internet age, information security
has attracted more and more attention. With the continuous
improvement of computer capabilities, the possibility of
traditional information hiding algorithms being detected and
cracked continues to increase. Therefore, there occurs the
coverless information hiding technique, which can also be
called as the constructive information hiding. The charac-
teristic of constructive information hiding is that thereis no
modification on cover data, which can reduce the possibility
of being discovered by the attacker, and the risk of being
cracked is also greatly reduced. So far, there are two main
types of coverless information hiding algorithms: one is
based on the cover selection strategy, and the other is based
on the cover generation strategy. At present, how to improve
the hiding capacity while ensuring the quality of the gener-
ated text is the main challenge in the design of information
hiding algorithm based on text generation. This work fo-
cuses on constructive information hiding with Song Ci gen-
eration. In the process of Song Ci generation, our algorithm
uses pre-training and fine-tuning, and pays more attention to
the template and rhythm information of format. Therefore,
the Song Ci generated by our algorithm has clear rhythm
and higher sentence integrity. In addition, information hid-
ing capacity of our algorithm is greater than that of some
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