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Abstract SMO-IBE is an industry standard for identity-based encryption (IBE) algorithms issued
by China in 2016. In IBE, any string, e. g. » email address and identity number, can be viewed as
the user’s public key, thereby reducing the complexity of management of user keys. As in the
traditional PKI-based setting, revocation capability is very necessary for IBE setting once a user’s
secret key is exposed or expired. Though, there exists an efficient way to revoke users in the
traditional PKI settings, it becomes more difficult in the IBE setting. Moreover, there are only a
few ways to revoke users in the IBE setting, and those revocation technologies mainly rely on a
homomorphic property between the IBE master secret key and users”’ identity-based secret keys.
However, this method is not fully applicable to SM9 algorithm due to its special algebraic structure
of users’ secret keys. In this paper, we propose mediated SM9 IBE algorithm (shorted as
SM9-mIBE) , which can directly revoke and update user’s access rights. The algorithm introduces
a trusted third party (also called mediator) to manage a part of the user’s secret key, so that the
user must rely on the mediator’s help to decrypt the SM9 ciphertexts. Meanwhile, the mediator
cannot obtain any useful information from user’s ciphertexts. To achieve such revocation, the key
generation center (KGC) generates a blind SM9 user key and sends it to the mediator. While the
blind factor is given to the user as his secret key. When the mediator decrypts a ciphertext, the
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result will hide the real message by a factor and only a valid user can remove this factor from the
result to obtain the original message. To revoke a user from the system, the KGC only needs to
request the mediator only to remove the corresponding blind SM9 user key from the mediator key
list. In terms of security, the new algorithm is proven to be secure against adaptive identity and
replayable chosen-ciphertext attacks in random oracle model if the gap bilinear collision attack
problem is hard. To evaluate its efficiency, we compare it with the original SM9 IBE scheme and
a previous related scheme proposed by Sun et al. in both theory and practice. In theory, our
SM9-mIBE scheme keeps the system key generation algorithm and encryption algorithm as in
original SM9-IBE scheme. To revoke a user’s secret key, Sun et al.”s method needs to update all
ciphertexts of this user, while ours only needs to update a blind SM9 secret key of this user. In
practice, we implement these three schemes using JPBC library with a Type-F elliptic curve. The
results showed that our SM9-mIBE scheme not only maintains the efficiency of the original SM9
encryption algorithm, but also improves the user’s decryption speed nearly 10 times. Compared
with Sun et al. ’s scheme, at the user side, our decryption algorithm is also 10 times faster than

that of Sun et al. ’s scheme. However, on the third part server side, our SM9-mIBE scheme

takes more time than Sun et al. ’s scheme.
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Background

SM9 is an industry standard for identity-based encryption
algorithms issued by China in 2016. Because SM9 has a
different mathematical structure (exponent inversion) from
the existing revocable IBE schemes. Existing revocation
mechanisms do not apply to SM9 well. This paper belongs to
the field of key revocation and updating mechanism of SMO9.
So far, there is almost no research on this area. In 2020, Sun
et al, initially studied the key revocation mechanism of SM9
algorithm and proposed a server assisted user key revocation
and update technology. However, this technology has two
problems. On one hand, this method needs to establish a
secure channel between the data sender and the server to

transmit the original ciphertext. Otherwise., the user can

decrypt the original ciphertext directly, and hence losing the
revocation functionality of the user’s decryption ability. On
the other hand, this method revokes the previous key by
updating all the ciphertext, which makes the workload of the
server increase linearly with the number of ciphertexts. The
scheme proposed in this paper alleviates these two issues and
user’s decryption speed is 10 times faster than Sun et al.’s
scheme.
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