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Abstract The emergence of quantum computers brings new challenges and opportunities for the
security analysis of modern cryptography. The nascent interdisciplinary realm of quantum computing
and symmetric ciphers holds immense potential, with numerous unexplored problems awaiting
comprehensive investigation. As of 2023, Google’s quantum supremacy chip Sycamore is still not
capable of performing cryptanalysis. Quantum computing is widely regarded as a significant
threat to the security of public key cryptography, but it has little impact on symmetric ciphers.
The prospect of quantum computing attacks on symmetric ciphers presents both an exhilarating
and formidable challenge. Currently, the industry is starting to actively explore quantum computing
attacks on symmetric ciphers, initially focusing on reduced-version algorithms. Substitution-

Permutation Network (SPN) structure is a representative structure of symmetric cipher algorithms,
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and currently, various quantum algorithms have not been able to attack full-scale SPN structure
symmetric cipher algorithms. The quantum annealing algorithm proposed in 1994 aims to solve
the problem of finding the minimum value of a multivariate function. The quantum annealing
algorithm can empower various fields with diverse applications, including but not limited to financial
services, manufacturing logistics, deep neural networks, cryptanalysis and design, machine
learning, and city brain. Thanks to the unique tunneling effect of quantum annealing algorithm,
this algorithm is advantageous for exponential search space exploration of scientific problems. It
can be regarded as a class of artificial intelligence algorithms with global optimization capabilities.
Inspired by traditional cryptanalysis methods, we proposed a novel computational architecture for
symmetric cryptanalysis; Quantum Annealing-Classical Mixed Cryptanalysis (QuCMC), which
combines the quantum annealing algorithm with traditional mathematical methods. Utilizing this
architecture, we initially applied the division property to describe the propagation rules of the
linear and nonlinear layers in SPN structure symmetric cipher algorithms. Subsequently, the SPN
structure distinguisher search problems were transformed into Mixed Integer Linear Programming
(MILP) problems.
Quadratic Models (CQM) , leveraging the quantum tunneling effect induced by quantum fluctuations

These MILP models were further converted into D-Wave Constrained

to escape local minima solutions and achieve an optimal solution corresponding to the integral
distinguisher for the cipher algorithms being attacked. Experiments conducted using the D-Wave
Advantage quantum computer have successfully executed attacks on three representative SPN
structure algorithms: PRESENT, GIFT-64, and RECTANGLE, and successfully searched integral
distinguishers up to 9-round. Experimental results demonstrate that the quantum annealing
algorithm surpasses traditional heuristic-based global optimization algorithms. such as simulated
annealing, in its ability to escape local minima and in solution time. This marks the first practical
attack on multiple full-scale SPN structure symmetric cipher algorithms using a real quantum
computer. Additionally, this is the first instance where quantum computing attacks on multiple
SPN structure symmetric cipher algorithms have achieved the performance of the traditional
mathematical methods. Future work might consider extending the methodologies discussed here
to other SPN structure symmetric cipher algorithms. As quantum computing technology further
develops, this field is expected to achieve more breakthroughs. Through this exploration, it is
expected to establish a computing architecture that combines artificial intelligence algorithms with
quantum effects and mathematical methods in the future.

Keywords symmetric cipher; quantum computing; quantum annealing; D- Wave quantum computer;

quantum tunneling effect
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Background

Quantum computing is generally considered a disruptive
threat to public key cryptography. While quantum algorithms
like Shor algorithm have emerged as a fatal menace to public
key cryptography, but it has little impact on symmetric
ciphers. Using quantum search algorithms such as Grover

algorithm to attack only requires doubling the key length to
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maintain the same level of security in a quantum environ-
ment, which does not constitute a disruptive threat. The
analysis of symmetric ciphers, using other representative
quantum attack algorithms such as Simon algorithm or
combined algorithms, primarily targets the Feistel structure

and its variants. Most current research on symmetric ciphers
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relies on purely mathematical quantum models, which are
still conceptual. Currently, all actual attacks using NISQ
devices only involve reduced-version of the algorithms.
Therefore. to use quantum computing to attack symmetric
ciphers, we need not only appropriate quantum algorithms
but also novel architectures that can run on real quantum
devices.

In this paper, we propose a novel computational archi-
tecture for symmetric cryptanalysis, named QuCMC, which
combines the quantum annealing algorithm with traditional
mathematical methods. We transformed the search for distin-
guishers in SPN structure symmetric ciphers into global

optimization problems. Additionally, we leveraged the quantum

tunneling effect, generated by quantum fluctuations, to

escape local minima. Finally, using our architecture, we
searched for the 9-round integral distinguishers for the
PRESENT, GIFT-64, and RECTANGLE algorithms,
respectively. This marks the first practical attack on multiple
full-scale SPN structure symmetric cipher algorithms using a
real quantum computer. Additionally, this is the first instance
where quantum computing attacks on multiple SPN structure
symmetric cipher algorithms have achieved the performance
of the traditional mathematical methods.
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