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Abstract  YouTube is one of the most popular and volume-dominant video streaming services in
today’s Internet. Almost 50% of the YouTube views are from mobile users, and this trend is
expectedly increasing in near future. For a limited mobile network bandwidth, how to reasonably
plan network services in order to provide high-quality mobile video experience? The answer
requires the objective feedback of video experience for network service providers and video service
providers to improve network utilization and transmission strategy. Due to the feasibility and cost
effectiveness, objective video QoE (Quality of Experience) assessment is commonly used to
estimate the user perception on the quality of video streaming services. Active probing can only
provide instant samples but cannot accurately represent the actual network condition over the
entire period of video streaming service. In contrast, passive measurement can be performed
either at the client devices or in network. However, client-side measurements are more intrusive

as end users are directly involved, who can provide accurate view from an individual’s perspective
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on several objective Key Performance Indicators (KPIs). Many studies regard Stallings and initial
delays on the video playback as the most relevant KPIs for QoE in HTTP video streaming. In the
case of adaptive streaming, quality switches is also regarded as an important factor on QOoE.
Although it is clear that all these KPI factors indeed have impact on QoE assessment result, there
is very few QOE assessment framework proposed to systematically combine multiple KPIs to
present their joint effect on QoE. Therefore, cooperated with human factors engineering lab,
Huawei maps the subjective feelings to objective KPIs to establish video MOS(vMOS) evaluation
framework to synthetically assess video QoE. which is composed of video source quality, initial
buffering latency, and stalling ratio. However, the resulting QoE has to be estimated from traffic
characteristics typically via DPI(Deep Packet Inspection), which becomes infeasible after HTTP
video streaming was replaced by HTTPS. Recently, HTTPS has been adopted by major video
content providers including YouTube and Netflix to provision video services to mobile users with
better protection on user privacy. Adaptive streaming is also commonly used as an effective mean
to enhance user QoE by dynamically adjusting bitrate suited to current network condition. The
previous video quality assessment methods compute the bitrate from the video size and playback
duration based on DPI or YouTube API. However, we are not able to get these parameters from
the encrypted traffic when the QoE evaluation is conducted in the network. In this paper, we
propose a machine learning based method for QoE parameter identification only using the traffic
characteristics from the network layer. Decision tree is applied as the quick base classifier to
identify the bitrate and resolution of video chunks. We have also extensively studied the impact of
bitrate estimation deviation on KPI parameters used in vMOS. Experimental results show that the
proposed method can be effectively used to identify the QoE parameters of encrypted YouTube
video traffic, the average accuracy of transfer mode, bitrate and resolution identification reaches
98%, 99% and 98% respectively.
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] [ %35 w6 K T HLS A1 DASH % 554 & HPD 5
S Al A2 i A 2 e ) I 1 2 5

SSL/TLS 48 F i # v A 3k oA i 2% {5 80 Bl
T SSL/TLS B B 32 1 JB/R T A FHLE A
RUATT B XoF L &5 51wl L& PR ) — Fh LB . WEB 3
o, APP 3 W& YouTube MU I . AR 55 25 i 42 T 3
FRECHE A B R /N TE R [m] — ol 4% i 5 =X %
i A BRI 22 53 AS K AR 2 FL AR AS TRl A g A5 20
PLALA T 25 5.

x1 AREHEXEFHES LK /DAHRE

R B Eii?ﬁ B
DASH-APP TLS1. 2 197/2317 HTC M7
HLS- APP TLSI. 2 207/2207 iPhone 6
HPD-APP TLS1.0 2323/2394 &% P7
DASH-WEB TLS1. 2 197/2317 P7-Chrome
HPD-WEB TLS1. 2 197/2134 ip6-Safari

i RS 30 28 R o o T AR 2R DL I Rk
SRR 2% A A L BRI 552 B 73 28 5 e v s 1k 2 [ A7
TEAMRI S AR (A AR 22 DU 307 599k Jo ik A - i DL i
3T I 28 N BESR BT A B4 s PR A A S A T AR
RS 22 1847 7 — 5 B9 AR S 1 » DL 38y 199 2% ]
T A T AR SR DL e 3B 1) 4 A s L A5 LA Y
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(1) B A DU M- J07 16 45 45 44, 728 5 22 [8) 44 30 A )
T E DAG (Directed Acyclic Graph). DAG H #
45 AR B IR AR MBOC &R R T EE T 70 48
I K2 WRE W B R AW SR 1.3 5
Bk & /D A K E 7 B (Minimum Description
Length,MDL).

(2) YIZR DU 307 1o 2% , g 7 25 R A 38 3R (CPD).
B3 B RN B — A CPT . 4] i % N 0. 5. CPT
TR E M A P (x| Parents (Y)), Parents 8 3
M.

W X=(x, a9 x,) ZEBEY, .Y,
A BE T BRS BERA

Y, H

E

P(xy a5, ,x,,):HP(.r,- | Parents(Y;)) (5)
i=1

W JIFLR

Iiﬂﬁ!l IIIIIIIII

FRIESREL

P SN

A
WARFE

Ho P aysa ) 2 X (H 8 & 4G 1
M P(x; | Parents (Y )) BIE X W T Y. 19 CPT
#H.
4.4 157 QoE SR 7

SCHR[25-26 ] 3 B e 56 B 3wk T LUA &0 F
WEIRH . S H K C4.5, RandomForest (RF) g
BB AT BB 42 BT, 5 Bayes Networks #ll
Adaboost BIEFEAT X L. B 3 #iik T L 2% > A
A QOE Z H R il Uit A5 o A 45 AT L RRAE $2 B, A A
IR FAEAS 43 285 . B0 AT P R AIE 38 HOBE B &5 11 0 43
P 26 205 8, o o i A B0 60 0 2 15 2. BB
YN GRASE R 43 590 35 FBURTS 238 THU 590 RT3 WA TR0 R ALE 4R
F ST A R A TR A L e 2 o AR B AR A A ST 1Y)
TR PRS0 L R AT B 1) it 5 R BT B

250kbps{chunk, ,,chunk, ,,chunk, }

750kbps{chunk, ,,chunk, ;,chunk, .} | | il

o
URIHAE A

2

6Mbps{chunk, ;,chunk, ,,chunk, .}
360P{chunk, ;,chunk, ,,chunk,, .}

T

480P{chunk, ,chunk,,,chunk, .} H U

1080P{chunk, ,,chunk, ;,chunk,, }

[ 3 HLAF2E T AT QoE S8 iH il i

4.4.1 YouTube ¥ /3 Behb B

DASH F HLS BT 1% i # 4 4 A0 2E 47 53 B
Jafi & T TCP ) HTTPS #iA& % iy, i T TCP
(1) MSS Fir BR 6l #0850 1 Be e o HI ok & 1. 4 KB A2
A HSCHT A A% i T X AR S AR ) N 1 ] — A
TR T LLVEATTH ACK Number AH[R], Q& 4 .
MR 4E ACK Number 2 & FHIE , 0] LL#F YouTube il
AT B AT 4 BOAk B

HY TR 55 45 15 7% P i 22 D) B T 2 B i A0
B 23 15 5 H 55 SCPF DL Hoqth 58 A5 L fH 2 X
S {5 SRR o T S /N T A A A A BT A AT DA
o AT L ORI Gt BRA B & 20 KB) ok 2o 0
A5 & AR e B & A R B DX G B AR R A
{14 B S A L A5 AES 5 A G [ 2 4 it A b AR R R
7S AN [ AT ) A B A R e (A S B P e

! MR 55 &5

— '
1. Get 1 5000 /videoplayback_TCP src port
e —

&

2. video ACK 100
— 3.video ACK 1000 — | =i+ Bl
4. video ACK 1000

\
1. Get /videoplayback_2 TCP src port 5000

2. video ACK_Z@
| 3.video ACK YV MR B2
| 4.video ACK 2100
—

B4 P Befg i 0 45 2 B
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— ™ [ 7 Y X)L

B o8 S i BT R B T TR 28 R 0 JAEL 1Y) 1 OO0
T — A E A B TR [ — A TCP i h A% 4 B
ZA BT A TCP # 3¢ ACK Number A [7]. {H
S H T 28 R 0 B S AT AR M S PR A% o R e 2
KA TCP it o W 5 % 1916 B0 33X 72 5 350 L0
B BE 23l ik AN 1k — A TCP i % . i 2o £ ]
Fiddler H[a] AW %¢ B SC LA K 43 H %5 SCROHE ST &
IR — S5 A% a0 ALTECHE ) HTTPS i H: 45 5
TP T % d A 23 R B0 SSLAlert {5 B, B0 SSL
Alert JH B 1 TCP i 4% i 1 e J5 — A~ & MU R B s
P B A 1% fa 58 BT 26 1k /. AR B ] Fiddler %)
DASH/HLS B3I & 20 #7453 %0 DASH 4b 2 W7 37
T8 B0 7 S0 JEOB B — 458 1 TCP i | —A~
TR AL Ky 5 B B LA R B DB R A 2 A% s s HLS
Aub 3L DR VG 0 A R R — 45 1 TCP i b —
AR AR i 50 A AT R B R A e — k. R L T
PIXF i SSL Alert 16 B 09 & L8 v Be gk 17 9F #
(DASH) 8 & & B AL B (HLS) , M 15 21 e & 19 35
MR G 43 5 R Hay saz sas s+ sa) Fl H(op v,
v_gy."’vk)-

SRR B AR Rt 2 A TR] ACK Number
) TCP A4 i, 7] AR 4 ACK Number 3£ J57 45
B2 RS a1 B (R S R T DR AT 7B ST N S I
FEZ i [a] Pt (] (8] b5 L AR 2 Get 36 3K ) iz B [A]
A BORIE i A SOM SR WE S e T S H
250 1 O R RO B RRAE , an 4K A B Gk i fa] ]
B JRTT AN A2 7 ). SR T 76 PS03t v A A% 28 A
/N & MSS WU 7 9 2% rp (19 48 R 22 S i AR
K. CHRL27 3R W] B 3& N 8 3 76 1 I 36 55 i £ PRkt
{4 — /N A (Initial burst) , 329057 Be 23 R AL
52 I /DA U 5% S R S A R S Y i
I 28 AR 0 AR SR ELAT — E B R G ME. B B O AR
i v, AR 5 A R — — R I S T AR
Tt 58 2 i1 R 1Y) T DAAR 9 8 A0 B 5 05 B0l 11 40 A B
F14) 5 TBCIRE 8] o 977 1k 4 53] 49 T30 R A S 1 1R 4 2% TR
i) o G4 TR 4G o I B D) 6 A SR I Y R AT He. T A L B
Ji — BOOUA BRI R O 3 A b B, HL O I Ak
TAREX QoE WEAG 52 ma A K. B I, AS XT3 04 B
HEAT .

22 R T R AP I A B R R 0 YRR AR
T R YU FFAE T £ 4245 bpackets, bbytes,
burst_bytes, audio_bytes f duration. Bpackets FfI
bbytes &7~ #LAT B 1) 43 BOFN 7 19 80, TR0 A0 B 1

75 TS0 I BE A (] 5 i LAt 25 R AT B £
A 5B BOR . Burst_bytes 78 5 75 T 46 1 1
I 2 R A Ay — /N R, 23 S PRAG 52 L I A% AR
P 5 B A% 2 AH 5GP 9. Audio_bytes R & 4
e 7 B0 A B 5 P — — X LRy U
T AR I A R 02 [ A 1 AT DA A B )
TR & 7 1k A2 1 A S B A 1R TR
075 T 45 SR I D) 48k 23 B R Y A AR B Duration
FER AN P AL iy 19 45 S I ] R 2 ) B A%
HORE BN, 3 R I PIL R 2 AR 0 AL R 0k
38 A A L DA A 2R R SR T I RS R R AE £
1% bpackets, bbytes, duration, resolution Fi brate,
resolution 78 b — WL e ) 5 M &£ » brate 7 [E
R, A 38 LA U BIL 2 AR A bE R R 0k M Y T
W7 A5 S s 5 WL A 3K B S A R AE T
A& DI L 7 HARRAE 2 [ AR FETTAR - AT LA 2
38 F TR QoE S il

F 2 WD H)F0E M E IR BT

R A 8 CRRLLL
bpackts PR e 5 4 = 2=
bbytes ROk = =
burst_bytes W) b AL E A B = -
audio_bytes Y = -
duration AT B 35 22 1 (] & it
resolution b — AR B B - =
brate LR 2 (LA IR 55 4 30 % P i) — =

44z JRPEEEUL

HELRNEZ AT — R P R I 2 B P
BN R AL 3 2 TT LA R E A R i 4
Bl » 3 25 RO AR o DSR2 7 AR AR 2 00
S M PR A U 53 R AR SOR i /M oA
KT 3 MDL X8 B8 ik

MDL R Fl ik 1 35 K BEOR FROR B 02 . H
P S B S 25 1 0 o MO . AR B
PR 0 R TR BT 2 BRI AR B
i MDL B 5y [ b5 A2 fre /e il b i 5 K%
Mm(”LZS)J:

Mg =argmin{| L, (M) | +[L(DIMD [} (6)

Hor, [ L, (M) | 7R SR BT 5 1 L8 L, (M) 7R
B M) R TR 5 M, € M Lo (D[ M) 3 7s KR
MAWIRX G D §iFF [ Lo (DM [ 3278 FxT B 4
RTE T R A B A X R AT LA AE B — A E
J 9 A —A~ B AL P 510 44 . M 37 W 5 1 e 81 5 B
BUF B 22705 8 G 7 51 45 X G2 119 6 22 5 Wi 72 5 47 ]
PATE F A 1] DR 7R e 22 T SO B o il iR 1
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KBE L, (M) | Ry A6 0w 2800 A4S 8 B HL ) 21 AT PRI T W i A A5 L5 45 Android Fl10S 2ok

DA 35 FH M 3R 43 A A P00 A 8 A o R 0 7 A 2 B B Lt
it FHABE 36 40 A B R R B, [ Lo (DM | 4 BE
&Lk 2 Ry RS A B AR
4.4.3 PRI BT AL

TSR 43 2 F AR IR B I A AR — B0, B 43 2
IG5 B2 R A (1 W 256 13 (FL G0 200 R A I o 1 3R &
TR B R IR AR v 23 7 78 M 7 B3 R0 ST AL 2
R SR T o AR P S LA X B R R RS AT
SRR N R AR (TR BE 2 T R TR, A B
TR AT BT AL AR AT =iz AL R 1 B 23 SRR AR 3¢
K PEP Bk it 47 57 kL AL 38, [ 2 PEP 551k 7 1&
By 1 PR AR AR T W 5 22 0 T — W ROR T 3 T R
BERE AR .

PEP Jy 2 5% F 3% £ VK 15 #1285 K A 1 32 50w
SETE. PEP J5 ik Hr an 28 (7 jar . W) T, 0 9 5 3 -

(D= (TH+S.(/(T)H) (7

Hie' (D=e()+1/2.¢ (T)=>e(i)+N,/2,
S, (TH)=1e(T)n(t)—e (TH)/n(t) |V, e(t)
RFT N R e (DORFEI T8 TR N,
IRETFIE T, 0745 25 A E n (O AR 2B A B
. PEP J5 i 3y bl et 7t v e 22 75 U o) 4 B 1 A —
U B [0 52 2% P 5 R B AR 1 Al v 71 S 8 B R

BRI & INFR 3 Bin. S T BRI B O vk 1
P S ATUBOAS [] 4% i 455 20 LA [ IR LA [) 355 b B2
(9 50 A S IR AR L HLLS A% i A5 ) 09l i
iPhone % J7 Jiii 2K U, DASH % i 458 X 19 0 490 3 o
Android P U5 A F1% 77 3 4R B R B A AL o LA
AR 3 M AT 5 I3 I A B 3 5 min, AR
Wiy F 5~10min, Ml 10 min 2R ; I HTHK
[&] 52 53 B % (360p . 480p, 720p, 1080p) Al [ I J %
I N 1 kU 5 3 T R 45 A
IS BE 7 - MR RS I 22 A [ SR 2 L A 4 i (] L L Y
Hh ] A s A0 e oA L L AR R A R A K
OIATANER 4 R S O L Y b
e iR AR BB H

WiFiHf 85 You
(o } < YouTuBe AT ]

|
R
I | «- »
| ; ]
| BEie  BAS
e oo AGIHEE . ‘ I h@
: 4G | .
| (( @ )) : QoE¥
| >
i I
|

ey !
s T

5  YouTube #45 5t & PFff HE 22

x3 BHEEER

=h - - -
5 SLEH Wi RGN W RAERT  AfF
iPhone 65 10S9. 1 1334 X 750 4.7 2G
iPhone 6 {0S8. 3 1334 X 750 4.7 1G
(ol
5.1 SLIRINE iPhone 5 {0S8. 3 1136 X 640 4.0 1G
A T o, TC M 920X 4. 3
*Z@ﬁ%bﬁiﬁ%ﬁ%ﬂé ﬁ%ﬁméﬁﬂl WiFi PLF( 7 Andro‘ld4 4.3 19201080 4.7 2(
B T SR S4 Androidd. 4.2 1920X 1080 5.0 2G
P W 28 A5 RIS AN 5 B . W88 285 R 1Y K M2 Androidd. 1 1280 X 720 1.3 2G
B MLAB SCE = 19 4G FEuh R4, WiFi
R4 WMIREARS B PSR R /BT E0
T BT
oA e N . .
g TR PSR B /min
fleti s 360p 480p 720p 1080p ] 38 B % 3
. 5042/120 4217/100 3274/80 2561/60 6138/100
= (20,10,10,80) (20.10.10,60) (10,10,10,80) (10,10,10.30) (10,10,10,70)
_ 8490/100 6518/80 4857/60 3526/40 7916/80
. 5&.8.<< ! /
HLS —oe 610 (20,10,10,60) (20.10.10,40) (10,10,10,30) (10.10.10.10) (10,10,10,50)
_— 15371/100 12036/80 9858/60 6295,/40 11324/60
(20,10,10,60) (20.10.10.40) (10,10.10,30) (10.10,10,10) (10,10.10.30)
. 3714/150 3287/120 3019/100 2871/80 3502/100
= (20.10,10,110) (20.10.10.80) (10,10.10,70) (10.10,10,50) (10,10.10.70)
_ 5241/130 4902/100 4583/80 4225/80 5161/80
S 5&.8.< ’ ! ’
DASH —o6 610 (20,10,10,90) (20.10.10.60) (10,10,10,50) (10,10,10.50) (10.10.10.50)
. 8582/120 7391/90 6752/70 6382/70 7092/60

(20,10,10,80)

(20,10,10,50)

(10,10,10,40)

(10,10,10,40)

(10,10,10,30)
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Hy TR 2 B L 3 BRI ATl
RA ARG 22 JEROHE B T T VA I 3 L8 QoE £
BORBIRIPERE. S T BRI 7 36 HoA AT et SCrpoxd

YouTube2016 4E & 10 KA Vit 47 WA, - 44~ ML A
RAE 360p\480p\720p\1080p DA K A i W i it 5 Fh 2
A A B (S BN 5 iR,

& 5 YouTube 2016 £ & 10 XMIFHAER

5 A (5 DASH HLS
1 Adele Carpool Karaoke 14.52 84 167
2 PPAP(Pen Pineapple Apple Pen) 1:09 7 13
3 What’s inside a Rattlesnake Rattle? 6.06 35 69

Nike Football Presents: The Switch ft. Cristiano Ronaldo, Harry Kane, Anthony _
4 . 5:58 34 67
Martial & More
Grace VanderWaal: 12-Year-Old Ukulele Player Gets Golden Buzzer-America’s
5 R 5:25 31 61
Got Talent 2016
6 Water Bottle Flip Edition | Dude Perfect 7.28 42 84
Channing Tatum & Beyonce’s “Run The World (Girls)” vs. Jenna Dewan-Tatum’ s
7 ~hanning Late 4,43 27 53
“Pony” | Lip Sync Battle
8 Donald Trump: Last Week Tonight with John Oliver (HBO) 21:54 123 246
9 The $ 21,000 First Class Airplane Seat 9:05 51 102
10 Brothers Convince Little Sister of Zombie Apocalypse 3:41 21 42

5.2 fRIBAHE

Fiddler® T H.i#i 1 JF J& A A% B 3E 47 904 BE
i figg %% HTTPS Jiisk. & 56 Fiddler £F 4% 7 b B iz
S5 it ar SSL/TLS 3% 42, {1 F M 55 o 1k 45 4b $H38
KA R s 98 5 Fiddler XAE Jy IR 55 i B 2 P o 4
57 SSL/TLS 4% . 4fi i Fiddler f3F 45 4b ¥ 3% sk Fn
M pi . Fiddler fif % HTTPS i & 75 256 8 28 i
R AR FIE 43 95 I B 2R 48 A2 A5 AT 9 AR IE B 4 & b dd
i i % HTTPS i &2 % O Y B SCfF 8, $R 3
R BN S BRI Be N 2 b B — B A B
ARG TR B R s TR R I P A AR AL 5, DT X A A B
FEAHR 10 % 2. 3l 3 52 I & B F8 Bl i A b A [ml i
B BE (240p, 360p, 480p, 720p, 1080p, 2K) AH i ¥
P55 %k 250 kbps, 450 kbps, 700 kbps, 1. 5 Mbps,
3Mbps, 6 Mbps. A I #5157 ) BYAE A bR i 1
250,350,450, 550, 700, 900, 1200, 1500, 1800,
2200,2600,3000,3500,4000,5000,6000 kbps.
5.3 EHKEE

T I A2 A TR B R R R B
WO 7 5 WA S R T ME B 2 Caccuracy)
F-Measure Z5 & PPAG 5 5 7 19 P BE -

accuracyzz(TP,-)/Z(TP,-—FFN,) (8)
i=1 i=1

TP,

precision = m 9
el (10)
T TP A FN,
2 X presion X [l
F-Measure = presion 7 reca (1)

presion + recall

VA R L R SR A A A KR A AT AL
L B IO G TR AR 5 AR AR Fiddler 9B
SCAR 8RS R IO AR 530 R A 1 A% i A S R b
J& s PP RGEAE Eclipse *F & EI A weka APT FEJF
RS s eI s R AT A8 S IE A% A KL B R
T BT B U M e
5.4 HAER
S.40 1 AR KRN HER

T 5k A i A U O vk A R S SR TR
BIHER R Caccuracy) Fl F-Measure G115 i # 2H
S E A L K 4 BB T BL AR 2 2 T i (Random-
Forest,Bayes Networks,C4. 5 #1 AdaBoost) #:47 *
It . AdaBoost % FH C4.5 & i 3L 4 2% #% , Random-
Forest,C4.5 fil AdaBoost % i PEP J5 & o 47 8y
¥, DASH,HLS #1 HPD {1y L35 FE A< 2 2 500 4,
K338 XS T8 E iR B HEHG R A1 F-Measure
grolng 6 FE 6 froR.

x 6 EHEXRANERE LT 2 Y0
RS
o 2L
fesis Random Forest Bayes networks C4.5  Adaboost
DASH 97.5 99.5 97.5 97.0
HLS 96. 0 96. 1 97.3 95.9
HPD 99. 3 99. 3 98.0 98.0

M 6 "] LLE A& f A R ) v i R 2 & T
95. 9%, R 4E H ACK Number 43 Bi %t .SYN-ACK

@ Top Trending Videos of 2016 (Global). https://www. you-
tube.com/ playlist?list=PLSTz8jpJdr5gbDTyWh 1bTQOe9IBIs-
L7trD, 2016,12,7

@ Telerik. Fiffler, the free web debugging proxy. http://
www. telerik. com /fiddler 2016, 2,15
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22,
=B

F) 3k met A 8] g L SSL/TLS #pis it A . SSL/TLS #pi%
18 T 00 5215 BB A 5 A DG R AE , HLAR 2% 2 vk v LA
B I A AR G PR N 2% YouTube #8451 1% Hi
1. M 6 F1K 6 1] LLA H BayesNetworks #Y
WIHER R H F-Measure #i5y THAh 575 4 DLt
0 1 2% 55 P SRR AN [R) 5 2 — AT R A M SR A B R
B2 2 W 45719 A 2 18] A A 26 k. HLS 35250 o i 241K
F DASH, K 25 HLS #1 HPD {J ACK Number Ff
FFFAEA L HLS 45 5 g 1 5]y HPD #25X.

101

Y| -
09 bessspsssnsasempmensot B s
w N A ] U
= 97}
= 96t
< 95_
94}
93f
92f

. =IDASH E 1S EZ2HPD)

asure,

-M

oA

Kl 6

5.4.2 A AU HER R

T g R A AR 5 i A RO L R T TR )
t %%t HLS Al DASH A% 4 455 =X 1) #0450 43 1) 48 iF
o1 T HPD J& T #r k2T 4. 5 W AR IR 55 &% 4 1k
&l 5~10s 2245 (1 AT AN [6) . HPD #8431 iz 55
i 2 A5 A% S B B AR T 258 B, SO
AN HPD 1% i #5047 UL FF 4 Bl AR Bl
a2 3] J7 1 (RandomForest, Bayes Networks, C4. 5
F AdaBoost) #F 17 Xf He, HLS #0550 He A A %
144012 4~ ., DASH 1 57 He £ A 5 109 624 4~ R
TR AT RUE L 25 R AN 7 BR.

101

1L iR ] F-Measure

EEEDASH 7 %A e %

7 Nem N 7 %

A .5
Fore” CA-
“éo((\

Ra

S
e \*QNIOK
Py

K7 A R

00
NS

EL 7 BT LA J T 0400 B R AE 1) 5 2R 11 5
YERf R I 8 T 99. 1%, BRARFAE H 040 B =2 75 45
T R T R SR R DG RRAE ML A 2] ik T
LS g 19 ) FE AR G P U0 2% YouTube R84 11 15
. 5340, DASH £ HU00 e w R8T HLS 2 T
DASH F BB 290 10,1 HLS 9 F Beif K 25 4
5so BBl R R B — A B Sl o TR RO 4
S RV A R 4 r) i SR S AR

T g R Ty B BA AT M SR AT You-
Tube2016 4 10 AT HE AT 56 31F , 9045 B fth % 41
SR EAN R 7 s,

R7 MERBEFRINERDIE CRA
i DASH HLS
1 1 0
2 0 0
3 0 1
4 0 1
5 0 1
6 1 0
7 0 0
8 1 3
9 0 0
10 0 0

MF 7t AT LU DASH Fil HLS fith 2241 51 45
BN 3 R 6, 3R BRI 5 ik AT LA Ak
(MRCESTVN
5.4.3 T M RE U MERR R

T B AMIR T A FPHLEE 2 2) I 0T B R
B 2. TR0 2R TR 2% B T B A B 4 i LU0
HERR 238, — A0 1 B A (S 85 v ) TR A 5
I VAR 25 A T AT BE AR LA A A R N T B R
AV U7 BE B RE AR 3 AT R X ST I TE B 3 I
AR SR R S B B 25 S PP A F-Measure W] L)
A RCH A A A 2 R M R L 25 SR AN 8 TR

=8 FEWEIRINERE (B2 90
Irik AdaBoost C4.5 Bayes Rfmdom
networks Forest
HLS 97. 80 95.78 93.70 93.70
DASH 98.18 96. 09 96. 09 95. 49
94 A o B 2% 97. 99 95. 94 94. 90 94. 60

MF 8 FILLE HHLES 27 2] 7 W AR IR T 48 1)
TR A B S5 TR Ry AR A o AR B A Y R | —
S LS WA R A 2 R A DG AR AE. AdaBoost J ik 1 1 i
K HLS #5550 i i % 97. 826, DASH
2 A B A %R 98. 18 %, B2k Adaboost 432
X — AR RN AR R 55 oy KR SR 28
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[ BayesNet RandomForest
EZzz2 AdaBoost C4.5
= N N =
95
e ¥
) % = Z
;_-: —
7 H
8 =
2 =
" 90} =
T - 720p 1080p

VAT b 2
(a) f& 4B sAHLSHIF-Measure

2

102 555 BayesNet EE28 RandomForest
98+ =
N N N g
) % H 7 =
- = -
2 94r- = =
g = H
= 92 E g
. H H
90}- B =
861 = E
360p 180p _ 720p 1080p

VAT A 2
(b) it ADASH F-Measure

8 I Wi iR B F-Measure

RGBT 1) 43 2P RE s T RandomForest 43
ARG AS IR AE S T 3 2 2, o R RE 22 10 4y
KA T AR B 8 W] LI H AdaBoost £
25 AT T 0 BRSO3 SR S 1 B AdaBoost
T4 B2 2 WL, W LLAT ACHR R A R R )
MRE.

Ry TR B B R O i B AT L SR You-
Tube2016 4 10 AT HE AT 55 0F , 7 BBF 32 49001 45
RN 9 FR.

FI9 WMIARBHEIRNBIRANE A
= DASH HLS
1 2 3
2 0 1
3 0 2
1 1 0
5 0 2
6 0 0
7 1 3
8 3 5
9 1 2
10 1 4

MR 9 A LU ) DASH #1 HLS & M 2 7
BB B R 9 F 22, WE AR AR 5 B R 98.02%
M 97.57 %, FE AL Jr ik AT LA RL b 2 A7 3 B
P
5.4.4  MldwaE > iU R 25

BT HLAS 2 2] AT AR 0 2 B B ks r L 5
FLAHRAFAE— IR 25, AR 22 = | FL S 46 —
BLES 2% 2T B2 |/ LSRG 6. O 1 B iE LA 2 > X T
A [i] o R A3 R 1 B 48 158 2% 1 8 04T (5 min
VAP, FAAS (10 min LA , KA G 4 10 min,
KA 15~ 30 min) FEAT XS L 70 A » AL = ) i %6
AR ZEWE 9 s,

0.10 T T T
R AT U 4 v A A EZ KA

0.09 | F oo

0.08 F1
0.07} W

360p 480p ~720p 1080p
ARSI WA

P9 Hlasss o iYL 2
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Background

YouTube is one of the most popular and volume-dominant
video streaming service in today’s Internet. Almost 50% of
the YouTube views are from mobile users, and this trend is
expectedly increasing in near future. Understanding the user
perception (i. e. QoE) on the performance and quality of the
video streaming service is thus paramount for the video content
provider YouTube and its content delivery network providers.

Since the client-side measurement needs the customers’
cooperation to install some assessment application. And it
cannot demonstrate that the decrease of QoE caused by the
specific network links. In-network measurements C(e. g.
YOUQMON) have better coverage on end users. However, the
resulting QoE has to be estimated from traffic characteristics
typically via deep-packet inspection, which becomes infeasible
after HTTP video streaming replaced by HTTPS. Recently,
HTTPS adopted by major video content providers including
YouTube and NetFlix to provision video services to mobile
users with better protection on user privacy. Adaptive
streaming is also commonly used as an effective means to

enhance user QoE by dynamically adjusting bitrate suited to

current network condition.

The previous video quality assessment methods compute
the bitrate from the video size and playback duration based on
deep packet inspection or YouTube API. However, we are
not able to get these parameters from the encrypted traffic
when the QoE evaluation conducted in the network. Therefore,
it requires with an urgency a DFI (deep flow inspection)
technology which could be applied to encrypted video traffic.
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