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Abstract In recent years, traffic classification based on machine learning shows a high accuracy.
Nevertheless, machine learning-based traffic classification heavily depends on the environment
where the samples are trained. In practice, although a classifier can be accurately trained at a given
network environment, its accuracy will see a great decline when it faces to classify traffic from
varying network condition in practice. Due to dynamic changes of traffic statistics and distribution,
the machine learning-based classifiers should be updated periodically in order to optimize the
performance. This issue is unavoidable for machine learning-based traffic classification. The present
solutions lack explicit recommendations on when a classifier should be updated and how to
effectively update the classifier. These result in several shortcomings: (1) Updating a traditional
traffic classifier is time consuming. It is inherent to how often a classifier should be updated or
when a new classifier will be needed. (2) Updating only a new classifier on new traffic leads to
some learned knowledge lost. It further affects the performance when updating a classifier on a
large dataset that combines all collected data. (3) Traffic statistics and distribution {rom varying
network condition are dynamically changed. Thus, it is hard to obtain stable feature subset to

build robust classifier. Therefore, building an adaptive classifier to changing network condition is
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a huge challenge. In this paper, we develop an adaptive traffic classification using entropy-based
detection and incremental ensemble learning, assisted with embedded feature selection. In order
to update the classifier timely and effectively, the entropy-based detection utilizes sliding window
technique to measure the statistical difference between the previous and current traffic samples by
counting and comparing all instances with respect to their feature stream membership. Additionally,
we discretize the range of feature values to a fixed number of bins to take the approximate value
distribution into account. Moreover, incremental ensemble learning schema retains previous
trained classifiers, and introduces the classifier retrained on current traffic and removes the classifier
with performance degradation. Furthermore, several feature selectors are integrated to obtain
feature subsets with robust generalization. The comprehensive performance evaluation conducted
on two real-world network traffic data sets shows that our approach can effectively detect concept
drift in changing network condition and update the classifier with high accuracy and generalization
ability. The major contributions of this work are summarized as follows: first, this paper presents
an adaptive traffic classification system based on concept drift detection. Information entropy is
used to detect concept drift based on the entropy change of feature attributes. The information
entropy-based detection method does not require class information of flows. Second, the classifiers
are updated according to the result of concept drift detection, rather than regularly updated at a
given period. Third, the method uses ensemble learning strategy to introduce classifier built on
new samples, and eliminates classifiers with performance degradation in order to optimize the
classification model. Fourth, mutual information is introduced to evaluate features for concept
drift detection. The results show that the mutual information between packet size and protocol is
high and stable, which indicates that the feature is suitable for concept drift detection. Fifth, this
paper uses Hoeffding boundary to determine the window size of concept drift detection. The
appropriate window size is significant for fast and effective concept drift detection.

Keywords concept drift; machine learning; information entropy detection; incremental ensemble

learning; traffic classification
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EWTAN SR 25 3 — D R P . 4 EcP i —
A3 e AR R 73 8 A8 e AR b i 30T B O 2 ol
P ECACE U E L G A BN o R R R XS
WRE SR RE GO R R g 4R i 2R A R Y
B—Aor Jedn o B — A IF BALE T B
R ZE B Ao T LA A o R 2

e GREe 73 RN R B B S, S, eee s S, 0
oS, RO B N EE— A SR o] — A K e
Covizl. X THEMMAE TR T 80K C
—RE L EAMTE LS Coar il T MR Rz
R EE. AR 24 C AU T PP A AR T IS
Fi S0 B TN 5 2% . B i e a9 I A S, 10 2
3 A e R 1 30 24 I 4 4R 1) S5 o A DR T 4y 6 A
A EE A DUE i 315 00 2K dw 1R S, 10y IR R
Ut . AR B S, 2 i (s o Bt A% 501
J R S T SR A B AR L . CO 5] (e o)
Mo AR RN 1— i ), fL(a) A 2548 C A B
FEA & FRIC I ¢ ML, T, 73 2K 8 Coi
%N

LSy a—fiey an

Gr2eds COMALE L T MSE.. 53 5b Kbl 4 2
IR R p (O T %N
MSE, =>p(c)(1—p(c))?

o TR 58 I A & REA A R
PEBEHL 2 e 4 5% % MSE, ) 1B 2 75 Jin A4 1 4%
HeAh R KRR RN T MSE, i Ak
SREAR s I LT, A K A & KA COAL
B w iPEWNT:

w, =MSE, —MSE, (13)

L 2 A TR T ARCE M ENCE ) BN
P55 1~2 47 NIRIE M B 4 S kI 2645 C7
TRy 288 CTIMAE w3 58 3~T7 174 S 15 R I
RAETE C={(C,,Cy s, Co ) AT R4 25 22 1AL
T ow, (1<5i<<k) VK w,<<0 M4 K88 &M CU

MSE, =

12)
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{C") R [ AL R £ A~ 53 545
Bk 2. TR BERCE R B U 2 Tk,
A 2 S INARIC ST v AR B 1Y 500 B
ki 532 ACH
C: kNSRG53 2 45
Ftl s Coli A HOHACERY £ DR ES
1. MUIgreadE SUNgaras Cs
2. W C BRI CTIIRE '
3. for C,€C do
4 compute MSE;; /¥ C.h fHTF S %/
5. compute w,=MSE, —MSE, ;
6 i w; <<0 /% Y IKANEE w, <20 [ 43 258/
7 W CHERRC;
8. C=Topk(CU{C"}); /x KB {T & 1952/
9. return C;
4.7 ACED EXREHKE
SE 3 iR T ACED 2% > R oy Jad #2 .41 1~3
ST 2 A AL A S A Y A R R R K
)53 G5 3 54T 4~ 20 ARIEAF SRR HE & 3% L JF
TEME SRS s T A e AT 5 K2 R R AE S
SR BRI L 1547 6~10 #ar 302545 Coa s
IR Co IAE w, 54T 11~14 $HE &
33 C={C,,Cy o+ ,C, ) IR TE w, (1<i<<n) ;47
15~20 JIWE422 88 . 9ALTLZ T w0, 1, >minw,
MR s Coo B AU B/ 73 2648 Cou i
LR MIACE T M1 4328 48 5 B JF TR 40 2 4
RBAE RN Ty s BEHE 4R Bt — o0 2R A 1Y
SIRBER () 2 TR a8 AL w, 77 5 1
A Gr e o3 R A L T 23 2 I a4 1 52 % 5
TR I RN B OGRS B0 U 4 T
3 o FH TR AGE I A IR ARE 3 TR 1R BN W 5 RN G0
e ST IS TB) A 2k R 2 R SR 3 I R) A 2% B
O X f(s/n)+Ms).
Bk 3. ACED Jyi.
B2 S: PR/AN, M: AR 45 W0 43 25 88 B
WItEAL : Rk M FEAR G2 vh (DBY =,
HHiE AREAZ N (FB)=J
1. While flow(z, .y,) is available do
2. get classifers output VY, V,{H}(z,)}€[0,1]

3. Output H(x,) =arg maxz w;, H} (x,)
yey i,

4 add (x,,y,) to DB

5. if H,(DB,FB)>t then

6. add (x,,y,) to FB, initialize FB

7 build batch classifier C,.; from FB

8. MSE, ., =error rate of C,., via the cross
validation method on FB;
9. MSE, =error rate of the random classifiers
on FB;
10. w,+1 =MSE, —MSE, . ;
11. for C;€C do
1

12. MSE =g D A= sl
Onlaloes,

13. w; =MSE, —MSE, ;

14. end for

15. if n<<{M then

16. n=n+1

17. else if w, >r’r£1{1 w; then

18. replace C; with C, . ;

19.  end if

20. end if

21. end while
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501 XBHIEESE
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() E5 4l S T B8 1k B A TR AR L BRI SR RS
[Fi) K540 58 1) B B A A T 05Dk 1 BB 0 B S A R
ISF. A8 3C3% A WIDEPS fil Auckland™ 4 m % 32
4 WAND A [6] 35 855 3 B0 A & 3 #8 . WIDE
F Auckland %545 58 #0225 67 BT BR 19 BE 44 N 25 0
B B 0 Sk AR AR A S BRSO BE AR S e A
K/NFEAE. 2 T A AR 123 P 28 U » AT 5 5 T i
FS #EATARIC - 2R 5 I — S 2o 0 B 0 3 98 A o %
T £ HTTP, o 38 IR 45 45 o & H 19 ) SCFF 78
25 BT B O HTTP /RS web I ik 55 4% &
AR SCA BN 2E. B SMTP F ETP, i T &
R i B R 3 — B s AT I 4 o 4 S B G o O
X [i) #2528 B . D3 A1 i SCBSR K /D 1 i
1EUE s A R SR AR T i 4 . WIDE 9 2% 3t
Hefy A 368426 NSEEE A R K R FEAS . 1 Auckland
Do 2% i 3 40 5 293 203 A 58 1 B9 45 I RE AL B O3
Sy 6 R IR, 9% 1) iR, CNT $d 48 12 %
F tepdump AL AR b R0 45 Hp0s K [R] B 8 X 1)
A OCEHE  ONT Bodls 42 440 5 123 280 o8 %Y
XT3t P 268 R A e S0 A T B A R T ndpi
P T B AEATRRIC - 200 6 Ff R FH 2SR, ELAA 40 A i
£ 1) R,



1564 Hom

¥ 1 2017 4

£ 1 WAND# CNT 9%
(a) WAND i 47 A1
L4  Source HTTP SSL  DNS SMTP FTP POP3
WIDE 275074 62101 24175 6433 399 244
WAND -
Auckland 126110 50696 82565 32360 318 1154

(b) CNT Wi 43 fii
HTTP Flash SSL ICMP QQ BT
site A 71500 3935 1818 365 263 147
site B 40206 1748 2271 213 654 160

Source

LLSITE S

CNT

A& K Windows 7, CPU Jy i %8 i5-
3210, N1E R SGB, 3T Java A Weka-3. 7. 10 FF
KPR eclipse-4. 2. 2.

5.2 iFfhfEtR

YR A SR PR RE VAl B W T RO 4R A5, IR N
FORBEAKEL AR m FoR. HIE TP RN
A i BEEARB IEH PRI ECH . TP, =n,. TN 3
SR AE ¢ (B B E B BRIC R TN, =n,,.
RSt FN 227 B @ 0 B A B B AR 10 i B H
FN,=>n,, 8% FP 5 B ML @ 1RE AR B4
WARCH L H  FP, =D np. AL B IR ITAE 280 4
8 R 17K COA) 45 K (Precision)  #6% %
(Recall)) MIZ54 PEM (F-Measure) B 5 A

TP,
=1

OA = —— (1D
>1(TP,+FN)
i=1

TP,

Precision - W (15)
TP,
Recall = ——— (16)
TP,+FN,
2 rec
F- Measure — X presion X recall an

presion +recall

R A HERR AR KOy ) SRR RE L T LR
SR s o S A = 7 S A 6 B A N
AE. WA IZE S B &R R R A F-Measure 3k
FORBIELE A N E R0 RE.

Sy T PFAk AR A B A A R 0 A R SR R
R (FPR) Flla i 23R (FNR) & DAl . 15 2 3 il 4
ZR g Rk ek 22 T A SR F I EE R (delay)
o 2 7 A I 3 ARE S BE S S PR AR R IR AR 1Y A8 AR 1Y
Sy,

FP,
FPR=—— (18)
TN,+FP,
FN,
FNR=—— (19
TP,+FN;,

Zdelay at each drift

delay = 20
eray total number of drift (20)

5.3 MR EBRVER

T ARV AE B ARSI T i, SCrP e A 2 4
AN T 24 T80 g A MR A T R R 3 E % T 3k A K
PE g, WAND 48 £ & 4 MBS B SR
Fe— Tl 48 PR BT Y U et B0 B E A R 4 5 10000
AMFEA (WIDE £ 46 U8 76 4 A & o kiR
80%.20% .70%.30%) . J& F & A J AL ;1] CNT %k
WEMAT 6 NS, BB E 8000 A FE A
(Site A B85 U5 5 HAK K A 10026, 80%, 6024
40%.20% .0) . J& T #i A 25 AL,
5.3.1 KU ARAE BAF BIEAL

T AT SRR SRR R I L R R
Fh T 58 52 2% BTG B G T ARR AIE . A SRR AR 4R BT 5
/N FLRT DA S8t B 5 3 4 B R, T DR
LR AE AT R RS DU . % SCR LA S PP AG £ 2
AE BT AL PR f5 B i B R AE AL 6 40 AL K
ZIN S 1) 35 (] (i) B R A B s 5 P K G LA R

nE 4 s,
1.0
- Ems 16 YO BEEIGL, WY) EEA I d, ,Y)
0.8
A
0.7
0.6 ¥
m Z
amos5 o n ¥
I i H -
0.4 == - »
J x v
0.3 >» i :‘ =
0.2 ' :" k . -"'-.
- P i : "_\:_x .
0.1 - s - e
0 o ¥ - =)
1 34 5 6 7 8
DTS
(a) HHRAECNT
1.0 - -
00 2AIGL Y)Y EES Ity YY) 2l (dod, JY)
: w r _ e .
. 1 = 4 =
0.7 L] . ‘x
0.6 =
m ~ =, b
4 0.5 I iy ks
I b - -
0.4F il i
- L '.\.
I I i e
02} ot I B [ 5 §
5 ™ [ N
0.1 VL zl B " E
0 =4 I B i :
1 2 3 4 6 7 8 9

TS
(b) HHEEWAND

4 ELZARAE S PRI BAS R
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B4 " LLE B RN S PR Y 1) HAE
BIG.Y)REKAK.CNTHIEENEEE [GL.Y) K
0.5~0. 8, HA&F5 Fa e » 1 1) i i (8] 18] B A0 4% %
W SRR Y WEAEE I, YY) I,
d, YO MR /NT TG, Y). WAND %44 1 545 4
ICs;»Y) K5 0. 8~0. 9,4 5] 1k i} [a] 7] i 45 1 5 P 180
EHY MEAER TG ¢ YO BT IGLY), 5
BRIt YDA R 0.2~0.4, T HAZE I, ,
d; 1 YOIETF 0. 1. 285 0k & A 2 3k B (8] (8] B 19 B
A XSRS E S (A MBI IR AE AN 32 I 45 1k
PR 18 % QoS ML 52 i o A 8] ip 130 1) %5 98 £ Ik
TR WG 56 9. T A% i T 1) RRAE AR M 2 L AE
CNT $udis g v . A4y m AR AE 19 H05 B 5 Bk 1 [R]
IF1) B 45 I 1 B A B A 22 R K, i WAND %085 48 o
461 5 1) R AE Y LA 8B S A1 T 40 30 3 A (] i) R
TIE ) EAR B I, SR RS 1 R 56 1 A5 5 1 0 4L
R ANFRAEAE A A8 23 52 8 A T R A
5.3.2 ARSI A (5 {EL

R A B S A Ty () L 52 A T 9k A P RE L R
T Bk BRI B (R 7. R FH R R R T R
O PFAk AN ] 58 (5L A 4G 0 RE © I SR FH 7 2 228 3R R

SRR I 8 E A RS 5 S B AR A AR ) B SR L 25 2R A
* 2 PR,

® 2w EE

\ WAND CNT

MO i Wk TRER R W FEER
0. 15 66.7 0 1310 0 0 560
0. 20 33.3 0 1545 0 0 1010
0. 25 0 0 1700 0 0 1280
0. 30 0 33.3 2320 0 60 1410
0. 35 0 100. 0 — 0 100 —

NFE 2 BT LA o B (3 0 58 4 AR e A
L S BE R 0. 25 B, R A s AR R 0, 3K B AL
- ) ST ) B, Y- X8 S 3R (R (2 i 4 s . PR
PEBE 0. 25 A DU % (59 i AT DA e AV 158 41 U 412 119
(i) Ff ST B4 /N P A 000 A2 3R
5.3.3 Kl H R

fi 4l Hoeffding 1 # 8 & 19 %1 1K /N 5 {8
1400, 5% 11K/ R 1000,1800 B 47 %F H » B iF
R AT, S5 R B 5 i, AWEL 5 AT L E
Y E H RN 1400 B 8 R I 7 325 AT LA AT 2% b
o 0 AR S R AL i AL S AR RN AR . NIEL 5 s AT A
Foth 2 R R 5 R B B (A R R

——W=1000
- - --W=1400
- - - - W=1800/1

0 8 o 32
AL/ 10
(a) WAND ¥#34E
—— W=1000
----W=1400
----W=1800

FEARL/10°

(b) CNT ¥4

A 5

0 A 0 5
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R AE IR . 7E & 5 Ca) Hry 2 i 1K/l 1000 B, 7R Suin- Z S PRSI E S IR ESEN bt s =
#ZIK 8000 Eﬁﬁ?ﬂ?“/l\b%ﬂ—i’v ﬂ‘]?ﬁ Dﬁd‘»”ﬁé%%ﬁ pmin+2><5minﬂ:‘u pi+5i2pmin+3><5mm’ﬂl]ﬁ pi+5i2

Mg K. L, 0 7 R AT BE R IR I SE 3R RN MR A5 52 P 3 X s N HE KA T MESIERS. 1 T DDM
M, AR 4% Hoeffding #1506 8 11 /N B 5 R 1400 HT oy R 2ok K I ik S IR 7% . o0 KAl il T4
SR . fEFARBBRATE KRS A &M ETIF
5.3.4 Kl Jr ik b g Bl PR S B 3 O A B A A Y iR k. S5 Ah . i T

B 6 R T R I 7 e 5 Fdrs B Ao A A v R T R A TR R AT TE 22 5. i 2R S B ) R
K 75 22 (DDM, STEPD) ) %} b 45 5% . DDM™ #i1 AE XT3 15 5 117 20 B30 TR ) S5 A X A PR e, AR TR

STEPD'* )y ¥ I T 36 4 S 6 460 0y . T 51 028591 o A ) 3590 4 AR K 1 22
5t TRERE 5 P A,

DOME &k Faaee Kol J7 ¥ STEPD 55 DDM FUA A 44 . 3%

STEFD} 0 o o 0 < 7 R P R R 0 RS S 3 L e

Entropy ¢ : . ] O A L 90 6 S SS90 T 0 B

comenbeeel T s AR A I 4SS O W AR

AR 10 A 0 43 U K 42 ) 043 2 o R — B

(o WANDEAER A SF 9 0 O 2 2572 Al U o O 2K 2 M

S T STEPD Jy ik FUBLBSL ) o 38 000 1 50

sTERD] 0 s e oo o o B Tt T A K B AR B 0 0 S R AR L

N SR L5 5 — 7 10 8 T 2RV 6 4 A

O I s I ey N K 25 B0 DS 5 RS A 17 L T

©O0S IS g DM E 43I0 D S R B ALK R

(b) CNT¥cHi 4 W 2. 55 45, DDM Al STEPD 4 /& V2 8% 46 I Jr 12

T BRI L 5 B . R £
AR 0 7 5T 537 2 0 50
WV 6 T i Entropy # 7 ik TR g g g i it g 490 12 4.

&6 ATy i L £

RN P 2% A S TR AS i DDM ORI STEPD #0075 5. 4 paesyif

BATTER S VAR A 0 AN IS P4 B AS 5 41 depevkgss

K. DDM HE & P A% ko I i i 3 350 73 26 4 10 i R D) 2% 375 6 HE 430 i 2 i i) 6 55 725 Ak 7 A W A
Do ABARIEDE si=sqrtCpi L=pO /O ALK gy g g | U 30— BSAE 16 5 7 3 4 40 5 MO 4 9K
PEBES TR IR OL T o W REACK BOIMINT I 75 pty 8 7 42 T 7 A K I [ 2 55 7 2 i 3 2K b

IEARAR /N s e 2 — AR AR B2 & e, SR FH 5 FP A ) B9 45 IF 36 £ 7 15 2k B CNT Al
SRS p Ml s 23 B RIS PRI R WAND B0 2 08 4E 45 5 FSEN Jr ik b 45 % kb
H MR i B s FUWTRE R AME S TERS . B I LB A 1 4 T S A I 25 DL I S0 A5 251 ) 2 24 o
Pitsi < Puint S W T o F s 3R pon T BRR L PRGERANE 3 R,

- SRS
CNT1 CNT2 CNT3 CNT4 CNT5 WAND1 WAND2 WAND3 WAND4 WANDS

FSEN 96. 2 96.5 96. 4 95. 6 96. 5 97.6 99.0 98.7 97.7 97. 6
FCBF 92.2 95.0 92.5 92.4 94.5 96.5 94. 8 96. 6 93.1 91.9
GainRatio 92.7 94.1 90. 9 92.8 4. 40 91.6 88. 8 19.9 89.5 91. 4
Chi-square 59. 6 95. 6 90.0 95.5 95. 6 96. 9 97.3 97.5 97.5 97.3
InfoGain 44.3 77.5 76.1 94. 6 28. 4 96.0 96. 4 97.8 96. 8 97.2
CBC 35.5 13.0 13.5 5.5 18.5 47.0 97.1 90. 0 95.3 96. 3

F 30 LLFH FSEN J5 7t CNT #1 WAND BE 1 W RRAE 7 55 L B R R e R B AR B e . 5 H:
BRSNS KW RS9 E T 5% M 97% ., A N A4 AE 2 4 5 B2 A0 FE . ESEN 5 B 19 7 7 SR 4 5 HL
FSEN Jy 238 3o £ i 22 ™ A 8 8 7 v 3 B vz 1k Fa i o 1 HoAth 45 E BE B8 7 15 1 2 R UE R R AN KR E
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PR Ry B AR AIE 0k B B 1k 5 B 0 VR AR 48 bR o —, TC T
AT AR R T4 HL T R A B A ) & A2 AR A
2 HTAS F R A 5 JC 35 38 B XY A A AR A A A
S ANERE T . FSEN $RAE 26 £ 07 1 3545 19 45
fEF R 4 FiR.

x4 BUETE

i i AT 3 A

Avgsegsipe TIN5 1 6B 1 C 3 LR
—See-siz 5 IR IT I

Init win botes PV EURZIE IO T4 80 OB P30 91 28
—WIDYEES Sy R i)

Date ot gime VB LB IR — A4k 2 2 0 4 i
—xmit C P o IR 25 388 05 D)

FSEN FikE £ #5 f5 09 F¢ fiE £ 45 Avg_seg_size,
Init_win_bytes, Data_xmit_time. Avg_seg_size 3
IR YIRS AN TR] 08 7 AP X B R/ 22 SIAR K 4
i SENTOREEOEe NN i NS TR 1 B R L L & NS PSS
)1 24 B R /N AH K8 /)N 5 Init_win_bytes 378 ¥ 4k
T RG89 7 19 8, Data_xmit_time 375 It 7 22 1)
6], 7T DA MR AE 1 4 v B R AE Dl PR AR AR 5 L Ly
HE Z [ A TU 4y » 2 W FSEN Jy i 7] D) 4 1 2 4> 4%
TEZE$E 7 1 P 3 B vz AL BE ) I R A 42 . A
RS R It 1 0 28 v i MR A B AR ) L
5.4.2 RN R

AR CA. 5 YL SRR AE b B o Kede, JF H 1L
B ACED J5 5 WACE J5 i AE I 2 8040 22 K/ A
[F] 16 B0 T 1 0 20K B2 I 7 fi 38 1 90 46 I 2 4 A
2000~12000 i, PRl 73 2877 35 1R RE 1Y 22 5. 45 R i
AN YA I 2R A 80 B A R ACED Jy 6 1 43 2K
JEWI 5 T WACE J5 . M0 i A4 %0 H iy 6000
B A A UEf Rt w8 iR T A [A) 4R L4 AR B
HXF 3 RACR W52 e, o3 23 8 H A2 A N 3~9. 45
SRR WG I 3G 04 o 26 R i B H AT RLER s
KA, M) th oy a8 H o 5~7 I,

100 —

‘ ‘ ‘ —2ACED
99| -+WACE
98| ]
97t ]
C\\“g6, 4
= | ]
:‘@90

91}

93}

92}

= I 5 8 10 12

e NAYAUN
B 7 rdsgmd R/

100

99

§97 A/A/A—A———A\A\A A
)
o 1

94 1
——DWEN
o3l ‘ ‘ | =9—WACE
3 1 5 6 7 8 9
REEH

8 RLAEH W

SRR T LLGA B 97,7 Y0, T SR B 0 4R A
oy B H L BT 23 B AR 23 S ME A . R R oy
FASBH E N 5.

5.4.3  SrEuEmhE

YR 2 0 FH AR 2R B 2 L HLAS WA 1 O g g
25 7 T EB B RS 1 B9 48 47 S R AE L AR AT Ol R AE T
FIMGE T 7 AE B I R) PR 0 AR 2 kA S T
B Z R ZR 0 43 2 e AR ME S FH T 24 i A A 25 ], fiff
13 or PR R Z T R L R, 207 B 0 ) 2% AR
TR0 40 2 7 1L 2 4 B AT 1) 4 S PR . AR SO B
a2 (Accuracy) Mgt E TEH (F-Measure) 3Pl B 3%
532 PERE. th T 7E By 2R A% rh R B C4. 5 1 53
RACRET BT UAS S AT CAL 5 A B 4025 4
3 2 (ACED, WACE™ #1 C4. 5) 47 %} He . 43
HPEREMNE 9 FrR.

B9 BT O, ACED 589 43 250U B fa w8 1 A
SRES. AERIIN B R R B ACED B3k nT Db 1
OB g R B BT HA S 2. Ky ACED 5%
A I B A IR A R Ay K L T WACE 4325 4%
R A5 [ 5 Sl A B30, 255 R & ACED S8 7k AR 418 45
B PR RFS 2 5) AHT PR BE I U £ JE B 2T, PR R
Gy2EE% T DL R R ME A AL A IARE S T S A
FER AR, 1 WACE M 48 [ 5 J& 30 8858 432
A o T B AE O T 22 ] HLR OR8N B AR IIE. T
CA. 5 Jy R EHTNGRor 264 O 80 A D7 s A,

I3 FEUER R BB LR A TR 38 A Bl 4 1 1 RS
JE AT BAR BB B B o S MR L [
TEAA N b A28 H A A 2 R A 3L
S0 24 4% A L B AE A 0 A AN 1 5 I A A B
FHZE ) b i U SR 5 ) 85 %2, F-Measure JE 25 &
HUEZR Precision fIf 4R Recall 50— 1N54E
PEMFE AR 2 F-Measure %5 m I W 356 B J7 2% b 45 2
A8, 22 A5 TP F-Measure UNE 10 Fis.
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91l |—+—WACE |
—— C45
1 | | | | | |
9 5 10 15 20 25 30 35 10
FEAHE/10°
(a) WAND ¥fi4E
100
i\
[\ WAN
ssf-fy
YA
90} l\,’ ‘l ’.‘/ \\
v b
;ﬁ Lo
g 85 v”,
2 :
80}
75F [——ACED
—+—WACE
——C45
70 T | | | | | | | |
0 5 10 15 20 25 30 35 40 45
FEA%L/10°
(b) CNT $uii s
B9 srZRuER SR
F-Measure on WAND , 100 F-Measure on CNT
TACED o OEEETe T - Z=IACED
100 ) [F.=.-ACED i IWA(,.].x 45 ol A T =S WACE
i w 1 = - H -__{_ -'!'T}TCA.S
90 1 ] 2 . ¥ 7‘\. 4 80 - -'3 -‘R:
HU b : L e
S0t ._.\:.E i i i { aeeed 70 ; EY :b-: =
-7 it £ E SN . AN Pt
= 70 Wi J L= EE =60 - 3 G
£ 60 Wi S 5 ; gt IS :
5 L: : P - Z £ e Py ERE i bkl ]
Y ki BEow 7 50 ] S b
g 50 w1 “ PIRE bl L + HE
ﬁ‘ W :3 R 240 - o B0y
T 40 o (R W (e SR I Y H s I
) - :g i - 30 B 01 -‘R: :.-; _::E
30 N Y O s W g
wie il WF SR L 20 o : siez ik
20 1 O A i I : . P BN T
10f= b A 1 o N R o] - : T TR Y T B
0 A N 0 ] AR I N
SMTP DNS HTTP POP3 SSL HTTP ICMP QQ  SSL Bittorrent Flash

(a) WAND %4
& 10

F-Measure

(b) CNT ¥iEsE

MIEL 10 AT UL, ACED 733 g 78 B4 28531 119 7326
HERA AR i T LM 2 48 i TN ZRAEAS 19 2R 5 A
A7 A5 A BIRE AR H X R AR A IR
FEAKCH 78 2 o 43 25 0 Wl SR 35 5 T AR A 0 H
S RCR AN B 25 T ACED A LU AR

b

241 POP3 . ICMP Hi Bittorrent [ 43 2SR
5.5 SERHE

3R G B S AT LA S G b R ) 4
1520 o SR BB B R 1) o7 %o it A T R i R
I3 BT Entropy 5395 16 I I [R] A1 73 28 4%
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SEOHTH ], SC A E R 30 R K 11 fiR T
ACED 537 B 0 #6 0 Bsf 18] T 454+ A AR 48 30 B 49 3310 4
F(10000~80000) , & Ft 45 14 K- .
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: l
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£ |
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L [ ke
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FEAL/10°
11 i

AT 11 0] DG H o i G 100 B[] it A AR 50 1
2 LB B T A 0 2 A I 10000 AN A A (1 i )
230 1. 6. B 12 3R T ARG /N 4y 245 5
Bt ] VI ZRERFE FE 23 3 4 3 (2000~12000) , 5
L 3 K

25
2.0
<
=
15|
=R
e
Lo
X
05 ]
—&—ACED
—+—WACE
——C4.5
0 1 6 g 0 12
FEA%/10°
[ 12 432840 TR )

ME 12 8] L F H ACED fl WACE J5 8 16 4>
e HOp ) BB R s T C4.5, S ACED #
WACE J7 i 2 5 7 ik B o e it Rt v Bl 7
ZA~ 5y 4. ACED Jrikm T WACE Jr ik &I
AR B0 A5 o AR I B TS 50 bR BB R B 1Y 43
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sensitive to variation in traffic data, leading it difficult to
keep a better performance. Meanwhile, class imbalance and
concept drift affect feature selection to obtain stable feature
subset. Therefore, an embedded feature selection based on
selective ensemble is proposed, according to the selective
ensemble strategy to ensemble part of feature selectors to get

a better performance than ensemble all. And then through
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the combination method of improved sequence forward search
and wrapper secondary search optimal feature subset. Finally,
the subset with highest accuracy is selected as a global feature
subset. The proposed algorithm can eliminate irrelevant and
redundant features, and improve the stability of feature
subset effectively.

Moreover, a metric of stability is introduced to measure
the feature subset, the metric of weighted occurrence frequency
is used to evaluate whole feature subset, and it can deal with
concept drift effectively. Experimental results show that the
proposed algorithm can reduce the complexity of feature subset
effectively while ensuring the classification performance, so

as to achieve the optimal balance of the classification

performance, efficiency and stability.
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