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An Embedded Feature Selection Using Selective Ensemble for Network Traffic
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Abstract  The problems of feature selection metrics single, class imbalance and concept drift
exist in machine learning for network traffic classification, leading the model complexity increased,
the generalization ability decreased. Therefore, an embedded feature selection method based on
selective ensemble is proposed, according to the selective ensemble strategy to ensemble part of
feature selectors, and then through the combination method of improved sequence forward search
and wrapper secondary search optimal feature subset. Experimental results show that the
proposed algorithm can reduce the complexity of feature subset effectively while ensuring the
classification performance, so as to achieve the optimal balance of the classification performance,

efficiency and stability.
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A4 Data . Traffic data sets

FRHE k4% T Five Feature selectors

BRE T 5 Subset : Feature subset

¥ 4£ 4 F: Features in subsets

i s -

L R E T-42 Global feature subset

1. for data in Data do //Part 1 Selectors Ensemble

2 forzin T do

3. Subset Loptimal] :=FindOptimalSubset(data 1)
4

end for

5. B:= Ewvaluate(Subset[ optimal])

6. Bltop]l:=FindTopThree()

7. FN=F{pltop]}

8. return F //Part 1 finished

9. repeat // Part 2 Secondary Feature Selection
10. for fin F do

11. Subset := GenerateSubset(F)

12. 0 := Evaluate(Subset)

13. Subset[ best | :=FindBestSubset (Max(0))
14. F—=f

15. end for

16. until FE & || 0 [iteration+11<<0[ iteration]
17.  Subset[ global]= FindOptimal(Subset| best ])
18. end for

19. return Subset[ global] //Part 2 finished
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properties and application itself, and sensitive to variation in
traffic data, leading it difficult to keep a better performance.
Meanwhile, class imbalance and concept drift affect feature
selection to obtain stable feature subset. Therefore, an embed-
ded feature selection based on selective ensemble is proposed,
according to the selective ensemble strategy to ensemble part of
feature selectors to get a better perfor-mance than ensemble
all. And then through the combination method of improved
sequence forward search and wrapper secondary search optimal
feature subset. Finally, the subset with highest accuracy is
selected as a global feature subset. The proposed algorithm
can eliminates irrelevant and redundant features, improves the
stability of feature subset effectively.

Moreover, a metric of stability is introduced to measure
the feature subset, the metric of weighted occurrence frequen-

cy is used to evaluate whole feature subset, it can deal with

concept drift effectively. Experimental results show that the

proposed algorithm can reduce the complexity of feature subset
effectively while ensuring the classification performance, so as
to achieve the optimal balance of the classification perform-
ance, efficiency and stability.
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