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Abstract  With the wide application of deep learning, the development of identity forgery technology is
more and more rapid. At present, face forgery has reached the level of fake to real, which can generate fake
videos with real facial expressions and body movements. In addition, various fake images and videos
spread rapidly on social media platforms, which directly affects public privacy security. What is more, these
fake images or videos have a significant impact on national security and personal privacy. Therefore, face
privacy protection should be paid attention to and corresponding measures should be taken. Recently, more
and more people begin to devote themselves to studying how to prevent the abuse of identity forgery tech-
nology, and face identity privacy protection has become a current research hotspot. Therefore, this paper
describes and summarizes the research status of face privacy protection from two aspects of image and
video anonymization methods. And this paper classifies the face image anonymization methods from four
aspects: the anonymization method of image semantic modification, the anonymization method of image
semantic preservation, the anonymization method of visual recovery, and the face privacy protection in the
process of deep learning. The anonymization method of image semantic modification refers to the differ-
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ence in visua effect between the original image and the image after anonymity. Semantics-preserving im-
age anonymization means that the visual identity information of the origina image and the image after
anonymization are the same. Visually recoverable anonymization means that the anonymized image can be
restored to the original image. Face privacy protection methods in the process of deep learning generally
study the impact of detail factors in the process of privacy protection on the anonymity effect. And this pa
per classifies the face video anonymization methods from two aspects. the video anonymization methods
focusing on facial region privacy and the video anonymization methods oriented to biometric privacy. The
video anonymization method focusing on facial region privacy aims to generate anonymous face videos
that are different from the original face, while making the anonymous face still retain other identity- inde-
pendent biometric characteristics. Video anonymization for biometric privacy refers to the remova of
physiological signals to achieve video anonymization. On this basis, this paper further introduces the
widely used datasets and evaluation criteria of anonymous algorithms. In addition, this paper collects the
experimental datasets and main evaluation indicators of representative anonymization methods to facilitate
the subsequent research of researchers. Furthermore, this paper compares the experimental results of repre-
sentative anonymization methods, and analyzes the reliability and practicability of the existing face ano-
nymization techniques to generate face images. With peopl€'s attention to identity privacy protection, face
anonymization technology is more and more advanced. However, this paper finds that although some
methods generate good visual effects of face images, many methods have higher requirements for datasets,
and the generalization performance of the model needs to be further improved. As people pay more atten-
tion to personal privacy data, this paper puts forward the corresponding research directions and prospects
the future research in this field. With the continuous development of technology, privacy protection re-
search will become more and more popular to prevent the malicious use of deepfake technology.

Keywords deep learning; identity forgery; privacy protection; face image anonymization; face video
anonymization; public safety
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TERE G FL A R A TE 1k RE A SR TP 19 A
HURZS, AnCoBR AR 25, 3 nl AE T EOR L AR
FAEEE. N TSR AL, Chen 45 A1
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e AN UL BT S AU B AR RS, TR 3
P B AR BRAE S ANt B, RIVIE i 2 BRI 2R B
H T IIRIE R DU 5 P e i H AR AR
S-SRI E. R REE X A A o 4 AR B A
ST, AR R T AR H A U R I
V5 B8 T A 0 0 R E Oy 3 ARG i HAT A7 R

AR 18] A T R B A I 44 1k 07 1 e i
R BRAEBRA 5ok S BT Y B 44 AL PR, SR B Y
B ) A ) R RS R IO L0 B 44 AL D7 1P FE )
AT — S e 7 2 BARIR B T NIl ERACR, H
RZT7E8 e Toik 58 4 R d — A BB G 15 8.
P, A RO A PR S MR TR B 4 A 55—
HL B A M

4 HIEEMRBIEESIT
FVRT . R BB (R0 0 o DA 1492 TP

P Bk 7 E B SE LI T AT, AT AT E
2407 R I NS R 2 KR G R % UL RS 44 4k
TEARTERR, TTIS R BB & 7 vk i S 05 1 e I
gE ) BESIFPEM AL REDL S5
41 FREEEEN

TRV AT S5 b, BRIk — M AE 0
s DTN gherAh . BFoE B TR A AL 7
PR R ROR, e B ORI R IR B S I TEA
J B AL AR P ik b B AR R R — R A
GALN, XU IEARE B0 A JG. HR5 b
PG 7 55 A G S8 25 22 B R 5000 S X B Ry i A
RAR IR . AN A 8% H o B 4 LFwWL®
MUCT™ | CelebAl® | RaFD!®¥  WIDER-FACE®?
Je F R B4 FDFBY . UNITOZ,

LFW ( Labled Facesin the Wild) A B4 i
S [ T 5% 1 FE M 37 K2 BT BR300 S T SR LA o S
U a R SE AR, S H AT S TR0 A F IR A 2 —.
IZEE R B R X R TR T AT I A R
B, ANRFTZ BN M ARG LS L EZRE, B
(NI A7 R0 0 AP 1 1 O, PR I S e 3 A K
LFW Hdis 42364 13 233 ik A MG EIMG , A5k G 358k
FRiR XTI A4, o 5749 A, H4AKERI A
A —skE . Hh 28 R IR aRE, (B
DR AANRE R

MUCT #4848 i F35 20K T 2010 4F & A7 , /&
— AN FEHT B e NG E, EhakE
BALE 76 A GBS, FEFPIR . AF %55 7 1 22 9 Hh i
UNEZ =S

CelebA ( CelebFaces Attribute ) 2 7 itk i e k2%
AR Ao N DN R B 0 € SR % € ey
T 10177 N4 AN B 15 202 599 sk A& /-, Hirk
ok R AR TR ERRIC, & N AAE . A
R RRAE 25 AR bR DL S 40 A JEPEARIE. H AT, CelebA
PR 1z T G TSR s I 24
Frh, AR R PERRIRIIGR . ARG I 25 LA e A
NG S S5 bR 10 45 T R A LR

RaFD A B4 45 T 2010 4 py a7 22 147 7y
KEFEA, MBI 8040 ik K, A5 67 AMEE, 45
J 20 AN BYERAEN . 19 B AN LA, 4
HHANBE . 6 KA NL . 18 ZEEWKEF I AE
N, FFHZBREAS 8 MR, BIfiR. %,
R PSR ARG . RS, R
HEE 3 MAFBTEM M, HAEH 5 MHILAA
EESR AR E S 3

TP SR F IR 1 WIDER-FACE Ui 5 &



11 1 PHEES: WIS RAARY . A S5 ik 2445

ERTIE RPN R SRl & % €/ s N ]
32203 KK A A1 393 703 sk A, Hid AT
AR R ARG A I 2R 2R 1
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N TN B AT PN 27€/ % RPN S S I
AN FAE RS, B4R WSS il . IR F FE A
FUANE A DC IS TP 4RI, TEARIE L IR . B8
PEIAG TS S5 0 T 05 30 424y T HLAT R ) 2R

UNI dadE & Patrick %8 AMCEER) 12 004 ik =
Jo b AN R, T PEAG 45 b G DG B8
o RO HERf . I BIRES 333 £k HE, B2
R WIET IR A AE 4 3] 78 k2 Ja], 7 RIFAEIR T
L 1200x1600 fY 43 HE 41 45
42 EIEZW T EIERENT

KIE AV AR BB s, —RRE T
Py BE 2R R bR, B TR0 55 v I 7 B 44 i
G B M REE—H; 55— ERE TR, R
JH SSIM S5 5 1 P 1 44 A el 5 vy P 450 Joi i

(1) BhEABCRIEbR A

2018 4F, & AE B P T B AR T
ArcFace® A IR A5 . 75 SphereFace!® SL il [
WCHE T X EAE [ R T — A AU AR R R R, s A
[F) 2 00 P 0 5 1 TR IS, 4R T AN TR 28 ) ) 25 5
ArcFace tRAIMERE R . &) Tamfesisl, HE ML,
YRR, Z AU T T A B 1 44
BRI PR AT 55, R T MG AR AIE 1) e 1 B
F W B 24 B 5 S h A2 75 [l — B A7

IntraFace!® 2 % A JEAf B K2 T 58 B3 83 TR0
— g AR T R R B R X — R SN G | AR
fai 5, AT DAER BETFHL L. HAT IntraFace & ik
WG FR & 5 22—, v HERT T 49 AN e A
TERE 4 B MAZ BT, IntraFace @& TR 14324,
W 5 1 A A0 A AR SIS, PEAT AL BRI 45 .

(2) PR TR 38 bR A

SER A IPERS AR SSIM ( Structural SIMilarity ) B
P A R 2 BRI T 0 g PR AT T S 56 = 4
R A4 AL ST B DR B R LR BB S A
FEMR 2 [ B ARDLEE . SSIM M FERE . XF o B g ) =
AP HEAT A, SR A LR T -1 2 1 4
ik R — i —FERf, SSIM MU{E%E T 1.

27 ) B EME AN T AHALLRE LPIPS ( Learned Per-
ceptual Image Patch Similarity )83 & fff 19 i 4 fiF

I PG ARARLEE 2 — i T 1 A PR R P () 254
ARLPE B FE bR, AN [] DX 28 245 ) 0 7 1 R 1) JE R R B
FERT, SSIM F5hr AT REZ 5 AN RBRAIA RS ie,
MHHZ T, 3T 5 ) BB 2 AR & A
ZEHY N LPIPS F {8 I 2 /s 79 7 [RTABR AR B, B
= LPIPS BBk Pk IR 25 5 K.

FID BE #5754y ( Frechet Inception ) B/l & ¥
AEHEEE TG 2Z (BRI ) B 4, B3 B S REAR
A AEA AR R IEZS B TP A BE 2. FID MU 4R B4
AT AL DT AR IE T T8 Fe A £ T 24 TR B AL
XA GERRAE ST A Inceptionv3 ER 4 FSAE AL 44
RN . BARK FID 43803 s A EG 5 A B4
WAk B R G A MR P s . SRR, 7
BAFEO T FID 15345024 0.0, Fa 4l RG]
FID Zr8 )z H T 1Pl B Az BBt 9 48 A= i
EUR BT, AR 3805 o B i R A TR = il
O, SR, X SERE 38 A o2 HR PEAN P 9k 18] A
AIAFARLEE , T A& P AN AR A RLUEE . TR — A A
AP (CREBERNE ) Bk, FID
Fl SSIM [{E T g A 22 1R £

ROC ( Receiver Operating Characteristic ) 4k
N2 B PR AR 4, 2 S WU R e 5
BRSNS, ZM & R T HEIAE S
fril ik, HT X ES 58N, JERANTEHH
FIEM AL T GE 7. ROC I ZRFE =S 20 I ff )
WER 3O . AUC (Area Under Curve) A
ROC £k 5 A brfl BBl B g T AR, S — > S
FIPEM bR, AUC BYAS & MR AR S h BEALE 35—
D IEFEARFIAREA BRI AL IEFEATR 43 KT A
S RMER. I, AUC OB 1, HAAR
PEREMLE. — R BT, ROC kMl AUC {EE #
FHEXT b e 24 i e A B8 8 S 45 22 A ]
FEVPAE L BE PR 28 AT PR A o B A A6 2 A5 L2298 70,

AP ( Average Precision) 545 -4 [a] K dh £k
TR, MAECK, BOAIMEREELT. MEReEILEY
BERINEAE A MR (R) MK MFE, K (P) A
WS RFFTE— DB WAKCE, i RR AR A B A A
HRENIRZ P AR R EMNEE. AR
( Average Recall ) HISE347 [, Xf F A A9 38 I
te (10U ) B R A3 B3R F SR SF- Y.

L1 ( Manhattan Distance ) FH& Xt b w65k & R (1)
AUFREE, BIXTE R BAE R R EE, REHIA
ZEE IR AT RN A RE R LI B WR ik & —
Bi—#E B4 LLEERN 0, )R 2 LL{EH S HE R K. L2
( Euclidean Distance) [AI#f 2118 E M2 1H ,
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PHE o BRI, AR YL, L2 FESSARbR R Y
RIPERAL, AR L. S IER A Rk
AV AR P DA L BRGS0 BHR b Ay T
FORMN, L2 B 20 [ AR Lk,
43 ZWHER

ARSCNEA J7 1 vh e — LEAR AL I O Yk AT
RPHC: FETFA OB 4 ik (iedE DPBY) | 5t
FHREEMA 7 (IEfE IdentityDP® )| S6FJ@ 1k

M5 % (CAE SBPUIEA K-F) | Wit ;9 258wl 1R
SRR RA B B O i (e e RITEOY D DM A
MEMIZ2) 3o B2 2 AIF 5 R 4 B A G 5 4 T v
(icAE DF) LUK AR 90 B 44 4k 07 i (icAE
CIAGAN!™ | AIGI™FI JaGANI ) |

T2 T R AR SO 25 FAR AL Ty I 0 SR 45 AT
O3, Ho PR TR B A0 4t 5 SRR A R B 2
Je A KOy B % L2 2 F1Z 3. DP Y
¥ "fdi F FDF $de 421125, LU WIDER-FACE %¥s
VAN EE A L2, FE B 44 B A 0 A ASE

*2 RRUFEXERAT

Hkem Fk % F ] FHH FEIEAG T bR
TS DP 134 2019 WIDER-FACE!® APgas, T (0.959)
IN2:4:9 CelebA-HQ!®®! SSIM 1 (0.7808)
BT A IdentityDP™® 2021 CelebA-HQ!® PSNR 1 (0.908) FDR1 (0.997) SSIM T (0.8606)
- ssp 2017 MucT!™ PEBIHHHR % 1 (0.901)
e
K-FL 2018 CelebAl? JE P JEUER % | (0.28)
- 2019 CelebA-HQ® FID | (110) LPIPS| (0.17)
CASIA-WebFace®! SSIM 1 (0.87) user study | (12.2%, 2.7%)
S _Ho'®8
PR E . o1 CelebA-HQ LPIPS | (0.062)
CIE/E) CASIA-WebFace!® SSIM 1 (0.902)
CelebA-HQ!® LPIPS | (0.35
Mfm2 2021 Q + (039
CASIA-WebFace!®! FID | (28) SSIM 1 (0.95)
NS OF 72 2020 FaceForensics++!"® AP ..o T (0.990)
B coco AR5 1 (0.443) APYS ., T (0.408)
CIAGAN!* 2020 CelebAl? FID | (2.663) LPIPS/| (0.221) SSIM 1 (0.718)
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J& 24k 14 cc-By™ FVD | (59) 1IDI 1 (0.48)
JaGAN!4 2021
FDF4 FID | (1.97)
#z3 REMFEILL
ik BT L RNRZ AL
DP, 201911 i U-Net BRI B #5515 B ANl TR G %5 5

IdentityDP, 2021

RN S AE At ] 28 51 7 B 15y
RAE LRI BB 5 5315 B
HF Delaunay =il ME A shgidds

B 1k AR R R BT T 522

SBR20IT vt R S O DO EREROR

K-F.2018"  {fi/fl Carlini-Wagner L2 Beik IR MMEFS A £640 5 538

FIT, 20100 S M WA RIS B E A 1 4 AT ORI I % S 1 5 1L B 7
DIIM, 2021 3] A &1 2 by BB B 44 A PS4 I 10 % 04 B

MIM, 20207 | A RS B VAV A I HORE S A ST 2RI

DF, 20207 {1 ALK BRI 44 A RAME 4 o 2 58 F bR A 0 B

CIAGAN, 20201

AlG, 2021
JaGAN, 202114

I AR B L R T ) 2%

1B 173 S TG A S AL B 173 19 115

15 073 8 A T A R AL A A 52 R B 103 B 44 A
Ao M AN O P sl 2 () ] {5 B

2 BB A B SEBOR A 1 2R

AR 2 RS IR B 7 1) DA
16 52 0 75 AR AR WS 22 18] ) B ) 6 G AP WL 19 14 5 e e 2

O DP JriEAR S bk,

www.github.com/hukkel as/DeepPrivacy.
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FOTL I E A B dE—2H FaceNet U457
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I BAL G )5 1 TC 1 VA B RL B S R AU [ 82, e B
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£ N SSIM A T 7t

SBP J7 ¥ {fi il MUCT %t g2 PR A8, 78
IntraFace 145l 43 JSHE R b AT PE T 4. SEG 45 R
Tl HUERIE o E) ol (RIZet: ) BN,
25t LA =M B BG4 R EE (R ),
WG e (RIS ) i PG A i 7k ol ) b 3R 2
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FEIMRAE IntraFace il GCOTS Y4y, Scsh Rk
B: SBP JfANid H T Bl A B0a 2 1 A R 1Y)
PEREE, 2 HHBLEIR A B | 00 2 B S 5 DL
WK 6(b)rn. X K-F iskin, K-F o] LIl
ZARIEMIE S, — A B0 T 48 A o 5 R
SR A AR . SCER[19] % He 3% i 78 3 i A ]
JEVE R B & AR A/ 2 MER 5, LB 96%H A
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FIT 754718 CASIA-WebFace il CelebA-HQ

@ AT FAUHl, https://github.comvl aorejalface-identity-transformer.

Bi S H A IR A LPIPS, SSIM K FID 2454k, 1T
PRI MR A ). LRGSR EoR LPIPS F
SSIM fHERIE BN T AR, Bk FEsnk. 5
DUIRE 76 28 08 AN [R) 25 A5 A 55 0 TEAf AR 28 A1) i AN
LAY RE S T, HIBAR ST AMT JRAITF5E
X A AT AL (R P A R ), Zok
AMT TAE N G HCEEAS [m) 25 0 A B W 4 RS R PR
NI USRS Rl —A A i 23 12.2%
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05 1T UAE 25 58 AN [R5 B0 A AN ] 10 A
NI EME, HRH A B 24 UG AR BLSE. SR 22 (&
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MEM 2 — BT 0 35 T 45 1 4 i 4 0 A L) 25 A 22 1Y
YR E RALRAF T, REAEARYE AN IR 14 B 2R A
A e i) s il B 44 AL R BE . 2 B 4% PR 1) It N 2
PEJ7 T, MM 7E FID Fi1 SSIM $5 45 H 025 SR 0 T
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F LG R AR MG R hn T 12.9 4 FID &, AHLL FIT B&
KT 82 FID (1", FEZ N EHAIHKGLES
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AT E VA EUSRCR AN, e B 5 A3k &
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AN . RS ATREASICEL, 4nlE 6(c)(d)is.

1E44 Deepfakes i A FH T = 2= 000 i) DF J7ik
o, A ARG B — AN A X ORI — AN TR IR A 52 A9
Y RYRRA R I 2k Faceswap £, #8 X 4 445 4 A 1]
BRI B X ISR Y 1. % A I i
) N PV GRS SO | il i 1 44 1) NG TR
PEAT SR AT, PEAS A S AL B AR, SEERER
A 480 167 T P9 N O B o555 D 2 G G B o A L
w, HAG SCHE SR AP(EY & T 99% , AUC 2k
R B THEH R RO, BARE & S BN EME
BeAT B B A D5, (HAR 2] LALEE 40 21 H b
AR, I8 AR i 5 0 ERT fE 2 B
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HMe, XTI ER S s VR TR B AR 55 A AT R Ak
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AN BE 44 PR B R TR LT3R B 100%. R
CIAGAN 1T DIAE L ZRER I FE 24 A B, (H AR RL
R ERZHEAEGAK A, AN JEERE Ik
A5 AIG J74F FaceForensics++ 5 H 45 [ imjiat
B 24 A I AR, SR A AR R T 44 N 3R
1 BB H A L ARANAR [ B A R
AE 08 14 75 B4 A9 B 1) — BobE . i A A E— 2 A
CelebA B4 i1 CIAGAN F1 AIG J7iEE A
i) FID, LPIPS & SSIM f{{E, % CIAGAN 3
Ui, AIG JrkJRIEL T NS IRCR. JaGAN JrikaEfs
FEALATECHE 5 1 A 5 D s A B AN [R] 1) B 44 N
JG:, 32 P BB P 0 005 B A A4k R A B
(FVD 1 1dl) L B it 22 Mot i) st Fa] R O ;G AIBE 54
. LIS IR R E 24 AN By AR TR AE i (] R 4E
A7, FFH FVD 18430 59, Idl 15434 0.48, H4{k
BB, o 1dl Sy SR L2 5Py BE S Y oy
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HERRIEIR T — DI, Shas . Frekis b i
WA, ORI TS NZ B R EEE, ¥
RTHErEEERE, WD ANRFAZ 2 i AR 37
K THHIPRA. S IERINE, B0 Oh i BoR 5 R A
NN A e S Tl i U D 0 0 /A S N
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(1) 55 T AR AR R

XTI ARSI RE S, B AT
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D CIAGAN J7 4%tk https:/github.com/dvl-tum/ciagan.
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more attention to the protection of public privacy security.
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rity and even world order. In addition, people need to take
more measures to protect face privacy security. In recent
years, the universal method to solve this problem is the
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information should be weighed. This paper explains the
concept of face anonymization and illustrates the model
structure of representative face anonymization methods with

Computer Vision and Pattern Recognition. Las Vegas, USA,
2016: 4829-4837

Mahendran A, Vedaldi A. Understanding deep image representa-
tions by inverting them//Proceedings of the IEEE Conference on
Computer Vision and Pattern Recognition. Boston, USA, 2015:
5188-5196

Yosinski J, Clune J, Nguyen A, Fuchs T, Lipson H. Understan-
ding neural networks through deep visualization//Proceedings of

(92

(93]

the 32nd International Conference on Machine Learning. Lille,
France, 2015: 6-11

Ba J, Caruana R. Do deep nets really need to be deep? Advances
in Neural Information Processing Systems, 2014, 3: 2654-2662
Bastani O, Kim C, Bastani H. Interpreting blackbox models via
model extraction. arXiv preprint arXiv: 1705.08504, 2017

Che Z, Purushotham S, Khemani R. Distilling knowledge from
deep networks with applications to healthcare domain. Clinical
Orthopaedics and Related Research, 2015, abs/1512.03542
Hinton G, Vinyals O, Dean J. Distilling the knowledge in a neural
network. Computer Science, 2015,14(7): 38

(94]
[95]

[96]

[97]

interests include computer vision, pattern recognition, and
machine learning.

WANG Nan-Nan, Ph.D., professor. His current re-
search interests include computer vision, pattern recognition,
and machine learning.

GAO Xin-Bo, Ph.D., professor. His current research
interests include computer vision, pattern recognition, and
machine learning.

diagrams. By classifying existing anonymization methods, this
paper analyzes and summarizes face anonymization methods,
and then summarizes the current mainstream data sets and
objective evaluation indicators. By comparing the results of
the existing face anonymization methods, it is found that the
face anonymization technology is still in the development
stage. Although the visual effect of the synthesized face im-
age generated by some methods is better, the requirement of
the data set image is higher. Therefore, the generalization
performance and robustness of the model need to be further
improved. The generation of anonymous face fundamentally
protects personal privacy and prevents illegal organizations
from stealing identity information data. The development of
facial anonymization technology not only solves the prob-
lem of privacy disclosure, but also promotes the overall
development of artificial intelligence technology, playing an
important role in national political security, economic secu-
rity, social security and network security.





