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Abstract Distributed Key Generation (DKG) protocol, as an important cryptographic tool that
allows multiple participants to collaborate together to generate a pair of additional public and
private keys without the need for any party to have full knowledge of the complete information of
the keys, has been widely used in the fields of multi-party computation, distributed systems, and
privacy protection. Since each participant in the DKG protocol holds only its own key share, and
the complete key can only be reconstructed through the collaboration of multiple participants, the
DKG protocol effectively reduces the risk of key leakage and enhances system reliability and
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security. However, most existing DKG protocols are designed based on the Publicly Verifiable
Secret Sharing (PVSS) scheme. The sharing and reconstruction phases each require at least two
rounds of interaction, resulting in high computational and communication complexity for the DKG
protocol, that is, O(#n*). This can become a performance bottleneck in large-scale distributed
systems. Therefore, exploring new methods to optimize the performance of DKG protocols and
enhance their security remains an urgent issue to be addressed. Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) has garnered widespread attention as an emerging cryptographic technology
due to its ability to support decryption of ciphertext from external sources. Meanwhile, the rise of
blockchain technology has provided decentralized, immutable, and traceable characteristics for
distributed systems, offering new solutions for the security and transparency of DKG protocols.
This paper proposes a blockchain-based one-round verifiable DKG protocol, utilizing blockchain
as a public channel and CP-ABE as a cryptographic primitive. The goal is to optimize the
performance and security of traditional DKG protocols by combining blockchain technology and
CP-ABE. This protocol completes key sharing and reconstruction in just one round of
interaction. Specifically, the protocol leverages blockchain as a public channel to ensure the
it relies on the
In the

ciphertext-sharing phase, the protocol introduces a universal hash commitment mechanism, which

transparency and traceability of the key generation process. At the same time,

characteristics of CP-ABE to enable external users to verify the reconstructed key.

improves the CP-ABE encryption algorithm by using the commitment seed as input. The protocol
also utilizes smart contracts to verify the validity of the sub-public keys of the DKG protocol, with
a verification complexity of O(1). In the reconstruction phase, external users can obtain the
ciphertext of the key shares submitted by participating nodes and the sub-public keys of the DKG
protocol through smart contracts. They can then reconstruct the main private key of the protocol
with only O(#) computational and communication complexity. Security and experimental analyses
demonstrate that the proposed DKG protocol requires lower computational and communication
overhead and satisfies security attributes such as verifiability, validity, confidentiality, and
robustness. This provides a more efficient and secure solution for key management in multi-party
computation. The proposed one-round verifiable DKG protocol based on blockchain and CP-ABE
offers a novel approach to overcoming the challenges faced by existing DKG protocols. Its
innovative use of blockchain as a public channel and CP-ABE as a cryptographic primitive sets a

new standard for secure and efficient key generation in distributed systems.
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Party P,

: (TK, mk) «+ Setup ()

pk

0

pk,, sk, <= AuthSetup(\)
pk

(R -
M, < G, K, (1)

o

pk,, sk, <= AuthSetup ())

R
M, < G, SK. =y (M9'>

PK. ,

C,, Com, C,, Com,
Cy, < Encrypt(M, A, g, TK) —* e Z’K —
r,e

MPK, Q, Sr MPK, 4, St,
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Com, <= {com,, com,}

PK,. =h%r.0
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0EQ
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Algorithm 1: &#5Lk
/B IIRAL.
1 Function CONSTRUCTOR()
2 struct Party { addr; C; PK.; proof; }
3 S = & Partyllps, Q; Party p;

4 end
//Z 5% RPFREEC, PK,, Com,.
5 Function ]OIN(C;,PKRB,ComQ
6 p. C=C,;p. PK =PK_ ,;p. proof = Com,;
7 if Check(PK., Com) = true then
8 Q. push(p) ;
9 end
10 end
// BE PK .
11 Function CHECK(PK. , Com,)

19 if com = hash(CTm,ph,h”M -(Cﬂﬂpkg‘“m,PK“Q then
13 return true;

14 end

15 end

// WEIFIRE] MPK.
16 Function GaMPK(Q, S, )

17 ‘ return MPK = TI PK - h'r;

oo ‘o
18 end
// SFEUEHEHL.
19 Function cerCrepenrias()
20 MPK = GenMPK(Q, S))
21 return {MPK, S, Q};

22 end

2

e

5.3 CP-ABE &:#E
AR TAESE CP-ABE ML, 78 SO ] 3631 iy
ARSI CP-ABE #5412 51 S bk

B B B VR . DR T RAUHE AR 44
Z I ) 30
(D) (TK, mk)<Setup(A): TA ¥ N % 4SH.
PN A R S8 TK Flmk
(2) K,< AttrKeyGen(mk, S, ): % 515 i A —
HJEVES, f1FE 28] mb. It @ TESE S, 4 R
X ) JE AR Ky
(3) Cp<Encrypt(M,, A, e,y TK ): 1Z B A
T M, V5450 A ARS8 TK F Y
S hlle, Fth 3L Cyo
(4) My<Decrypt(TK, C,, K, ): 1% H 15 A\ 4
JR S TK % SC CF—4l @ PE S, i FA %A
Kyo W0RJRPEE S S, W L ViR 254 A, )
fift 45 2 3C C IR B 8 M
5.4 DKG Wi#gi&
JIi$E DKG MU & — A2 51 s n 410
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Background

As a core issue in the field of cyberspace security, distributed
key generation (DKG) protocols typically include two phases:
sharing and key reconstruction. The crux of the matter is how to
compute shared public and private keys through the multi-party
participation, to address the issues of single-point failures and key
escrow, while ensuring the security and correctness of the shared
keys. Traditional DKG protocols are mostly constructed based on
publicly verifiable secret sharing (PVSS), with the sharing phase
and the reconstruction phase each requiring at least two rounds,
the computational complexity and communication complexity are
both O(n*), which is insufficient to be adapt to large-scale
industrial application in complex network environments under the
premise of security. Thus, seeking more efficient algorithms and
methods to reduce the number of communication rounds and the
computational burden on participants in verifying and processing
key shares remain challenges.

Blockchain, as a distributed system with embedded trust,
provides a new approach to implement key management under the
conditions of multi-party cooperation in cyber scenarios. Besides,
ciphertext policy attribute-based encryption (CP-ABE), as an
encryption technique providing fine-grained access control, which
allows users to encrypt data based on specific attributes or
combinations of attributes with external decryption property (i.
e. , an external user can decrypt the ciphertexts), provides a more
effective solution strategy for designing DKG protocols with an

efficient key reconstruction phase than PVSS. Therefore, by

utilizing  blockchain as open channel and CP-ABE as
cryptographic primitive, this paper proposes innovative one round
verifiable DKG protocol to solve the above-mentioned limitations
of distributed key generation.

We provide a more efficient DKG protocol with a
combination of CP-ABE and the blockchain. The participating
nodes collaborate in the sharing phase to generate the public key
of DKG protocol and the verification complexity is O(1).
Moreover, the honest nodes collaborate to compute the
corresponding private key of DKG protocol in the key
reconstruction phase, and the external user only needs the
communication and computation complexity of O(n). To be
specific, we first designed a generic hash commitment
scheme, and with this commitment scheme, the smart
contract can check the sub-public key of the participating
node. After that, we improved the original CP-ABE
encryption algorithm to ensure verifiability of secret shares of
the participating node in DKG protocol by introducing an
auxiliary parameter. The proposed DKG protocol is proved
theoretically for verifiability, validity, confidentiality and
robustness, as well as evaluated and benchmarked with algorithm
complexity analysis and experimental measures.
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