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Abstract  Location-based services (LBS) facilitate our daily life, nevertheless, they also bring
privacy protection problem. The location and identity of the query initiator may be exploited by
the attacker based on special query modes and other query related information. The limitation of
mobile object’s motion mode on road network makes location privacy protection more complex in
face of location based nearest neighbor query. Road network spatial cloaking is the representative
technology to realize location privacy protection in road network environment. Namely, location
of the query initiator, as well as the query content, are expanded to a road subnet satisfying
specific privacy protection constraints in an anonymous way, usually done on trusted third party
servers. The trusted anonymous server submits the subnet instead of query initiator’s real location
to LBS server. The LBS server receives the subnet to finish the network expansion search and
returns the candidate query results to the query initiator. Existing methods have the following
shortcomings. They can not effectively resist replay attacks, there is a risk of location privacy
leakage, and the anonymizing cost at the trusted third party is high. Besides, query methods lack
attention to the internal relationship of each section in the anonymized subnet, and perform

indifferent processing on the boundary nodes of the anonymized subnet, which results in waste of
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computing resources. Query processing method lacks the regulation mechanism to anonymization
performance, query efficiency and privacy preserving intensity, which is difficult to meet the
personalized query needs of queriers. Concerning aforementioned problems, the solution of PNQCD
algorithm is proposed, which realizes privacy-preserving 4 nearest neighbor querying on road
networks leveraging cloaking circle-based cloaking technology. It adopts the idea of circle based
road subnet, called cloaking circle, to act as anonymized road subnet. The concept of circle
probability distribution of the road network is introduced, and its generating method is proposed
to support anonymized subnet construction work on the trusted anonymous server. The defensive
ability against replay attacks and the efficiency of location anonymizing processing are improved
from the following folds. Firstly, the circle probability distribution of the network is pre-generated
on the trusted third party anonymous server. On this basis, the ending conditions of cloaking
circle-based anonymized subnet construction is devised leveraging circle probability distribution
scheme to complete cloaking circle construction in advance. As a result, this schema facilitates
the tuning ability to anonymization performance, nearest neighbor query efficiency, as well as
defense effect on replay attack. On the LBS server side, pruning strategy and search edge sieving
strategy are designed in the nearest neighbor querying process according to the ring structure of
anonymous subnet. It can effectively reduce the cost of query processing on the server side and
improve the query efficiency. Theoretical analysis and experimental results demonstrate that the
proposed method can effectively resist replay attacks and has good efficiency of anonymity and

query processing. Furthermore, the anonymization performance, query performance and privacy
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preserving intensity can be regulated according to user’s preferences.
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nology. Most of current work in privacy preserving location

based #NN query on road networks in common falls short in
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providing sufficient location privacy protection against replay
attack, as well as regulation mechanism to anonymization
performance, query efficiency and privacy preserving intensity.
To solve these problems, a cloaking circle-based privacy-
preserving k£ nearest neighbor query method on road networks
(PNQCD) is proposed. The anonymous circle probability
distribution is pre-generated on the trusted third party and
the judging condition is devised to complete anonymous subnet
construction in advance. In this way, the replay attack can be
efficiently resisted. Besides, the scale of the anonymous subnet
can be regulated by setting appropriate judging condition,
which can provide the mechanism of regulating anonymization
performance, query performance and privacy. On the LBS
server side, query efficiency is improved by pruning and
reducing initial search edges according to the characteristic of
the anonymous subnet. Theoretical analysis and experimental
results demonstrate that our solution can resist replay attack
effectively and provide good efficiency in location anonymiza-
tion and query processing. Furthermore, the anonymization
performance, query performance and privacy preserving
intensity can be regulated according to user’s preferences.
Our work is supported by the National Natural Science
Foundation of China (Nos. 61772131 and 61370077). The

project with No. 61370077 focus on the problem of privacy
preference supporting in privacy preserving location-based
query. Location privacy-preserving query in road network is
an important research content of the project. In our previous
work, we pay attention to query initiators’ privacy preference
supporting problem in location privacy preserving nearest
neighbor query on road network. The solution can be found
in Ref. [15]. Comparing with the existing method, the
solution in this paper not only improves the ability of privacy
protection effectively, but also accommodating query initiators’
regulating ability among anonymization performance, query
performance and privacy preserving intensity. It can provide
more comprehensive query initiator’s privacy preference
support on road network from different perspective from
schemes in Ref. [15].

The other project with No. 61772131 mainly solves the
cooperative concealment problem of provenance and their
derived data. This project devotes to compensate for current
research in neglecting privacy leakage incurred by cooperative
data sharing, as well as falling short in protecting privacy
security in presence of provenance and its derived data be
published in sequence. It is the foundation of privacy protection

in location-based services.





