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Abstract  With the increasing concerning to individual privacy, privacy protection in location
based services becomes a hot topic in the domain of database research. In recent years, privacy-
preserving location based & nearest neighbor querying on road networks receives thriving attentions
for its complexity and practical application values. Most of current work in common falls short in
ignoring user’s preferred adjusting requirement in relation to query accuracy and query efficiency,
as well as the heavy workload at the server side. Concerning these problems, definition of
adjacent Pol (Points of Interest) and probability distribution of Pol are introduced and the method of
constructing probability distribution of Pol is devised by analyzing neighboring relation of those
Pols stored at the server side. Further, the server-side querying process is partitioned into two
stages, namely incremental network expansion query stage and iteratively replacing stage. In
iteratively replacing stage, the probability prediction scheme is elaborated to estimate the proba-
bility that there exists some replaceable Pol for current searched kth nearest neighbor Pol within
the given number of search steps. Based on the aforementioned definitions and scheme, an adjustable

privacy-preserving % nearest neighbor query method AdPriQuery is proposed, which can provide
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query users the function to seek trade-off between query efficiency and query accuracy by

adjusting the parameter of probability threshold. The scheme can be deployed to those existing

cloaking based privacy-preserving nearest neighbor query solutions on road networks. Theoretical

analysis and empirical study demonstrate our solution’s performance.
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location privacy protection; % nearest neighbor query; road network; probability

distribution of Pols; adjusting in presence of user’s preference
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dist_sum(p,x) X 2 sum(p)
-

_ i B
21 D| Xdist_sum(p) - R

BB o [H 75 (i 25 A 19 B2 i AR 3
B SRR 1L 5 S 2 IR 55 A g AT R Pol
B S o 3 [ N A7 AE AR B Pol ML, it — 2P 2%
B BT HE A AR PP 51 BRI Pol AR 73 A

DS LATE 2 B i 3 g% 0 g 461) ey P13 AT A o B DG
PIA~4B84 Pol {YBE BY 70 5 9 1.3 %F Hr Pol #E47
FUALFE L % Pol 128 H: Pol | B4R 4% Pol i B AL E
AR 2 R E N o PN 1.2.3. 4 R4
PR 1275 5 15 2AR N C I RS L HE 50 )2 1 O (1
0.2),(2,0.4),(3,0.65),(4,0.775). % Pol iy 2%
Pol s K H fi 1o i 8 A Jl 58 vk WL AE5 1.

R2 BEPIFER

Pol  4B#% Pol Bigs  Pol IIfEilATE A% Pol ALTE

Po P15 D2 1,3 1.,1/2 1/2

b1 Do P3P 1.2,3 1,1/2.1/2 /
b2 DPisposps 2,3.4 1,1/2,1/4 1/4
Ps3 D1spa 2,3 1/2,1/2 1/2,1/2
Pu D2sD1sPs 2,3,3 1/2,1/2,1/2 1/2

&3k 1. NeighborPol(a,b).
WA LSS E anb
i & Pol IY4LHE Pol S
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1. Qset=NULL; //Qset B 345 Pol ¥ H 4845 i Hi B
2. FOR each p in D //fR % #3554 Pol 4%

3. Lset=NULL; // ¥R FFIERBES
4. Num=0; //C BN 1284 Pol 4 H
5. M=0; //CH#EBE
6.  [p=the edge containing p
7. IF (Ip contains two neighbors of p)
8. Calculate their distances [, ,/; to p;
9. Qset.add (L, ,0,) 5 //HEBHEE L. LINAES
10. BREAK;
11. END IF;
12, Lset.add(lp.link_edges) s/ /38 Lp BYEB 20 A BAF
13. FOR each le in Lset:
14. IF le has Pol
15. Qset.add (le.Pol.distance) ;
/¥R p B iy Pol BEE A Qset
16. Num—+=1;
17. ELSE
18. Lset.add(le.link_edges) ;
/¥4 Le 1 RBHE 1IN AFF 14 R BL T
19. END IF;
20. M+=1;
21. IF (M>a and Num>=>b) BERAK;
/)RR R R
22.  END FOR;

23. RETURN Qset;

X I 55 g s Pol £ . T LA B 1 24 1 B 2 Y
i B E T — 41 Pol B 31 J¥ 51 I A7 4# . Pol
A3 A1 2 BORE T 2R I Pol BESR 3 A 3 41, 60 &
Pol BRI b8 B0 A2 MR 55 4% S I 7 i Pol 1) #E
R S T S A i Ak PR AL B S

Pol #ER I A LA 4T AL

(1) 2R A B 2 Ak B 7 307 A o A i IR 55 s i
TE 2 AL BRI 8] 52 BE X i ) Hp 25 R o7 AT T I B
BEAFAEAR 3% Pol AR5

(2) HE i Pol i 4 1 4 Jmy 8 R 7 A e 51 sl B %6
A BR B JC R AT i HLAR Pol R51fE B B Z My
Pol R 5| 4544 o AUV 48 A7 =5[], L FE % B K JEE
9 3 T 25 ) ) B A R

5 HEigLIEFE AdPriQuery

AR5 A 28 18 T B S A 9 D G R 4 1 B R
PRI kAR A9 J7 1 AdPriQuery. S35 U N F .
B K B B A I A =0 A B L R R
LA R TR DI, n] A5 50 = 07 K TR VA DX e A
WG SR $E2E 245 LBS k45 4% . LBS IR 55 48 11 5 1R 6 X
3885 1R 55 4 i 8% X %) BT A 28 A JF R TR T Pol

2R3 A ) R 98 0 0 R B AL L A RO BESE B
4B Pol, de 2% ) A] {5 55 = J7 & [l T A 28 s 1Y) kO
&8 Pol SE4 B IR IA X I T A & Pol 1 16 2%
RLANE S = A 0 R H bR g5 R OF R B 4 A
.
5.1 EPmLE

AdPriQuery HiE & P imb i ESC AN 2
BT[] 5 X BR RL R A R ST AR A IR R AR TR R T A
WE P AEHR =5 LBS R4 % = 8. £
TR FH 23 [NR A B R 52 30 4 980 35 6 B PR e Ak 2. L
LG DL 9%

(D A WER H B AR (35 2 1 %
Gk FRFAL TR D) KA A P3S4 P AE
8=

(2) W5 5 = J5 6 2 M0 25 900 1 R F A7 b 3L
VA 1) 3 B 5 1R X W B S Ak O B 0% L R
) ARG R A TR VA X

(3) A {F 5 = 5 W 25 1) 0 50 R E R B H P,
KR X I #2524 LBS R 45 4 . 7 % £ LBS IR 55
AR [ i 8 A5 1R 25 AL A

(D FEH =8 G Bl H B E S fE R,
IR [ ) Ao 3% i B w0 8 1 A 90 1 & G AR Pol Jf
bEELE S rE R S EN
5.2 BREBmEHLE

LBS Iz 55 i #2 W ol {5 55 = 5 & 38 (1 1R V8 IX Ik
Jo s B ST IR VA X5 IR 55 4 i i 0 8 BT A 2
J s B TS ORI B 58 A A HEAT B 5K A A AR A
AE R k4B Pol.

Bt /N E H o fe RME H, /N E H g sk
VA R O B 0T L FF T 0 ik Y 4 S AR
B RO IR HET BN R /N E HL TR 4%
SR AT ) AR Y T R AT A R R 5 R R %A
{18 08 4 200 i N HE T 32 00 DA HE Hh I 85 5 (] e 4 0k
HRFNN Pol S IMENH KM H, XA RS £
A Pol Jg , A S Kt H, TR 1Y Pol mii#ifT 4
B M Ab B fe /N HESS R ANIET 4 7R o HE AN 1Y
FEf A R i I fO B A i 7 B IR R o DL K b —
A Pol pi B IZ AR UG s W BE 2 o, DAE T SR 0 A7
1£ Pol HYMER.

Bk B A R TE RRABR Y kAP A ) IR S5 R
Iy Kb P o R v AR AR P SR G e A A i R AR I

O RALENFOFIEARCE TR ST EIRE AN
S 19 o7 A A% 2R 3 T D AR ST 4R 9 45 7 1 5 B e ot it
i BRURA 22 A Y 25 9 o R S O TR R AR AL A
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Bomaxnum;
d | d, (2) M /NHE H, B9 B maxnum 253010 1 30
YHETHE b STAE Pol UMMM Py 4y PN TBUE
— — W BER B P, 2 1E 49 % 38 56T £ A~ Pol f
G5
T (3) 730U R SEAH R 2155 & AT 4R Pol g i85 AR

Bl 4 HHEZ5H R R

R TR X8 G 1) T A P F8 RO 55 A% i Ak B A B A
Th. P51 AR 55 % vt & 35 4 A ) i 72 4 Pol %

EXT. POIE%&F%;%I BHESH s(0<
Kﬂ)UﬁW%%EﬁuﬁﬁpmkﬂﬁPd o
H 2R R 4K Pol ISR RBUE X T, =s"".

HERE RGBT p 8k A LB Pol 2 £
AL 4R Pol fHE 278 )&, T 2 {H I (0. 1), s
TR H e fEBOR . H R JEE IR

EXS. ‘BmAELHRIE. HEHEERER
B LA WET £ —1 4 Pol BRI K m . e KA
WRBE maxnum= (I, Xm)/(1—1,).

i &AL E p 19 b TR R EFESE R O,
2 BET AR 5 A8 AR I ) R AR R 5
UEAR Pol Y R A ] T Wi 2 T, =OX I, ,E
A 3k R 2 N R] 9 FE S X 3 A 3 . A R S e T AR
Pol i 2. fx K & 2 18 R 0 maxnum B 2
maxnum [ (maxnum~+m) <I, , 158 X7 Hmaxnum<
(I Xm) /(1 — 1), IR 4k L2 1k maxnum 5010
AR A A ) DA A 405 & S 4R Pol A& 2 iy A
V)40 B I [R] AN A 4 37

LT RECD S H s AR I 55 s i i R0 AR

B4 G R Pol % ¥ o ﬂlﬁﬁiﬁﬁkuﬁ Hi m=
Nk —

SR A s —

(k—1) /o HH maxnum :P(

k—1

maxnum X p/(maxnum X p+k—1).

A AR SR T I 5K 18 58 O vk AR A A Ao
B kAR Pol &, 45 AT S A 3 7 B0 i i 3k
@JJ‘EﬂFT“ TN SR AF A R A 3 o B S Y Pol gL 5

i SR A A SR TR & 4> Pol i HETE
Eﬁkﬂﬂﬁ Pol . #4r Hi s AR5 & T 4B Pol {45
AALRIVE AR T AR Pol IBER KR T A ik
WBEAR R E P, 4822 4 s 75 0L A 4 2 2 8 L Pol
SRR =D N N DS SR O PR ol | o 5 R S A = R
kA~ Pol fE A 45 5. BT -

(D Y AT & 548 Pol ik KAEZIE RN

S RO Z A Pol 5 4 s AN R T

(4) FAE R BB WA AR AU e Y w26 &
4B Pol, AR i Kot H, . 2 X — i 2.

PERT 2 45 R AE Pol e KD R HET .
THRCYETES & T SBAFTE R e Pol M1 Jr k.

MR 2. RcE/NIE H P50 SRk BAEEY
HIEE & AT 4K Pol Y& AC Pol MR P, 78 H BB i
SUNESE ) &@Jéﬁﬁ k i 4l Pol

B Pol f9RE% Y Po—1— H (1—P).
Y. SR &b E?iaﬂ*éﬁ Pol EME%K%J

P R maxnum 5530 Tﬂif'%ﬁimﬁlﬂﬁ*%$jﬂ H (1—

i maxnum 5531

P HEAERE S By 1— H (1—P,). JEEE.

PR 1.2 A LAY Pol *E/%K/\?ﬁvn SR N
AN H, P skl fg B B 5 B PR K
RAEFRDEA R T AAAEN S HTEE £ JE4F Pol AL AN
LA P P o i BER B PfE 0~1 Z ),
BB 0 KR A1) 38 SR MERR Al 45 21, RUAR AT
AL B8 Ry 1 RN B YR A W I J5 2 A i)
b A B 5 4 4 W I 55 i o a2k AR 48 B B A ) A0 B
DA 38 BRI 55 i i 4] 125 Ak BRACR AR A & 7K 32 A BE AT
TE 1Y Fe K A 1) A 1 A 2k
5.3 HiEHiR

WER S H P, A] LA 5 2 300 35 % A 960 o i 14 F0
A R A O UF 25K BB P, B B/ A i) 1
B P B v s TR 55 0 i A 7R P BB 1) B2 TR BN X i A
AW AN E T OEE RS RN Rz,
BI(E P, 15 0B R , o6 o B R AIS  LBS iR 55 2%
ity 5 1) 2550 1) B8 T L ) 7 A 9 B G TR A 1A
A O T e B T B ANk 2 .

"Hik2.

B LR EE P, i Pol i B max_distance, it

KB R INEL maxnum
i : True/False, & 75 I 4k £ 45 3k # # Pol
1. result=1; //¥k *&IK BH1

2. FOR i=1 to maxnum:

Filter (P, ,max_distance ,maxnum).

3. cur_distance= H,.top(1).last_distance;
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//top(DFR H, 5 i 00 d. 8

4. cur_distance+ =max_distance— H, .top(i) .distance
5.  result=result X (1—Prob(cur_distance)) ;

/ /35 WA 253 A 17 4] 5 oR BOIR AT A 3R
6. END FOR
7. IF (1—result=<_P,) RETURN false; //{% [} 442
8. RETURN true; //#kghi8 %
LBS Iz 55 % st X B 4 X 38k 5 3 X 45 > 52 A Y

PL4B Pol £ ify 5 s ik 3 k.

&% 3. PolQuery(k,j,P,).
BN < e VBV DX I T 1Y A8 A L MESR B AE P,
Bt : R ANEAS Pol
1. H,=NULL; //#¥labERH H,
2. H,=NULL; //#¥lis /Nt H,
3. L_num=0; //¥ia O R L_num
4 H,.add(e(j)); //HEME j S# e (DA H,
5 FOR each ¢ in H,/ /3 i & o (9 7548 R b
6 L_num—+ +;
7. FOR each p in{ //# Biih b 45— Pol
8 H,.add(p); //38 Pol I AR KM H,
9 IF (H,.num>>k)

//H, H Pol 8 i & . M) B HE 100
10. H,.popO;
11. END IF;
12. IF (H,.num=*k) max_distance= p.distance;

/ /B Pol 158 45 FH B

13. maxnum= (I, X L_num)/(1—1;);

14. IF(Filter(P, .max_distance ,maxnum))

15. testend = true;

16. END IF;

17. BREAK;

18. END IF;

19. END FOR;

20. IF (testend) BREAK; //{5 F48 R

21. IF ((H,.num=*k and l.distance"max_distance)
or H,.num<k) H,.add (L. link _edges) ;
//1 BB E A BN

22. ENDIF;

23.  END FOR;

24. RETURN H, J1§i & 4~ Pol;

LBS i 55 #5% 56 8 19 5 1 98 D00 A1 52 1Y &
AR5 &I Pol mifE .t — P AR X
B Pol s Cfaj # 3t Fl £ 30 B n] 21 HO. K BT 15
Pol s 4 M Sy i 38 fift SR 101 /] {528 =07 Wl {5 2 =
7 AR A A A 2 7 DA Aok 30 figp 4 v ik M R Y R A
Pol iR [al £ iy # . LBS [z 55 i dii 40 LA 34 0 55 3% 4
JR.

&% 4. AdPriQuery(R,k,P,).
B IR X R, AR Bk MR EE P,
By . ARk Pol £ 4
1. S=intersect(R); //HE MR 5 MR35 e it W5 52
2. CandSet= cover(R) ;
/ /B3 Pol £EWIR LA R KN 425 19 Pol
FOR each p in S
CandSet= CandSet\U PoIQuery(k,p,P,);

5. END FOR;

6. RETURN CandSet;

B R PR AR AL EE S FE AT AT, AdPriQuery 3
RAEMSSEEE 3. 1 A H AR

(1) 590 35 BB 0% i 1 o4 B 35 1 fH P, XF LBS
R 55 i g A T A A 86 = 07 B 42 S TR R DX 4l it I 7
kA T AR R AT R S B A R v R R A IR B
R E R SECYERE

(2) ph B8 1 i P TR O 2 A B R A TE AT A AR
SO R W X 58 LBS R 45 4% )5 . 45 2
FRANAR 5 AT AF 55 = 07 804 i) & 2 A7 A5 (BR 1A
P45 3ok A 2 RO ok 0 A AR R 1T A 2R = 0. B,
AdPriQuery 58351 /2 5091 (% 98 42 B ) 4 37 1 AT AR
55 =07 SR L BEUS DR UE A ) F AL B R AL A2
FERL 500 5

(3) AdPriQuery ¥ #5581 4ii % T LBS Ik 5% #+
Ui » B 1% 1) AL BT G TR R DXl AR SRR T T IR 55
o it T8 A2 DA Ak S 1 5 o BRI O 4 0 B FA I
AR Ay vk - LBS IR 55 i e of & A i) 3 6 B R
VB DXCIRAE AT i I 4 i A 3 LA 3R IBOfe Tk i 5 L OB i
% A% 18] 45 3 5 B n] {5 2 =07, i S0 H AT AR
T3 ()R VA ) S I B 58 O 477 A5 5 I R 0 408 4 360 i 55
i it Y B AR Kb S, PRI, B i R R AL X 2 AT Y
22 Bk T % ) TR W ) B O A A5 R 4 6 G AR 0 4 A
W7 R BA R FRA .

- w

6 LWHER

AFTX AdPriQuery 5512 B A R 3E4T 52 95 4y
Br. B SE B IE S HON A RCR A R A e BE S
AdPriQuery 53k 5 B A B FE T 23 AR 16 BOR 19 B2
AU ke ST A8 A W) 52 B AT 3 A FU AR

JIT T i I 5040 Oh 905 T 56 ] B 6 A T L S {8 )
Z 4t (http://www. datatang. com/data/13531), %
PRI AL G 6104 A8 B AL A3 M 7034 2523 f% 7000 A4~
Pol g B BL™ A5 JF 43 A1 75 18 3% ) 25 . S2 7 & B4
Fi 8 40 T : Intel (R) Core(TM) 2 CPU 1. 80 GHz,
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Background

In recent years, privacy protection in location based
services becomes a hot topic in the domain of database tech-
nology. Most of current work in privacy preserving location
based query on road networks in common falls short in
ignoring user’s individual adjusting requirement in relation to
query accuracy and query efficiency, as well as the heavy
workload at the server side. Concerning these problems,
definition of adjacent Pol and Pol probability distribution are
introduced and the method of constructing Pol probability
distribution is proposed by analyzing neighboring relation of
those Pols stored at the server side. Further, the important
factor and the maximum number of search edges are devised
for the kth nearest neighbor Pol of a given point. The
probability prediction scheme is elaborated to estimate the
probability that there exists some replaceable Pol for current
searched £ th nearest neighbor Pol within the given number of
search steps. Based on the aforementioned definitions and
scheme, an adjustable privacy-preserving & nearest neighbor
querying method AdPriQuery is proposed, which provides

query users the function to seek tradeoff between query

efficiency and query accuracy by adjusting the parameter of
probability threshold. Our work is supported by the National
Natural Science Foundation of China (No. 61370077
No. 61003057). The projects with No. 61370077 just focus

and

on the problem of privacy preference supporting in privacy
preserving location based query. The other project with
61003057 mainly solves the problem of clustering oriented
privacy preserving data publishing, which is the foundation
of privacy protection in location based services. Our group
has obtained a series of research achievement in the domain of
privacy preserving data publishing and proposed some
effective data obfuscation methods to realize maintaining data
cluster utility and protecting data privacy simultaneously. As
for privacy protection in location based services, we have
made some efforts in addressing privacy preference supporting
problem in relation to query efficiency and strength of location
privacy protection in £ nearest neighbor query, which has

been published in Journal of Computer Science and Technology

(reference [ 5] of this paper) and so on.



