43 3 W it () Hl = Eile Vol. 43 No. 3
2020 4F 3 J CHINESE JOURNAL OF COMPUTERS Mar. 2020

ETE0RABHNBRERLHTIE
REH k # H 4

(R KA AR S TR s 211189)
(REMRFITRI MGG EERAFTHELALHE Mm 211189

OE R B A A BB RN R R R B R DA RO K B 4 B A L. PR R
P ILZZM B 25 AL X BRI R R B RS R TAER AT LM Rt A 250 R TIER R &y
SURERL DAY A5 TR] B B 56 3R T BE U5 SRR T AT 3 0 B Rh o o L A7 e SR T kA b £ R BRAL R P ) L O
TF 7 000 20 1 28 A O R S e 5 56 R A 4k 4 X i R T/ v R M B R — TR o A e R 4 R R A
59 5t /D X TR A 4B 5T A 1R BE 43 A B R B AR B X b R 1) B, 51O S A/ d B 81 (Input and Output
Degree Sequence with Scale i, 10-1D) 85 , 78 5l i T F8 TAE 7 8 5 4 A 0% 8] B, 3806 T4 3 O 1) 4 1 2 1
Pt Previous-Next I J§ /7 81 5 4 . Sl 38 AR 30 vh 37 05 55 JLAR 4277 2000 7 45 A B A0 s 22 BUSE il b L 3R B F 22 00 IR
FARY B AL H 2R TAE 3 & A 503 DpriPP, 5B 55 5 SEANRK 09 B (R 0 i R TR 0 & A 5 T8 T e 44 i 56
T A RO . B S T RN S G 25 SR R IR T B Bk R OR B 1 AR T LR R A8 T AUAT ) B 4 A B A 1Y [
B BB AL A 5 1 AR T AT SR R AR A G R Y T R

KR AR IR TR 220 AL 5 10-1D JFFIBE R 5 Previous-Next I i 1751
FEESES TP31I DOI 5 10.11897/SP. J. 1016. 2020. 00573

Differential Privacy Based on Data Provenance Publishing Method

NI Wei-Wei SHEN Tao YAN Dong

(Department o f Computer Science and Engineering , Southeast University , Nanjing 211189)

(Key Laboratory of Computer Network and Information Integration in Southeast University , Ministry of Education, Nanjing 211189)

Abstract  Data provenance describes the mechanism and process of data generation and evolution,
which records information about the node module executions used to produce concrete data items,
as well as those intermediate data items acting as parameters passed between nodes’ executions.
Data provenance plays an important role in research and applications of data quality assessment,
data recovery and data analysis. With increasingly deepening of data sharing, the need for
publishing and sharing workflow of provenance, which is the main representation structure of
data provenance, becomes increasingly urgent. However, the provenance workflow often contains
private or confidential data. For instance, the node modules included in the provenance workflow, as
well as the temporal relations among those nodes, may involve the privacy of the data owner. Direct
release of provenance workflow will inevitably bring privacy protection issues. Privacy-preserving
data provenance publication becomes an urgent problem to be solved. That is to say, the utility of
published provenance workflow needs well maintaining under the premise that data privacy should
not be disclosed. The existing research mainly focuses on the maintenance of the local mapping
relationship of provenance workflow. For example, privacy protection process is implemented to

the provenance workflow, which ensures that the degree of a single node would not be leaked, or
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sensitive mapping relationship would not be leaked in parallel with effective maintaining of provenance
workflow's overall input and output mapping relations. For another important manifestation of
provenance workflow”s utility, i. e. temporal dependence among those front and corresponding
back task nodes of the provenance workflow, the maintenance effect is relatively poor. As for the
privacy of adjacent nodes distribution in the provenance workflow, the protection ability of
existing methods is also far insufficient. To solve the above problems, the definition of input and
output degree sequence with scale 1 model is introduced to describe the degree distribution of
provenance workflow nodes. It provides a carrier for describing the utility and privacy-sensitive
information of provenance workflow. As a by-product, it can also accommodate the extraction of
directional characteristics of the provenance workflow well. The definition of Previous-Next
sequence is further devised to describe the substructure distribution characteristics of the workflow.
This structure can reduce the possible loss of workflow’s temporal relations in adding differential
noise. By constructing schema of Previous-Next sequence, the substructure characteristics of
those nodes and their adjacent nodes in workflow are captured, and the temporal constraints in
workflow are maintained during the reconstruction process. On this basis, a differential privacy-
based on privacy-preserving provenance workflow publishing method DpriPP is proposed to imple-
ment a weak background knowledge-dependent privacy-preserving provenance workflow publica-
tion, it can also provide well maintenance to temporal dependance relations of the provenance
workflow. Targeted experiments are designed to verify the effectiveness and privacy protection
effect of our proposal. The theoretical analysis and experimental results demonstrate that the pro-

posed algorithm can effectively maintain both the local and global temporal dependence relations
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of nodes in the workflow, while protecting the directional distribution privacy of the locally adja-

cent nodes in the provenance workflow well.
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increasingly deepening of data sharing, the need of publishing
and sharing workflow of provenance becomes increasingly
urgent. However, the provenance workflow often contains
private or confidential data. In recent years, privacy problem
in provenance workflow sharing attracts increasingly attention.
Existing work mainly focus on the maintenance of the local

mapping relationship of provenance workflow. For example,
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privacy protection process is implemented to the provenance
workflow, which ensures that the degree of a single node
would not be leaked, or sensitive mapping relationship would
not be leaked in parallel with effective maintaining of provenance
workflow’s overall input and output mapping relations. As
for provenance workflow” s utility, i. e. the time-sequence
dependence of workflow, most of them does not work. To
solve these problems, the definition of input and output
degree sequence with scale i model is introduced to describe the
degree distribution of provenance workflow nodes. It provides
a carrier for describing the utility and privacy-sensitive
information of provenance workflow. As a by-product, it can
also accommodate the extraction of directional characteristics
of the provenance workflow well. The definition of Previous-
Next sequence is further devised to describe the substructure
distribution characteristics of the workflow. This structure
can reduce the possible loss of workflow’s temporal relations

in adding differential noise. By constructing schema of Previous-

Next sequence, the substructure characteristics of nodes and
their adjacent nodes in workflow are captured, and the
temporal constraints in workflow are maintained during the
reconstruction process. On this basis, a differential privacy-
based on privacy-preserving provenance workflow publishing
method DpriPP is proposed to implement a weak background
knowledge-dependent privacy-preserving provenance workflow
publication, it can also provide well maintenance to temporal
dependance relations of the provenance workflow.
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