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Abstract  Return-oriented programming (ROP) is one of the most common attack techniques
for software vulnerabilities. Attackers can use this attack technique to tamper with the program
execution flow to run malicious code. ROP attack is a generalization of the ret-to-lib attack. In
the ret-to-lib attack, the attacker reuses the entire libc library. While in the ROP attack, the
attacker chains available gadgets to form a spiteful attack chain to carry out the attack, which can
bypass the data execution protection, address space layout randomization defense mechanism, and
ultimately destroy the user-level and kernel-level software modules. Among them, gadget refers
to the instruction fragment ending with the return instruction in the target program or the library
function called by the target program. A series of special registers for recording the number of

hardware-related activities built into the CPU of modern computers are called hardware performance
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counters (HPCs), which is designed for performance debugging of complex software systems.
Developers can configure the HPC to monitor the execution of the target program. As with tradi-
tional software analysis tools, they can collect detailed performance information about the target
program. It is helpful to understand program behavior at runtime and optimize their performance.
In response to the threat of ROP attacks, a large number of researchers at home and abroad have
invested in the research of ROP defense mechanisms, and have proposed a series of defense or
detection methods. However, some existing defense techniques can be overcome by attackers, or
suffer from high performance overhead. In this paper, we observed anomalies in exceptional
underlying hardware events when the ROP attack was happening. Due to it, we proposed a real-time
detection approach based on hardware without any side information (e. g. » source code, compiler
support) , which used hardware performance counters in modern CPU to monitor target program
execution process and extracted the low-level feature of hardware events against ROP attack in
runtime. Then, we implemented a prototype on x86-based Linux platform called ROPDetector.
We found a tiny program with buffer overflow vulnerability, and used ROPGadget to construct 40
real ROP payloads. We reproduced other method which is also based on hardware performance
counters for comparative experiments and utilized real exploits which are found on the open
source exploitation platform to verify feasibility of ROPDetector. The experimental results
showed that our approach could efficiently detect real ROP attack with a higher detection rate. At
last, we evaluated the performance overhead of our method through UnixBench, the disk T /O
performance overhead of our method through Bonnie +-+, and the network I/O performance
overhead of our method through the Apache web server httpd-2. 4. 41. When the detection interval
T of ROPDetector is 6 mis-predicted return instruction events, the overall system performance
drops by 5.05%, the disk I/O performance drops by 0. 94% , and the network I/O performance
drops by 0.06%. When the detection interval T of ROPDetector is 9 mis-predicted return
instruction events, the overall system performance drops by 5.05% , the disk 1/O performance
drops by 0.94% ., and the network I/O performance drops by 0. 06 %.
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@ Google Security Research. Glibe-getaddrinfo Stack-Based
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% 1 ROP{EX CVE

=) B CVEs
1 Adobe Flash Casi32 Int. Ovf. 2014-0569
2 Adobe Flash Domain Memory UAF 2015-0359
3 IE COALineDashStyleArray Int. Ovf. 2013-2551
4 IE CButton UAF 2012-4792
5 IE Fixed Table Col Span Heap Ovf. 2012-1876
6 IE Execommand UAF 2012-4969
7 IE CDisplayPointer UAF 2013-3897
8 Wireshark 2015-8736
9 IE Option Element UAF 2011-1996
10 Adobe Flash Kern Parsing Int. Ovl. 2012-1535
11 pdfium 2015-6787
12 Nginx1. 3.9 2013-2028
13 Glibe2. 2.0 2015-7547
14 DNSTracerl. 8 2016-10190
15 FFmpeg3. 2. 1 2017-9430
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HPC #l LBR 2 £7 & 2L [7] £ FH B, A" fig 58 BT 43 3¢
A SR AT 2F 1T A Rl S W 40 S TR0 R ) 5 7

(1) 3R [E1 8 A HIORT A8 D2 19000 3R 0148 4 B0 G it
AR SO X P A4S A B S 134 2 i perf_event 1)
RAERE AR L. RSB R b, i F perf_event
F18 SR B A 2R 35 T 1 OB 2, B SR AR 2 o Ok
fil o 24 HRGA B (R R A — YRR R
i FH R B A58 X I 75 2 S T B OR RE ok kT TR B Y
HPC 18025 - 28 J5 1152 R AR 19 05056 R0 AR B 1 15
S Hodh HPC JH40ee Wa ISR (8148 4 250 IR Rk
W VE 1, BIRE AT — TR (B A ] 3T — IR

@ Performance counters for Linux. http://lwn. net/Articles/
310176, 2010
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R FE L] BE AR IE B — UORFE R MR & — 2%
i 16 A A5 . X TR AR B R BE AR R AT
(924 1% & o PERF_SAMPLE_BRANCH_STACK ,
BIRAE LBR 277 4% i 508%  mi LBR o B R 43
Y% PERF_SAMPLE_BRANCH_ANY_
RETURN, B LBR  HA70R [ml 48 4 {5 5. 2],
SRR B TC B RT 5 B T DR 5 TECR A A L AL L

FAEAF B AL FRIE e 55 19 B perf SRAE 58
UG 2k R G S L H B R EE 5K
HH AR A DT 42 )RR AR A B A R 5 R B DR AR
A B SV AR SCH RS S A s ORI 1
R4 58 B — UCRAE N &t — R AF 5 AT — AL 3.
TEAL B 3ok 7 L 3l g B — 4% LBR AR [ 48 4 1915
B F TR a4 4 2 A5 Ay A % T A 4 4 TR B
AT GE TR 145 4 50, 40 b AT PRI 3R (8] 48 4 B0 DR
T A (0] 45 4> Hh 58 4 PR UIE [R] 25

(2) BIAEW L. BAEASENg L
perf_event [ 3 ¥ #8% 2 ok S 8, B {5 1] HPC X}
PERF_COUNT_HW _INSTRUCTIONS = {} % /£
WECHEAT IR

(3) ITLB i [ % 5 ITLB & 1y 1 %01 48 it
ITLB i o] 5 ITLB X 47 £ 0y 48 i1 38 i
perf_event 1) 11 4 2 48 1f, 4 il B HPCs Xf
PERF_COUNT_HW_CACHE_ITLB #4741t .
#% % PERF_COUNT_HW _CACHE_RESULT _
ACCESS fl PERF_COUNT_HW_CACHE_MISS
Ay 5% TTLB 5 [ %0 f0 TTLB A i o 5 47 e &

() DTLB i [0 %5 DTLB = 4y 4 %% (9 55 it
DTLB i 0] ¥t 5 DTLB & i o 8009 48 3 id
perl_event B i1 B8 2 4 31 il o B B HPCs Xf
PERF_COUNT_HW_CACHE_DTLB #4714 i1,
# % PERF_COUNT_HW _CACHE_RESULT _
ACCESS #il PERF_COUNT_HW_CACHE_MISS
Ay % DTLB 35 8 i DTLB oK iy o it 47 1 5

TEi% HPC {H (19 3 7 1, B T 43R 18] 55 4
TIN5 1] 4 1 8 T2 38 3k >R A R 52 B T X R R
(R 4b BEAE — 5 SR M L B oA T PR IE 22 R4 4 11 )
L BRATHE N bR He HPC (/Y 82 B 07 SR B
L A A B — YRR FE B AT 58 BN 22 Rl A R 4t
I IS 2 SRR AR R R 25

BEAb A SCfl ] perf T EL X 5 Fl Z 14 54T T 48
TE R T perd ST IR A5 43 51 b 33 75 25 =
PF. 8 T ARIE =T 48 4 B[R] 25 Pk 3 P SO R 1F
e 2 [F) B R 5 G A R AT T 3 A ST R A

JE [ — A perf SE4L .
4.3 HHm

ROPDetector i 11 it B HPCs W E & Fpfg 4
Bl o AR A 4 A I R T, BRI A 5 95000 & [a]
B4 IECE AT R M 0 5 RS oA R A
W T MR AR, e AT5E i xF ROP Moy & 4
I )RR AR AT PR, BEE T LA JLAS BE -

(1) Th_Ret_M_Ret: F 75 4 15 #U I 1& [8] 45 4 78
i [958 4 Y L.

(2) Th_Ret_Ins: /R iR [0 $5 4 46 B 46 2 i
i L.

(3) Th_DTLB_M. % 7% DTLB % iy 4 5 )i [
AR AN

(4) Th_ITLB_M. %5 ITLB £ v 5 i ]
1) L AEL.

TSR AT 0 Ui A R T SR [ A o LR S
b B R, o A D) AT R S A D
E ROP Ml Ja #E 47 4b B2, 558 H bR 2F 72 JF 4k i
ROP o ifi % 4= #5086 ROP Mooy % 4B W k47 F — A
LUBZIL

5 XWEIFM

501 XWEE

T % iiF ROPDetector X T ROP 3 5 46 il 19
ROR S FRATHAE N R 3 s (1 SE 30 I 88 N S LR AT Y
J R R G A 1 TR N A ROP B SE 4]

R 3 XKWIFE

/R B

BIERS 32 fi Ubuntu 14. 04

CPU Intel(R) Core(TM) i5-7400 CPU@ 3. 00 GHz
A% WA Linux 4. 15. 0-65-generic

5.1.1 SR E K

1£ ROPDetector H, £ il Ji] J7 T CRI 4 152 151 U
IR [R1HE A 1 EHE D 1 LR OG . B 7E ROP
ALk K e G 0 JED U 10 AS T) 4 5 o 4G 0 £ RS RE
17 AG I o 199 S IR T gadget i 1 1< HE . R 456 30T 99 A0
FEFRMY, — ) gadget HERKBETE 11~16 Z [0, K
M FRATH gadget HEK R E N 12, A N T FEAK
% R A o [ B S B0 o RS B FRAT TR A I SR 3 T
AIME % E A 6.9 AT X L SE5 .

FE T A D 5k R v, FRATTE A A 20 AN SR
(1 ROP Zrdi >R K 4.3 45 4 A BI{E 76 & A0 Y
¥ ANE 4 TR #E T Th_Ret_M_Ret 3} 0.7,
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— 0.40 x -
A +a —— threshold=0.06
0.35H & T—6 A
+ A A 0
* +i + kb 030l + T=9
Aasda- I * NOROP
= 0.25F
|
2 0.20+ A +A +
ja A
Roist T x A
A + N A
0.10f A Ay
02 - ‘++A+tt++t++ 4+
0.05F
o) S T T T T B A Y B * o
123456 7891011121314151617181920 1234567891011121314151617181920
Payload number Payload number
50 0.200
—— threshold=10 —— threshold=0.02
s Tt 0.175} A T=6
40 + T=9 o150k + + T=9
* NO ROP A * NO ROP
= 30F § 0.125F
= + o100 & +x
= €3]
=20 A 2 0.075¢ A
A
+ i A A
AA 0.050F A & +
10 S+ AATAZD 4 A A 4 A A
0.025 gt Ak, A
* *
0 123456789 101112151-11 1617181920 0 123 789 1011]21?141 1617181920

Payload number

delOdd number

B 4 ROP ¥k & A AR )2 S5 0 148 35 14

Th_Ret_Ins & 0.02, Th_DTLB_M >4 0.06, Th_
ITLB_M 4 10.

TEASZ G FRATTAN 32 43 Linux i 222 P2 S0
th 34k gadget, W3k 4 ProRs FATG I 1 = S04
H gadget i#ﬁti [l AT B — 4> gadget Y4
SHRHT 6 FKIEL ,Lf"fﬁﬁg:«ﬁlﬁkﬂ’] ROP I
. 7$Wﬁ,~%ﬂu\%ﬁﬁﬁ($%£f:lﬁﬁﬁﬁ long gadget
(@it 6 %454 1 gadget) % B f mis-predicted
return instructions ¥ b £ 3l 28 1o K £ % B 4l 4K i
mis-predicted return instructions /5 H B £ I AL
{HFE ROPDetector Hr i F| F Jay 7 P4 J5t 21 4 H g 4

DAL T 25 A5 >F A 0 3 b g i
x4 HEEXHH gadget HH
5 £ B KN/ k Gadget % H
1 1d-2. 23. so 223.0 3675
2 libacl. so. 1. 1. 0 76.0 1181
3 libeap. so. 2. 24 32.5 527
4 libdns-export. so. 162. 1. 3 1300. 4 19992
5 libssl. so. 1. 0. 0 461.0 6986
6 libwrap. so. 0. 7. 6 50.9 799
7 libpam. so. 0. 83. 1 65.9 1011
8 libnss_files-2. 23. so 49. 6 801
9 liberypto. so. 1. 0. 0 2222.0 33494
5.1.2 ROP E S Hrdi k6l

7€ Ubuntu T, K 5 FiR. TATEE T — 10
A ROP Jgil i /N 57 BB — B RK A

ZH AR P T GCC % i3 Sy — ki AT A7 SO, &
{I1#) Fl ROPgadget® ¥ T 40 £& A6 ROP gadget
4, M Exploits Database® [ #£H Linux X86 [
shellcode, Bl 40 DI A , 5 — 4% gadget 5 K )&
OB 12, B3 2 T 40 RYGE AT. R Fe A
TR JE 191 3 5300 A 6 U A 5% T 3 [ 8 4 R 9 IR
R TN A ] A OO T BEAT 1SS W FRATTAE
A LI 00 P58 — B &4+ T 2 B 1T SIGDROP,
Shy G BE A (18 G T Dt 3 A — A A T A gadget
1CRE 5 B IR TN R 1] 4 4 H S BN T 55 T S

HAE S A0 0 32 R ) W A5 2 ROP 1t FJTU\E
I A E 2. FATH ROPDetector Fil SIGDROP g

#include(stdio.h)
#include(stdlib.h)
#include(unistd.h)

void vulnerable_function () {
char buff[1287;
read(STDIN_FILENO, buff, 256)

}

int main{int argc, char*x argv} {
vulnerable_function () ;
write(STDIN_FILENO, “Hello World\n”, 13);
return O;

}

B 5 iR R AU

@ SRopgadget. https://pypi. python. org/pypi/ROPGadget
@ Exploits database. https://www. exploit-db. com/
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PEATXT EL SR80, R &5 SR an 3R 5 s S AEAS A JE 3R
FRAT T 4 0 B A [R] i ROP payload, 45 % 5 /8 R
6 N 381 K/ R T A N L R

x5 HMERTRMNER

3| B SIGDROP ROPDetector
IEH A 40 0/0 0/0
ROP ¥k 40 25/62.5 36/90

FH AN A M Exploits Database ¥ T 4 P E
SE IR IR R AT S L gk 6 B, PR A SR R
ROPDetector g% i Uy K il 21 5 52 19 ROP H5.

F£ 6 CVERREWRNER

T 1) AR T 1 5 Je 15 B A
Nginx1. 3.9 CVE-2013-2028 N
Glibe2. 2.0 CVE-2015-7547 N
FFmpeg3. 2. 1 CVE-2016-10190 N
DNSTracerl. 8 CVE-2017-9430 J

5.2 THEREWAE

N T VG AT B A BB R G Bk
P B2 ) A H e 6 — &R g8 0 R 1 RE S
FEAE A UnixBench 5. 1. 3% X % {4 7 5 ¥ i iE 17
PEAG 8 i Bonnie+4-1. 032 X 4 1/0 Vg #EAT
AL, 8 | Apache Web Server Httpd 2. 4. 419 X
R 2% 1/O PEREHEATIT A
5.2.1 EEARYEREIEAL

FRA73% ¥ 8 F UnixBench X ROPDetector #f
TR AR PEREPEAS . UnixBench J&—~2% unix(Unix,
BSD. Linux) 24t N W PEREIL T A 9 &2 J 70
i Linux R4 £ AL M RE. Unixbench Yy 32 20 1K
WHA RGO LS VR BN 2D, 3D,
Bl a7 CESRGEMEMNER, BP0 H
system Fl graphic Mi&, & 47 10~30min J5 , B ]
75 30 & U A5 43 5 2R L A0 BOB R L P AR R

N T #45] ROPDetector f %5 (&4 g . 3 A7
UnixBench X} #: /F & 4t iz 17 ROPDetector fl A&
1217 ROPDetecor F15 &8 43 5l i 47 P BE U 3. W] B
PR AN () i A & B9 T a0k 47 M 8 X He. Unix-
Bench S it#E47 7 11 WK, 73 ) 4 dhry2reg (5%
5 e Ak 3 ) . Whetston-double (5 iz 2 %% % 1 #
&) | syscall CR &8 98 H I #8) . pipe (48 38 7 i) |
context]l (BT H M FF AL HD | spawn (i 24
) Jexecl(execl RELEF M) fstime (X5 . &
i) Asbuffer GCPFEE 5 D L fsdisk (GCPFBE V5
KD (shellCshell B0 . 45 5K AN & 6 froR,is
17T ROPDetector ) R 45 . V-3 P BETHFE{X 5. 05%

Al 5. 25% HEA 2 Z L HI Z .

1.0 5T=%
09 n7=9
£08
s 0.7
= 0.6

iz 0.5

Eg 0.3
Hoz
0.1

B 6 UnixBench % %514 i i 25

5.2.2  WEEE 1/O PEREVEAS

FATAEE H # A% 3 i T2 Bonnie ++1. 03
HEATHE AL T/ O R 3, b T BRI DAAS [] 75 =X %)
FEIR SO BRI 5K L 132 V5 R VA8 AL
FNH ] e Y ST R Ky 15824 MB. ]
i, FATTIA R, T Random Seeks [ B [a] 75 #E. I3
GEARE 7 PR AER R T=9 B @8 1/0 P
RESF- X 2 2%, M AE AL I JE I T=6 i, #E#% 1/0
PEREF- U 0. 94 % . i 25 5 £ B ROPDetector
IB 11X RGP G R 1/0 HERERZ AR /.

L0 07—6
0.9f BT=9
2 0.8
Zodl
Zo6r
5 05]
Zodf
0.3t
w2 0.2}

0.1t

0 | Per Char  Block  Rewarite | Per Char  Block Seeks
SHIEES B SEE M

Bl 7 Bonnie-+-+ B4k 1/0 HE Mt 45 5L

5.2.3 % 1/0 TEREIFAl

F A1 Apache web R 55 4% httpd-2. 4. 41 g
FrMI2% 1/ O PEREPEAL  FEA S I b FRATTEE ] 2 B 7
[ — A SRy B P 1 115, 78 38 28 ROPDetector [
FHL EFEHE web 55 & 750 — 6 EHL LWL %
Vil web iz 55 & 1915 K AL 24T R 2% 1/0 J5 77 L.

Y SR IR AT P RE VT AL L RATTAE TSR EHL B
288 ab T.H (B Apache Benchmark) .,z T. H & H
T Apache 8 SCA L fir U W (HTTP) By T A,

Unixbench. http://code. google. com/p/byte-unixbench/
Russell C. Disk Performance Benchmark Tool - Bonnie. ht-
tp://www. coker. com. au/bonnie+-+/

The Apache Software Foundation, Apache HTTP Server.
http://httpd. apache. org/

©
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BN IE KU 0 2 K 5 17 0] 3 [ B %
F R G — %% 5 E A AF (Uniform Resource Locator,
URL) #E47 U5 7], F >k M 3 Apache 19 7 2 RE ).
FA17E 7 Kk ML _E M A B 4] “ab -n 100000 -¢ 50
http:// FEHLHLAE/index. html]” %} AR 55 28 UL 50 3 %
Vil st 100 000 Y15 ] BE A7 9 2% J g i 3. ik
HhLBR T Apache IR 55 A B BRIA Y 45 B K/NAY
TN BATEHCE 17— 8KB R/NA M 5 747
WO T S IE A A 0 g R AT DL B R R SR
B P 24 4 R I R] AR 55 - 22 40 R [E] A 4 B
HEAT I I XA SR a1 8 B R FEAL I A ] T=6
B, 7 (] BRI T B (9 R 2% 1/ O P RE S AEAL 0. 5476,
FEVT ] 8K W G Y 4% 1/ O PRI FEIUA 0. 06765
FERI A T =9 w5 ) BRIA B BT 9 25 1/0
PERBIHAEAL 120, ZE V7 18] 8 K I BT i) 1) 19 4% 1/0 &
RETHAEDLA 0. 780, %45 K W] ROPDetector fEiz
FTIFXE ZR GE P45 1/0 1 RE 14 52 i ST FL AL

of Native
’ W BT AS ——
é P
= iR
W BT 5 ] —
; s ———————
157k —
05 06 07 08 09 10

K8 M 1/0 PEREM A 45 2R

2 b, 34138 i3 UnixBench ¥EA5 1% 7 1 10 8 4K
Z G VEBEI AL . 4 Bonnie++ R4 T 1% 07 1 0 £
1/O £ RE W #&. 18 id Apache web fIk 55 4% httpd-
2. 441 VAR TIZ M4 1/ O PR RE TS F#E , PEAL 45
R 7 PR 24 ROPDetector B ) Ty 6
AN IR [ i A T 2% R I R G R R R R B
5.05%  #i#k 1/O PERE T RE 0. 947, M %% 1/0 g
T 0.06% ;24 ROPDetector BRI EA T 5 9 4>
iR (8] 45 4 T O S 1 B R G R R R R N R
5.05% M A T/O PERE R I 0.94% , M 45 1/0 Hfe

T FE 0.06%.
R7T BUMERENLER
Ko 8 T UnixBench/ % W4 1/0 /% M 1/0 /%
6 5. 05 0.94 0. 06
9 5.25 2.00 0.78

6 LitE5RE

ROPDetector J&— Fft £ F 1 {4 i) sZ iF ROP &
MT5 i BN perf_event B8 B AL CPU
rp L B REE P R T ARG 25 I R L s ROP ik &
e B4 IV R R SRR AR S O R T B e A 3 B A e
HEAT Y A i H . FRATAE 32 £ Linux #/E R4
TFSZE T ROPDetector [ iR R 48, H Ay 1 T B 5K
ROP Hifi, 5 SIGDROP #4717 % b 58 5 5 [m] Bf 3
i E S CVE U i 5 0E 1 9% 7 16 19 1 8 %, 52
B4l R F W% 5 1k vl AERA A I 2] ROP Ty, H
2% UL BE T AE AR,

T BB F AT R B — 2B B AR ROPDetector
R 1 RE T R 42 v A DMDRS B2 15, S SRR I S A
(0 3l 25 98 R L X RE RE A D0 AL TR AT A A DU ACHS L ] LAk
— R RGeS U REIH AE. O AT B T4k
T2 R 2E 1 ROP By & A= I 1) % J2 B8 F 2
SRR S 38 AT LLE A RS I AR G2 1 AR T A Y i 5
T A B PG ik (IR 26 L SVML B L AR AR 25D
DR o AL IDRG E , B AR R 4l A 4k . B2 - $2  ROP
ek w6 i) B L i A i 5 ROP i 26 JOP
(Jump-Oriented Programming) , § #f — & #h, 7] L)
o B A B A 52 s
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Background

Return-oriented programming is an advanced code reuse
attack technique. The basic idea of ROP is to reuse instructions
already residing in memory (e. g. shared libraries, software
binary) to induce arbitrary code execution. ROP is a huge
threat because it can tamper with the program execution flow
to launch an attack. So, there are a lot of defense methods
proposed by researcher. However, many existing defense
techniques can be bypassed by attackers, or suffer from high
performance overhead.

This paper focuses on leveraging hardware to detect
ROP attack. We propose a real-time detection approach based
on hardware without any side information (e. g., source
code, compiler support), which use hardware performance
counters in modern CPU to monitor target program execution
process and extract the low-level feature of hardware events
against ROP attack in runtime. Then, we implement a prototype
on x86-based Linux platform called ROPDetector. We find a
small program with buffer overflow vulnerability, and use
ROPGadget to construct 40 real ROP payloads. We reproduce
other method which is also based on hardware performance
counters for comparative experiments and use real exploits
which are found on the open source exploitation platform to
verify feasibility of ROPDetector. The experimental results
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attack with a higher detection rate. At last, We evaluate the
performance overhead of our method through UnixBench. the
disk I/O performance overhead of our method through
Bonnie+-+, and the network I /O performance overhead of
our method through the Apache web server httpd-2. 4. 41.
When the detection interval is 6 times or 9 times mis-predicted
return instructions, the performance overhead is only 5.05%
and 5.25% ., the performance overhead of disk 1/O is only
0.94% and 2%, the performance overhead of network 1I/0 is
only 0. 06% and 0. 78%.

This work is partially supported by the National
Key Research  and China
(No. 2016QY13Z2302) . which aims to research on vulnera-

Development  Program  of
bility automated discovery, the National Natural Science
Foundation of China (No. 61902262 and No. U19A2066),
which aims to discover malicious code and cyberattacks in
blockchain platforms, respectively, and Science and Technology
Support Project of Sichuan Province (No. 2017CC0071),
which aims to research on big data security technology.

Our research group has been working on program security,
APT detection, system security, blockchain security, data
security for many years. Related works were published in
good-reputation journals and conferences, such as TIFS,

TSE, TOS, CCS, ICSE, and INFOCOM.





