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Abstract  Providing more flexibility and scalability on outsourced data access for Internet users,
cloud-based storage service has drawn increasing interest from academia and industry. To protect
user data from being leaked to an open network, end-to-end encryption technique may be lever-
aged. Compared to traditional encryption (e. g. » AES and RSA), a new cryptographic primitive
called attribute-based encryption offers more fine-grained level on data sharing (one-to-many

mode via access policy) which may be considered as a highly promising cloud-based data access
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control. However, traditional ciphertext-policy attribute-based encryption systems may not

“catch” any malicious insiders who are keen to “leak” decryption privilege to an unauthorized party. In
this paper., we investigate the decryption privilege leakage problem when deploying ciphertext-policy
attribute-based encryption in data sharing mechanism for cloud storage service. We integrate
white-box and black-box traceability as a whole into conventional ciphertext-policy attribute-
based encryption, and two types of tracing (i. e. , white-box and black-box tracing mechanisms)
are provided in our proposed system. In particular, if the leaked decryption privilege is advertised
to be a decryption key, one may make use of the white-box tracing; but if the decryption
privilege is in the form of a decryption device, the black-box tracing shall be leveraged. The main
features of our proposed system include (1) Authorized access over shared data in the cloud. A
data owner’s files are encrypted and stored in a cloud server, and only authorized cloud users
satisfying a specified access policy can gain access to the files; (2) White-box Traceability. If a
malicious insider deliberately leaks his decryption key and the key is found, the traitor who leaks
the key will be traced by the white-box tracing mechanism; (3) Black-box Traceability. If a
decryption device is leaked and found, the malicious insiders who jointly build the device can be
caught with the black-box tracing mechanism; (4) Public tracing. The white-box tracing
algorithm is public in the sense that anyone can run it without the need of “extra” secret informa-
tion; and (5) Almost-no-storage for traceability. The proposed system does not need additional
public parameters which are related to each of the user’s secret information in white/black-box
traceability. The public parameters of the whole system are independent of the number of users,
which makes the system more practical. Our novel construction guarantees fine-grained access
control over cloud-based encrypted data but also the traceability of “leaked” decryption privilege.
The security analysis and performance evaluation outline the security and efficiency of the construction.

Keywords cloud data sharing; ciphertext-policy attribute-based encryption; traceability; misuse

of decryption privilege; data access control.
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Background

The topic studied in this paper belongs to the traceability
of malicious secure data sharing by employing cloud storage
service. To date cloud storage service has replaced traditional
data outsourcing techniques and provides a scalable mechanism
for Internet users to enforce convenient data management,
and this is a hot research topic. Despite offering the benefits
of flexible data access and sharing, the cloud-based storage
service yields the concerns on the confidentiality of outsourced
data, which is one of the main obstacles hindering its wide
usage. Public key encryption (PKE) allows data owners to
securely “transfer” sensitive data to a recipient. Attribute-
based encryption ( ABE) has been put forth to enable data
sharing with knowledge of fuzzy description. It explores the
traditional PKE into a more general setting where data can be
shared with a group of receivers by specifying access policy.
However, an intrinsic feature of ABE may hinder its wide
deployment in real-world applications. The one-to-many data
sharing mode cannot provide a solid approach to identify any
malicious insiders who are granted decryption rights but being
keen to leak the rights to unauthorized system users (note
that the purpose of doing so may be various, for example,
the system insider may sell its decryption rights for profit).
This research work focuses on dealing with this problem.

In this paper, we investigate the decryption privilege
leakage problem when deploying ciphertext-policy attribute-

based encryption (CP-ABE) in data sharing mechanism for

cloud storage service. Our proposed system provides two
types of tracing, namely white-box and black-box tracing
mechanisms. We state that the former is more efficient
than the latter. Specifically, if the leaked decryption privilege
is advertised to be a decryption key, one may make use of
the white-box tracing; but if the decryption privilege is in
the form of a decryption device, the black-box tracing shall
be leveraged. The main features of our proposed system are
as follows: (1) Authorized access over shared data in the
cloud; (2) White-box Traceability ; (3) Black-box Traceability ;
(4) Public tracing; and (5) Almost-no-storage for traceability.

The authors have been working on this research topic
for more than 8 years, most of the research outputs were
published in prestigious journals and conferences, including
ACM CCS, IEEE TDSC, IEEE TIFS. The new construction
presented in this work is proposed for enabling efficient
traceability of malicious insiders in attribute-based cloud data
sharing. Our novel construction guarantees fine-grained
access control over cloud-based encrypted data but also the
traceability of “leaked” decryption privilege.
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