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Abstract  Existing solutions leverage blockchain protocols to improve the credibility of digital
assets, such as bitcoin blockchain, Ethereum blockchain and Fabric blockchain. Most of blockchain
protocols still have significant scalability barriers, such as a higher communication cost, a higher
latency. a lower throughput of transaction, a fixed block size and nonsupport of global consistency
of digital assets. Permissioned blockchains are made up of highly trusted nodes, open to specific
organizations, have a better communication network, and provide new ideas for improving the
performance of the blockchain and supporting the global consistency of digital assets. To support
the demand of permissioned multi-centers that each center is made up of multi nodes and each user
can send any transactions on any centers, by constructing two-layer blockchain and introducing a
master-slave blockchain, this paper presents an Permissioned Blockchain Dynamic Consensus
Mechanism based Multi-Centers (PBCM), each center has a peer blockchain that keeps itself

transactions and global blockchain keeps the abstract of trusted transaction from all centers, PBCM
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uses global blockchain to link with multi peer blockchains to improve the performance of permissioned
blockchain, and by preventing user from sending multi transactions about the same digital asset at
multi centers at the same time, PBCM can guarantee the global consistency of digital assets. By
introducing global block and peer block, peer block contains the specific content of transactions
and is proposed by each center, global block contains the abstract of trusted transactions and is
proposed by global committee, each peer blockchain just keep itself transactions, PBCM can
divide transactions into multi peer blockchains to improve the throughput of transactions and reduce
the consensus latency of transactions. To guarantee the global consistency of digital assets, this
paper presents a Global Transaction Validation Model (GTVM) by constructing dynamic validation
group for each peer, the membership of each validation group changes over time to make a trusted
validation group, and each validation group validate the global consistency of digital assets
according to block header that each peer send, GTVM can solve the double spending problem
caused by the user send multi transactions about the same digital asset at different centers at the
same time, and GTVM uses the header of peer block to validate the global consistency of digital
assets to reduce the communication cost. This paper presents a Multi Primary Node PBFT Protocol
(MPBFT) to solve the problem of latency caused by malicious node as primary node, MPBFT
selects multi primary node to construct global block on the same time and choose the first illegal
block as the finial block. To solve the problem caused by the fixed membership of committee, this
paper constructs a dynamic global committee to maintain the global blockchain, the membership
of global committer changes over time. By analyzing the credibility assumption, we prove that
PBCM can guarantee the credibility of transaction, can resist Sybil Attack and the PBCM is
reliable and feasible. The comparison between PBCM and other permissioned blockchains, the
throughput can up to 100KTPS and the transaction latency can be controlled under seconds.
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P X P EE 5 A5 i PBET LR g 4 90 A F (K ENDFOR
1 X Bk EEM: P, 1 X B4 {Xﬁﬁ% E‘Eﬁg P, E@ﬁ%ﬁ NextCPSet<<— CreateNextConstructionSet ()
s oA P, BB U 4L 0T T P 5 R 4 G END
FAR P A T 95 S 4L R A PBET ML 4 3

EI DR € Nl o e s A T 1 R = % N R )
B e AT 4 — BRI 58 2 19 T ID
Rk A Ry by A A R b A R T MPBET
Pl 4 Jmy X k. RS2 5 1) ToID 85 A H|
A Ja) DX HUBE 338 o A A E AT G AL 5
ISR B2 A BOA e (UL 4. 1 9) N4 T 5 R b
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25— BE B AR UE IR 5 1 s E
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VP Ser ;3 x4 Jay — BUVE 30 UE 35 2 R iR 28 &) 2 5
T 2 4 JR) — B0 s B IR 1 RO 2 e R — SR 22
S TxID |3 ZH @ HELA] CPSer. BEREE R Z AT
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NextVPSet; ; T A 32 14 1) 3o Uk FF 20 DA 4 99 5 o ik
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Bkl FERZS SRR
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Algorithm ConsistentValidationMechanism
FOR P; in {P,,*,Px}
/R ERA R A C YR IER A
VPSet;<— CreateValidtionSet ()
MaintainSel fBlockchain()
// P AR g PBH &% % VPSet,
RNode.send PBH(PBH)
ENDFOR
FOR primary node of each VPSet,
[/ AEREA Y B AR AR — B IR
SendGlobalConsistent ValidationRequest(PBH)
ENDFOR
FOR each node of each VPSet;
RecievePBHAndSorted () / /% 5135 B 58 5 WUF HE 7
vaidation TxConsistent() //BilE 38 5 — Sk
send Trusted Tt () /) ¥4 A5 58 5y Je ik 4y CPSet
ENDFOR
CPSet.CreateGlobalBlock () //## 4x Jy X
FOR VPSet; of each Peer
NextVPSet;<— CreateNextVeri fictionSet ()
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ERERT S R B 2 W K D BN £
K P I UERELL VP Ser, s 454 ERI R 0K S
TR (VPSer B 5UE RO T 8 A AR N B
R VP Ser i B AN 35 UE 17 80 A B (S G 5 IR
R ] T

TES R A A R R I 2 R E
& P Y BT 56 UF BE 20 VPSer, BENLIE B K > 44,
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Algorithm CreateNextVerifictionSet
FOR each VP in VPSet;
candidateList <<— selectCandidataNode() // B
PET A
) VAR BB S H AL R 45
sendSel fVoteToOther(candidatal.ist)
result <— CalVoteFromAlIVP () / /i1 E R ZE 4%
/ARG R 3k ) R 2
sendMsg ToCPSet (result)
ENDFOR
CPSet. DO {
[/ R RN T R IER A
NextVPSet;<—CalPeerVPSet()
//CPSet HAb mi LR 455
Consensus(NextVPSet;)
IF AllPeerNextSetCaled ()
sendinfoToAllPeer(NextVPSet;)
ENDIF
}
FOR each node in NextVPSet;
[/ B S AR HET BT S, AR IO 5 B 3R
ViidateGroupMember = getFromCPMessage()
/ /B UE Y 5 22 TR] N7 A
CommunicationMember(ValidationGroupMember)
ENDFOR
END
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1R e e B 4Dt BLIR i 2 1) CNext VP Set AE
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PBH=(B;,B:,B, By, »CBlockID)
By={ U (TzID)}.

T,€PB

Be={ U E}.

T,EPB
FERKHCL S DU R A R SR TA
W TxID 31 3% By, T KBRS KSR Be ., £1K%
QI ] Y BRI A {H B, L BCFE A B
ID 413 Bpa »GBlockID %3 24 /i 42 J& X He () 1D.
FAR P05k HE LR A RE LN A AE 2R
— SN 32 S TaID /Y LAY BB 8 % % 4
R R BAE T Msg = (ChainlD,
CBlockID, TxID,DA,GBlockID, Sig) , GBlockID
ChainlD FE327n [ |, Sig Fm 1l %4 2 Rl
T2 AR Al DA T R0 PRI 52 B il R A R — Bt
[r) — 42 Jry IX B v 2T o [l — B AR 987 e B
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Algorithm GlobalConsistentValidation(PBH)
FOR each node of VPSet;
sorted(PBH) / /4 BRI 8] 96 /5 X Wi 2 i) PBH HE)¥
IF primary node // U J& 755 45
[/ EN SR PBH 85— 86 E
Send PBHValidationRequest(PBH)
ENDIF
IF PreparePBHValidationed //HE 45 5 F
FOR each (TxID,DA) in PBH
/I T R A XA
PS<— checkParallS pending(TxI1D,DA)
IF PS= =f{alse
append(ConsistentTX , Tx1D)
ENDIF
ENDFOR
sendConsistent TX ()
IF Consistent(TX) //0] {535 5
Send ToCPSet(TX)
ENDIF
ENDIF
ENDFOR
END
YA B I o PR A RN A A R AL B A X

Pk VETESUE R F AR X Pk, XTI R O, AR
AR IF E) &5 AT Y TR UE T A VP KRR BRI
B Sk B 4 300k A L OF M BR OR AR BE R FE AR X B Sk
o, T PR F2 R X P Sk B T 1 45 56 TR A 41
VPSet; , fE—E W A] vali_time Z N 4% FI& P %
AUCH B UESS R FAE PR 6% B XL %
. LA AL X5 T b 1k 6 T A T A DX B Sk BodE
Lo IER B RN vali_time.
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AEREZH COUME R AR5 H 2 Y 42 R R R AR
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AR S5 R 5 24 1l 42 Joy b S R A R 0k — AR HE A
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B 58 4 A i 4 JR) X B L 5y 3t i 52 5 S R i vy VB3 )
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Algorithm CreateGlobalBlock ()
FOR each primary node of CPSet
sendGBO) / /R E AT i M 1 42 JR) X B
ENDFOR
FOR each node of CPSet
receive GB coming from each primary node
checkGBO) //Kaill GB Jg& 75 1IE 1
/ /¥ GB (iR 45 5 k3% 4 FC ARy 7y
sendCheckResult(GB)
/)R B ETT N R i GB AR
if checked(GB)
/ /1) ALY 5 % A5 1A A T R
SendStopMessage(GBNum)
deleteOtherGB()
ENDIF
[/ ERRHRT RN
sendGBTON etwork(GB)
ENDFOR
END
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Background

A blockchain is a transaction database shared by all nodes
participating in a network based on a consensus protocol.
With this mechanism, existing solution leverage blockchain
protocol to improve the credibility of digital assets. Existing
blockchain protocols still have many scalability barrier, such
as a higher communication cost, a higher latency, a lower
throughput of transaction, a fixed block size and nonsupport
of global consistency of digital assets on permissioned multi-
centers. For example, the maximum rate at which these
systems can process transactions is capped by the choice of
two parameters: block size and block interval. There is a lot of
work that to improve throughput, reduce latency and commu-
nication cost. Unfortunately, the throughput of transactions
just up to 1000/TPS, and the latency still up to 20s.

By allowing higher trusted node to verify transaction and
opening to specific organizations or groups, Permissioned
Blockchain can prevent privacy data and suggest better
performance on latency and throughput. There is a lot of
work to improve the performance of permissioned blockchain,
most of those cannot improve the throughput, latency and
credibility of transactions at the same time. And most of

those sacrifice the privacy of transactions and throughput.

And existing permissioned blockchains don’t support permis-

XIAO Zong-Shui, born in 1963, M. S. ., professor. His

main research interests include blockchain and business

process.

sioned multi-centers that each center is made up of multi
nodes and each user can send any transactions at any centers
on the same time.

By partitioning the network into subcommittees and

blockchain,

Permissioned Blockchain Dynamic Consensus

constructing two-layer this presents

paper
Mechanism
based multi-centers (PBCM) to improve the performance of
permissioned blockchain and guarantee the global consistency
of digital assets. By constructing master-salve blockchain,
PBCM can divide transactions into multi peer blockchains to
improve the throughput of transactions and reduce the
consensus latency of transactions. By constructing dynamic
validation group for each center, Global Transaction Validation
Model (GTVM) can guarantee consistent of digital assets and
improve the throughput of transaction. Based on multi-primary
node, Multi Primary Node PBFT (MPBFT) can reduce the
latency caused by malicious node as primary node. PBCM can
achieve 100K/TPS, and the max latency is 10s.
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