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Abstract  In recent years, there has been an increasing focus on the privacy protection in the
field of federated learning (FL). This widespread attention is mainly due to the fact that commu-
nication parameters (or gradients) during the process of collaborative learning among the central
server and various participants can cause the significant risk of the privacy leakage. In other
words, the communication process in the FL system poses a potential threat of exposing the
sensitive data belonging to local participants, which has raised heightened concerns among
researchers and practitioners. Furthermore, in addition to the challenge of the privacy protection
in FL, a series of other unavoidable factors such as the frequent gradients exchange, the hetero-
geneous data distribution among local participants, and limited resources available on the local

hardware need to be simultaneously taken into consideration. These factors obviously add diffi-
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culties to the challenge of the privacy protection in FL. In order to effectively address four critical
issues of data privacy, model utility, communication efficiency, and non-independently and iden-
tically distributed data among local participants in a unified manner, this paper proposes a novel
Communication-efficient and Utility-aware Adaptive Gaussian Differential Privacy for Personal-
ized FLL method, called CUAG-PFL. Specifically, a dynamic layer-compression scheme for model
gradients in the FL system is proposed. This scheme aims to improve the communication efficien-
cy as much as possible and reduce the loss of the model utility caused by compression and recon-
struction through dynamically customizing the compression rate for each layer of communication
gradients, and then constructing the corresponding deterministic binary measurement matrix
based on the compression rate. This designed deterministic binary measurement matrix can effec-
tively remove the redundant information of model gradients that needs to be uploaded to the cen-
tral server. Subsequently, the adaptive Gaussian differential privacy operation is performed on
compressed model gradients of local participants. This operation involves optimizing the main
privacy-related parameters such as the clipping threshold, the sensitivity, and the noise scale. By
optimizing these parameters at the same time, this operation ensures that the privacy of the local
data is preserved, while allowing each model of the corresponding local participant to have the
satisfactory performance. In addition, the rigorous privacy analysis of the proposed CUAG-PFL
is presented in this paper. In order to validate the superiority of the proposed CUAG-PFL in four
critical aspects of data privacy, model utility, communication efficiency., and personalization, a
large number of experimental simulations, comparisons, and analyses are conducted on two
classic real-world federated datasets, i. e. » CIFAR-10 and CIFAR-100. All experimental results
and analyses show that the proposed CUAG-PFL can simultaneously improve the privacy of local
sensitive data, the communication efficiency and the model utility, as well as address the problem
of non-independently and identically distributed data among local participants in the FL system.
In particular, it is worth emphasizing that even when the privacy budget is only 0. 92 and the
amount of the upstream communication is reduced by 68. 6%, the loss of the model performance
caused by both the privacy protection and the communication gradients compression is just
1. 66 % for the proposed CUAG-PFL.

Keywords adaptive Gaussian differential privacy; privacy-utility trade-off; dynamic hierarchical

compression; high-efficient communication; personalized federated learning; private computing
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DO FEEHAT T RS SRS AR SOX L H R
10. A SO SR T/

(I—1/r, Lolr, o T 1+5 o[1/r, |
T—1r Lol e I HGHD [V, [ —1] WTERE N
LHERSOHEBEE R 0;

11. END FOR
12. ELSE

13. FOR it 45 (4540 € [0.Lr, - T [—1]DO
14. WAT IR L1/, LG HD [1/r, ]
— 1R EERN L, HRIITTREEN 0;

15. END FOR

16. END IF

17. FRELIL 2 B @, s

18. END FOR

5.4 Bi&MN GDP i

I A% SC 2 R P A 0 i B 4 o o
AR BRI B R AT S A 2 PR AR P R g
PAT B G GDP i 4E 5k 4 Bis. MR 1
FEW B ISR 1 AT LB B YT ¢ e
SR A BT 2 5 07 n 38 05 A B BR B T AT B M R R
ot =y1/In(x" | D, |”/4A°B*tP) + 1) ,H+¥ B 2
162 577 A Ml 2 Bsf iy 36 B A s it & K/, B B =
| D! |=| D! | MR o BFHFHESITEILEE 6 1.

Bribz 4. fEHEF LDP 89 FL R4, 8 —#%
S JR A 2L B AN R B 5 05 AR i A R 11 R
AR JFHER -2 5 M ERFREN 2R
317 3 A v A AR b ASE AR A UK T R AR AS A ).
) B, 25 15 7 A Hb AR Y A 1 4 — )2 11 UK B A T B
AT SR . H AT 4 K 22 50 E AT AR SE BT TR
HTRE W E (R B E C SRR S | R
FAE—AEE R C T B 45 3 4
RWCH) M HTIZ L BT XF L ) 4 86 B Ao, 104786 B 3%
57, B Aw, =M, » min{1,C/ | Aw, ||} . Tk %
JEPIRIE B . (D RT3 2 5 7 A B R 45 )2 1 R
A 6 FE T ROER N TR B B MR BT B C LI A
Aw, =Aw, SIEH C BRI G E BER B 50
A4 Jrg 308 A 58 BT B0 T B4 R 40 o U E A s HL A
T, T 4% J2 R 40 A B 91 850 52 B b 2 R N U2 T A IR
7R IR TR A (2) IRAT B 2 5 7 AR
R — )2 1 TR 46 B0 BEJEBOR F RO BME C L R4
Aw, =Aw, « (C/ | Aw, || ) AHEEBTEH Aw, 2
2 SR A A HE 4 B B v RS R EE A

B, R T 8 A TS 5 7 A% HASE A0 45 22 T
Tofs BB T A W e ) R RS LA B i A o R R 45 5 | /S Y

Z 5 AR MRS 2 AR B LY 0, -Ju %k 4 C, =
| A, ||, Aw, =A@, » min{1.C/ || Aw, || ,} =
Aw, FRIEHE 6 15, Y11 )2 1 0 H 46 86 FE T A M
HIRBURE S S, =2C, /B . AH R Hb, 4R JZ2 1 AR Ty
ZJe &, = (2C, « o/B)". &5 LTIk AR MO AR AL
25 )2 I MR PR 25 DR 38 5 R (0T 0 ) R RE ) i g
7 RE AR e 24k, 28t A6 L GDP Y34

x4 HBZYIEEH AN GDP .

A AR MR RIS B Avo , BB BE BT A J2 0 N Y 0 S 4E B

FEF=1{¢ .¢,. ¢, ) HMERNB YT EER

B . 5L . ABNGNERE P .25 A

B[ D | MERASE

B e GDP YRR BRI B Ao

1 R s ROE

o = ~/1/In(p® | D [*/(4A°B*tP) + D ;

2. FOR 2%l =1.2.-.L DO

3. MATZE I NS A, = ¢, » Aw, ;

4, HHMER LWRIEMEC, = | Aw, |45

5. MR LA 28, = (2C, «0/B)%;

6. IR, B Aw, = Aw, + N(0,€,) ;

7. END FOR

6 PFRFASHT

TEXET LDP 1 FL H1,58 1 A A SR 86 5 D
M D" AFAEPAAS TR 2 T Y S (DFEA S LDP. 4
B D RS EAEE D RSO B S — A EE R A
R AR 4 D F D" HE SCRREARGARSE 1 ()3 5
J4% LDP. W D" J& @l i 4 D i in sl bk 5 —
N2 507 i BHRREA R L B4 D 1 D" Wi sE X
NS G TTPARLE . — G BN FEAR 9 LDP 2 B b
PSR ARE LR B W S5 g LDP 555 ARIE S
42795 R I L EAER FL R —412 5
T A b B A e AR SR B AL B A 2 4R — A
R EBHNZ 5779 LDP 1Y FL J5 .

BRIz A o TARIERE FL & 580 W 45 5 7%
L&A S 5 7 B AR B B RA DR A R B IR AR
7 Y A B AL AR B 4 4 S AF R Bl A A
T AF AR RE BT 7 USRS v MR A O 25, IR, X
e 1 -GDP ) CUAG-PFL F &, A& H E M 5
T

IS N T RUETEAL A — 58 4 Rl fR T v,
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rP R O B e RN, PO AR 1l I 2 Y
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WL A R B A SC CUAG-PFL 5 i W 45
— NGB HIAF NS5 5 A MR ROk B S
5 R EAEM 2 REE LR, Q, th
WA S5 05 T5 B AR MR B B R4 T 5 5 07 ]
Tofs 85 48 B R AR UE - % 28 IR 55 e O A R AP 8 A ek
B C L BT LAgE ¢ -0 80 5, B4 42 R s th i
S B — S I A 1 2 5 O R R B el
AL A BB L BRJE C . AR B R BT 1Y
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TR RE Y 0~ . BAALL Q, B 50 n A,
ek S 5 5 A M G i L i RN IR AR AR
B D, | AR H BRI 5 B R N s 2w,
1 ID, |
~ID,|
55 g MR FEAS. AN, B B 4 D, FEAFEA
AR B E D', B AR L 3 15 A A
ﬁm@@ﬁ%A%zygwé“—ﬁ”nzT%ﬁ.
WL T £S5 AR 4t KN B %
BRZ/ANTUNGHEARLE | D, | WE.E B <
| D, | JMWE S5 R BURE R As, =2C/B . N
TIRBEEA 25 )5 (A s B R CUAG-PFL H
BE—~2 5 7 19 38 15 B A B B T 75 2 45 T 17 e s
W2 JE 2Co /B . I ARG E I 2, 2 507 n A
5L T /2 1/0 -GDP.

BB 5 T AR MR it PP A —f
FH 7S b A5 750 5 307 1 )11 2 5 40 A A A v ) ARE R
2B/ | D, | (e Q). REHME NS5 1E
B —40 4 Jy A5 T g IR 5 2k R AR S A LB A
B — e & a5 P B — A3 5 05 R MU B R
FEMMESIE 2AB/ | D, | RIStk S S
7 B AR TG 2 0 SN, O BT R S 5 5 A A
TR PRy i A 0 2 14 0 b B MLk . IR A AR IR 2
H4CHFTR c A RMEN Q, TINS5 0 A

s::4c2/@3ﬂn( (15)

meierVf”(w” 7Dn.q) ’:/H\:EF‘ Dn~,
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:

q

i

WA RS 5% ¢, -GDP, KRS, =

|%BMMNJ“—D.E%§5ﬁn%@%ﬁﬂ

o6 JBE AN O 1Y g B M P RO

2 2
B v, | D, |
J«/l/h](4AZBZzP
FN L, S 58 o B985 RUR E T BRI
155 T MR R 22 NI
we I D, P
42°B*tP +1>>

E:4C2/<B21n<
W, SR — 2 )mEE LN S 5T
P 3 {75 B 7R T 0 s R 2 5 R e, -GDP, AT AR
WE T 25707 09 A b FA A £ 8s 78 8 A FL B[R] I 25
AP ARSI HTE N ES 5 803 k5
v T B L

+Q (16)

an

UFE5E.

B A Y 4Rl AE R e s, B S S 0y
A b TCASE B I TT 69 SGD I B 19 [ A e 1 4 S 3%
Z 577 SO R BR B () 0, SRR . RS 507
n TORETURL BESR [ )20 A w, HOWN 09 7R 45 86 B 2 A
w, MR PE CS 1Y 29 o % B M (Restricted Isometry
Property, RIP)™", Aw, #il Aw, i &

A—p 4w, |, < [ aw, |, <A+ [ 4w, |,
(18)
Hrp, g € (0, .

S BE Avw, 1Y 0, -5 ORI S X 0 1Y) R 4
BEEE 0,100 (| Aw, ||, A BEW /. AR5 22 20 (16)
M) , B Iy 22 & F B )& h 38y B (E C A
PR o X A B FARE 26 2 B0k P e 1. 8 28 2 3K
(6 e, o | D, [ \A B HRIP o K ¢ (38 i
K. L, 76 FL 5 BB 0 SRy B, B ¢ B2k 42 )5
WAE IR E T B R4 B AL (| Aw, ||, AT RE
AR SR /N B S5 0 T359 (4 C &/, H )2
PRI Sy I S 8 W 75 RUBE & (LR, R A, BT B INEY
MRS A C —FERRAE R /N ZRa N E L A T
[ 5 2 BT BI(E C RIS RUBE o 19 7 1, CUAG-PFL
Tk BRFASEL p BE A, IS AZ 507 A
b BSCHE B D DR AP R B G 2 AN AR LT A BE T R 5
B C FBRFASE e 5k, CUAG-PFL 8% #
PRI IR 25 1) S 30 A TR0 e S5 B B 1 M 7 i /DN L i
T 3kt B 2 M 55 0 850

7 XBERESHH

AR ICAE CIFAR-10 #1 CIFAR-100 1§ 4™ H 52 (1)
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Non-1ID BH B 42 kAT R se g, of Ha it 5
S Fh A 6 B9 7 ¥ (B FedAvg ™ | PriFedSync ',
UDP"“" | DP-SCAFFOLD*’, SCAFFOLD™ #I
PFLDyn(Proto) ")) #t 17 H 45 o 1 3iE A< SC 482 1)
CUAG-PFL J7 ik 78 fo R P 80 M L3 15 R0 A
PEAL DU AN T 8 Y £
7.1 EIRIFE

S A 8 S Python 3.7.11 JF &, 15 17 B 5%
CPU % Intel (R) Xeon (R) Gold 5117 @ 2.00
GHz,GPU 3} NVIDIA Tesla V100 SXM2, 4 f£ &
32 GBX 4, HAE R 482 Ubuntu 18. 04. 2 (OS).
7.2 EWIEE
7.2.1 B EUE 4 (Non-11D)

AR S P AN AT Y S v B s 4 (R CIFAR-
10 1 CIFAR-100) #F 47 52 50 {5 B, If H & A 5% T
#& PFLDyn(Proto) " 1 % it & #J 3& Non-TID I I
BAE AR, A HARJE X 2 5 07 Bdl 247 R A DL G A
2575 22 [0 R [ R A B8 T 00 S v AT 55 24
PR BRS80SO DU m Fp

(D BREBS LM (Active Class Induced
Diversity, ACID). EIL I B H . B 58 R 25 K Kb
BN E—Z 577 40 Bl — A 1 KN 285 3.
VERRIZ )G S AR A I 1 28 3 2 A S s 1 I e/ 3k
B SR 43 v BB IG5 o b 3o BBCRICHIE A AN DR A A
— 2577 U0 /MK BHE 4. 6 4, 7 CIFAR-
100 4 b %k — 4 FL REAFLE 100 2 5
T A5 MR E N 5 BN
CIFAR-100 %4 4 rp S 2L 2 100 A28, JF Hig— 14>
2577 BA I BE 26 B M B BRI 5 A4S, R X
N FL RGES MBI E2S 50 Z WA T AR 1
BRI B0 1 2 18] 1) B0 28 0 B S ME R AR /N I
A AR S T 3 B AN > R — A S 5 AR B
M BAEORSE A SOy R ML e AR FEOR
[F) 5530 (4 A 55 22 R P B P i

(DOEZKTEF L H 1 (Anonymous Label In-
duced Diversity, ALID). 5 ACID 26, ALID %l
B2 5k EEERENEIFAMES 5T
WAL RGN TH NS5 MILHES 2K R 5], L
NS5 HHRRINEH NS5 TPHER
GITARMT R R, BARAE X PP OL T BIEr 5 2 50
HEAT bR 25 25 07 BUs S 3R A 40 AR Z )
{18 P A Al R AT K I I S B A 4 4y ) O
VLR TZ 570l R A A BB 5 2505 B (H 2 4R
8BS I b A7 25

7.2.2 FEAIBAL

CIFAR-10 #l CIFAR-100 T 4™ Bt 3 % 4 4 %f
NOH & M 2 W 4 ( Convolutional Neural
Networks, CNNs) 14 i& 28 &l T #f 5¢ T./F PFLDyn
(Proto) ™", AR I 4 45 B A~ 48 BUZ LA e Kt 1k
2 A A R I — A softmax 805 )2, HAAE S
B, X Rl R 8 X T CIFAR-10 #
CIFAR-100 11 5 I A2 5 AT Y CNNs, {H 24 2 D)
UEH] CUAG-PFL AUH e Oy ik i AR M. S T A,
TG — F CNNs 27 AR5 JT i ) A 20 214
7.2.3 XTHTE

X L BAAE AR S S CUAG-PFL &5 10 7 1
DA K I 3 o 0 £ 5 A

(D FedAvg™ . ix & FL 4 5 N & B g 32 o 1
J5 vk R R 45 R A FL A S BIF 5T 09 — b Lo 4 3
ok, BEEAUE RS A RS A S5 0 U U 2R
— A4 Ry I AR,

(2)UDP*". X R TRl i 2 5 4%
LDP 9§ FL o U 7y s, Forp 8 1 [ 3 Ny 2% 59
B {EL S . B 1 =2 4h, UDP 2 3l 1 [& 52 B FA 7 8 ok
TR B — 502 R AR 1 2 5 07 A M4 B RA , TR I
TH 4 R AF R A 2 A 3d N 2 4k . UDP AN
FedAvg — 2, #2364 PRk FL Jrik.

(3)PFLDyn (Proto) ™™, fE M 3 & A SCHE H Y
CUAG-PFL By —Mige i > AL FL J5 8, v DL g
HiJ& CUAG-PFL ZEAE R 45 H TR FAIE B0 F > 1k
FL BERSOH R 1 FR.

(4)PriFedSync™" . #f& A1 fr %1, PriFedSync J2&
— ks GDP W FHF FL H B fee 8 A 42, (5 2 #
FE T MRS RUEE RN R BY B {H. B Ak, PriFedSync 1] LA
BT 4% A PEfE FL AEZE v, P b sk B A SR
MY 35 fill #E 22 2 PFLDyn (Proto) , fE T 1 CUAG-
PFL Hi& W GDP 5 g I i ff B i1 % L.

(5) DP-SCAFFOLD"™", X J& — b & T &5 M #L
il B A PE A FL S5 B AR 3 Mk 08 i 0 kL 8
T — YA 1l I 2 b B R R v A B S 3R 5T 1
H.\ARE—R2REFETAS 5 EAg R
Tefs JEE JIT VA O ) MR i [ ).

(6) SCAFFOLD**', #f 4 DP-SCAFFOLD & 3F
B AL B 17 0 T X A1 b FL AR50 - BR.
7.2.4 BSHOEE

S} T f F 1 FedAvg.UDP. PFLDyn (Proto) .
PriFedSync, SCAFFOLD #l DP-SCAFFOLD 3t 17
NP AR ST E R FL RS — o ik 5
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100 NS5 H MR, B N =100, 5 —4 4 s
F RIS RGO RS AREPLIES: 10 M2 55
s E 2R, Bl A =0. 1. RSCRAS 7.2.1
eI T A4 36 38 £ 40 4R 43 %10 7 =X ACID Al ALID, H
R —A2 5T RS 8 H & R = (R 3.5,
7, B — LS8 B T /S Non-11D /9 FL 37 5. bR
W2 Ah AR SCIE R TR R 0 S 8 AL . A R
SMAECT =300, B2 5 Al 45k P =25,
A b I 25 B4 B KN B =50, A M il Zh i 2 S R g =
0. 1. 28 o« =0. 1. FF H N Tl &8, 55 4 R fE
AR AF ) B R I B 0. 997, AN HE R U I
90.001. XFF 3T LDP # FL J5 ¥, & & #5914
1% E N 1,PriFedSync [# & B % &y 0. 45 1fif DP-
SCAFFOLD [f 5 M2 75 % % & 1.0, UDP 1 [& 5 [a
RHIH e =106 =10 7). BRINE BT, CUAG-PFL
RS 1 =0. 25, 5o R 46 % r ., =0. 5 HiRk
JE45 % ., =0. 2.
7.2.5 VAL bRE

XA PE4E FL J5 . B CUAG-PFL,PFLDyn
( Proto ), PriFedSync, SCAFFOLD #1 DP-
SCAFFOLD. fiif it 8 b5 /2 %1~ 2 5 7 M 4 A A 1E
ARSI R A M KA PR BB I Y. 2T FedAvg Al
UDP B FpEEA AL FL Jy 3k, W2 B4 R 3L 1
2 R AN R 45 A2 5 5 A b 8OHE 1Y) TR R 4 AR
RVEHE AR AR L T A SRR /N R B S AN (R
R E E R T A 2AIE, ik fh
Non-1ID BRI B 415 T . X LA 77 o h g — 4 bk
PR 2 5 05 f8 2 o8 4 — B
7.3 LI5S

T AR AR RO B AL RO P LA RCR A
AL YA 5 1 X CUAG-PFL FH B S Fh A 56 BF
98 7 B R AT AR R Y S 56 X L 43 A

B fAPE . R PG 2 3 3, 4 -GDP Al LIFEHh (e,
8) -DP. It . 2 TP IE#E CUAG-PFL 5 HE
SRR LDP 9 FL 7 ikl AR 6 = 107,
B3 12 o -GDP ) CUAG-PFL Ml PriFedSync % fh
TEH RS e FE AL (e ,0) -DP A R 19 B L
TR e, AT 10U Hb 43 B 3 DU b 7 1 % 2 5 07 Bl
B AL B B s BE. IENEE 7. 2.3 AR f ik, CUAG-
PFL #l UDP # 2 [E € ¢ KRR — 1S5 K1
Z MBI 72 G U ] 1] 25l 2 v 1 5000 I R Rt B i
WA, i PriFedSyne il DP-SCAFFOLD #)1 J&
FEMAERNE . 454 EM 1. EM 4 LI 6 17,
PriFedSync il DP-SCAFFOLD 1 ¢ B 4 )5 (5

RIS i 84 K, H CUAG-PFL #il UDP B o Ffi
A R 8 A e B R 1 I 3G K A3 S an 1 4 Ca) B0 4
(WP~ MR 7.2.4 17 ¢ % &, PriFedSync
B e 28y 2 [0. 41, 10. 247, DP-SCAFFOLD
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E 5 B FAPE B 5 &0 T 8 A B AR R H] X B
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4L FL J53k UDP, W [E & e {E A4~ #:1k FL J7
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LW sAE, R 1 AH T LRWAET LDP
FL J7 e R g 1k 3] H bk e 0 58 I 75 22 TH A6 1Y
FaRh A e . Horp g —Fh g 50 F 9 = A B Fn o %
4y $I%} ¥ UDP, DP-SCAFFOLD #1 PriFedSync 7
4Ry i AR VR B T = 300 I A o ey E 2. WK
CUAG-PFL #il PriFedSync iX } f P4k FL J7 1%
AR IR 35k P O T B LA O SR L B E R
B 34 T, PriFedSync M #E 19 BRFA T3 e 34 7 48
KA SCEE 9 CUAG-PFL J7 15 B % 1o 1 B i
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dE oy F 07 20T L 2 B AR HERR R I 82. 98 Yo i, X F
Jr 75 B IH FE B9 B FA TR e . PriFedSynce K 24 /2
CUAG-PFL By 11 ff5. 42 L 1,8/ 1 e Rk
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T 5.

[F——cuag-prL PriFedSync DP-SCAFFOLD ——— UDP |
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FedAvg Fll UDP) Il Z5 1% 2 52 4 Jay 5 70 o iff 238 5 22
AP, FT RIS PE4k FL ¥ PFLDyn(Proto)
e HE ) B AL 4 75 7 CUAG-PFL il PriFedSync 78
RO AR L e 3T LDP B FL 7k E A, Jo
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BETHERALTE -

FL &5 H b o 2 CUAG-PFL PriFedSync-?! DP-SCAFFOLD!™ uppY
0.5528 e =0.92 e =0.41 e =5.03 e =10

ACID3 0.7010 e =0.92 e =1.99 e = 23.31 \
0. 9016 e =0.92 e =10.15 \ \
0.5981 e =0.92 e=1.93 e =15.77 e =10

ACID5 0. 6286 e =0.92 e =2.28 \ e =10
0. 8592 e =0.92 e =10.15 \ \
0. 5480 e =0.92 e =2.23 e =15.25 e =10
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[ ] A RilfEGB (3004)

2.0

1.7836

1.1714 1.1678 1.1684 1.1754 1.1663 1.1653

4 JR i {5 GB(300%)

0.0

TCHEARTETE N 4 J5 38 A5 2 0 WA . T A Sc e Hh i
CUAG-PFL i . B —1>Z 5 07 # 2 4% i 5. 40 66 2
F RS ARIEEE 7. 2. 4 TP PRR T B AL R R R
T B B — 2 B R AR Al 0.5, It CUAG-PFL
R B B/ TSl A A DR AR S T B AT A
B AR 7 s, 6 T CIFAR-10 B3 508 42 , A
e F DU JC T 45 19 7 (Bl FedAvg, UDP,PFLDyn
(Proto) fll PriFedSync) , CUAG-PFL £ ALID7 %
Fi s 43 %007 s0F 1 B AT S B T 69, 33%.
A, K CUAG-PFL iy & 42 5% B 1Y
A M ASE AU AR E AT B A 2 R 4 BT LRI [
I 1 R 45 R A B AR TR 45 56, %) T AT A0 — > 6 B 45 4
£ .CUAG-PFL £ AR /) Non-11D 45 43 5175 L F
) 388 5 T4 4B N 58 42 AH TR
CIFAR-100

0 BATEfSGB (300%)
[ 4&Rmil{EGB (300%)

2.0

1.8224

1.1885 1.1797 1.1873 1.1888 1.1798 1.1824

4 il fi5 GB(300%)

0.0

B 7 %}F CIFAR-10 fil CIFAR-100 Wiﬁﬁﬁlﬁ%ﬁz%}ﬁ% 75 Non-1ID %4 4 %1 7 X F CUAG-PFL 5 J6 & 47
B 77 B AR A 300 BT A _E A7 3 15 T 84 A0 42 R 18 15 T A

Ak IE NS 7. 2.3 35 fr ik, CUAG-PFL
5 PriFedSync, PFLDyn (Proto) . DP-SCAFFOLD.
SCAFFOLD X U &k 75 b KB RE %y 2 5 7 22 il — A~
A A VA A A,

LA . NER 2 Pros, AR R CUAG-PFL,
PriFedSync fl DP-SCAFFOLD &R 11412 5 )7
KR A AR = RS FL 7. SR 76 80H 1
Il , DP-SCAFFOLD Tt i # 4 i fift o = 5 77 % 4
Non-1ID [a] 8. #f [t. T° PriFedSync, CUAG-PFL
Z5ITHY e TR E N 0. 92, B b B0 B FA 1R 3
PR — H A F R R A, LA, CUAG-PFL & 3%
P 7RI R 48R A5 BOR. L ACID3 g7 R4 H
CIFAR-10 K3 %43 48 4 #i) . CUAG-PFL BIff 7E e
X 0.92 H EAT AR 208 68. 620 IO T . H
5 PFLDyn (Proto) Z [a] fy £5 &1 o #fy % AR 2=
1. 66 %0, BV PR g A O 370 B 3 s 48 9T 5 | 2 1) A5 7R 34
FAAAL A 1. 66 %0. b B, A SCHRE HE ) CUAG-

PFL 68780 /0 i {5 T 55 A4 i3 A 1l 250 30 B A DR 4 A

L IFH NSNS 5 T il — D B A A # %

a3 A B PRI AL

F2 CUAG-PFLEHEAMAZHNRESILE . EHHA
SMEBEERUE(LITEEFHE L ACIDI TR 538
CIFAR-10 BX 3 #147 & 4 1

FL AL N WERE A
Iy G107 I smpore
CUAG-PFL e =0.92 0.9046  0.2796 GB </
PriFedSync?” e € [0.41.10.24] 0.8986 0.8918 GB </
PFLDyn(Proto) ! X 0.9212 0.8918 GB  /
DP-SCAFFOLD'®! e € [1.52,26.28] 0.6275 1.7836 GB </
SCAFFOLD"# X 0.7624 1.7836 GB </
upp? e =10 0.4624 0.8918 GB X
FedAvg'® X 0.6686 0.8918 GB X

7.4 H—FTHARSHHT
7.4.1  BREASEL o TR ROH B 5
BT HE—232 0 CUAG-PFL [6 BT B A & m
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B AT < e A7 A% AR 5 RORT B I R e 39 22 0 B RS PR AL IR 2 941

BB R A5 L X B3R N S R TR Y B R S 8K
p B BB{0.1, 0.15, 0.2, 0.5, 1, 2. M ¥ EH 3, &
FE S =10 " WX S BRFAS L oo (H X R Y B FA T
e H42{0.34, 0.53, 0.73, 1.99, 4. 38, 10}.

X F CIFAR-100 Bk 3 % 4 45 78 7S #' Non-11D
B 3 0 R ARSI . & 3 MR 4 g T R
FAARFEBA ) CUAG-PFL fEX AN AR 40 {8 1Y %
BT X R AR R AR 3 B AL 4 A CNNs Il
57,0202 97, 3 A4 (B S ) 2 B AR R
VGGL16©% ., N 3 FIF 4 il U W&, Kt 7E
Wi Non-TID %54 43 %1 77 UE B0 F L 754> o XF 0 1Y
TR A i 3 22 [ ) 25 (B A0 IR /N, 0 L2 M A R A
& VGG16 HAEE 43 #1177 U ALID3 B, i FA 2

% 3 XF CIFAR-100 BXFBE 3R & . /< F Non-1ID %18 4> 2|
AR TAEREFASE » X CUAG-PFL # 8 (#8254

7= CNNs) % AR &1
FL
ACID3 0.8860 0. 8984 0.8977 0.8965 0.8862 0.9038
ACID5 0.8308 0.8512 0. 8425 0.8485 0.8451 0.8363
ACID7 0.7881 0. 7851 0.7974 0.7785 0.7892 0.7933
ALID3 0.8958 0.9015 0.9022 0.9053 0.9031 0.8986
ALID5 0.8414 0.8334 0. 8460 0.8550  0.8489 0.8538
ALID7 0.7813 0.7998 0. 8004 0. 8016 0. 8008 0.7916

pw=01 =015 p=0.2 p=05 p=1 p=2

F 4 T CIFAR-100 BEFBE#E & , /< F Non-1ID %1€ 4> &l
FRATAERFASE » ¥ CUAG-PFL # 8 (#8224
2 VGG16™) 3 At 8 i

FL
Y&
ACID3 0. 8921 0. 8974 0.8913  0.8930 0.9066 0.8911
ACID5 0. 8241 0. 8259 0.8326  0.8376 0.8368 0.8331
ACID7 0.8057 0. 8047 0.8037  0.8170 0.8106 0.8112
ALID3  0.9164 0.9151 0.9167  0.9133 0.9135 0.9156
ALID5 0. 8486 0. 8476 0. 8471 0.8462 0.8611 0.8584
ALID7 0. 8147 0. 8174 0.8123  0.8239 0.8242 0. 8367

pw=01 =015 =02 p=05 p=1 pu=2

#£5 IF CIFAR-10 BEFREIEE . /AF0 Non-1IID BIEHLE AR TERE

B e =0. 1CHI e =0. 34) X [0 B 452 78 9 1 232 5 i S A4
B RO S B8 e X 10 1) 5 DI A 8 9 iy 38 22 ) 119 22 LAY
{2 0. 03%. H U B, A SCHE Y 1) CUAG-PFL J7
2 RS W] I 4 = 2 5 O BCHE B R 1k RS AU
7.4.2  HEE N GDP 5 B G A5 B0 i) 5 el

TEA IR I H CUAG-PFL W, [3& % GDP #y
PG 2 R 38 i W) B A N AR BT B (B N N Y
RO ) R R R BB, IR N 6 b AT ik,
MIRFASEL = 0. 25 (MRS RUEE o [ 35 D B, 2
5505 A M B ATE B RA DR P R B8 06 2 AN AR L SRTT L  R R
RO o [ W RHEE M 4, 3507 A 8 AL 3
AR B B A ) 8 5 50 8000 1 i A, BP B R 2
B WU, BEAE B — 4 R AR R o BR L T
#2505 A b BN B R A B R R R A T IR IR
AR SCHR 0 1 3 N AR B 5 {E SR B 6% el 2 M 7R R
IR KT 5| 1A A 7R o iy 38 PRI, ik L % i DL O
1 B2 (D) A [ E o FIER BT BE C 5 (2) [E & o A
5V BT BIE C 5 (3) HIE N o FIE 2 2 8Y B1{E C
(DRI [ IER o F1C . LL CIFAR-10 BEFS B HE 5
B DAL DU FR AR B0 204 SC 8 ) CUAG-PFL
th, 35 451 TS Non-1ID 4243 #1 7 X F o F
C 2 75 [ 5 X AR A 25 HT 52 i

MR 5 FR, it o J& & e WAR Y B {H C
3 7 s X6 A R o T SRR B L AR LY o =
1.0 83 o HAE NI, R 5T B (E C [ %A R % Y
AT R, HHEY o= 1.0 B, 78 ALIDS X #h Non-
1D H4l %07 X . AR C A2 C = 1.5 it
O S R I R 2 22 K, P T E R S
14. 16 %, WRFEE C 24 o /N B RE B AR X i
Pe. SR AR B G R C B4 o WA 0. 45 HE ] 1.0
b AR RGR P 2 /N T 1 E C G . FR i el L, A
SCHRE A AR B ) (SR W X AR AU A 4

RE MBHHEC EREAEMERENAEH D

. o =0.45 6 =0.65 c=1.0 po=0.25 (Bl ¢ FIERD

L

sy C= C= C= CH C= C= C= cC= C= C= CH C= C= C= CH
- 0.5 1.0 1.5 WERE0.5 1.0 1.5 0.5 1.0 1.5 WER0.5 1.0 1.5 3 N

ACID3 0.9051 0.9069 0.9059 0.9189 0.8982 0.9024 0.8961 0.
ACIDS5 0.8490 0.8442 0.8452 0.8666 0.8459 0.8441 0.8377 0.
8182 0.8178 0.8291 0.7990 0.8069 0.7991 0.
ALID3 0.8980 0.9022 0.8879 0.9067 0.8974 0.9009 0.8874 0
ALID5 0.8510 0.8500 0.8552 0.8625 0.8452 0.8389 0.8454 0.
ALID7 0.8216 0.8222 0.8178 0.8467 0.7981 0.8027 0.7961 0.

ACID7 0.8132 0.

9101 0.8491 0.8543 0.8554 0.9045 0. 8787 0.8828 0.8823 0.9046
8615 0.7441 0.7491 0.7423 0.8506 0.8314 0.8288 0.8332 0.8566
8263 0. 7484 0.7553 0.7527 0.8240 0.7942 0.7899 0.7907 0.8282
. 9036 0.8703 0.8613 0.8626 0.9018 0.8839 0.8760 0.8807 0.9026
8580 0.7099 0.7156 0.7081 0.8497 0.8095 0.8193 0.8189 0.8517
8466 0.7448 0.7485 0.7364 0.8336 0.7945 0.8033 0.7964 0.8381

7.4.3 BIFIZHIELER vs. [H E R4 R
AT T IZ RSB E FEX T FL#ER
BRI R . Wk 6 iR, XHAH T

ACID3.5.7 3% = #h 4> %] CIFAR-10 B¢ 3 5098 4 1y
%%‘Fﬁj?&}%‘g&m%@( T max :O' 6 E— 7 min :O' 2)*']
=RPEERYER - =0.5.0.4.0. 3 B 300 & 5 Y



942 i

Bl

£ i 2024 4

A A S A B RO 7 A R TR

LIS AR R B e 5 7. 2. 2 T R A /N
BRI CNNs i & HA R B AR KH VGG6,
AR =FprE] CIFAR-10 BRISEUIR £ 5 F i sh &5
e R DA I SR s S R =l 7 N [
BRI & VGG16 i, CUAG-PFL iy 8 B JE 45
IR EETE AT A SOR R R P A T I Y

22 540 o . JC R Y Bl oy K2
ACIDS5 , 3l 25 2 90 4 2 it 19 147 38 15 1 A 5 1]
FETESEF R 0.5 B Irag 9 AT 45 & 19 60 %6, [ B
T P R TR A 0 % LU S 3 3. 44 0. FR G 6 B AR S
VT Bl 25 J2 G0 46 B S5 T 58 AU g 448 v 3 £
BRGNS TR FL 55 sl A A8 Ak, i ELAS 20 58
QST

F 6 XTF CIFAR-10 BRI EIEE . ACID3 5.7 = MG ENNSEREREZMEEIESH E 3T CUAG-PFL HITEEHNEMER

HAMR R
B B Vg% S— A‘CIDS S __ A‘LIDS S _ ‘ACH)7 S
AT A5 R /GB IR AT R/ GB iR AT R/ GB IR
r € (0.2,0.5] 0.2796 0.9046 0. 2760 0. 8566 0.2766 0. 8282
. r=20.5 0. 4459 0.9092 0. 4459 0. 8583 0. 4459 0. 8277
CNNs r=20.4 0. 3567 0. 9055 0. 3567 0. 8505 0. 3567 0.8124
r=20.3 0. 2675 0.9001 0. 2675 0. 8462 0. 2675 0. 8063
r € (0.2,0.5] 45. 1137 0.9173 45. 0496 0.8763 45. 0874 0. 8441
VGG16 r=20.5 75‘0/16? 0. 8939 75.0468 0.8419 75.0468 0. 8109
r=20.4 60. 0375 0. 8803 60. 0375 0.8243 60. 0375 0. 7899
r=20.3 45. 0281 0. 8637 45. 0281 0. 8087 45. 0281 0.7731

7oA 4 S TRVIN S g A AR AR A% P ) R T Z: 5 77 845 Non-TID 151 T By A E B 2 40 02 e e

AR T REALEE RS @ A S5 FIAERE ¢ DA I
6 5 P 0 0 A AR IR AE i CUAG-PFL th
B A5 2 G 2 o 194 0 R B A 0 D AN [ S e
Xt il 19 2 5 5 A P A A5 78 SF- 349 of g SR 1Y) B2 . 4
% 7 R T CIFAR-10 F1 CIFAR-100 ¥ F 556 35
Hode SEAE S PP Non-TID 30 ¥ 4> %007 X F i 3t 12 Fp
A REIE I &2 5 2 ¢ 1) CUAG-PFL 1 & — ff

1. o T CIFAR-100 B %04 4 , 78 ACID3
Xl Non-TID i 43 #1 77 =0T, 46 L F 5 FH 9 5
BEDLEL P o AR SS FIAEBE @ o RE IS I/ 1) A5 Al
SR A5 R 4. 320 F 4. 41 %, L AR SCBEET
) P S 0 R 0 e A B MR B R K
BB B, I LA 25 1 00 B B R 40 97 5 | 1) A5 7Y
PEREIR 1L,

R7T AXETHHEE_HENEENRE ¢ SHBEVIER ¢, FEZFIER ¢, 3 CUAG-PFL #HE A EH &M
W it CIFAR 10 CIFAR-100
9 ACID3  ACID5  ACID7  ALID3 ALIDS  ALID7  ACID3  ACID5  ACID7  ALID3  ALID5  ALID?
¢ 0.9046  0.8566  0.8282  0.9026 0.8517  0.8381 0.8963 0.8238 0.7998  0.9037 0.8426  0.7866
b6 0.8820  0.8219  0.7874 0.8722  0.8098  0.7993  0.8531  0.8003 0.7724 0.8617 0.8174  0.7471
b 0.8710  0.8158 0.7938  0.8699 0.8139  0.7947  0.8522 0.7916 0.7602  0.8686 0.8120  0.7534
7.4.5 S DP G AL ALCH I 5 e MAH&ANS 5T BT IS DP I E X T CIFAR-

TEIEL TS BR T 2 507 Z 6] 19 A o 8 2
Non-1ID Z b, #4~% 5 J5 % T4 804 I A 1 47 i
JERY TR IR AT BESE A AN TR, REEE T LDP i3 & 48
IATAESEAL DP (R AR /NS ] B398 1 544 DP X
CUAG -PFL & HPERIR2 M. X BLBEE 100 NS5 07 )
FAASEL p KBS 4 HAR/MEJZ 0. 1. 545 0] FR
K73 IXTEILO. 1, 4 PRARHK 100 A4S oo B, HR45 EATTRADL /)

10 I CIFAR-100 PRI B &4 4 7575 Fh Non-11D £i#s
43095 R 5% , CUAG -PFEL 7 il it/ M AR AL 76 57
YO 8 B, g4 3 Mk 4 nAL X a2 5
J7 i SR PR T AR ) e BRI 9 01 L T i £ S B Y
HHFEAD NS A TR RGP AN S
D5 B AT S AR BE (4 B AL L R R 8 T A mT LAk
— itk CUAG -PFL S fifde 544 DP )i,

£ 8 XF CIFAR-10 #1 CIFAR-100 P FhEL FR##E & , /N7 Non-1ID HiELE HF X TR DP(», €[0.1,4]B n€[1,100]) 3¢

CUAG-PFL R & 3 AR5

FL &5 ACID3 ACID5 ACID7 ALID3 ALID5 ALID7
CIFAR-10 0. 9087 0. 8398 0. 8289 0. 8989 0. 8476 0. 8391
CIFAR-100 0. 9066 0.8418 0. 7830 0. 8995 0. 8386 0. 7966
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I N GDP #AE 3 5 O 1k 3 5 13 . B0s B R 7S
FUBE S5 B RAAR DG S HOR 3 55 2 5 75 B8 1 B FAPE R
AR R B B R BRI 22 Ah AR SOR S S 2R YU
477 R IS N GDP SR m& W H T8 09 A Ak FL
HEZE PFLDyn(Proto) H1 % ff e 2 5 J5 £ dfé Non-11D
155 LT A 38 15 250 B RA PR 3 ) B R o 52 50 X L
S HTIEB] T CUAG-PFL 2 — Fh &5 %08 . &5 %0 H
AL FL BafAGR 47 J5 . 4R i CUAG-PFL Y
SR ] [ 30 7 R 46 LA ASE R B A 2 I R OT A%, O
H 28T WY 5 2 575 Z 6 Al BeAEAE A R B
TR AR TAERIREME 2 REFET S5
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Specifically, although LDP-based FL can theoretically
provide strict privacy protection for the sensitive data of local
participants, the majority of relevant research works adopt a
strategy of fixing various privacy-related parameters, which
leads to excessive noise, increases the impact on the degrada-
tion of model utility, and is also susceptible to gradient
leakage attacks. In addition, although compressed sensing
(CS) has been proved to improve both the model utility and
the communication efficiency of LDP-based FL. without com-
promising privacy, the existing researches on CS-based FL
mainly rely on fixed compression rates to compress each layer
of the communication model. Obviously, an optimal balance
between the communication efficiency and the model utility

has not yet been achieved.
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In response to the challenges mentioned above, and to
effectively address the four issues of data privacy, model
utility, communication efficiency, and non-independently and
identically distributed (non-1ID) data among participants,
this paper proposes a novel communication-efficient and
utility-aware adaptive Gaussian differential privacy for
personalized FLL method, called CUAG-PFL. In this paper,
the specific compression ratio for each layer of uploaded
gradients is dynamically generated, and then a new designed
deterministic binary measurement matrix is used to compress
the corresponding layer of model gradients. It not only
preserves the most effective information of model gradients
as much as possible, but also improves both the communication
efficiency and the model utility. Subsequently, an adaptive
Gaussian differential privacy (GDP) operation is performed

on compressed gradients. Both the local data privacy and the

model utility are improved by optimizing privacy-related
parameters such as the clipping threshold, the noise scale,
and the sensitivity. Additionally. the dynamic hierarchical
compression and the adaptive GDP mechanism are applied to
the popular personalized FL. framework PFLDyn (Proto) to
address the non-1ID data issue. Numerous experimental
comparisons and analyses have proven that CUAG-PFL is a
communication-efficient and utility-aware personalized FL
privacy protection method, which promotes the practicality
of FL.
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