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Abstract  The technology of OpenFlow-based SDN (Software Defined Networking) is widely
studied and deployed in datacenter network. How to alleviate the centralized control plane becoming
the bottleneck of network performance is the hotspot of research. OpenFlow specification points
out that the switch can buffer the mis-matched packets and send only abstracts of them to the
controller for flow rules, so as to reduce the communication load between the control plane and
data plane. However, existing OpenFlow switches adopt the model of packet-granularity buffer,
which cause extra communication loads by sending many packets in the same flow to the controller.
In addition, the packet buffer affects the sequence of packet processing and incurs packet out-
ordering, which will degrade the performance. Aiming at these problems, a novel model of flow
buffer management in the OpenFlow switch is proposed. In order to further reduce the communication
load, the mis-matched packets are buffered in flow-granularity. By designing the mechanism of
flow action pre-processing, packets in the same flow are kept transmitting in order. We validate
the correctness of the model by implementing the flow buffer on software switch OFSoftSwitch

and NetMagic network experimental hardware platform.
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4.2 F5F0 4.3 TR XHE U 193X P A o AR SEAT T 4

i Packet_in(Buffer_id)

& Buffer_idg.
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il (et
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ZLEI SO

PiZAFE
PiBT
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| RERR |

BT
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OpenFlow i 7K £

OpenFlow 22 4l

>

il g
K 5
Pi 2% 7 45 SR F 32 00 48 22 A7 B /o R

B A Bk i B L PiBT (Packet_in Buffer Table)
MZAF. PIBT J& H A B9 4% 0, 138 3 AR i 4l
A A OCAR JR . A /BB AR £ S 0 R i b i R

Pt

PiBuffer Ji 2 1745 HLAEE 7Y

{9 2 SCAR 38 D A7 SR Wk TR S O R R AT 7 A AN L B
Packet_in JF 5. ZA7 B O HAS L 3l 15 T b 2L 1F
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FEE ik A 75 2 (1 0 s /E F1 Buffer_id &% 2 Pi 547
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JEi o LI A B A 3 R LW 5 A S OpenFlow
K& R IR .

4.1 PiBT HEHEH

AL AR VU E 5 BEL 2 o X Mk 2 AT 22 e X
I G2 A R SO BORT ) B s 2SN B 6
7. o, DR S 7 BE O R iy o 4 ST I AR R
TR A [ 9 R i o 4 SC L B DX 40 [A] — 4% 3L Y
A SO SE 4 3L G5 of KR Uk O — A% R A b
THYERS 1 A4 SO A7 B o i bk, 2 U 1 2%
A7 DAY M k. 5 22 oh XM Ak KR — AR A
LAY el — IR AT 1 4 SC I e A7 X M ik 2% A7 4
SO R 7R 25 R0 R AT IR A AR SO B TR
I 5 B T 2 30T 10 A A I T ] R i F)
T 45 X A i R A TG R S S . B RS S I R]
i — i 1Y B L M B G 3 I R ORE DL 11 2% A

PiBT #5810 R X EAFM K HIE B LRI =5[]
PiBT
WAFE | AR X M FARCH P
Match[i) . . 3 100
flow-i%} RFIPIBT I y flow-i

v
1 | ed—| iz [ef—| s | e |

BESSHIS
BESSIIS

[ iz | e

PiZRAFIX

6 Pi RIS

Pi A7 DX LA HA [ B 2 1Y 25 4 L R G A7 1 4 3.
AT — B AR ST K 1208 1 SC AT .00 19 M ik
BN ) — 2 AT XN b — MR SCEAF T T
— RSB TR I ST Y B S AT X HHE 9 %08
R SCH L. 7 o B S B B A A B R U T o
SRy BRI ST R/ T 5 T4 7 52 BRI D ol VA
[ /N 41 3 B A I SCR AT X AT 2 [ MTU 9ok
ANGPE. T Z AR E B G R A SR A
HAT WU R o7 4 BRI SCR /N SE A7 SR BRI/
ARG UNTF 300 Bytes) s AN A7 K SCCKF
1400 Bytes) » 8 4 B £ 52 BL b 4% i MTU 4 it & 4>
ST B s ) e B

PiBT 1) 2 T Kt Dy S8 48 AL Al [ i 52 465 oK i o
T AT W R RO 2 R W% S BB R 1 1L =
T Bl 252 A B R O R B R 32 B 58
e LBk B U Y BR )

4.2 ROPHRXEFLR

Pi S 478 LS AR 1 AR AR AT 43 R K i o 4R
S G AT KR A T AR LR AF AR

(D M2 A7 B BP0 8] OpenFlow i £k #B
v U 2R A PR A I A i R 3R A 4 S
B 28 £7 G0 SR B 1 21 AR A i b i S0 Sk T B A
il PiBT %.

(2) M4z v PIBT e, 156 B 32 A iy v 4l SC
R — G A A G 2 ST G A O R PO % R S
AL X M hEREHE B I — R SCEAE K AR £ 0T
W SCRAFG BB B A iy PIBT v,

(3) M AR Ar s PIBT i, Ud B A& Ay b i
SO — SR A A IR I T RSC S 28 A7 B RO i
s —> PIBT R30I A1 @ iy PiBT K51
Mo k% 5] OpenFlow Ji 7K £k H 0 55 & BB, 5
HoliZ PiBT HiuhlE 2 Buffer_id f 3% 3| Packet-in
TS B 28 % A n I e H b an AR



6 14 L% S PiBuffer: 1[5 8040 0 9 OpenFlow i 22 £7- 45 BLAK A 1099

WL R R OSCE A AL BT R

FA R AR P

i Packet_in 75 &

1. IF(!Policy(P))

2 Buffer_id(P) =NONE;

3. Packet_In= Generate_ PI(P, Buffer_id(P));

4. ELSE IF (!Storage(P))

5 Buffer_id(P)=NONE;

6 Packet_In= Generate_ PI(P, Buffer_id(P));

7. ELSE IF(Lookup(PiBT, P))

8 Buffer_address=Find(PiBT) ;

9 Update(PiBT, P);

10. ELSE

11. New(PiBT, P);

12. {P}=abstract(P);

13.  Packet_In=Generate_ PI({P}, Buffer_id(P));

14. ENDIF
4.3 RINEWMAEITE

TANVEWAL B TAE AW T .

(D) B3 H28 F &2 Buffer_id # Flow_mod/
Packet_out 104, 5 P BB e e 50 i 7
BEYAH A2 B, FEIBCHE A R AT Buffer_id,
It th 45 PLEAT & BEERAF.

(2) Pi A7 BLER AF AR 4 Buffer_id # 4k PiBT
R PRI PSR AF R R SO ORI &=
OpenFlow Y /K28 7 I PR AT HH L ) 41 S 4.

(3) A7 B WO VR Il 58 32 2% T W4 B A G2 A
WG A7 A Flow_mod 4 8, - HL I 5 A He A f i
FHNHE A ] OpenFlow Ji 7K 2 A4 v /4 Ui & A 4%
B (i v, I SRR L A T ECRS . IR R B
A A A QL 2.

T2 2. RSl TN B

i : & Buffer_id i Flow_mod/Packet_out 4 &,

B : B T B ST

1. IF (Lookup(PiBT, Buffer_id)) THEN

2 While (Retrieve(PiBuffer, Buffer_id)) DO

3. Release(Pkt) ;

4 Pipeline(Pkt, Actions)

5 END WHILE

6. ENDIF
7. 1F(Flow_mod) THEN
8 Rules= Exact(Flow_mod) ;

9 Insert(Flow_table, Rules) ;
10. ENDIF

5 XBWEREHH

TEHET OpenFlow A% 0 W 3% 5 H . Open-

Flow 3¢ # L BE A7 4 B A% 1 28 e HILAY S B 28 . i
AR AL ) SE B 2. R s AR SC 40 3 AR A i
A AN 2 B Af B2 X % G A7 48 PR Y AT B I
5.1 EF OFSoftSwitch i 4 32 #4184 {4 SL I
OF SoftSwitch® i 4 32 e A1 J2& i 17 30 4 K 2
T ST AG B 5T o0 A CPaD 2 w) 3 [F] 4 37 i FF U5 30
H . % OpenFlow v1. 3. i FiZ 838 W HLAE
SSEBL HHAR X Open vSwitch ¢ %) T8 8. 75 %)
B REVEATRIE. A SCHET AR 4 582 1Y PiBuffer %
3175 % 18 OFSoftSwitch #AF A2l B2 Bl 1 4
HE P O 2 A A SR d I A 1 aE T g A7y =X
SEE T HLAS & — & CPU £4ik 3. 2GHz
() Intel Core i5. 774 8GB & M. 1EZ L&
P&l 7 Frn A Fh. 48 88 R AL AR 1) Flood-
light, H Fiz 47 = 25 &N H. 7€ VMware K il
LA s AT 3 & MERMIL. 43 4 45 VML, VM2,
VM3. H /v VM1 N iz 17 OFSoftSwitch % 4 38 #t
Wi, 8 1% OpenFlow i i 5 F ML N AY Floodlight %
il % i He. VM2 F1 VM3 23 545 Sy I LA H /Y
Bl FEAE T AR %7 R0 o H A o 4 o 45 P55 1 0
PIEA ] AT AR, B T A SUR B 2 AU (D
1 7% A 1 Bk 2S He LAY 92 A7 1% 00 BE AT, By DA 2 55
55 5 5 i A2 A R .

Floodlight
o ()penFlowﬁ%E;
[T Maly {|FFDb|
PEM ! OFSoftSwitch 8—4/ HE3:H
VM2 VM1 VM3

K 7 3T OFSoftSwitch ¢ PiBuffer Jf B 5 IF 37 15

A SOX PiBuffer il /b 1 22 4 ML 5 445 1l 2%
Z 8] 3 A5 T 88 2E AT 50 E. B ) Iperf T E #4700
B VM2 PR £ L. VM3 AE S H i =L, I &
TEANF AT (RZ AT il FH A7 kT PiBuffer
i 2% 47 ) Floodlight 35 il 28 5 OFSoftSwitch X 4
TEF O Tperl B3 i K/ 5 Mbps, 335 25 ) 1] 24
60 s, X457 & 8 .

Hi T 52 5 Floodlight # il #% I R S i) & i
Flow_mod & & XN I 7 60s . A k%
ZIRAF AL R SCER R A o BRI 2SO 8 A ik
A E T M S 4 AL B A B8 T 5 43 0l X I Packet
out {{ B Hl Packet_in {8 WA ] ] g & 5], K

@ http://cpqd. github. com/ofsoftswitch13
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Background

Software Defined Networking (SDN) has been widely
studied and deployed in Datacenter Network (DCN). Based
on separating the control plane and data plane and centralized
controlling, SDN tries to solve current networking problems in
the DCN and provides a new way for the network innovation.
SDN can simplify network and traffic management because it
enables flow-level control over OpenFlow switches and
provides global visibility of the flows in the DCN. However,
such fine-grained flow control comes with excessive costs: it
involves the controller too often both on flow setups and
gathering statistics. Thus, the centralized controller is the
bottleneck regarding to the network performance. Many
researchers have sought to improve the scalability of the
control plane. The solutions are mainly divided into two
kinds. One is to increase packet processing capability of the
control plane with the technique of distributed systems,
multiple-threads parallel and batch processing. The other is
to enhance the functionality of the data plane to reduce the
exchanging of unimportant messages between the data plane

and the control plane.
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National High Technology Research and Development Program
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This project aims to make advances to the design of architec-
ture of SDN and build the complete SDN network environment
with independent intellectual property rights. Our work is a
part of the design of high-performance data plane. OpenFlow
Specification points out that if a switch has a packet buffer, a
miss-matched packet can be buffered at the switch and sent to
the controller with the abstract of the packet. But the current
packet-granularity buffer in existing switches has deficient in
buffer management, which leads many packets in the same
flow are sent to the controller as Packet_in messages. It also
causes packets out-ordering, which would seriously affects
the quality of network transmission. In this paper, we
enhance the dumb and fast data plane with well-managed
flow-granularity buffers to reduce the communication load on
OpenFlow channel and guarantee order-preserving packets

forwarding. Our work makes a reference to the buffer design

of high-performance OpenFlow switches.



