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History-Based Fault Injection Testing for Cloud Platform
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Abstract  Cloud computing is a model which can access to a pool of configurable computing
resources that can be shared in a convenient, on-demand way through internet. These years,
based on cloud computing, cloud platform which composed of foundation, a group of infrastructure
services and some dedicated application services, has become a main platform for the deployment
of enterprise applications and data storage. Due to the complexity of cloud platform architecture,
and the diversity of services it provided, failure is difficult to avoid. In order to improve the reliability
of the cloud platform, developers have added fault-tolerance mechanism when designing the cloud
platform, the purpose is to ensure that even there is a failure in the cloud platform, it also have a
normal operation performance. However, this fault-tolerance mechanism does not guarantee that the
cloud platform is completely reliable. Therefore, we also need to test the reliability of the cloud

platform. Fault injection is one of the ways to test the reliability of a cloud platform, by artificial-
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ly injecting faults into the system under test, observing the system actions and determining if the
system’s fault tolerance mechanism is working properly. However, most of the existing fault
injection methods, which focus on analyzing the characteristics of the system under test to determine
the fault injection location, belong to white or gray box testing. These methods will take a long time
due to the complexity of the cloud platform. Therefore, we propose a black box testing method
that does not depend on system analyzing in order to improve test efficiency. We have done the
First of all,

outage reports on cloud platforms and analyzed the characteristics of the failure modes which

following works based on the existing works. we have collected historical cloud

appears in reports. We have found that the types of failures in the cloud platform are repetitive.
Based on this, we thoroughly analyzed the characteristics of these failures, including the components,
root causes, impacts, and methods of repairing. Secondly, through the analysis of historical
outage reports on cloud platforms, we have found that failure in many accidents does not occur alone,
and that multiple failures are related and combined. We have deep analysed the relationships of
multiple failures, and the combination relationships, based on this, in order to detect the reliability
of the cloud platform as completely as possible, we propose that multiple faults must be combined
and injected during the fault injection process. Thirdly, in the process of combining multiple
faults, we discovered that due to the complexity of the cloud platform, the diversity of fault
types, and the combination of multiple faults, the problem of combinatorial space explosion will
arise. To address this issue, we have done preliminary exploration and proposed several reduction
strategies. Fourthly, based on the above work, we propose a history-based fault combination
method, using historical fault data, combined with the basic cloud platform architecture to conduct
simulation experiments. The experiment results show that the proposed fault combination
injection method based on historical faults is effective and feasible.

historical faults; fault injection

Keywords cloud platform; failure mode;
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Background

Software testing aims to reveal the latent bugs of software,
which is a important stage of assuring the software quality. It
is difficult for test case generation and priorization to obtain
optimal solution, search based software testing provides a
novel way. This project research on solving the problems of
test suite generation, ordering and reduction with genetic
algorithm, particle swarm algorithm, ant colomy algorithm
and adaptive random methods, using combinatorial testing as
case study, we achieve the solutions those cannot be done by
the traditional methods like greedy algorithms and mathematical
methods. Also we get the following findings: (1) when solving

problems with various search techniques, the configuration
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parameters of the evolutionary algorithms should be tuned.
(2) The presentation of solution structure can impact the effect
of the methods. (3) Parallel computation can be effectively
used to overcome the time cost shortage of evolutionary
computation. (4) Search based software testing, just like
combinatorial testing, should have adaptive mechanism to the
concrete scenario. We build a special website http://gist.
nju. edu. cn, where we provide a repository, an online tool
and a course video. Based on the existing research, through
the tight combination of theory, practice and innovation, we
work on the foundation of theory, methods, empirical study

and tools for the application of search based software testing.





