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Abstract In recent years, artificial intelligence (AD) technologies, notably deep learning algorithms,
have ushered in significant innovations across various facets of human existence. One prominent
domain benefiting from these advancements is autonomous driving. Intelligent vehicles equipped
with autonomous driving systems have gradually integrated into people’s daily lives, emerging as
pivotal tools that enhance productivity and redefine transportation paradigms. However, the surge

in traffic safety incidents in recent years has served as a stark warning, signaling that artificial
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intelligence models within autonomous driving systems are susceptible to potential safety hazards
and risks. This reality poses a significant threat to the safety of people’s lives and properties.
This paper reviews previous research works related to intelligent attack and corresponding
defense works to reveal the security risks of autonomous driving systems in the physical world,
and summarizes the corresponding defense strategies. Specifically, we first introduce in this paper
the security risk model for autonomous driving systems that includes attack surfaces, attack capa-
bilities, and attack goals. The main workflow of the autonomous driving system can be grouped
into three layers. The autonomous driving system first takes the information about the nearby
environment gathered by the sensor layer as input, and then processes the data through the
perception layer equipped with intelligent models to extract key information such as obstacles,
traffic signs, traffic lights and lane lines. Subsequently, the decision layer predicts the movement
trajectories of the surrounding obstacles and plans the travel path of the autonomous vehicle based
on the extracted information. In this process, the attacker could use different physical attacks to
execute attacks against the intelligent model, thus posing a huge security risk. Building upon the
known attack intelligence of the attacker, we categorize attacks into three types: white-box,
gray-box, and black-box attacks. Furthermore, considering the diverse methods of interference
available to attackers, we classify the attacks into two main categories: physical world attacks
and sensor injection attacks. Secondly, for the three key functional layers of the autonomous
driving system including sensor layer, perception layer and decision layer, this paper summarizes
and analyzes the corresponding attack methods as well as defense countermeasures depending on
the victim intelligent models and methods of attack, and discusses the limitations of the existing
methods. Finally, this paper discusses and outlooks the difficulties and challenges of attack and
defense technologies for autonomous driving intelligent models, and indicates potential future
research directions and development trends. We propose that the absence of comprehensive and
objective evaluation criteria for physical countermeasure attacks, coupled with the limited feasi-
bility studies on physical attacks and research gaps in system-level attack methodologies, pose
challenges and point towards future research directions in the current landscape of intelligent model
attacks in autonomous driving. Moreover, the current research on defense countermeasures remains
relatively scant, and the development of defense strategies in the physical realm holds great promise
as a research avenue for the future. Addressing these gaps in both attack and defense methodologies
will contribute substantially to the robustness and security of the intelligent models in autonomous
driving.

Keywords autonomous driving security; artificial intelligence security; cyber-physical system

security; physical adversarial attack; defense strategy
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7 FET90 2 6 030 81 149 3 B A S HE AT 0 2K RLORAIE A
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T IS R R B O R AR S AT
AR HTPE DR SR Al B 325 By 42K He o 28 v vl
15 BE R AR A (H 2 bR A 2 Rl A 0 4 2R A
30 7 AT AR T 550 5 1 1 A5 7 4 LA 3 1 2
AR IR 2 IEAHAL A P B 45 51 A R e 4 L i
— SR T B S X — [, Jan A U
P T MG 30 5 7 A 4 T 45 R B0 5 31
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B2 B AR B



1438 it "

Hl

o
-

i 2024 4F

JIE VAT T H bR 23 S i 22 N 45 14 I 2R B0 4R i = AN
[ B B T AR A .

XHHUANT Bl XFPUAN T 19 Bod e s &l 3 fr
R AR T ST T B S X BT AN T /9 Mok JE 5C.
X R O 5 5T 0Bl 0 X BT AR AR A L L R PUAN T
HA 5 TR 5 570 5% M0 s mT RUCE 7
PSS 1) 4y A b R A B X BT A AR 1 O
TR R T RS T B S A B e T L Bl 2 R
A BN AR AEIE 30 HAT AR B Bl vE . JF B Hiah T
AT RLAE B B AT AT S0 3R b B PR AT L X R
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FI b 6 00 REAE TR Bl 25 B AR S o TR
— TGO R E B AT 55 . T IR M 22 R 4% 1 H AR A
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FARZE S 4 1A EL L T LAy 722 46 15 400 49y 3422 T il
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DA W A 0 AT 55 B dE » Wang 46 NN el 7 22 i L
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77 A I B O AT R e B SR )2 PR B L
S A U
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LUK T EI WS ENE B &L N

TR 2 S0 0 2% B P T 498 50 4 R AT IR Y B
T H0E T R 2K I TR R 45 L Ding 58 LT fiE
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T 25 B TG A TR TR IRF 200 2Rl 5 A A L I AL
Qb 3 o R R 2 AR A SE AT Y B (4. Tang 48 M
B AZ 38 KT A R A ROT 2 U, AT GPS 5 i
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AP DA I S E T
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B P S T RS I O Y 25 R X 2 B AR 6 SR AT DA
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The renderer will
simulate different
occlusion and

car mesh
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H AN FT B 1 O T A TE S A R BEALL I B M = 4
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Background

With the maturity and high-speed development of artificial
intelligence and sensor technologies, autonomous driving systems
have made great progress and are widely used in people’s
daily production life. However, at the same time, artificial
intelligence technologies have been found to face serious
security risks and threats, which bring serious threats to
people’s lives and property safety. To address this challenge,
both academics and industries have invested a lot of efforts
to research the attacks and defense methods related to auton-
omous driving intelligence models. Therefore, a systematic
summary of the development of research work on attacks and
defenses of autonomous driving intelligent models is an impor-
tant element to understand this field in-depth and maintain
the safety of autonomous driving.

Although there are several literature reviews collating
research works related to artificial intelligence security, most
of these reviews have focused on digital domain security of
artificial intelligence rather than physical domain security.
Since the scenarios faced by autonomous driving systems are
mostly in the physical world, physical domain intelligence
model security is a more relevant and realistic threat to autono-

mous driving security. For this reason, this paper provides a
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systematic and comprehensive review of the current state of
development of research work on autonomous driving attack
and defense in the physical domain. We focus on intelligent
attacks and defenses in three functional layers including sensor
layer, perception layer. and decision layer. Firstly, we
summarize the classification methods and criteria of security
risk models and attack methods for autonomous driving
system. Then we introduce the popular attack and defense
algorithms according to the adopted attack methods and
analyze the shortcomings of these methods. Finally, we point
out the research difficulties and challenges of the current
work, and indicate potential future research directions. This
review aims to promote the further development of intelligent
attack and defense techniques for autonomous driving, and to
provide guidance and reference for ensuring the safe application
of autonomous driving-related technologies.
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