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Abstract Program comprehension assists in many scenarios such as legacy system re-engineering,
malware detection, etc. Mobile app functionality classification aims to realize the functionality of
a mobile app by analyzing its runtime behavior. Due to the dynamic runtime environment and various
development frameworks, the mobile app behavior pattern usually presents great complexity which
brings the challenge for its functionality classification. In this paper, we focus on the analysis of
execution traces of mobile apps to facilitate the automatic classification of their functionalities.
Based on the formulation of mobile app functionality classification, we proposed a systematic
framework named RaT (Run-and-Tell) to guide the design of trace-driven mobile app functionality

classification. Guided by RaT, we introduced two behavior representation methods based on
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statistical characteristics and semantic features extracted from execution traces, respectively.
Afterward, by integrating 2 kinds of behavior representations with 4 types of mobile app
MLP, FCN, ResNet, and LSTM),

8 different solutions are implemented for mobile app functionality classification. Furthermore, by

functionality classifiers based on neural networks (i.e.

leveraging the program instrumentation technique, we collected 876 execution traces of 17 Android
apps of 3 categories covering 13 different functionalities from Google Play to build the dataset for
evaluation. Experimental results show that, by integrating semantics-based representations,

solutions based on the RaT framework achieve 73.2% inter-category classification accuracy on
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average on the collected dataset, which significantly outperforms the baselines.
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COFFSEHAES BT 6 11 i 018 2. SRR 444
B F i B9 d A SRR B K R 5 (8) BE AT 7K - F
He TP HAR Ry AL i o, B B A SRAEIR [, XF T AT

Bl o MR AE A 0, A AT B ARl K
T PHERAT UL 2, A7 A8 9 SCR (), (RIRE 2
S5 13 AT) i A AR T G AR A SR AT B AT
HAL.
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Do) ={p.} TR\ » pi<piti (6)
SCR(I,).IUJ:{Z,'a EIk:PID(U]):pl;}’ z1<21+1 (7)
SCR(x,), = USCR(z)), (8)

3.3.2  BLFIE SURRIE M BT B AT O R AE

B T SRR E B Z A0 AT B e
BT SCIE R, 90 10 J v 8 T i) eR A% R 1 44 5
1T 2 SUAE B T B AR A2 7 8 47 1 78 v AT
T e B AT BRI AR A — S B
T2 7 o eR RS 72 B 1 44 R 5 L SE B T fig LA i Fh
2 B SCORIE 3R R e N B3 TR AR RS 1Y
Al ] R RO, R AT R T —
Foft e 08 SR AE B9 RAT B3 A7 S FRAE T7 1 L A TR
A1 v oF A A B OR AR AR AE . AT 32 T3
AE 732 4 1 ME T 5.

W0 3. 2 5T AEPAT BLE FAL B v, $hAT
B o W AR R 7 IR MCT () s HoAgA 5
HIEEA Z BN kAL S T A SO X s
Ja& 1 5 R T RE A OC 1R AE B T B AT L
T BV IR MCT () ik $— A B 4R
IR B ) 1) R 2 A P S s (1) B BE 1Y
AR 5 (2) 5 AT B0 X I ) g B AT 1 SR G M.

VR 3 TRANA IR T B TR SR IE A T B AT
ShFE (Semantic Representation, fjict & SR) i 4=
BGOSR EEARE AP R PR TG 35 1 3%
10 A7) Y WUEE 478 #1381 0 FH eRi 4 getRank (KW, k)
AT LIRS G X 19 B 45 AT HLIE «, s #5 k A
SRR I AR B3 2 G B IR A 3 RN R VLSS S AT
BRI WS G, ) F) 5 W A1 U] 43 3] I 7 35 98 ] me;
%) i B SOA & 1 (7 ¥ 44 5 78 5 240 AR MU R R R
MNTITTE J e 36 OC B ) 45 & KWL 55 6 47 /Y bR 4R
LookUp (KW, Dict) W) 8 38 A $% 11 56 U £ 1) 5 gt
Dict AR SCAH Y 7 Mt A, 558 3 40 7 A 98 SCH )
ThUE Y KW ] 5 s 1 G B 5 8 Arad
& FH R 5 getRank(KWT],k)iiE_iF%%#ﬁ?ﬁli’.ﬁ x;
IR £ A SCHER K_KW. . 55 9 174 X b &g & AT
B o T e A SCHEE K KW, 1 JF SR gt Sy il il
= V.

Bk 3. HTE SURHMERAT A FRAE Generate_SR.

WA X={x),Dict.k,d

i s SR(z,)

YR 1 N RAT P 2 B R & A S B I S i

B EA X R ER V;

1. V=¢}

2. FOR each x; € X DO

3. KW, ={)
4. FOR each mc; € MCT(x;) DO

5. K W','“’ =WS Gnce;)

6 KW, =KW, UlookUp(KW./ . Dict)
7 END FOR

8.  K_KW., =getRank(KW, k)

9 V=VUK_KW,

10. END FOR

B 2. FIMWNEER VR PAT P o, 42 L d 4t 10 1) B
RAE

11. vec_model=trainModel(V ,d)

12. SR(x) ={}

13. FOR each kweE K_KWI, DO

14.  SR(x;) =SR(x;) U getVector(kw,vec_model)
15. END FOR

YR 3. B o 3T SURHE (47 R A

16. RETURN SR(x;)

PRAL getRank (KW, k) 152 07 16 A AR 2 Fl,
AR 3CR T 5 B S ELRE 2 A o Hd Y g
B S A ko AE BAT B 2, B Y 1A A5
e, FEUCS T BV 0 B0 Ao AT AT L 3
S X I SOR R ddf s HEE LI (9) B
R df AT A X P I ko
AT B B e S > 10 510D B il i 3] 35

o A o G B 1) ko BT — A FHLAE X T T 7
PATHE o 095 PEALTE A ¢ f~id f v, FOIG - FRATHD
AR AT P o, P B A B BT B £ f~id f v,
(BT 28 %8 T DX AN [ SAATT i A A 14 5 B 1] 57 3%
K_KW, .

| X|
Af v

Lf~idf e, =t b, XA f 1 (10)
AT 2CRE 3 55 11 245 15 47) 4 45 1] it 462 1Y
Y50 5B 1) SR AE A= LA BR 5. 55 11 47 b R 2K
train_model (V. d) WAE I RAEWIL R V EillZh d
Hff o) HEASRY [ DR B A [ 1) e 22 ) A T SRR ARL R
FOE. NES 13 A7 T A6 M 6 BRK OB ko Bl AN 2K
U 0 10) AR vee _model DUAE RSB SR MAT AR o, %)
B K_KW, i &4 K ko 1 d 2 ) i R AL,
AT UL E AR A S B AT UL s b A O R
() d 4 ) B AL SEAT K P DR, B R 45 21 5 T 15 X
FRAE R RAT B A7 R R AE SR (o). B 3 (3% 3
55 16 A7) 3R MIPHAT B o 1k T 0 SRR AE Y AT
RAE SR (x,).

idf ., =log )]
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45 F word2vec FERIN R R & 5 R N 3 5
J& B R 1) A2 SE P RE L AR ST 2R A S B e A
train_model(V sd). & T4 & P A $0AT #0300 O £k i)
LR Vi e AR I = (LD i s 19 H bk ok 58
word2vec 58 BV AT Sy 3] 3% v (Y B S 56 B 3R] 2B
ZYg ) B RAE. A PR S E e Il B S0
K. = 12) s, p w4 | Rw,) TR A Softmax
BRI T E X

fIE RSP AHSE) # Softmax J22 (5 #4517 2 i 28 1) % i+
FHAE) L B AR T T 3 U BRAT U AT D R AE
Softmax JZ W4 73 JE 45 L w21 B4R 1) 7 e 2y fiE 2

SRR 2. BT A 19 73 28 45 35 T 46 P 18 IE 5. 9T (ReLU
JEOAE R BR R XT3 T 2 R O ALY D RE 26
i 38 13 B4 Dropout JZ X 73 A E BE AT BE L 2 57
DAt G A 70 5 400 5. T X T R T 4 A AR R 45 R Ak
Z WS DI RE ST 2K 4, MG N T ConvlD JZ I F 44
fr—4eE s W O 7 32 5 EIR PRI AE 7328

[V
1
>0 D) logplhw,; lkw) (D) P o =
Vi 2 logpCkuwn, [k S 25 0 L AR S0 R FI T it B A — 4L (Batch
//I(kw/,kw/ 1> ': : [14] >, =), EI
s, | bw,) = Ve‘ + (12) Normalization)"'* 3 AR (B BatchNorm JZ). it & 15

;} ke, ko, )

3.4 ETHEMBHINEES KR

AR T 1% Go bl 2 > R A0, 4 22 I 245 (A B ) o
SR K1) 2 2% R BRI 6 B T o A i Dk Al 2k T R T
HAEBERW . Wi, R 7T PS5k FAE S
TR D) il 22 5] 9 52 2% W0 O 3R 3 AR SCHE I 4 Fofp gl 7Y
MM . 2 B (MLP) 4 5N 4% (FCND |
5% 75 M 2% (ResNet) FlH 5 11012 W 45 (LSTMDAE
AR DI RR /2585, LR 4 B Ik 1 bl 2 4% 1) D) BE 43
2 A & ROGT AR R (0 i A )2 CH AT Bk 47 o 3R

— A AN A R A B 43 Al i H — R R
e S AR E TE S A3 A LB DR B A HE R A 3 A 1 —
SOV S DR AT LA B G o 2 0 25 1 2 o R R R A B
T 2% o DT o 2 o 2 I 4% 0 N ot 2. AR B 5 A
42 -3 4k (Global Average Pooling) M 77 3 (R
GAP 2 U e 5 — )2 4 i 202, i 8 3% s />
TR 14 2 BRI 7 38 e 28 I 2% 2ok 40065 1Y) (] ) g
% 3 — 25 i i 2 R 2% B I kool AL A S5 o BT
F I 2 )2 B AL (MLP) L 2 4% BN 4% (FCND | 5%
72 M 2% (ResNet) S A& 57 1042 /9 45 (LSTMD 1 M 2%
SRR 4y S RO B R 3 TR,

MLP FON ResNet LSTM
I (T L T L
L_Flatien [ ComiD |\ ~5253577 f Signeay ) | Wocks 1 | Shoreny | | Hok3 1 | Shonency |
lDropout(O.l)l lBalchNOrml : Input | ConvlD l: :l ConvlD l: :l ConvlD l: :l ConvlD li :BatchNorm:
[ ReLU | [ ReLU | :l ConvlD ]: :[BatchNorm]L»:lBatchNorm]: :lBatChNOrml:%lBatchNOrmlm:

I
[Dropout(0.2)||([ 126 x8 ||l BatchNorm]1 [ 6ux1 ]i E[ ReLU ]1 [ 6ix] ]E [ ReLU |1 i[ ReLU ] i
[ RelU Ji[ Convib JI["ReLU Jta Add |3 1[ 128x8 |n Add |1 1[ 1288 R

[Dropout(0.2)]|[BatchNorm | {1268 ]! {[_ ReLU 1 1[_ConviD |t i[_ReLU i 1[ ConviD |
_______ 1 -—-= -_——-=
[_ReLU_1fi[ ConviD ! | [BatchNorm]! ==~ - - == i [BachNorm |1 1 Outpur |
Dropout(0.3) | [BetchNorm], [ ReLU_]! [ R 1[ GaP ]|
[ContD J|h[ReLU_]! [ 128xs ], [ 1285 ]i 1] Softmax ],

uschorn] | [z ] | Comd | Comn |

l RelLU ] :l ConvlD “ :: ! BatchNorm | |

l 128 %3 l : BatchNorm i :i : RelLU i

GAP |1l _RelU | Lz EREIEEN

[ Sofumax |1 _126x3 ],

[ 3 b2 26 T RE 23 2 A I 46 45 F O B 2 J0

4 RBBEREHAMN
4.1 KWIFE

T R AR SCHE RS Bl I P Re A 2 A ok T R
A BCPE 1 7K B AR RS ol i CRI 22 w0 D 8 3%
BTGV E SR F I b R )a, FIH STk

L2 ]rp A 2 B T2 4 BEH A 78 RAT R A D) RE 9 1] >R
A& H AR 50 T A B BAT RIS, gk 1 R AR SE
5 M Google Play I JHREE L RE TR A 3 ML H
R 24 5 (Calendar, Memo }; Photography) i 35
I3 AR Dy AE CHE LR 10 EZE " 5D 1y
17 A% g GRE LR 170 44 FR 7D it 876 2%
PATHE. BE Ak N 1 B — 2D AR 5T 8 ) T e 23
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I B A M, L3 R AN O3 T — A K 80 1
FIZE5] Mixed. 325 F 2850 i _E 38 3 4> 22 55 i 26
I T A Eh RE AR AT BUIE 20 5 H . O o I R AR
A A T HO R e ARk
A 2 1L 2 59 68 B 1) BT A BRAT B3 LR T

FITRI I 9 A E A P AR AN R A L
A5 BE B E 1Y A B Y B A SR AT Bk . i
I G5 D] 5[] — 7P 2K 53T JH A R 14 BT A5 AT
Pl e 1 AR T AR SE I ok A i B0 2 AT O T
dIEEPSE

®1 BINAHESLIBHEEMR

L FH 2 50 i 1 44 Bk i E L) RE AT B
com. appgenix. bizcal ST/ W 155 / 4 e 1 36
Calend com.droidfoundry. calendar N0/ B / G 6 =1 36
-alendar com.joshy21.vera TS0/ B / G 6 4 36
com. simplemobiletools ST/ W I3 / 4 e 1 36
com. abhi.newmemo ST/ 5/ g e/ A B A s 48
com. honny. memo I/ MR/ /= R T SR 48
com. odgen. memo I/ B/ G/ e B TR R 48
Memo notepad. note.notas TSI/ MR/ gk /A R T SR 48
org. whiteglow. keepmynotes IO/ MR/ g /R TS R 48
com. beka. tools. quicknotes IS0/ B/ G/ e g TR 48
org.dayup. gnotes I/ MR/ e/ I A S S 48
com. almalence. opencam A/ )5 B AGk B8 /M AH SRS, T TR 72
com. cyworld. camera AT/ Ja B ERAR Sk B/ AR IR NG 60
Photogranh com, falstad. megaphotofree /e B A S L TRAR SR AR 48
graphy com. tencent. ttpic /e AR Sk L R/ A SRR, IR Ok 72
com. simplemobiletools. camera W/ J5 B Sk B/ AR L SR, T IR 72
net. sourceforge. opencamera /e AR Sk L R /AR SRR, IR IRk 72
Mixed AR A A R BT S RE 876
Bt 17 13 1752

N 2 Jr 7R A 3OS0 1Y B Bl T S BE o 2 il
T SALE PIAS S AL IR - AT O AL AR B AR AR Y
e 2R, AR 3.3 19 v 4@ Hh Y T R SR AE 7 12
5 3.4 BRI  RAALA AR T 8 R
I7] 1) % 2y 10 FH 2 BE 7 2 Ak R J7 58 O DR GIE X EL 9 op
BAETT 3 9 23 V- A SCH PR RR 7 35 i Hh SR Ak 1)
4K B A [ R A 3000, 36 U M8 1 = B2 s HLAE
TAZME AT LABEBR R 2 P BRR AT D R AL AR J s 1 728
AFCRP VD B S IS R B &) o DA A fiff 2R 5 56
S BRI G Xk B A A s OGO 4R S (R oD 2R AT )
Eaa N OB AR L BE X T U AR B9 AT O RAL

CEP SCR) s AT B3 Hp e B VR = A8 5 (R
duration ,var_reads Fl var _writes) , J- 1 Fi /0 7 it
U4 A (BF ECDF) %R 3000/ |V | CHI 1000) 4™ %k s
SRR B O 1M I TR SRR IE A AT
FAECHP SR, N AE 2 $0AT B3 rh B B & A S A R] I
W B BB 3N d = 3000/ k 4E Y i 4 SR 56
JIT A O B 3R] )RR ALE 0] e AT K P PR LA B T 3R
LA A PRAT BUIE Y B 3000 4E [ R AL 7] . I
AT AR i de RSB E IR 2 % 2 15
N AN ALK EE T 6 DAFE £ AEX iR
8 T fif e Ty kM RE 52

K2 BYINRAPESLBRARIBEGTESHRE

K2R S PR FESHPRE
. . SCR V={duration, var_read, var_write}, d=23000/|V|
PN o _ _
1T RAE 2 3 SR K=1{10, 20, 30, 40, 50, 60} . d=3000/k(k€E K)
MLP Epochs=200, Batch Size=16, Ilterations=10
- Learning Rate; Ini=1, Patience=10, Delta=10"", Factor=0.5, Min=10""
FON Epochs=200. Batch Size=16, Iterations=10
N ) Learning Rate: Ini=1, Patience=10, Delta=10"*, Factor=0.5, Min=10""!
o T . :
S ResNet Epochs=200, Batch Size=16, Iterations=10
sNe
Learning Rate: Ini=1, Patience=10, Delta=10"", Factor=0.5, Min=10""
LSTM Epochs=200. Batch Size=16, Iterations=10

Learning Rate ; Ini=1, Patience=10, Delta=10"", Factor=0.5, Min=10""

RIVE 203 5 58 A ) (9 I ZRRE A e 254 o 42—
PG e 2 I 4%+ T VI Rl 2 I 4% 400 i AR AN —
BOAE I R ] — foft 22 19 24 169 22 1T 25 00 4l

QAR 2 B 25 5. DRI L hy 0 B o 228 0 4% 5 2K 45 i
HH i 22 3 O PR BE A R S L AE VI ZREEAS CBIAT
i) 58 A AH ] B 21 52 36 v o 0 43 b D BE 7 28 48 AT
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10 Ik (Iterations) i S7. 8 &2 Y1 2k, FF DL 10 Rk 7
NG5 Pr6e o3 28 2 AE MU AR B (973 43 28 v ff %
VRN e PR 25 5. AN, JE 1 48 I 4% (1 ) i 43 2%
ar i A Y25 B8 97 1Y 3% AR B CEpochs) A1 R/
(Batch Size) X #F (Learning Rate) =4~ #2331
BT IR B AR S AR IR B
200, A g 3k /0N 1 22 AR UK B00RT RE 1 45 Ak 28 9 4% K 40
RPN AN/ € R & € 2N I E S U |/ g E
U LRI/ —A 1 BN R KN Z 11 E 5
— M 2 R R R CRE A S AR 2 R L
16. F5¢ Ji » A% 2 56 % b 28 R0 4% 43 25 38 U1 5 By B 2 o)
RV R Bl 2 TR 1Y SR W % Bl A TR K OR g
A b 28 W 25 ) b Ak 2 ) R E N Curr LR = Ini,
i Patience Wk AU GG W4 W 4% 43 5 4 1Y)
Pk eREUE T B R B oK 3K B Delra s W B B 2 2] R
g Curr_LR=Curr_LR X Factor (24T 2 > Z W45
KRFfe/N k2t 2T R/ Curr_LR>Min) . 1 3 1%
FRUKBFE R . (B A 1 20 2 . T AE 0 25 28 76 I i 45
A A 2 v R Y R A AR I R AR T A R R AR
Soe /A T 0 Bt ) A5 TR ARG 56 i 45 B sl I FH T B 4 28
fiff DRy 8 rp A5 BT A 1 S HOR B R ISR 2
7.

HEINER 1 PR RIS SR 5 AR S5 06 K e R
TNAHBRIFRE (D R 1 X 4 30T 50l 17
AL LA N R 8 R AR s (2) KR T AR
BT 9 7 R FAA 3 0 R AT B0 AT R RAE T
R CRIEYE 2 PG 3) A 3k T 4o it e Ak A1 il L
FRAE B PAT B A7 FAE 5 (3) K B AR B 0T
TRAT SR ZRAE R 43 Sk I 25 4 R0 3 AR S L b U1 25 4R
AT HESr 228 (B MLP,FCN,ResNet 8¢ LSTM) f
TN M 28 250, W03 48 T 4 38 DI 25 4 1) o &2
W 2% 43 25 E (A% 3l N FH T e 43 25 AT 55 B HER 3 (i
X (D FR).

WAL Ry A BEAS SOt RaT HE 22 i o 7 58 A1

XFHLA R T R RE AR TR L FE 4. 2 AT
WX EG T IR S 3h A 20 M 9 Xin 88 Y T
() FEATUREFINDER J5 . &M 5, 78 4% SCHL
P A At B FRATTINE T R A R AR (- NIND I SE
1 ML (SVM) 4326 88 1) FEATUREFINDER J7
Pe Ho BT R ARy e A2 T e [1,10]
(9 10 R BCMEAE 000 R4 25K D). T & 6 3R 1)
BLor 25 AR T B S04k i 307 A% eR B I 2%
BTN R B Ce 0.1, 1.0/ 10 FICIE ¥ & (A2
KR 0. D.

ASCFTA LRI — G R —H 8 # 3. 7TGHz
F 45 CPU,—3t 11 GB 847 NVIDIA GeForce RTX
2080Ti it F & 64 GB 2666 MHz N4 Windows 10
iRk 55 %% b 58 . BT A RS2 17 S 5% 8 Python 3. 6. &
T AR AN S A 1] i AL 4> 28 4% T Sklearn JESZEE.
A4 4 25 s ¥ 3 T Tensorflow JEE fil Keras
HE SR AT S 0 K ) A R AT I 2 3k
4.2 BEZIGERMITEL S0

Wk 3 s, HEEHL > 26 A% (B “BEHL AT 267D .
FEATUREFINDER 75 ¥ (%1 “FEATUREFINDER )
T A 45 )5 1 () “RaT HESL i e )5 7)) 7E 3 1
st by R 3l W 2 RE 43 28 HE i R ) L 45
3 2 5N 28 T BEHL A 2 B R AR S ROR X
BT XF U W RaT HE B2 fif ok J7 58 09 A &GPk, Bl
BILG3 25 1) o A 256 B Sy A G 2 28 531 2 e e i 151
. B3 3 A L, RaT HE 4L g o 75 58 19 2 0] °F- 34 43
FUERRIR B T 0. 732, H A KRR A B 3 i
BEBLZF2E 0. 207 1Y HE R A, 0 H B B0 T %
k-NN 4 25 82 (0. 486) @ SVM 432K %8 (0. 361) 114
FEATUREFINDER 77 . #t4bh, g1 % 3“RaT HEZ2
fil R I7 227N AT UL Gy 28 RO B U 1 RaT HE 22 fif o
T3 ZE 1810 R A T 1 SCFRAE A AT S R AE (SR). It
U T AS SO B 2 T 0 SORFAE AT O SRAE X T4
TE#% 2l I P 58 73 AT 55 M RE A A

X3 BYNANESETABRARKBLER

B L FEATUREFINDER RaT {5
&-NN SVM
Calendar 0.333 0.667(k=1) 0. 389(C=0. 8) 0. 889(SR+MLP)
Memo 0. 250 0.479(k=3) 0.438(C=0.5) 0. 854(SR+FCN)
Photography 0.167 0.475(k=8) 0.405(C=0.7) 0. 674(SR+FCN)
Mixed 0.077 0.322(k=T) 0.213(C=0.8) 0. 511(SR+ResNet)
2% [A] - 147 1 1y 2 0. 207 0. 486 0. 361 0.732
bR 22 0.110 0. 141 0.101 0.175
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FAFNET RaT FELHE T F &M 8 Fp
filt T RAE 4 KL 1 Z N B HEAT I RE 4 25T ik
I 19 288 1N S5 e 3 288 T A 6 R SIS ] OF- 349 4 288 T A o
Horp*Mixed” 2805 T2k B 3 A4~ HoAth i FH 28 51 9 I
13 B[R DI RE Y 17 A~ %2 53 % ) N i A 11 876 4%
PATEIE. PRI S 32 FH 28 500 AR X T 3L At 3 A 1 28
SR T 2l 1 )R8 43 28 AT 55 1 3 2 Pk K
PE. 4 M5 2 B 5 B TEANSI A T 4 Fhodh 4 W 45
IIfE 4y 222 (B FCN,LSTM . MLP ., ResNet) i Jf
FARTRIAT A RAE Gk F TR AE 14T i 3R AE SCR Al
BB SURRE AT A R AE SROFE 4 F R FH 2K 51 F
N H R L 3R 4TRSS R T L, R F R
SURREAT M FRAE A RaT fif the 5 R AE 2 H6 4 A1
20 b1 D RE S S OB 0 TSR I R R AR AT
NFAER RaT R . £ 4 Mg —F W ERT

TEREA W A2 b ) e AR A v 7 R AL A (RIAT A &
TEFNTNRE ST 2538 . N34 73 i 2 F . SR+
ResNet [ fif 75 G AR At 7 it 7 22 4 AR 52 36
ol gR B AR 4y JEROR JF HR A SR AT 3R
fIE B il e 5 8 2 3% D0 TR T SCR AT g R AE 1Y fif T
J5 8. WAh 3R 4 rp S ] o1 34 o 58 R b o 22 B
Gy TR T AN TRl DR 7 S8 AE AN ) og R 28 500 1 1 7241 1)
BB R HERA 6 S bRl 25, 3R 4 I hrifE 22717
LU BAR R B S8 1T R AE (SCRO 17 28 R AE 1)
Ra'T fiff g Jy 28 A1 48 F 18 F 18 SCRRAE (SRO 47 2y FRAE
9 RaT fif P J5 52 1 5 28 N °F 24 o o % s oM 22
BN AR LS (B] - 3 ME A 5 38 2 AR B R AT
W SCREAE (SR A7 R 3R AE AH EE T 4 1 55 AiE (SCR)
11 RAEXT T 52 F+ B 3h i FH Ty RE 43 255 o iy 2 1) 5
B R,

F4 RaTIERBRARLEER

FCN LSTM

MLP ResNet

Bz SCR SR SCR SR SCR SR SCR SR BETR
Calendar 0.556 0. 667 0. 833 0.778 0. 444 0. 889 0.611 0.778 SR+ MLP
Memo 0.542 0. 854 0.562 0. 604 0. 500 0. 625 0.562 0.771 SR+FCN
Photography 0. 609 0. 674 0. 550 0. 646 0.413 0. 630 0.543 0. 609 SR+FCN
Mixed 0.322 0. 467 0.309 0.372 0.311 0. 478 0. 300 0.511 SR+ ResNet
e [ 5 1 i W % 0.507 0. 666 0. 564 0. 600 0.417 0. 656 0. 504 0. 667 SR+ ResNet
bl 22 0.127 0.158 0.214 0. 169 0. 079 0.171 0.139 0. 130 SCR+MLP

WX R 45 2 2555 511 SCR fl SR 51 i
17 He A T LA B A 3 18 SCRFIE I 1T 2 4E SR
FALE T 5 TSR AE 1947y 3RAE SCR R 8 T 47 M
TR s i T BE 43 2 a5 R FRATT I S 2 A L
AN T DA D R - — TR TG A [ 35S ALY T fig
FE R 3R AN R B8 3l 1 A 08 01F I & N D3 7E G 5 XL
M ECEE = O PR T b B A R K e G 22 . TR T R
A7 A8 7] 5128 AL T BE /9 AN W) B 3l 1 BT 7 A= 1 48 T %
B AE SR THRRAE bt 2 B 2 25 L X AR 3 T4
FHERAE (4T R FAE (SCRO 1 % 3l i I 2h B 43 281 55
RN S5 — Ty . aE A 3.3, 2 1 R ARk T
T BT SURRIE T O R AE (SR RE % 42 T+ 88 2 i
YR BRI T3 S — A SR R AT REAE F 2 o0 T fiff
1585 2 R IR A TR ) T B R s T R
N G35 0 1) 4 R B B8 28 o 1) 44 FR 5 1R SE I S B
o7 FH ) B8 76 18 X R A7 R i) S HL.
4.3 HHTITWERMZMERSH

W 2 FiR, R UEXT o R R AE J7 2 (R SCR
A SR 28 -4 S AR SCORE W R R AE Jy 35 B Hh 2 AE )
T I BEBRE K 1 E (B 3000, He b 5% i $UAT B3l

AIE 1 1) 2 SRy B A AR T O ] 1) SR A [
HEFE d. P AT R S B0 T8 s T e o 28
ORI 8 RS AT T AR AT

WA 4 27 FR A SEE T LG T R R AT L
1R FRAE T 1 (B SCR #1 SR BUA[R] & {1 7E 4 Fib
I FH 2 b 01 43 28 v A . B 4 TR, 7R B 2R
) Calendar | ,24 d=40 B SR+ MLP f# k5 LK
- 359 43 25 HE ) R (0. 889) e . 1k B T KA ML 4> 2K
(0. 333) M PIAE LA L, [A] B 4 = 7 Fr 47 >k F SCR 47
R FAE 1 A DR 5 58 B e 3 S UME R %2 (0. 833). Al 5
B MR TAT M ZRAE SCR T & . 47 N AL SR 78
4 AR B 1 ¥ S TR R B b AR TR A T R A
FEAI Fc o 4y R UER R, Horp SR+FCN fig e 77 52
FE R FZE 00 Memo | 1 43 28 fE#f ¢ 7k 51 0. 854. 4
Kl 6 i 7s , X} F Photography N 2851, K 2 801
T SR £BLABE T SCR. H.f5e i 20 25 i 5 (0. 674)
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mental program comprehension processes that facilitate many
software engineering tasks including software maintenance,
software evolution, and product line engineering. This task

is challenging and time-consuming especially in large scale
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systems, where the automation of such a task is desired.

Static and dynamic analysis is the most commonly used
techniques by far for program comprehension. The former
analyzes the structural program dependencies that usually
require access to the source code, which is not practical in many
real-world applications such as legacy system re-engineering,
malware detection etc. In contrast, the dynamic analysis
leverages the execution traces captured during the running of
a program, which is more reliable and practical. However, due
to the dynamic runtime environment and various development
frameworks, the execution trace is complicated that has huge
differences in size and great variations in pattern. Therefore.
automatically categorizing the program functionalities by
analyzing its execution traces is a non-trivial task.

In this paper, we have made the following contributions.

First, we formulate the program functionality classification

problem and model the execution trace in a system-independent
manner, which makes our approach being able to be easily
generalized to other kinds of programs when trace-driven
functionality classification is needed. Second, a systematic
framework named RaT (Run-and-Tell) is proposed to guide
the solution design of trace-driven program functionality
classification. Third, comprehensive experiments are conducted
on the 876 execution traces of 17 Android apps collected from
Google Play while the analysis is offered to not only validate
the effectiveness of the proposed solutions but also explore
the impact factors of our proposed solutions to trace-driven
programs functionality classification.
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