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Abstract
extracting image features with a pre-designed scheme. As it is hard to make full use of image

The traditional perceptual hash algorithm creates image perceptual hash code by

inherent semantic characters, the performance of perceptual hash code on image content
authentication and copyright protection is constrained. In this paper, an unsupervised perceptual
hash algorithm for image forensics based on Bidirectional Generative Adversarial Network
(BiGAN) is proposed. The main contributions of the paper are as follows: Firstly, depending on
the bidirectional iterative adversary among the coding network, the generative network, and the
discriminative network, the powerful learning ability of BiGAN on image inherent feature
extraction is fully developed; so that the perceptual hash code that has strong image semantic
feature representation capability can be created. As a result, both the identification robustness for
images with identical content and the discrimination sensitivity for images with different contents
are achieved. Hence, the capability of image forensics is improved. Secondly. a BiGAN
optimization framework is constructed by adding a skip-connection structure between the coding
and the generative network. By concatenating the shallow and deep layers' features of the sampled
image, different dimensional features are organically integrated to improve the learning efficiency
and the convergence speed of the proposed scheme. Thereby, the semantic information
representation ability of the perceptual hash code is enhanced, and the identification robustness for
identical content images is heightened. Thirdly, a Mean Square Error (MSE) loss-based
performance optimization strategy for BiGAN is investigated. By computing the difference
between the output of the coding network and the generative network, not only the visual quality
of the generated image but also the representation capability of the generated perceptual hash code
is effectively improved. Consequently, the discrimination sensitivity for different content images
is intensified. In the end, by virtue of multiple network iterations and adversarial training, a high-
performance perceptual hash code for image forensics is obtained. Furthermore, a large image
database CeleA Mask-HQ is employed for the first time to evaluate the performance of the
perceptual hash algorithm in this study. The capability of the BiGAN-based perceptual hash
algorithm for the identification of images with identical content and for the discrimination of
images with different contents is discussed in detail. Meanwhile, both the influence of the skip-
connection network structure and that of the mean square error (MSE) loss on the performance
improvement of the BiIGAN-based perceptual hash algorithm are explored at length. In addition,
four excellent image perceptual hash algorithms are involved in the experiment to verify the
performance of the proposed scheme in comparisons. Extensive experimental results indicate that
the BIGAN-based perceptual hash algorithm gains higher image forensics ability than other state-

of-the-art schemes.

Keywords image forensics; generative adversarial network; perceptual hash; skip-connection;

mean square error
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Background

With rapid developments of intelligent terminal and digital
image processing technology, the cost of obtaining a high-
precision image drops continually, and images stored on the
internet are growing exponentially. At the same time, image
modification is getting easier and easier with the emergence of
image editing software. Seeing is not necessarily true. In
recent years, digital image content forensics has increasingly
become a research hotspot. Although the digital watermark
algorithm  has been proposed for image copyright
authentication, the watermark embedding inevitably destroys
the internal structure and degrades the image’s visual quality.
As a new multimedia security technology, the image perceptual
hash algorithm is a method that can produce a fixed-length
sequence based on image visual content features. Due to its
high content representation capability, the image perceptual
hash algorithm is becoming an ideal choice for achieving image
content authentication and  copyright protection.  As
identification robustness and discrimination sensitivity are
mutually constrained, an excellent image perceptual hash
algorithm should maintain a good balance between the two
ends.

On the one hand, traditional image perceptual hash
algorithms produce image perceptual hash codes depending on
the pre-designed feature extractors and quantizers, requiring
much expert knowledge and experience. As it is difficult to
capture the intrinsic features of an image, the representation

capability of the perceptual hash code is limited to a great
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extent. Therefore, a perceptual hash algorithm that can make
full use of image latent semantic property is highly desired to
enable it to achieve superior image content forensics.

On the other hand, with the tremendous growth of
computing power and deep learning technology, more and
more researchers have begun to learn the deep features of an
image by employing deep learning networks so as to improve
the representativity of the image perceptual hash code. And
thus, the identification robustness and the discrimination
sensitivity are both enhanced. According to the powerful
learning ability of the Generative Adversarial Network, this
paper proposed an image perceptual hash algorithm for image
content forensics based on the Bi-directional Generative
Adversarial Network (BIGAN). By making full use of BIGAN’s
image latent semantic property extraction ability, the intrinsic
features of an image are captured comprehensively via
the mutual competition among the generative network, the
discriminative network, and the decoding network. As a result,
a high-performance perceptual hash code robust to image
identification and sensitive to image discrimination is obtained.

In addition, to evaluate the performance of the proposed
image perceptual hash algorithm, a large image database
(CelebA Mask-HQ) is chosen for the experiment. Extensive
experimental results show that the BiIGAN-based image
perceptual hash algorithm can achieve higher identification
robustness for images with identical content and discrimination
sensitivity for images with different contents compared with

most advanced perceptual hash algorithms.
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