H48%: 104 it & HL 2% i Vol. 48 No. 10
2025 4F 10 A CHINESE JOURNAL OF COMPUTERS Oct. 2025

BReMiRES T ENERN:RE REKSRE

ZRE" FEE O REHNLT AFE
VT RFITENR R SRS B B 310007)
DT RSFEAE2ERE BT T 315048)

T E CWERGAT AR E IO i 1T AR AT A S AT ARSI B A I S B A I 4% [ e R
M 53 BT AT 37 B 2 R B2 AY FE R )92 SGEFNATT o W58 E 4 B R 48— P B BT R AT R AT AR
IEAE IR b AT T A I 7 58 o O S8 kT BRI AN LR 23 BT 5 W FR G0 i SR A g 1 SR TR
AN ENIEX . B TZE RS T FESTE R 5 B 4 B W U 43 B (Provenance Analysis), B B FK A 3
TR, VEAFR , He TR 1 o3 b B RS o3BT FERGIE D9 32 31 sk — I BHIF LA AR 8L sk THARDI & A BA Y 32 56
o PHOCHURER T Kt m/K R0, BT X U i m T B 5 KRG A E N AME B EAR 5% 2 AR5
R . B N T B DLk & i , i B3 81 AT R 3R 2 ) 2 2] R | IR R R A ML 2 S HOR Bl K
SIAZEF RN ARRN R FARIFNE L T2 BRI WEHE =48 A7A6 5 BE 3 Do ah A 9
EFER g, X I T WIR 0 AR R G AT T RS S E A i U R TR LI . SR R I A RUBS: ATk
WAL 2 MK o — 7T o W2 A R LR SR AL A 2 2T AR A A8 P AT A s T I 50 1% S A M R
P ek 25 5 52 BV R B B TS Y S0ty S BRI . oy — T HLAS 7 2T v B IR R T e A, DA
R 22 W) 25 S AT g R (1 A 52 s S 2 ) TR I 53 A RN T A B A ) e g s S P . RIS b aR I A
RSO I AT T IR A ARSI B2 5 > B R H AR DA SR R4 T 132 IR AR P 2 B3 b 7 T 3 L3k
BB S AT R AR I RGN B PE AT T R GUE LA, A T W AR AR i e O PR AR B A %R
AR T ST 5 N PR HL P SR AT R

KEER ARG B FFAE s B S s IR HT 5 B0 s Mg e
FEESES  TP309 DOIS 10.11897/SP.J. 1016. 2025. 02406

Learning in Provenance—Based Intrusion Detection: A Survey

LI Zhen-Yuan"” WEI Yang-Yang” WANG Zheng-Kai” JI Shou-Ling"

V(College of Computer Science and Technology, Zhejiang University, Hangzhou 310007)
?(School of Software Technology, Zhejiang University, Ningbo, Zhejiang 315048)

Abstract In recent years, as cyber threats grow more sophisticated, traditional intrusion
detection methods that rely on isolated event signatures have proven insufficient. Consequently,
both the cyber security academic and industrial communities seek to enhance system behavior
observability and attack detection through global behavior analysis. This initiative advocates for a
unified data model to represent system behaviors, developing attack detection schemes based on
this model. Such models, which rely on data and control flows, abstract system entities (e. g. ,
processes, files, network sockets) and actions (e. g. , read, write, execute) into nodes and edges,

forming a graph akin to the provenance graphs used in database fields. This causal dependency
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graph provides a high-fidelity audit trail of system execution. This process of graph construction
and analysis, often termed provenance graph analysis, has grown into one of the most prominent
methods in intrusion detection. It has garnered widespread attention and recognition from both the
academic community and industry, evidenced by numerous publications at top security
conferences and in high-level journals. Notably, related methods and technologies have been
experimentally adopted by global 1T and cybersecurity companies. Recent advancements in
artificial intelligence have seen the integration of machine learning techniques, such as time-series
analysis, graph representation learning, learning indexes, and deep graph search, into the design
of provenance-based intrusion detection systems. These innovations have prompted both
academic and industrial communities to propose new schemes, rethinking and reconstructing
provenance-based intrusion detection from multiple aspects including data storage, management,
compression, attack detection, provenance, and reconstruction. Given that provenance graphs
can scale to billions of nodes, intelligent data reduction and efficient querying have become
paramount. This evolution presents new opportunities and prospects for the field. However,
these advancements also introduce significant risks and challenges. Cyber security is inherently
adversarial, and the opaque, data-driven nature of many ML models creates a new attack surface.
The effectiveness of machine learning models heavily depends on the integrity of the training data
and the purity of the testing data. This vulnerability leaves systems susceptible to model
poisoning, data contamination, and carefully crafted evasion attacks at inference time, which can
severely compromise model efficacy. Additionally, the high costs associated with training and
prediction on massive graphs pose practical deployment challenges related to computational
expenses. Furthermore, the poor interpretability of machine learning results, presents a critical
operational hurdle. An alert from a “black box” model, lacking a clear explanation of the causal
chain that triggered it, is difficult for security analysts to verify and act upon, undermining the goal
of rapid, automated response. Addressing these concerns, this paper presents an extensive survey
and organization of recent research on the application of learning technologies in provenance-based
intrusion detection. It provides a systematic comparison of methods in terms of accuracy,
efficiency, robustness, and result interpretability, which are crucial for system performance. This
review summarizes the current state of research and highlights unresolved challenges, aiming to
offer theoretical support and inspire future research and applications in this field. Ultimately, this
work seeks to guide the community toward developing next-generation intrusion detection systems
that are not only more intelligent and precise but also more scalable, resilient, and transparent.

Keywords intrusion detection; threat hunting; audit log analysis; provenance analysis; graph

analysis; machine learning
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html.



2420 12 -

Pl

¥4k 20254F

PR Beh F s R IR R Gt 0 B
PRAVESE SR T AR ) 22 2 i . X BB Bl 2552 )
Bl G143 i 7 =X 5 Ll 43 S BB /N BT U 81 LYY
R PR AR B BIFRAE O E — 20 52 3 SR AR AR 1Y 45
Fa s TR BN et kil i) 5. B ki —id
AR DU AR
7: (G.S) >2, GEG.,. G, G,. G} (2)
p(2) <a,|S|< A €))
Horpr, o AUFRAE AL Y 15T 5 1, > IO K T4 [
EET, il & REHCE . [SIFRPL IR . AR
NP B R ARV R B A i TR DU AR A A
P S AN S 150 B ARG DN ASE Y ) 5 1 Ry L X R
Yeiti 5 Re 8 St i) T 4R AT M A S A A2 PR (A5
L3 G I A A5 SN R XEE T AS 7 9% B 40 7
VFZ BT 2 PRGN 2R 8 38 o 2 >0 i I
HOE AT M RO I S5 . 940, — SR R
Gr R A GNN X [ 4548 v i SEAR HEA T 4 i SR
Ji 88 o SRR T T ik S G i S 1 S AT
WAl 6 Fir s (9 Z8 G BRI T — A 1) 78 B it 1)
TR RS2 AR BT Mot e k55
LW nginx HEBRAA TIETT. HH . g
nginx HFE 2 T — AN m AR i TR B test 72
— B A ARAS T X test HEAR 19 458 il AL 8 R H &
AR R 45 192, 113, 144. 28, AR Bk — H: 1

25.159.96.207

K6 eI 54

[F] BB AR 55 2% AR o F T test ERR (94T 4y ik 2 O
BT IR RIS S L RGeS AR R T GNIN
B ARG T 2R e oA S SR

SR o Tty 2 ] AR SCHE Jti A AR A0 o 437 2, 38
TR/ tmp/test SCPF 23 il test AR 19 7 =X, 2
A RE S U IR 1A T A R DA R ] R R 1
AR RS T 95 4y A gt L 38 AT
RE - BRI 2R 58 A 1R M SR A W G 1 test HEAR 4026
R RAETAR . AR T B T LA
27 2] BRI 22 GEAE T R OB Sl N AT BE A7 AR
A MESSPE , IS T o A T K S AL ] ) E A
5.2.2 NP Bext btk st F B

FENZRFE T WL 2% 2T 1 S5 R D 3R e st %t
PRI T B i A ) ik 28 3 G0 i g 55 a5, BRIV e
PN R AR (A M o S i A AR
1T U IR 2L 55 Iy s SR /AT R S e 5 ) 4
4, DA SN R G e v B i A o SR, AE PR
I I, Bty 25 T 68 R FH BR800 4505 SR s ok 1
Yoy S TS . T PG T R S A I e R L
R DR ML W AT R Ay RYEAT N .

K17 J 7R T 7 OpTC %l £ v St 4% 25 Kk (1)
— AN AE b U R I SRR o, R R
thunderbird {3 3% #2298 I 46 L5535k 26 I 463 {5 7 A=
) SCAAFR 2 AR L I B SO 4 dn 44 <thunderbird
connect, 128.55.12. 10> #1 <thunderbird, write,
#/128.55.12. 10-1/inbox™> . g T fdfi k6 0 4% 754 v 35
FFGE L WA IEAT I , Ve oh FAE O E 1AL SRR 2%
61. 130. 69. 232 55 it #& thunderbird 38 5. f) F 4, LA
J S5 8 thunderbird #7285 AT & SCH/var/log/mail
A A I HAE S m R AR GRS . Y

O 61.130.69.232,,, i
! /var/log/mail M |
! /proc/*/maps /etc/passwd  BLpHiE " i
| %\

K7 &%F PIDS Ayt 22401



104 FIRIESE : BREWIE BT 5 ARSI - 2 PRk e B 2421

et FH 3 Pk 453 9 508 A T BRI S A A A5 7Y
SR b A ) B B AT N R T AE R AT R —
g7. PIL, Ml & BIE R RIGERT, h FARIE 24
B R R T, B O A SO R A e 2R R A T
WO 2 6o o IR Ak ) NS

SR () JLIBU T AR T 35 127 >0 () A T 22 49 %8
Pr B MGl 9 RE S AT T ITPAN . Han %8 A 42119
SIGL F Ge A1 H % 5 B 58 15 e B b o) I R 25080
A2, DIPEAEEE T EE X PIDS BRI 5200 o Bk [
SEREAIY AR ZE AR H 19 SHADEWATCHER £48
Freb ERRA B2 R 24255 A $2 H 1 KARIOS &
Giffi I DARPA Bl 4 v i) — R IGH B R P4l 4L
PP BRI o AT AR Rt — 2 1B
P AH TR IR A /N DA R e 2 S B b s i B0
B X SR B PEAG B A 5 e vk . Bl v e X 2
T2 2T B ARSI ZR GEAR SR BT A 1 7™ 2 S
5.2.3 kil By B e el 5 B

55 5 M B RY I 2 i Bt 45 R MLk AN TR) L 3 3R 2
i (Evasion Attacks) HA ) Z ITEFE#Z M . R4S
ML 27 2 R Zo oy A () ki e o6 ik B 4
2T 25T B AR R R 23 [a] v i ik it o 5 5
TE a3 [) v i) 3R I 2 (AT A A S 35 22 1, e H
TE LA 3 (R R (RS 1% 0 AR ) 3k

BRI ZEARS I B Be o Yok 25 70 L2 ) iy kAR
23 (] HORS O SR 0 BRRET 31y LA s o D o) 0 58 el
Fa A 8, 5 DT 6 REASI I o % L 1 T I 5 WA 435 T
o) 5% R A S A 2 ) 8 G DL R O R
Pl I S ) T ok A O Bo i ek I . A 8 B
7 - B 5 R BB 1 gtcache FEAR T Bl T — 8T
i) profile #F#2 , Jf Sl iZ R N 8 1% S/ var/

O /var/log/mail Sk O O
/gtcache /var/log/mail mail .
[ mail I Il 7 J0 i
Jetc/group {I{% TR l§{§} fﬁlt}\ﬂ:
1
1 é;% . .
| /proc/*/stat 61130.69.232 jvarflog/mail  mail

/tmp/memtrace.so

. @/var/logi‘g)ﬂ]iﬁiﬁyﬂ Ny
fiE eh S A Je b @) [l
Q & (-l

N /var/log/mail mail |
/gtcache ) !
' mail ¢ . I
. '§ T {" T
Jetc/group D S l {é}l i
= 1
Cshogx Q0 O
! /etc/password @
: /proc/*/stat 61.130.69.232 /var/log/mail mail
/tmp/memtrace.so PN RN

K8 %% PIDS fiilkik 7

log/maile Zeit— Bt [a] ARG » mail iFFRAEZ
HRGMAS, TR AR EN S . B
B BT S B IR ARSI 9 R 48 ] LA B RO X
FRAT R 55 05 5B IR AT N Z A0 B w2 . SR, 1
Bt RGO SRR T 38 2248 2 mail SCPF %) 8 7 &
JE FEIE B AT Sy o (453X 20 ZE B &Rk 5 T
TEHAT R ARARL S DT ARG I 28 G LA DX 53, die 2 S 1
ikt .

Mukherjee &5 A # H (1) PROVNINJA™ HE 28 J&
7N T Q] i g A e S i v A B A S AN
BB R e kiR Kt . Goyal S A#&HY T —Fh
T3 o 30 ok A ) 050 ] Sl Y R R A A
3 A B AR AU S o ZR A 2R 42 s Han 558 AR FI£A
B LT RS T SIGL R &
PR R R GAE R E B b 5 2B Bt i
S0 . Rehman 58 A48 1 FLASH R 48 R TERG
W Goyal % AR Y Yt i) 28 910 — 2 i A 0Pk
(B IX SE R o AR B 52 & AR 1 b i T o PR X
T RE A TS BN U R Rk sk b
THLAR S 2T BRI 8% 9 F T A FE 0. HAT. K2
BT 2] I ARSI R G = % B AR B Bt
AE 1 R GE MR TTA PRI DL SIZHIE A B X ik S
HEATIEAL . R 8Z5 G HIR A W AR 43 LI 25 L, 6
45 7RI R G A LR PR B e i se g, Horh
FLOFRG IR, PRI OFRRA —E X)),
OFIRXSPURE 155 -

&8 PIDS M EKHHIEEMN

WA 7 58 B i U (NS CE (o

FLASH [ ] Nl
SHADEWATCHER FA 3

BT SIGL [ )] ),
R-CAID [ ] E

ORTHRUS [ ] FH

JETFHZ  PROVDECETOR (] )
STRAMSPOT (] Rl

ST T UNICORN i R
KAIROS )] O

PRER 52 HLE 7 I BIEAE IR M 5 | T 5
FIRE T B[R] L5 LA T A AR AR, o Aoy A
ML AL B AR~ ) ik L SR T AR A AR A I I ) 5
P — Bk
5.3 WHMRESEERYEE

B L XL ARG VAR X U BGE 7R AR



2422 12 -

Pl

L
&

Eitd 2025 4F

P AL St A ME JBE R B AR O 25 R A0 AR B
o FERAEA I BT H S BEATBGIE 23 Y 39
Rl 22 Ge b i T BAT R B9 bR SRR, Rt
W75 A7 68 37 A AR 8 A R B8 AR o T BE A4 il
A HERE S [AIFE ] AR OR AR e Bl S e
S XU B B S R G R . i
bR oalIEERFNERE NP SINE S I IE 4 & i T R
SRR T AR R R A I B AR . BT
BLARF > B R IEACIN 2 G2 v X ek et T DU
Wil & ERENER RS AU T =X (DHEH
i Tl A A AR GE R S U R S
BB Fp 2 Rt 5 23R A5 5 . XA o0
N oy F AT RABE T R B 0 T R
(20 JR BB - T A7 IR J3E iy 1 i s 00 8y D
HEMZHEER . REA A S BGE AR 22 .
EATS SR BEAR 91 © 01 2 i SR . () PR & K
i BOL 8 A T AN 8 ISR () B
ICREVT TR R Y RO 2550 . FEMUTS BT Ul 8
AT WLEE RN A AT SR R - il T ol S s

WA, Tty 5 BE NS L4 ml ] 4 47 1l F) 2 A 2 ]
712 Pl 2 A R A R Bt X L A — A H L
WER. XAFEBGEE TR F#H LA AR
) PHAT AN ) 288 7R B s 14 52 21k 38 A R AH IO ) g
] JF 89 45 R o B i APT i 57 “ 3R 1 . 17 £
APT 04U 1) T 111 0 H s i ai £ STy £ i 8
S Bl T BRI B B AR I E R I R G
23 [ AP RE T o 0 TR MR A o ) S A, e
Pen] BESL B G S B A 5 D L o 2 A
60 5 A A SR IR i A 5 LA S Bk
ORI B AR b T ke o o Tl
Kt T PR A o

TRER 6 AL T B A7 AR SR AU 2 T3]
R RS D B AR5 AT LA S8 TSR MERE L 42 T 3%
K47 o

6 HEF S HTWIES I E MR

Kl 45 BB 17 ik S BRSS9 23 Hr v
(B B — B SR, B T R R S v U B A
1o B 52 e MR AP G T 2R 496 5 A B 43 A
i HAREUE ] s RO il X S B R T AR e — O
R BB FE R [R)I, Sh T 2R Bt T
Bt . 2% 8 B 17 $iz (Cyber Threat Intelligence, CTD)
Y E R H g e SR, AR B AR 45 1 A0 1 jal by

5 e di & (CTT Report) SCA H A THEBOCHEATTHEA
{SRERS T HLZS 2 A DAL A sl Ak B BOA ST
M EG T HAT, HETHLEs 5 > i B 46 5
M 1 £ B A PR B P PR B S 1F A2 3 ok i 2
WEFE A W OCTE A T N A AE BE 4 BT A T 1)
o35 R BRAE

6.1 ETFHHIZINTFHRMNL

bl E APT J il 4 22 iof ) SE K R 2o T Be &2 2
A AL AT S ) FR S8 H A R A A 2 AR
YEVERGRC o o] i S8CF A X 26 H AR DA Ay 8 054G D0
MU S 3 B — A E PR . BT A0 H
Blls = EAA RN . — S A TE G Y R 4
B WRERAE RO Z A DR B IS T RE 2 8L
it N 52 f 2 25 OB R DU 43 A e 4 H A, A
Xu &8 AN B PR B A2 D) B 580 (Causality -
Preserving Reduction, CPR) DA B 58 & 1 R S 4341
S AR s Hossain 55 A4 T KOG 2R 0% B8 A R 4
.1k (Dependence-Preserving Reduction, DPR) . I
SUN R N DRI 1 A 7 B P N YA o i ¥ ]
FR 43500 2. 27X A1 4. 6-19. 1X &4« A 4H
KW R 48 50k 456 J5 2009 3 B 38 1 i A 4l e
5. MR R A A s KA R T
W45 N\ H 1 NODEMERGE ™ MR ¥ S A 7 X A
FEYI A R APEAL ) FP-Growth B3 23 Hr A2 17 1]
U DL i AR L R 4 . SE 3R W, A LU R 1R 4L
it AP 2 TR R A A5 38 AT 3k 28, 3 <,

T B TR B 2 > B R ) i, 98 N B3 FF B AR
FRs b 22 W 48 0 TR R 46 . Ding 58 A2 11
ELISE™™ ., B W& ¥ ¥R B M 28 W 2% (Deep Neural
Network, DNN) 5| A H 75 He 45 45458, , 38 33 = HL AL il
24 2 25 Y11 2 S R S 80 TS A R A L AR AT Geip F
DEEPZIP J7 ¥ , ELISE “F- X5 0] 23 51 52 30 3 £ 70 2 1%
B R4 R T . [, Fei % A2 H 19 SEALT 2 H
T ) PRLAR BT B A A R AR AE AR BT 1 2
B T VRIS A8 4 R [R] =y 350 it , 78 P A FLSE 1Y
B BBl T 2.63-12. 94X TR 4R % K .
Ding %5 A 32t 59 LEONARD ™ LK LSTM FI#Z iF
Rt R R N S R R U e N
LSTM J7 41 AR, 52 A X SCIBeME A if) 4 55 TC &
a5 5 oA g s, OF B 5 56 R8I 2 QuickStep F1 ]

D APT CyberCriminal Campagin Collections. https://github.
com/CyberMonitor/APT _CyberCriminal _Campagin_Collections
@ Attack Wiki. https://attack. mitre. org/wiki/Groups
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The threat actors sent the trojanized Microsoft Word documents, probably via email. Talos discovered a document named MinutesofMeeting-2May19.docx.
Once the victim opens the document, it fetches a remove template from the actor-controlled website, ixxp.//droobox/.Jonline:80/luncher.doc. Once the luncher.doc
was downloaded, it used CVE-2017-11882, to execute code on the victim’s machine. After the exploit, the file would write a series of base 64-encoded
PowerShell commands that acted as a stager and set up persistence by adding it to the HKCU\Sofiware\Microsoft\Windows\CurrentVersion\Run Registry key.
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