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Abstract Hardware code fault localization plays a critical role in ensuring the reliability of
hardware design, reducing development costs, and enhancing design quality. However, current
defect localization methods face several challenges that limit their effectiveness. There are often
mismatches between output and execution information, and the code coverage matrix used in these
methods lacks sufficient semantic information. Additionally, the methods for calculating
suspiciousness values are overly simplistic, all of which result in low accuracy of fault localization.
To address these issues, this paper presents an advanced hardware code fault localization method
based on self-attention deep learning. Initially, the method employs VCD (Value Change Dump)
comparison techniques. By aligning the simulation results of the hardware program with executed
statements within specific clock cycles, a precise coverage matrix is constructed. This step
ensures that the information used for defect localization is accurate and reliable. Subsequently,
dynamic slicing techniques are applied to bolster semantic information. This process retains
statements that are potentially related to faults and narrows down the scope of code that needs to
be searched. By focusing on the most relevant parts of the code, the efficiency of defect
localization is significantly improved. Finally, a self-attention deep neural network is utilized to
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learn the intricate mapping relationships between statements and faults. This allows for the

calculation of a suspiciousness value for each statement. With these suspiciousness values, high-

precision hardware code fault localization can be achieved. The experimental results demonstrate

the superiority of the proposed method in terms of fault localization effectiveness when compared

to the latest fault localization methods.

Under the Top-1 metric, the fault localization

effectiveness of our method surpasses that of the state-of-the-art methods by 50% to 200%.

However, under the MFR metric, the fault localization effectiveness of our method sees a decline
of 51% to 59% compared to the state-of-the-art methods. These results indicate that our method
is capable of more rapidly and accurately identifying defect locations, thereby effectively

enhancing the verification efficiency of hardware design.
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58 end
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68 end
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73 end
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Background

Hardware design code verification is a crucial step in
ensuring the quality of hardware products. Dynamic fault
localization uses statement coverage information to statistically
analyze the probability of faults occurring in specific code
segments to achieve localization. However, this method has
several limitations, such as mismatches between program
outputs and execution information, insufficient semantic
information in the code coverage matrix, and simple statistical
analysis methods for calculating suspicious values.

In this paper, we propose a self-attention deep learning-
based fault localization method for hardware code. First, we
use VCD comparison to match the program execution results
with the corresponding execution statements within specific
clock cycles, constructing precise code coverage matrix and
result vector. Second, we employ dynamic slicing technology

to enhance semantic information and establish a mapping

relationship between suspicious statements and failed test
cases, thereby narrowing down the code search space of fault
localization. Finally, we utilize a self-attention deep neural
network to learn the complex mapping relationships between
statements and test results, achieving high-precision fault
localization in the hardware code.

We conducted experiments on the publicly available
dataset from Cirfix. Experimental results show that among
commonly used deep neural networks, the SAMLP deep neural
network is more suitable for fault localization. Additionally,
our method Sepal outperforms the state-of-the-art dynamic fault
localization methods Tarsel and Cirfix.

This work is supported by the National Natural Science of
China under Grant No. 61902421. This project aims to
improve the effectiveness of fault localization for hardware

design code.



