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Survey of Software Vulnerability Detection Techniques
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Abstract  Software vulnerability detection is one of the most important methods to improve software
quality and is the key to insuring software security, which leads grant concerns from researcher
and industry. Its main content includes software testing, program analysis, model checking and
symbolic execution etc. In recent decade years, how to utilize various classic methods synthetically
to detect software vulnerability holes is becoming a new hot research direction. This paper
reviews the basic concepts, key challenges and some classic solutions of software vulnerability
detection, and beyond this, it tries to introduce some new promising improvement in this research
area, including lightweight dynamic symbolic execution, automatic white-box fuzz testing, their
implementation technologies and corresponding tools. At last, it provides a survey of some key

challenges and new research trends in future research work.
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Background

For the purpose of detecting software vulnerability holes
and improving software quality and reliability, various
dynamic and static analysis methods and techniques are used
to solve the problem; some of them are even automated and
have been widely accepted in practice. Dynamic methods
execute the program with different input data repeatedly, watch
its behaviors at runtime, and try to capture the exceptional
execution circumstances like runtime-crash, buffer-overflow,
or out-of-memory etc. This sort of methods. e. g. fuzz-testing
which is well known already, is resource-hungry. time-
consuming, labor-intensive, and as it cannot enumerate all
possible input data in usual, is prone to human omission and
error. In contrast, static methods analyzing the source code
of the program without running it practically, can reach
much more higher analysis speed. however, as this kind of
methods are commonly implemented using some form of
abstraction, they can lead to big account of false negatives,
thus enormous human efforts are spent to check whether a
warning is a real bug. Despite massive investments in quality
assurance, serious code defects and software vulnerability
holes are routinely discovered after software has been
released, and fixing them at so late a stage carries substantial
cost. In order to overcome the limitations of classical solutions,
a new method named concolic testing which compounds
dynamic and static analysis techniques has been proposed in

recent decade years, and is becoming a very hot research

topic. The new method improves the old static symbolic
execution and model checking to a new dynamic symbolic
execution method; moreover, it brings the classical fuzz testing
technique brand-new intelligence aspects. As a dynamic
method, concolic testing has no false negatives but only false
positives, meanwhile, comparing to the fuzz-testing, this
new method can reach very high speed as it utilizes some new
effective heuristic searching algorithms to cope with path-
explosion problem that the number of paths through a program
is roughly exponential in program size severely limits the
extent to which large software can be thoroughly tested, thus
it can reach high coverage rate. This paper reviews the basic
concepts, key challenges and some classic solutions of soft-
ware vulnerability detection problem; moreover, it introduces
some new promising improvement in this research area,
including lightweight dynamic symbolic execution, automatic
white-box fuzz testing, their implementation technologies
and their corresponding tools. Beyond this, it provides here
an overview of some key challenges and new research trends
in future research work.
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