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Abstract  The increasing integration of machine learning (ML) in various sectors for decision-
making automation brings to light significant concerns regarding the vulnerabilities in ML frame-
works. Such vulnerabilities pose a considerable risk, potentially undermining the integrity and
reliability of ML applications in critical areas. Testing these frameworks, however, is notably
challenging due to their complex implementations. The intricacy of these systems often masks
vulnerabilities, making them difficult to detect with conventional methods. Historically, fuzzing
ML frameworks has been met with limited success. The primary challenge in this area has been
the effective extraction of input constraints and the generation of valid inputs. Traditional approa-
ches often result in prolonged fuzzing periods, which are not only inefficient but also insufficient

in reaching the deeper, more complex execution paths where critical vulnerabilities might lie. In
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response to these challenges, our paper introduces ConFL (Constraint Fuzzy Lop), a novel, con-
straint-guided fuzzer designed specifically for ML frameworks. ConFL marks a significant
advancement in the field of ML framework testing. Its ability to automatically extract constraints
from source codes is a groundbreaking feature. This automation is particularly beneficial as it
eliminates the need for prior knowledge of the framework”’s inner workings, thus democratizing
the testing process. The constraint-guided approach of ConFL is instrumental in generating valid
inputs that are more likely to pass through the initial layers of verification in ML frameworks.
This capability enables ConFL to delve deeper into the operator code’s pathways, thus uncove-
ring vulnerabilities that would otherwise remain hidden in traditional testing methods. Moreover,
ConFL innovates with a unique grouping technique designed to enhance fuzzing efficiency. This
technique organizes the testing process in a more structured manner, allowing for a more thor-
ough and systematic exploration of the framework’s vulnerabilities. Our evaluation of ConFL’s
performance, primarily on the TensorFlow framework, has yielded impressive results. ConFL
demonstrates a superior capability in covering more code lines and generating a greater number of
valid inputs compared to state-of-the-art (SOTA) fuzzers. This increased efficiency is crucial in
the practical application of fuzzing in ML frameworks, as it translates to more robust and secure
ML applications. In the realm of known vulnerabilities within the TensorFlow framework, Con-
FL has shown exceptional prowess. It has successfully detected a larger number of vulnerabilities
than existing fuzzers. But perhaps more importantly, ConFL has identified 84 previously
unknown vulnerabilities across various versions of TensorFlow. These newly discovered vulnera-
bilities, which include 3 of critical severity and 13 of high severity, have been significant enough
to warrant new CVE (Common Vulnerabilities and Exposures) ids. The versatility of ConFL is
further demonstrated by its application to other ML frameworks such as PyTorch and Paddle. In
these frameworks, ConFL has already identified 7 vulnerabilities, indicating its potential as a
universal tool for ML framework testing. In conclusion, ConFL represents a significant step
forward in securing ML frameworks. Its automated, constraint-guided approach not only makes
the fuzzing process more efficient but also more effective in uncovering deep-seated vulnerabili-
ties. As ML continues to permeate various sectors, tools like ConFL will be vital in ensuring the
security and reliability of ML-driven systems.
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R WE LA DA {8 M 347 8. Graph Execution,
WHR N FR A5 AL & TensorFlow w1 % 48 i) $h AT
Tr A AEX T P e LR AL E
LT LSRG TensorFlow fif J 25 3% 9 77 =X
AL FIIAT % & Graph Execution @ i3 347 . 70 Al
FFRAT A i RO A 53 TBE 55 &% A Ak B2 Ak 1 e A0 3
H TensorFlow 2.0 DL 3k, Eager Execution #{ 1% &
BN B A P AT SR T L 5 of. function 3¢
i 2 R 6 B P ) Python AR5 5% 4 oy
AL AP P R] AR Ak 1 s P e () I DR 4
A E ) RAE P, A, TensorFlow fi 41 44 5 Ac-
celerated Linear Algebra(XTLA) S (1) 45 I 45 12 o 1%

4.2.2 RIGRLHR

MR 2 249 I 48 B8 78 52 BR AT Z i 2006 2
PSR, RSB BRI AN A A
TR I T B AT RS 2K 24 o 5L A A
53R VR AR A 2 TR AR AR 2 R

(1) BE PR L K

FENLES 2 T EZR A T B R v, 75 245
KA =% #E TensorFlow H1, % T int f1 float 1%
FERY TR B 2R AL Z Ah  I6 A resource il variant 45 R7 5k
JSHL. resource 28 W JE 0] AR 1 | Bl 2 4y ic 9E U 9 )
1A T variant 2878 & 7 AT B 2 AU () 5 B R 4 iz
SRR RRE  AR SO R A o) g BEAR R AR &2
BRIP4 2 JB/R T TensorFlow Hi [ ir A 2 1.

% 2 TensorFlow iy 28l

HERM

EA%E H:A Tensor YA Tensor
bool DT_INTS8/16/32/64 DT_RESOURCE
int DT_UINTS8/16/32/64 DT_VARIANT
float DT_BOOL CODE
string DT_COMPLEX64/128 FILE

DT_QINTS8/16/32
DT_QUINTS/16
DT_HALF
DT_FLOAT
DT_DOUBLE
DT_BFLOATI16
DT_STRING

char

1E TensorFlow #1 Paddle 3X ¥ 19 HL#5 2= ~J fE 22,
AR SO T 3l S A A B B R T
AR i o 2. Hod TensorFlow 838 -4 348 SCF R ops.
pbtxt, il & 5T 2K S TR R il o 43 A o
2 HMF BRI B 265, LISEF LARM g f3i]
28 ckpt_path & DT_STRING 24, num_rows
J& DT_FLOAT 28, [a] i} BE % 3 BCH: 5 A9 3 A1 {5
i DT_FLOAT &8, TEff# b 58 &% S8 IR 1R )5 E
BN 4 B A.

ckpt_path's ['DT_STRING'],
‘old_tensor_name': ['DT_STRING'],
'row_remapping': ['DT_INT64'],
‘col_remapping': ['DT_INT64'],
'initializing_values': ['DT_FLOAT'],

'num_rows': ['int'],

'num_cols': ['int'],
'max_rows_in_memory': ['int']
Bl 4 %F LARM S HKA
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W 45— i 24 SR 3 A L8 2 > HE SR 0% 3R s ) i 1127

R I 2 Ah s AT B 53 22 (8] R A7 AR S G & L P
— DR R RHAE S — DR R AL AR
ol 2 50K 3 A SRS B IR AR v O A B e i ke AR
SCHE XD 29 RFR Ay B U5 24 o 5 3 A O T 3
B IR AT BT B8 55 A0 i ) 2 Y g B AR
2y Rl g ok I DA 38 A 1 2 5L

B B BT R R AR ST T A W) 2 B S T8
o) 38 SO R S — A I 19 A 55 19 40 . LARM 5
FAEPAT I BT A B AL ckpt 4% =AY A SO, B
TN SRR IR BRSO A A A B 2
NFAE ER S IR AT E R R AR B SCPR R AR R A Ak
ST AT 2o R ok T ik R BRI AR i 1) 10 B L S A
s S EIAT R, N TR A 8], A SR
TR D 3 B B R ORGSO 2 TR Y T ik
TensorFlow £ 7 & il 32 1 481 o 78 IR o 10 55
I 0 3P 90K 9 5 P B AT I A B R
40 A B 48 R B S LARM 3 1 48 5 77 6 1
checkpoint_ops_test. py H, H A48 A& 5 fCAS.

ST AR R TR B liR L DIRE . 140 Stack-
Close,StackPush #il StackPop. #8 i 3 17 18] 14 43 #7r »
i€ 557 A AR b B BRAE RN SR SR KA T T ) — 52
PR A ) 3 S — 4. AR5 PR AT U I e 2R
0 325 0 21 Hook Jy 25 38 4o 4 i U 18 FH 46 &
ST U2 DRAFAH S B 5 SR I 491 rh oA A
FEAR SN 32K, D)3 3ok BEAIL PR AT B0 A 1A IO 5C 2R

T3] P 2k B s T R B AL e H R
P T T o PR G T 037 5 6 7 310406 26 26 78 L I DR A U
I A B iR B JE s R B 8 M OR B9 BIr A 8l )
e N IR 40 4 B 44 Bk eb 9 2l i o 0F 3R A% 1 LI R AT
R FIWORR ) 1 S A, 25 R W 6 .

class Load AndRemapMatrix Test(test. TestCase ):
def setUp(self):
matrix = variable_scope.get_variable(
'matrix ',
dtype=dtypes.float32,)
save = saver.Saver([matrix])

save.save(...)

LookupTableFind ['Find']
LookupTableRemove ['Remove']
ReaderReadUpTo ['Read']
ReaderRestoreState ['Restore']
Stack ['Stack']

StackClose ['Stack', 'Close']

StackPush [ "Push']

Bl 5 55 LARM iyl H 4]

3 3 6T LARM B8 W0 3l A QA 1 A7 4 A 9 W 4%
AT R 72 b i) 2 BORE A2 A L TT DR RC7E SR04 T I 0K
FHAG 2 B ) A B SC A

(2) BAEHH 20

HRAE 2347 - R 22 8008 5 HATAR A0 19 98 R AR e
AT LASEAT B0 3. fH i e 26 2 H50AT R R R R R A
it 2 AR AR R 45 R D B AT R AL e O
FUERCIR BN pop.push I close JX K [ B 1] . i UG
TSR IR A AR ] S A 8 B LA — A2 Dy B
Friuaat. i, 5 Stack #H K 19 5 ¥, A StackPop,
StackPush fil StackClose, #f 3£ % Stack F 4, 3@
ok A I 3 0 A T R DG B3 2 AT D KL T L s
AR IR — AR FAAAE S WU B 290, 9 4
Push #:4E B S5 7 L 9] i 1k Stack, 1fif Pop #:/E 7 %
1l A 1) HE AR A Ry 2 B30 LA R HE A v 1 B L T R
11 Push $84E. K o O 55 IWUR $AT 10 15 2 4 B
HEAEAR LR

Bl 6 B4R ERAT

4.2.3 BUERLR

IRBE I LSRR 2 24 o 2 1 T3 B 5T Ik
T8, DAE S 7 HLA BT B BT 0 19 9 U (LG8 7 1) 4R
TP S5 A S B AR G, 40, /£ BTCBFS
b RECRE S S B0 RN R BRI B 20 1. Rt 2
G I R RS HCZ [ W AF A B2 . 540, BTCBES
BT stats_summary ZEE = MEFE KT
logits_dimension.

S R SR IR 2 29 R AR T AR AT O
A THUB 0 i 1 2 B A5G I R A K S 2 TR
WA B 52 B Pk i APT Fa e M DL K By 1E B 7k
A3 I R] 8 77 A= il e B T TR R R OC AR
FH. R 5 A S HOA i v SCHRIN DU 3 1 197 e
SITETE SR A TP 2R M I AR 5 T 1 v 2 AU P i
WCRE . PRt e P AR s SR I X A i ) o A D
R B ST PRAT B B R T2 UK T IR 3 G R A
Horb, S BORER I3 19 551 AR5 I R 4 fih K%

ARSCHR M T — M T A AR R il S By
ST W IRACRS | 5 L T SR AR TR A L SR IS ST
OB 05 58 (EL - I B A N BRIE S 2R B iE R 29 R
A LAY 2R R 2 BB 20 o B AT O i 22 sk
B ARSEN M. 2 BaEiE =T8S
TR w2 T clang # U AR 4 3 LLVME 1y
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)R (TR) s LR 46 8 15 fUUR AL 5 5 RS 8
TR A e 6T R RS S 2 R

15 Tensorflow 1, AN A& 7 2@ 97 B OpKer-
nel Jf 5 Compute J5 Rk LI, BT 285N
input I attr P FPSEAY , input i HAT AT A8 J& P Y 5K
.0 ater WA AT S, G0 7 frs . 5 BTCBFS 7
vk K B0 3 A context->> GetAttr ([ 7 W) &
FED) FEUL attr 240, 7F Compute J5 i A i i context-
>input (& 7 w1 520 AE) #2148 input 24 A ST
ol iR AT XS O 614 5 A8 B TS R 2R AT IR source i
 GetAttr pRE S — DS HORHE 7€ Python Hij
Ui #2171 PPOX L 2 504 B B A SRR AR il
ZHIT Y 8 i 44 K. 38 3 X TensorFlow HE 22 i
T fige A FATT A ZE T L Bl source B A CANIAL 8
PR s BoAk oy Oy = 28 R A Cinput | input _
List) 3RIA] A8 5 A (mutable_input .mutable_input
_Liso) LA BORBUgE P (GetAter) .

explicit BoostedTreesCalculateBestFeatureSplitOp(..) {

}

void Compute(..){ '
OP_REQUIRES_OK(context, context->input("stats summary ", [&stats_summary t §);@ |
i

const int32_t hessian_dim = stats_summary_t->dim_size(3) - logits_dim_;@) ----
¥

OP_REQUIRES(context, —, errors: :InvalidArgument(«...”)); @)

OP_REQUIRES_OK(context, context->input("71", [&]1_t1); @

const auto 71 = J1_t->scalar<float>(0(); @

5 MOUHESMIER 3 1>~~~ -~~~ -~~~ oeeeoooooooooo :

OP_REQUIRES(context, (8@, errors::InvalidArgument(“...”)); @
}
}

K 7 T BTCBFS 2% 2 o 42 Bt F2

context—>input( INDEX)
context—=>input("VARNAME", ¢ VAR)
context—>input_list("VARNAME", ¢ VAR) );
context—>>mutable_input(INDEX, _);
context—=>mutable_input(VARNAME, ¢ VAR, _));
context—>mutable_input_list("VARNAME", ¢ VAR) );
context—=>GetAttr("VARNAME", . VAR ) );

& 8

HFHE 7 2 A SEGHETTHE . B
RIS B oR BR8] 25 R 45 8 S T IR T
LLVM 43 #r IR B}, 40 load, store Fll getelementptr
F6 4 BT SAERE AT EE HAR. S48 1R
HAEAE TS RS B 4R A 1 3R [5G W bR 10 TS
ST RARTE P AR AR R (D TE QIR IS EL
stats_summary_t, Z JG 1£ @ i1 58 3 ¥ 45 B AR A7 AE
hessian_dim ", I Jo5 16 Q@ I Wi & 1% KT %5 (2) 18

15 5

ORI 11t 28, Z G E @ AT KB B 5y 11,
5 TE @ FI W 2 75 55 T 0.

PUINTS ROE R R TS R BT A G, 23 4017
AT R IR 22 % ML AE B A PR ACAS o 4 H] 2% ok 3F
8 F S804 2t W7 BTCBFS fii jj OP_
REQUIRES 7 ¥ #a5E stats_summary Fl logits_di-
mension ZHZ A1) O F8 5 24 2 BOBUHIR TE 2006 2 2
HERA I DU A 45 4 DR JF 2 B 15T

OP_REQUIRES Z 5 S8t — R iB
KB 7 RO B = A S HOR AR T
AL YR HI W A false BF, A8 £ 90 FH S b eR 2R
FTENES R 1EA) IR B 2. ZEfF LLVM 7347 IR
IS IR S E B 4 2 HLBREL H b i S A
P B — A5 U ek B e A ek . L, ConFL
BT LAR AR R € 15 mIL R AL

(D75 s R F 2 — DR 25

(2) BR#E 25 A5 19 R o

(3) Bk H AR BE A P rb A7 78 55 U= i ) oR ARG
PR AL

TR /2 B ORRRAE 1975 SO 3 R AL 48 BBk 7% 5%
PHE NS T2, BeJa FF 4R B 29 R R AL R 1Tk
AR QIR 7 B 8 O o A . 2E Q4L )
stats_summary_t WYL G5 logits _dim_1 Rk
2, AT M AR stats_summary_t. shape(3) >
logits_dim_.

4.2.4 BIELR

AR SORE S 7- D5 A v 3 i BT o3 SR AR IR 2y
WRR B A, K 7 iy TF 35 A, W A
SR logits_dim _JZ AR KT 1. MR F W7 Oy 0 ) %
11 AT BRI NG

ConFL i i 14 24 o %Y o 1 Jin w32 58 26 2 o)
M SCRE BAAR AR Q51 2 Fros. i e R if 15 A
JE A AFTETS m s WA AT TE TR 24 58 in 3] 24 oA
oL SR b A T ) RN R R A TE S R TR B IR TR
)L BT AL 3 Y 2 s, ConFL i £ Hoh — A4~ 43 2
O AR AR 0 A AR

Hik 2 IR

BI85 5, taint ,iB ] stmt

Hith : ZEMA R C

1. FUNCTION HandleFor(taint, stmt) .

/G for BARTR R AR FR S50 A 15 5 16 B 2%
EmAZIg C

2. IF taint in stmt. body. sink THEN

3. C.add(convertToCons(stmt. body. sink))

4. END
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W 45— i 24 SR 3 A L8 2 > HE SR 0% 3R s ) i 1129

5. FUNCTION Handlel f(taint, stmt)
// A5 i 1 body WA I5 8 WPKE Bk 254 AN sink Jin
AF| 4R C
6. IF stmt. body. sink THEN
7.  C.add(convert ToCons(stmt. body. sink))
8.  C.add(convert ToCons(stmt. cond))
9. END

SR BRI 29 O AR )5 o C/C+ + MR A=
B oR L B LLVM IR. ConFL H 18 H Py-
thon ij i 4% 1 #4700, 88 29 31 IR AN fig H 42
FHF A 1 Python Hij i 2 8009 B4 75 2848 IR
$E7t R Python i i JE 2, £ 24 5 A6 B8 00 3 P AT
7 W) B 1F 4 B ConFL 3 i fi# #7 Python 5 C/C
+ - [ B W B K TR 249 5 i 2 5000 B Y Py-
thon R sty H {8 45 BUIS 1 249 SR BE 6% il B 3K 25040 1)
4

P LARM #Hf5] , ConFL A= 5 i 24 o 2%
wE 9 K.

len(ckpt_path_t) == 1
len(row_remapping.shape()) == 1

len(row_remapping ) == num_rows

len(col_remapping) == num_cols

K9 LARM & THZHRME L

R AR S BT RE K A S 5
Z Bl R 5 2. B A, row_remapping WA S —
iy, HA BE R T num_rows BY{H.
4.3 MK AR AR A& B

ETETHEEMETAWREM, ConFL A A
TROB I AR . X SR AN B T S RO B
A SR T2 Al — > T A 22 A S B il i i 7
Hr, ConF L AR 45 455 Al 35k 426 A N7 178 00 38 250 90 . A 91 2
RE » 55 T I 23 Sy 5 T A A R 5030 A5 A

P R A T R O T R R AT AR BE L S
B S BCERAKI(E 8. ConFL B 56 X A f7 15 $t
VER AR5 A s B, R o 2R 3 A K
T AR AT DL B AR Y AR
IHERAE R A H F HI I . ConFL ¥ [ h i 28 5 21 45 i
BEH. Ak StackPop 5 I . 5 2K Stack 5
FHEAT stack HIG AL HRAE B 75 2EAE StackPop i
FIA Stack Bk, M5 FAFAEBRAVE R L R F 5] HHE
o ANHf 5 ) ConF L 78 31 B aff 22 1) 76 A4~ 55 - 22 1]
BEBL 46 A AE = W H ¥ 5. W Stack A6 % 0B+
StackPop, StackPush #1 StackClose, 24 il i{ & T

StackPush B, RS0k # T Stack B 145 5, 1L i}
Fe 41 I 3k 3 &5 N Stack B 1, 45 B 4 StackPush &
F, ] A DhAd AR BB H 1) StackPop ., StackPush
AR

WA A AR AR A AR I, ConFL 48 Hy 17— Fib
B 52 T 23 20 o A B0 Y 551 1S O (] 41
i K. 78 ML 248 i, ARl B9 Python % H a]
AE 3L A {5 FIHEZR tp A [R) 1 C/C+ + 5 3 » 9 4 Py~
thon 1) ArgMax il ArgMin &ZX} ) F C+ -+
ArgOp 2. ArgOp 3 32 H K £ A 14 2 B0k 8
FfAE AL Y AR R A B2 R 4 B ArgMax 55 Arg-
Min. A [5] ML HEZ2 b 5y 5 WE AL € 7 %S
BT 1 )7 2, B 40 PaddlePaddle ) REGISTER _
OPERATOR. MindSpore f§ REGISTER _PRIMI-
TIVE_EVAL _IMPL F1 TensorFlow B REGIS-
TER_KERNEL_BUILDER. i 1 i3 £ ) 7 it J7 %
ConFL # 7 7A [F)1E 5 88 22 ) 19 X0 I 0% &% L 5
BT 2 B8 By L. A AT TE T A . ArgMax Al
ArgMin 3£ 26 [6] i 2 %4 ;. input ., dimension Fl out-
put_type. i iR [7] — J5 I 52 B 19 58700 — 4L, Al
DA Z B % f ArgMax (92 BO8080E 1
T ArgMin, #F177 3k 6 7 5 &2 A2 B ArgMin B 504
T TR MERCR. [ s 4. 2.2 3594y
2R TR 1 20 A B E BT A PR R A R AR A SR A B
B3 1 BT SCHRR.

& 10 2 LARM 587 % 2 il B, H: b 4 2l
ERWETARULSHEER IJFHRE TR M
OB IREE AT AT PR B8 L S 800 B 4 AR TR
il 3T R AT B 3T, 5 RO AR A 4 e [ U
T4k,

func = {{ op.name }}
{{ op.deps }}
para = {
{% for arg in op.args %}
"{ arg.name })' {{ arg.type }}
{% endfor %}
}
with tf.device({{ op.env }}):

func(**para ):

K 10 LARM & ¥ i) 3 i A5 A
B AR AR — A T A R 3 8 AR
WETHTFHARMSES R RIEE 4.2 WHRIR
M )R 54 B A S DL F Bn B S50h R
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i 2024 4F

A e BEOR A AT AZ AR A3 AR AR R I R N O A
R H B 4 2 i LA ) B AT R A DT AR B 2 R
Ao oy 3 A

ConFL & Je 48 58 7 2 B 47 40 M HE T
WEFRTEACHT RS HARGE B TR S —Z
FOBAE A % . 10 LARM B 7 W 1 num_cols Z50FE
By int 2L 0 A B RS BB B R C num
_cols”; DI”. ZJ& ConFL i [y #i $MIEF H 19 2 ik
Wi, A0TSR A YOG A L A LARM B F By col
remapping ZH ZSEAFAE LI Len(col_rema p-
ping) = =num_cols” (& 9), 3R col_remapping
FTE NI T num_cols. B T BZE num_cols
MR AR © 22 4 B R AT DL 452 51 O 2 0B
YY) col_remapping’: [DI] % num_cols”, B
i DI BAFE S col_remapping 25 ) BUHE &5 L
A A5 BT I TR BOR AR AR LR col
remapping B B W F num _cols, 3 H iy DI
BRIV YEIE T col_remapping. 5 % LARM B 14
J A B A AN AT 11 .

“e

‘ckpt_path "STR|PATH,
‘old_tensor_name . STR,
'row_remapping " LST,
‘col_remapping s [DI]*num_cols,
'initializing_values . 1.ST,
‘num_rows " DI,

‘num_cols " DI,

‘'max_rows_in_memory DI,

B 11

T T PR AF 2R BOHE 19 TR AR R 2R B FF 5 O 2R AR
MBI IEAT 32 B b B Z B R S5 BT
ML HEZE A7 7E AR 2 1 15 L B8, ConFL 78 4 B2
VA E B DR IR (BB 6 v S R AE (9 an 3 B & VR
PO X B T A RS RS IR B 1R A
T B9 5008 AR 0 ) 3 A T st B 1 O IR A T
J1. 885 » ConF L B UE 2 BUR 506 /2 29 A k. a2k
AN SR B A X 1 1 A8 RS it o T R BB
HEATAE A, ] B O B D s 5 A 5 S A RO
HH LGB Sy K

38 3k N A 5 R ARRR L AT LA s DL
s i 12 i),

4.4 Hftt ML ERIER

ConFL W3t H i #4720 it 19 18 8ot vl LLIE

Jic oAt ML HE 2, HL A 58 .

LARM 87 B 84 Bl

para = {
‘ckpt_path "'bundle_checkpoint ',
‘old_tensor_name "'some_scope/matrix ',
' row_remapping " [1],
‘col_remapping " [2147483649] 21073741824,
‘initializing_values " [],
'num_rows " 1,
'num_cols ' 1073741824,
'max_rows_in_memory 71,

}

K12 T AR A MK LARM 8 T 240

R YA T RE J . B F Python 1 5T AL
il 3 ] F B A LA Python 45 Jy i i 7Y HE 28, A K
ConFL uJ L) [ Sl St 4E 55715 2T 0 7 R K 32 .

FEA RO AR B AR KA TLRER,
T SR 1) 132 SRS 119 75 U4 BB, %k Py Toreh /J
PR B BR 5% 25 24 TR “module. to (torch. device (¢ cu-
da’)) . AR 24 o [l A T LA 2o ) DB SC {4 45 4 B
MR T A FROR R TERUE I A Uy I, 4 Py-
Torch #1 PaddlePaddle 7£ J5EAX A% Hh =) B¢ {# FH 22 dE 4T
SR IE , Hof PyTorch ffi i TORCH_CHECK
72 $ K E . Paddle {ff f§ PADDLE _ENFORCE _
EQ %17 2 8056 U - 8 33 A A7 AS W) 2 1 AR, Ak
PRBAE TSR, i F A ML AE S b [5) #F
if for 8873 LG IR E5 44, [t ConFL [m] 4 32 15 2 45
FA P AR

TE I 4 B A i )5 1T - ConF L 5@ 3 A | 42 B 3
(18175 P A ) SRR, AR [ ML AE 42 1) 4 il 28 A5 A
LA 75 A8 1 G SR AR B 5 A X AN [R] ) ML
HE 18 AN [ 208 RO RCHE 19) A A 3. e & R Con-
FL (130351 4% B ] 58 pl %t H Al ML AE 22 7 3 i

5 LRI
5.1 XWEE
AT WAE T 20 B 1078 47 Python U6 552 B fi
PRAC A 1 By BB, 7E AR B4 11 IF 48 8 Python i B
fr——CPython. DLAR e B8 6 JF 0 2 #% 1 2 ™
P T JE i C kg Z fir Lk $E CPython 1 A 22 py-
bind 11 e & & 75 1 ] C pR &R I PR Dy — 264 11 fifi ]
SWIG. Jf HAN[A ) Python p& % 4% B Al AL i 45 [7] —
A CIEF #1044k TFE_Py_FastPathExecute.
TE LR ARG 23, i 523 17 Python fU4 £
B I L AR 2 29 0. SR T 4 UG HIF 2 24 RN
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WA . — b 2 SR S B AL 2 T HE 2R U 31 A ) iy ¥ 1131

BB 1k 17 C+ -+ AT LLVM 52
T AR N ORGSR A A T T 2k AT
Python (UGS BL 1 5 1 I 148 A 28 s A 1 ) 38
A B

APEH T 4 A HWITEX TensorFlow
2. 8 PEAT VAl - EBESCTE LR YA U5 TH -

(1) B RE 1 PR AL PF Al ConFL WAL I Y
SRR S e T EAH EL A P

(2) FHF LR LA J1 PP Al - 1Ak ConFL #2HL
BT AR T2 RN R

(3) B EOE A RCEEAS - P ConFL JEF
S 2 AR Y U e 5 R AL AR i DA S SOTA T
A DA s A AR A 55 R AR A B A .

(4) Y 1 A0 B 77 VAR < WAl ConFL 75 52 bR AE
Ze b U K BLRE Ty F o3t HAR X T SOTA T A
RV

T 47 2 5 Wi B LI 4 A Intel Xeon E5-
2630 2. 20 GHz CPU,Tesla P4 GPU.128 GB RAM,
Ubuntu 20. 04 LTS Fi1 Python3. 8.
5.2 BEFWERENITH

WIS B 75 B AR, ConFL 5d i 73
Br ML 22 A P AR R W 4 5301 OF Ho vl DL E 4224
FHMCAE 20 i 5 A7 DU K. 2 38 e A W) R4S /) MIL
HEZR I, ConFL 2% A 3h 42 BOZ WA 19 55 7, 10 6
HB AR 2 T 9 AR R B s F0T o0 A R SO,

ConFL F M3 raw_ops #EH, f1 7 1355 &
TOH L 24 MR E A FE T EUI0E S i Abort
B AER T 1331 MEF LA 65 MK T TPU,
{ﬁﬂ ﬁl] SendTPUEmbeddingGradients. fit 48 ConFL

RS A X BB T (H T R AR B X

ﬁ?ﬁﬁy&?“ AP T 1266 MHE TPU #$
FW%H’J%%WWW i H#5. JEAh, ConFL 3£ 0] A
T L At 4SS e, B 4 ConFL 7E 10 BB b & 81 T
CVE-2020-26269.

13 BIR T FZHA B A1 0L . 7 15 1
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<

K13 HETEHLI

MEFHEZW S NS 976 AN EFHA 2 56
NS H R R WS 3 S8 BT 232 MR
T WA A 4R TS EECH B 20 4

DocTer 7£ Tensorflow [ 2. 1. 0 it A4 53 i 43
Proc#g U fE 3] 1008 A58 1. 1 ConFL 7E [R] flR A
o o A IR AL RE A W AR 1217 A5 T IR Free-
Fuzz 1€ 2. 4 A+ & 3 688 8 T, 1M ConFL 7E
[ A RE 6 & B 1334 A58 1. ConFL M5 1 &
PLAE 7 20T B HT A D T H PR A e T A T
L 4 Tt G 0 AE SRR A ) 2 4 TR AL
5.3 HETARRINGEHITM

ConFL R JH 5 T 24 o il 5 0% I 3 250 408 A= m
2 P2 o i b 28 5 80 B 2w I Ei 0 7Y A=
ConFL FZIPUZE 1646 FLZ0 5, HAK I 3 s,

£3 ARITH
LR 2 RBR
FI eSO 6
I ESSPN 23
IGAIE S 2 1519
PR LR 98

A S 3 BT ML HEZE SCRY AR 1 6 A5 FRBE S
A R ST RO RSP E2 A 1 N T
PF¥REE N CPUGPU 4§, iz 47 BR 58 40 sl A5 18] L 25
P45 HOR PR B 2 24 o 1Y B0 i A X B/ B R
BN R85 2 2 SRR 08 ] A () Ak LB A 3 B
i 2 i AR L I e IR Y

ConFL 7E4r M1 5 F15 B G $ I T 23 Ze Ol 28
Ly 3 AR 28 2 o BB A Lk 22 i T AT A
DIy o 3 F B AT, B RE R AT e 5 2
e mE A TR FREANIEZ /M2
FE . ConFL AR 1 1519 JL k38 2 o8, [A] 4%, 5l
ANBHLRYRREB A e B AR, 5 2
R,

0 E 28 2 T 43 Sy W 2R Y < FRLAS S0 2 TR
2SR, 5350 2t AS [a] 1) ff B il
RSEN B ndim TR R shape FoR ok 1Y
AR s size FRm U R FU A value FRom HARME . dtype
FIRSEMRAL. K 4 Fin, ERDSELAH$,
XF ndim ) RE B H & 2, HIRJE size. WTEHE F
ArgMax B IGUFZR A 0 /7, 4008 “ dimension. ndim= =
0" FS B dimension B ndim {HTFE N 0.

R4 BASYHBIELARSHE
ndim shape size value dtype
837 92 202 92 15




1132 07 W A /[ R <S4 2024 4
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Background

This paper studies the analysis and detection of the security
of machine learning framework. The previous work tested a
small subset of operators in the machine learning framework.
At the same time, the generated operators test data is rela-
tively random, and it is difficult to generate legal test data.
On one hand, those methods cannot detect all operators’
source code. On the other hand, existing methods can only
detect shadow bugs, and cannot find the hidden deeper security
vulnerabilities.

In order to overcome the shortcomings of current detec-
tion methods and find the deeper vulnerabilities of machine
learning frameworks, in the paper, We propose a constraint-
based approach to test operators. By analyzing operator in-
formation from the source code and the operator’s descrip-

tion, we can get all operators”’ call path. Then, by tracking

the flow of operator parameters. we construct four types of
constraints on operators and parameters, and generate more
legal test data based on the constraints to discover deeper
security issues.

The security risks of machine learning frameworks need
to be taken seriously. Developers use machine learning
frameworks to provide users with intelligent services. When
security issues arise in the framework, it will affect the informa-
tion security of a large number of developers and massive users of
intelligent services. The method proposed in this paper can
effectively detect security issues in machine learning frame-
works, thereby protecting user privacy and security.

This work is supported by the National Key Rgyqzwz D
Program of China with No. 2020AAA0104300.



