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Abstract Focusing on the features of MSNs (Mobile Social Networks) and the diversified
demands of user privacy protection, we propose a privacy-preserving K-nearest-neighbor (KNN)
search scheme over MSNs. First, we construct a location-privacy security model that incorporates
access control, and design a lightweight location encryption algorithm for mobile terminals; we
also propose a location re-encryption protocol and an encrypted KNN search protocol based on
secure multi-party computation and homomorphic encryption mechanism, which achieves accurate
nearby friends retrieving while preventing the geo-location and the distance order from revealing
them to the servers. To satisfy the fine-grained access control requirement, we propose a light-
weight dynamic friend management mechanism based on public-key broadcast encryption that
enables the user to grant or remove the revoked friend’ s search right of his location without updating
the key sets for his original friends, which achieves constant-time friend identity authentication.
In terms of security, our scheme satisfies adaptive £ -semantic security and revocation security
under the random oracle model. In terms of performance, compared with the works with the single

server architecture, our scheme not only reduces the communication cost between users and the
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server, but also reduces the leakage of the location information and search model, which achieves

the trade-off of the location availability and privacy.

Keywords

mobile social networks; privacy-preserving; collaboration architecture; encrypted

search; secure multi-party computation; homomorphic encryption
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encryption and secure multi-party com-

putation.

Background

Mobile social networks (MSNs) are mobile online
services that people use to build social relations with others.
They have exploded in popularity by offering many services
related with user’s life. In recent years, the problem of
location privacy has received many attentions. To the best of
our knowledge, how to design a practical privacy-preserving
location-based MSNs scheme is an incredibly challenging task
and remains open.

To satisfy the need of user location privacy protection in
MSNs, we propose a privacy-preserving K-nearest-neighbor
(KNN) search scheme over MSNs. In this scheme, we design
a lightweight location encryption algorithm using the pseudo-
random function. We also build a secure collaborative search
architecture and propose an encrypted KNN search protocol
in this architecture, which achieves accurate nearby friends

retrieving while preventing the privacy of geo-location and the

distance order from revealing them to the servers. We propose

XU Zi-Feng. Ph. D.. lecturer. His research interests

include verifiable computation.

a lightweight dynamic friend management mechanism based
on public key broadcast encryption, which enables users to
grant/remove the location search right without updating the
key sets for their original friends, thus realizing constant-
time friend identity authentication. Both security and
performance analysis demonstrate that our scheme has both a
light user workload and a moderate server workload while
being secure against user-server collusion.

As future work, our aim is to extend our scheme to
efficiently support more functions in MSNs. We also plan to
improve its efficiency to reduce the computation cost associated
with the query and sort phase. In terms of security, how to
achieve forward and backward privacy is treated as one of the
vital research directions.
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